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Anomayin:B  crarri oOropoproorbest 0azoBi npuHuunu JludepeHuiiHOro KpunroaHamiza, KOHUIeMNNii,
aJITOPUTMHM, ifel i MeToam, ki 3a0e3nMe4y0Th Leii TUIl AaTAKH, 4 TAKOK MaTeMaTH4YHe O0rPYHTYBAHHS.
Summary: Here are described the basic principles of Differential Cryptanalysis, concepts, algorithms, ideas and
methods which provide this kind of attack and also its mathematical background.

Kniouosi cnosa:Differential attack, round differentials, conditional characteristic, probabilistic influence, chosen
plaintext.

I Introduction

This paper will attempt to introduce some concepts of cryptography, and especially some ideas pertaining to
cryptanalysis, the breaking of encryption. The first method which reduced the complexity of attacking DES below (half
of) exhaustive search.

Note: In all the following discussion we ignore the existence of the initial and the final permutations, since they do
not affect the analysis.

In this research announcement, we describe a related attack (which we call Differential Cryptanalysis), and show that
it is applicable to almost any secret key cryptosystem proposed so far in the open literature. In particular, we have
actually implemented it in the case of DES, and demonstrated that under the same software differential model, we can
extract the full DES key from a sealed tamperproof DES encryptor by analysing fewer than 200 ciphertexts generated
from unknown plaintexts. The power of Differential Cryptanalysis is demonstrated by the fact that even if DES is
replaced by triple DES (whose 168 bits of key were assumed to make it practically invulnerable), essentially the same
attack can break it with essentially the same number of given ciphertexts.

IT Motivation

1. All the operations except the S boxes arc linear.
2. Mixing the key in all the rounds prohibits the attacker from knowing which entries of the S boxes arc actually
used, and thus he cannot know their output.
How can we inhibit the key from hiding the information?

3. Ideas, methods and principles of Differential Attack.
The basic idea of differential cryptanalysis: Study the differences between two encryptions of two different plaintexts:

P and P*,

* *
Notation: For any value X during the encryption of P, and the corresponding value X  during encryption of P,

denote the difference by X'= X ® X .
Advantages: It is easy to predict the output difference of linear operations given the input difference:
1. Unary operations (E, P, IP):

(P(x))=P(X)® P(X"‘): P(X")
2. Boolean operations (XOR):
(xor)=(xer)e(x @r')=xor
3. Mixing the key:
(x@K)=(x®K)® (X ®K)=X"

We conclude that the differences are linear in linear operations, and in particular, the result is key independent.
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Assume we have two inputs - X and X " for the same S box, and that we know only their difference X"'.

Denote ¥ = S(X)

What do we know about Y"'?

The simple case: when X'=0:S(X) = S(X*) forany X and Y'=0.

If X'# 0: we do not know the output difference.

Definition: Lets look on the distribution of the pairs (X Y ') of all the possible inputs X . We call the table
containing this information difference distribution table of the S box.

Definition: If the entry of the input difference X' and the output difference Y is greater than zero, we say that X"
may cause Y by the S box, and denote X'— Y".

Definition: The probability of X'—> Y' is the probability that for a pair with the input difference X', the output

difference is Y' among all the possible pairs. In DES, the probability is the corresponding value in the difference
distribution table divided by 64.

Similarly we define X'— Y' by the F-function, and define the probability as the product of the probabilities by the
eight S boxes.

Informal Definition: Associated with any pair of encryptions arc the XOR value of its two plaintexts, the XOR of its
ciphertexts, the XORs of the inputs of each round in the two executions and the XORs of the outputs of each round in the
two executions. These XOR values form an # -round characteristic. A characteristic has a probability, which is the
probability that a random pair with the chosen plaintext XOR has the round and ciphertext XORs specified in the

characteristic. We denote the plaintext XOR of a characteristic by €2, and its ciphertext XOR by 2.

Definition: An 7 -round characteristic is a tuple €2 = (Q 22205 QT) where €3 and €); are m -bit numbers and

Q, isalistof 7 elements Q, =(A,,A,,...,A,) each is a pair of the form A, = (/f,,/fo) where A, and A}, are
m /2 bit numbers and m is the block size of the cryptosystem. A characteristic satisfies the following requirements:
A; = the right half of Q ,

A7 = the left half of Q, ® A,
A} = the right half of Q.

A =the left half of Qp @ A7,
and for every I suchthat 2 <i<n-—1:
i i-1 i+l
A= @
Definition: Characteristics can be concatenated if swap (QlT ) = Q; . The resultant characteristic is

Q=(q),0! [0:0)

Definition: A right pair with respect to a characteristic Q and a key K is a pair P, P, which satisfy P'= () po
and all whose differences in the rounds 1,...,7 are as predicted by the characteristic.

Definition: The probability of a characteristic is the probability that a random pair P, P " which satisfy P'=Q), isa

right pair with respect to a random independent key.
Note: The probability of a characleristic is the product of all the probabilities of the S boxes in the characteristic.

Note: The probability of characteristics of DES is the probability that any specific pair P, P " (P'=Q,) isaright
pair among all random keys. We are more interested in the probability that for a specific (unknown) key, a random pair
PP " (P'=Q),) is aright pair. In practice, the first probability is a good approximation of the second probability.

Usually differential cryptanalysis use only the €2, and €2, of the characteristics, but not the intermediate values.

Definition: A Differential is a set of all the characteristics with the same €, and €.

The probability of the differential is the sum of the probabilities of the various characteristics.

In most differential attacks we actually use differentials, rather than characteristics. The probabilities of the
characteristics serve as lower bounds for the probabilities of the differentials.

Characteristics, which can be concatenated to themselves arc called iterative characteristics.
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The simplest differential attacks (later called OR -attacks) break ciphers with the same number of rounds as the

characteristic. Using 3-round characteristics we can find key bits of 3-round DES, and using 5-round characteristics we
can find key bits of 5-round DES.
The algorithm:

1. Choose some m =2 p_1 random pairs P, P" such that P'=Q p . and request the corresponding ciphertexts

C and C" under the unknown key K .
2. Choose only the pairs satisfying C'= (27, and discard the others. About m(p + 2_64) pairs remain (from

the m pairs): mp right pairs and 27%m wrong pairs. If p >> 27%% Wwe can assume that all the remaining
pairs are right pairs.

3. Each remaining right pair satisfies the difference predictions of the characteristics and its values C' and C ’
are known. The differences of the inputs and the outputs of the S-boxes of the last round are known from

C'=CoC’ (and from the characteristic).

If the input difference is non-zero, not all the inputs arc possible, and only a minority of the inputs satisfy the input
and output differences; in each pair only about 0-16 possible values for the 6 input bits of the S box are possible. Each
value suggests one value for the 6 corresponding key bits.

The right value of the 6 key bits must be suggested by all the right pairs, while other values are suggested arbitrarily by
only a few of the pairs. By cutting the sets of keys suggested by all the pairs, we receive two possible values for each 6

key bits; in total we receive 2° =256 possible values for 48 key bits (if all the eight S boxes are active).
If a wrong pair still remains, still the keys suggested by the largest number of pairs are likely to include the right key.

In order to attack the full DES (16-rounds) we need at least 2 * 2% pairs:
1. Their encryption costs more than exhaustive search.

2. Include all the 2% plaintext blocks (who needs the key in this case),
3. The identification of right pairs is not so good, since p < 2%

We observe that characteristics shorter than the cipher can be used. Attacks using characteristics shorter than the
cipher by 7 rounds (in which the characteristic predicts the differences in the first 7 —7 rounds of the cipher) are called

'R -attacks.
OR -attacks: In OR -attacks (which were studied in the previous slides) we know that C'=€),, and thus it is easy to

identify the right pairs. Then we use the information on the differences inside the characteristic. Still, we cannot identify
between two possible values for each S box.

1R -attacks: In these attacks, the characteristic predicts the differences except in the last round, and €, is the predicted

difference before the last round. The input difference of the [ - function of the last round is known both from the
characteristic and the ciphertexts (C ') , = (QT) > and it can be used to discard wrong pairs. On the other hand, the

difference of the output of the F-function can be calculated as (C'), ® (Q - ) .
Thus, we can use shorter characteristics with higher probabilities, although the identification of the right pairs is
somewhat worse.
2R -attacks: Allow to use a characteristic shorter than the cipher by two rounds. In these attack, the attacker knows

1. The differences of the input to the last /' -function, and the inputs themselves.

2. The predicted differences of the input to the /' -function in the second-last round (from the characteristic).

3. The differences of the outputs of the last two /" -functions can be calculated from €, and C'.
Identification and discarding of wrong pairs
For each S box in the last two rounds (total of 16 .S boxes) we calculate the predicted input and output differences as
above. If for some S box, the input difference may not cause the output difference (value 0 in the difference distribution
table) the pair cannot be a right pair.
3R -attacks: Allow to use a characteristic shorter than the cipher by three rounds. Example: Breaking DES reduced to
eight rounds using a 3R-attack;
Use the 5-round characteristic with probability about 1/10486 :

The attacker chooses pairs P, P~ satisfying P = Q) ,- With probability p = 1/10486 the difference after five rounds

is Q. In the sixth round
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f'=(Q,), =405C0000, :
$1:08 .,52:00_,53:08,_,54:38_,
$§5:00,,56:00,,57:00_,58:00..
Thus, the output differences of S2,55,56,57 and S8 are zero as well.
The output differences of $2,55,56,57 and S8 in the last round can be calculated from €2, ,C" and these zeroes.
The inputs to the last round are known, and thus the inputs to the S boxes are known up to XOR with the last subkey
K8.

We can find several possible values for the key bits entering each of the five S boxes in the last round, total of 30 key

bits. The right value of these 30 key bits is expected to appear as the most frequent value: it is suggested by all the right
5

4 -
pairs (by about 1/10486 of the pairs). Any other value is suggested by about PED =27

" 1048576

The right value will be suggested 100 times more frequently than any other value, and thus is easily identified by
counting the frequency of the suggested values.
About 100000 pairs (and even less) suffice for this attack.

1. Choose 100000 pairs P, P" satisfying P =Q »» and request their cipher-texts C,C " under the unknown key
K.

2. Initialize an array of 2% entries with zeroes.
3. Compute the inputs and the input difference of the last /' -function:

of the pairs.

h=C,
h=C,
H=h@®h

and 20 bits of the output difference
H'=(Q,), ®F'@C,'
where 20 bits of F"' are known to be zero, and the same 20 bits are calculated for H': the output of five S
boxes.
4. For each of the five S boxes in the last round for which the inputs X, X " as well as the output differences Y

are known, calculate all the possible values of their 6 key bits, which satisfy S (X @K )@ S (X "OK ): Y

and create a list of all the possible 30 bits of the key. For each 30-bit value, increment (by one) the
corresponding entry in the array.

5. After all the pairs are processed, the highest entry should correspond to the right value of the 30 key bits.

6. Complete the remaining 26 key bits (by exhaustive search or by a differential attack),

A variant of this algorithm requires an array of 21 bytes.
Differential chosen plaintext attacks can be converted to known plaintext attacks with higher complexities:

1. Assume a chosen plaintext attack requires m pairs P, P " with difference P'=Q) p-
Request (2°°+/2m)/2 random known plaintexts.
There are (2°°~/2m)* /2 pairs in these plaintexts, which are 2°*m pairs.

2

3

4. Each value of P' appears for about 27 of the pairs, i.e., for about m pairs.

5. In particular, there are about m pairs with the plaintext difference €),. (These pairs can be identified

efficiently using hash tables).
6. The original chosen plaintext attack is executed on these m pairs.
The Attack on the full 16-round DES.
Motivation:

-55.1
1. The 15-round characteristic has probability 2 , and clearly cannot be used to reduce the complexity of
55
attack below 2

-54.1
2. The 14-round characteristic has probability 2
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3. In order to attack DES, we must then use characteristics of at most 13 rounds.
4. However, 3R-attacks arc infeasible, since due to lack of data the right key cannot be identified.
The Data:

1. Let {v j} be the set of 212 possible output values of S1,S2 and S3, after the P permutation, where all the
other 20 bits are zero (assume vy = 0).

2. Choose the plaintexts in structures of' 2" , using the two best iterative characteristics:
a) Choose (random) £y.

b) B =P ®©0.y"). where Q) =(y,0).
c) %:B)®(O,V/2),WhereQ‘i:(l/lz,()).
d P=Ro0y op’).

e) For0<i<3,0<j<2":P

i+4j

=F® (V_/ ’0>-

3. In this structure, for every F;-, there is some unknown Pj, whose difference (before round 2) is le.
Similarly for Q%.

4. Therefore, for each characteristic, there are 213 pairs in the structure, and in total 214 for both characteristics.

5. Right pairs: the 13-round characteristic probability is 27472

214 % 2—47,2

. In a structure there are in average
— 2—33,2 ioht pai
= right pairs.

6. One right pair is expected to exist in 237 structures in average, i.e., in about 2% chosen plaintexts.
Identification of Wrong Pairs.

Q r= (l// ,0) , thus the input of the F' -function in the second-last round differs by ¥ in the right pairs. { is non-zero

only in the input to S1,52 and S3. Thus, the 20-bit output difference of S4,S55,56,57,S8 is zero.

The input difference of the last round must be zero in these 20 bits.
This difference can be easily calculated for any pair, and can be used to discard most of the wrong pairs; A wrong pair

passes the test with probability 27 in total there are 2°° pairs in each structure, and thus only about 2° wrong pairs
pass the test.

These remaining pairs can be found efficiently: Hash the 2! plaintexts by the 20 bits of C,, and process only those

hashed to the same entry. It requires only about 2! steps, instead of 2%,

In previous differential attacks we counted the frequency of the keys, and thus needed several right pairs.

We observe that when we count by a large number of bits, it is more efficient to compute a trial encryption to verify key
directly.

Instead of counting on the 48 key bits, we complete the 48 bits to 56 bits (with all the possible values of the additional 8
bits), and compute a trial encryption on each of the 56-bit keys:

Given the 22 ciphertexts, there is a right pair with a high probability.
Discard wrong pairs by the algorithm in the previous slides.
For each remaining pair do:

Compute all the possible values of the last 48-bit subkey: a total of 4% values in average for each pair.
Complete the 48 bits to 56 bits by adding all the possible 8-bit values.

Compute a trial encryption on each of the 4° ¥ 2% =2 keys.
During processing of the first right pair, the key must be found. With a high probability, only the right pair
passes the trial encryptions.

NSk Wb

IIT Conclusion
Differential Cryptanalysis can break many additional secret key cryptosystems, including IDEA, RC5 and Feal. Some

ciphers, such as Khufu, Khafre and Blowfish compute their S boxes from the key material. In such ciphers, it may be
even possible to extract the S boxes themselves, and the keys, using the techniques of Differential Cryptanalysis.
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Differential Cryptanalysis can also be applied against stream ciphers, but the implementation might differ by some
technical details from the implementation described above.

Jlimepamypa: E. Biham, A. Shamir. Differential Cryptanalysis of DES — like Cryptosystems, Journal of
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1994.

VJIK 621.391
IMPO BI/THOHIEHHS EKBIBAJIEHTHOQTI HA
MHO>KHWHI BYJIbOBUX ®YHKIIAN

Cepciii Menvnux
Kuiscokuti giticokoguti incmumym ynpasiints i 36 513Ky

Anomayis: Po3rasigaerbesi NUTAHHA KJacudikanii 0y1b0BuX (GyHKuiil mo BigHOIEHHIO eKBiBaJeHTHOCTI, 10
BU3HaYeHe Ha MHOxMHI F, Bcix OyaboBux ¢yHKUiii Bix n aprymeHTiB, a Takoxk Jeski kpunrorpadivHi
BJIACTHBOCTi 0yJIbOBUX (pyHKLII HA 0HOMY 3 BUBHAYEHUX KJIACIB.

Summary: In this article was examined classification of boolean functions on the attitude ecvivalation, which
determined on the ensemble F, of all boolean functions from n arguments, as well as some cryptographs
particularity of boolean functions on one of determined classes.

Kurouosi cnosa: 6yaboBa ¢pyHkuisi, kjac, Kpunrorpadgiysi BJIacTHBOCTI.

Hexaii G — pmesika rpyma B3a€MHO OJHO3HAYHHMX MEPETBOPEHb BEKTOpHOro mpocropy Z, (Z={0,1}). dynkuii

f | (Xy5ee0rx,) T2 f ) (Xy,..., X, ) Ha3MBAIOTHCS EKBIBAJIEHTHMMHM BiAHOCHO rpymu G, SKIO IS AESKOTO eleMeHTa

geG
S, e X, ) = (0 X,).
[IpencraBnene BigHOIICHHS € BiIHOMEHHSM eKBiBajdeHTHOCTI ([1,2]), 3a cIKMM MHOXWHA BCiX OyITBOBHX (DYHKITiH

po30uBaeThCA Ha KJIacu. Y BHIAAKY, KOJIU G= <S ns Zn > , KJIACH €KBIBAJICHTHOCTI HA3MBAIOTh THIIAMU, 4 TAKOXK SIKIIO

G=S§ . - Dospamamu (ne S , - CUMETpHYHA IpyIa MEePEecTaHOBOK KOOPAUHAT BEKTOPIB i3 Z,, Z - Tpyna 3CyBiB

pocTopy Zy).

OpnoTHmHi (YHKII MPEeICTaBIAIOTE COO0I0 ONHY JIOTIUHY (GopMy, 3amucaHy B Pi3HHX CHCTeMaX KOOPAWHAT, TOMY
3HAaYHa YaCTHUHA BJACTUBOCTEH OyJIhOBHX (DYHKI[IH OJHOTO THUILY CIiBIAJAE.

3 TOYKM 30py KpHNTOrpadiyHHMX 3aCTOCYBaHb, BAXJIMBUM € MHUTAHHS MPO CIIBMAJaHHI AESKUX KpUITOrpadidHux
BJIacTUBOCTEH OynboBUX (yHKIH ([3]), 10 HaIEkKATh OJHOMY THITY, & CaMe: HEJIHIMHHICTh, KOPESAIIHHUN IMyHITET Ta
BHKOHAHHSI CTPOTOr0 IOTOKOBOTo KpuTepiro (“strict avalanche criterion”). 3 [3] BimoMo, 1m0 mepenideHi BIaCTUBOCTI

MOXYTh OYTH c(OPMyJILOBaHI B TEPMiHaX MEPETBOPEHHS Y OJIIIa; F (w)= Z(—l)f(x) ® , 16 XW - ckansapHuii

xeZ

n

IO0OYTOK BeKTOpiB X, W € Z,,, ke Ui (YHKIIA OJHOTO THITY BiIPI3HAETHCS HECYTTEBO (IOO BKa3aHHUX BIACTHBOCTEN).

Omxe, st OyIpOBUX (DYHKIIIH OTHOTO THITY IIi KpUNTOrpadidHi BIACTUBOCTI CITIBIIAJAIOTh.

Crix Big3HauWTH, IO B JIiTepaTypi HalOLIbII BigoMoro kiacudikamieto € ['apBapaChKuil KaTaior, Mo mepepaxoBye 3a
TUTIAaMH Bci Oy1p0Bi (DyHKIIT Bix 4-X apryMeHTIB 1 MICTUTB iH(QOPMAIIiO PO MOTYXKHICTH THITIB Ta ONTHMAJIBHY JIAMIIOBY
peamizamito QyHKIiI — mpeAcTaBHUKIB THINIB. [HImMN, OUTPII TOYHMI Katajor, OyB CKIaIEHHH TPYHOIO0 STIOHCHKUX
BUCHHUX Iix KepiBHUITBOM mpodecopa Hinnomia. IIpencrapnenmit HikoHoBMM B [2] kaTajmor moOyZoBaHHHA Ha
BUKOPHCTAaHHI MPUHIMIIB Kiacudikauii Oynb0BUX (QYHKIINH 32 AOMOMOroro rpadiB 3B’SI3HOCTI BEpIUUH, IO JEKUIbKa
nosermye podory 3 HuM. Karamor HikoHOBa TakoX MicTHTh iH(GOpMAIIO PO IMOTYXKHICTh THIIB Ta MiHIMAJIbHY
CTPYKTYpY peajtizauii OyJb0BUX (YHKIIIH.
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