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JAHHBIX U 00paboTKH HH(OpMAIK B OaHKOMATax, B IPOIEcCce CUNTHIBAHMUS HH()OPMAIIMHA ¢ MATHUTHBIX KapTOUYeK, B
CHCTEeMax pasrpaHHyeHMs JOCTyNa U T. [1.
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Pucynok 5

OCHOBHOE JJOCTOMHCTBO — 3TO OTHOCHUTEJbHAs JEIICBH3HA M YHHBEPCAILHOCTH (IPUMEHHMO K JIIOOOMY YyKe
YCTaHOBJIEHHOMY U paboTaroiiemMy 0ObIYHOMY KOMITBIOTEPY).

OneHuTh 3QPEKTUBHOCTH NPEIOKEHHOTO METO/IA IOBOJILHO CIIOXKHO, XOTSI N3HAYAJILHO OYEBHIHO YMEHBILICHNE
ypoBHs uH(popmaTuBHOTO [IDMU npu ManbIx 3aTrparax.

Jlumepamypa: 1. 36ipnux “Ilpasose, Hopmamuene ma Mmemponociune 3a0e3nedeHHs CUCMeMU 3AXUCTY
inghopmayiii 6 Ykpaini”- Kuis, 2000. 2. Peter Smulders: The Threat of Information Theft by Reception of
Electromagnetic Radiation from RS-232 Cables. Computers & Security vol 9, pp 53-58, 1990. 3. W. Van Eck,
Electromagnetic radiation from video display units. Computers&.Security vol. 4, pp. 269-286, 1985. 4. Markus G.
Kuhn u Ross J. Anderson «Soft Tempest: Hidden Data Transmission Using Electromagnetic Emanationsy -
University of Cambridge, 1998.
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OCOBEHHOCTHU 3AHINTBI BAHKOBCKOU UTH®OPMALIU

Ceemnana Illanosanosa, Oxcana I'anena, Braoumup Kanveanos
Hayuonanvnwiti mexnuueckuii ynueepcumem Yxpaunor “KIIH”

Annomayus: IlpuBoauTcs 0030p onucaHHbIX B HauOoJiee o0wei ¢opme cpelcTB 3aMIMTHI HHPOPMALMH B
0aHKax.

Summary: In this article was described the methods of information’s protection in banks in the most general
form.

Kniouesvie cnosa: HecaHKIIMOHUPOBAHHBIN 10CTYN K HHpOpPMAaLUHM, 3a1MTa HHGOpMalUU B 0aHKAX.

I 3apaua onpenesieHus: HeOOXOAMMBIX Mep IS 3AIIUTHI 0AaHKOBCKOI NHpoOpMaNMHU

bruta mocraBieHa 3amaua ompepesneHMs B HamOosiee oOmeid ¢opme Mep 3amuThl MHGOPMALMH B
aBTOMAaTH3MPOBaHHBIX OaHKOBCKuX cucteMax (ABC). 3amaua paccmaTpuBaeTcs C TOYKH 3pPEHHS CIEIHATIICTOB
KOMITBIOTEPHOH Oe30macHOCTH OaHKa, HMCHOJIB3YIOIIUX TOTOBbIE PEUICHHs! 10 anapaTHOMYy U IPOTPaMMHOMY
obecnieuernto (I10). O030p 0XBaThIBACT OCHOBHBIC ACIHCKTHI IJIAHUPOBAHUS KOMIUICKCHOW 3alllUThI, KOTOPHIC
JIOJDKHBI YUUTHIBATHCS CIIEHAINCTAMH JI0 TIOKYITKK obopynoBanus u I10.

IMon yrposoit GesonmacHocTH MH(pOpManuu OyaeM NOHMMATh HECAHKIMOHMPOBAHHBIA NOCTYH K IaHHBIM Ha
1r000M ypoBHe 0e3 aHann3a IeHCTBUH HAPYIIUTENS U BO3MOXKHBIX MOCIIEACTBHH.

OrpaHn4uM pacCMOTPEHHE Mep I10 3aIuTe HHHOPMALUH CISTYIOIHMH A0y IICHHAMH:

1. Byaem cuutath, 4TO GE30IIACHOCTH HE YIPOXKAIOT CHCTEMHBIC aJMHHHCTPATOPBL. YIPO3a HCXOIHUT TOJIBKO
W3BHE HJIM CO CTOPOHBI PSAIOBOTO MOJIB30BATEIS.

2. Bynem paccmarpuBath paboty ABC Tojibpko B 00bluHOM pabodeMm pexume. OcraBuM 0e3 BHUMAaHHS TaKHe
aCIeKThI MPOOIIEMBI, Kak oOecrieueHne 0e30MacHOCTH HHPOPMAIIKH TP MPOBEJCHUN PEMOHTHO-TTPOQHIAKTUUECKIX
paboT ¥ IpH aBapUIHBIX CHTYaLUsX.

3. OtHeceM mpobiemMy 3apakeHUs CUCTEMbI BUPYCaMHU K TOCIEACTBHUSIM HECAHKIIMOHUPOBAHHOTO JOCTyNa U
BBIHECEM 32 PAMKH HAIIIEr0 UCCIICOBAHMSI.
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4. W, HaKkoHeN, MOCKOJBKY OaHKH OTHOCSTCS K OpraHM3aldsM — MOTpeOuTensM, a He mpousBoautersiM I10,
0TIaAaeT HEOOXOAMMOCTD N3yUEHHSI CPECTB “3aIUTHI OT KOITMPOBAHUS .

II OcobennocTr 32U THI HHPOPMAUK B 0AHKOBCKHX CHCTEMAaX
U Mepbl NPeI0TBPAllleHUs] HECAHKIIMOHUPOBAHHOIO J0CTYNA

3amura HHGOPMAIIUN B OAHKOBCKHUX CHCTEMAaX UMEET CIEAYIONIHe OCOOEHHOCTH:

1. ABC nmomxHbl OBITH JHMIEH3MOHHBIMH M NPHOOPETaThCS HCKIIOYHTEIBHO y CEpTU(PHUIUPOBAHHBIX IO
KBaIM(UKAIMOHHBIM TPEOOBAHUM 3alIMIIIEHHOCTH Pa3pabOTYNKOB.

2. CyiecTByeT CHeNUaNbHOE JUIs 3TOM mpeamerHod obOmactu 10, yxe Bkirouaroriee B ceOs cpeacTa
6e3onacHocTu. Jlpyrumu crnoBamu, aist BeiOopa ABC HeE00XOIMMO OpHUEHTHUPOBATHCS B KPUTEPHSAX OLCHKH
0€3011acHOCTH, YCTAaHOBJICHHBIX 11 KOMMEPUYECKHUX MPOTPaMM.

3. I1O GaHKOBCKHX CHCTEM MHOTOYPOBHEBOE, BKJIIOUAOLIee B ce0sl ceTeBoe NMpOorpaMMHOE oOecrieueHre, OaHy
WA HECKOIBbKO onepannoHHbIX cucteM (OC) u cucreM ynpasienuns 6a3amu nanHbx (CYB/).

PaccMoTpuM BIHsHHE Ka)XJ0H 0COOEHHOCTH Ha MEpHbI, 00ecreunBaroye 0e30nacHoOCTh HHpopManum:

1. TonpKO OpraHU3aINK, HMEIOIINE TOCYAAPCTBCHHYIO JIMIEH3MIO [ 1], MOryT co3narte cnenuansupoBannoe 110
0aHKOBCKHX CHCTEM U FapaHTHPOBATh:
®  TPaMOTHOE pEIIeHHUE 3aad JeJIONpPON3BOJICTBA OaHKa;

e  3amuTy MHGOPMAIMU B CUCTEMAaX MOBBIIICHHOHN OMaCHOCTH HECAHKIIMOHUPOBAHHOTO JI0CTYIIA;

®  3aIIUTY OT HECAaHKIIMOHUPOBAHHOTO NocTyna npucymux it ABC aTak.

K 11o100HBIM aTakaM OTHOCSTCS:

o  “amaxa cansimu’. Pe3ynpTaThl OKPYIJICHUS pE3YJIbTATOB apU(MMETHUYCCKUX OINEpanuil NpPUOaBISIOTCS K
3HAYEHHIO HEKOTOPOTO 3JIeMeHTa 0a3bl JaHHBIX (HAaIIpuMep, K CyMMe, XpaHsIIeHcsl Ha IMYHOM CUETY XaKepa);

® cmamucmuyeckas uoeHmuguxkayus. ITa aTaka MO3BOJIET I0JIydaTh KOHKPETHBIE 3HAUEHHS TeX I0JieH 0a3bl
JaHHBIX, JUI1 KOTOPBIX JOCTYITHA TOJBKO CTaTUCTHUECKas MH()OPMALIHS;

®  OTCYTCTBHE HEIOKYMEHTHPOBAHHBIX BO3MOXKHOCTEH JIOCTyMa K PecypcaM CHCTEMbI (Harpumep, ~JIFOKOB™ ).

Bonee Toro, ycranoBka I10 takxke noimkHa OBITH IpOBeAEHA KBUTN(HIMPOBAHHBIMH CIIEINATUCTAMH B 00JI1aCTH
3anUTh HHGOpPMAIMX AJIS TOTO, YTOOBI pa3padboTank mocie 3amycka ABC He nMen BO3MOYKHOCTH €€ BCKPBITHS.

2. ABC nomkHa ObITh cepTu(HULUPOBAHA 110 KPUTEPHUSIM FOCYAapPCTBEHHOH NiiieH3nK. KomOuHauio TpedoBanunit
BBIIIOJTHEHU Mep O€30IMacHOCTH MOXET I0J00paTh TOJBKO CHENMANUCT HA OCHOBAaHMM aHAlN3a KOHKPETHOMH
curyanun. C pa3BUTHEM alliapaTHbIX BO3MOXKHOCTEW KPUTEPUH 3aIUTHI TOCTOSIHHO Mouduimpytotcs. Co BpemeH
“Opamxeoit kuuru” (otueta Trusted Computer Security Evaluation Criteria — TCSES nmoapaznenenuss Computer
Security Center MunucrepctBa o6oponsl CIIA, ony6nukoBanHoro B 1983 roay) HanmiM ITOBCEMECTHOE
MPUMEHEHHNE JIOKAJIBbHBIE U TJI00aIbHBIE KOMIIBIOTEPHBIE CETH, U KOTOPBIX HEPUMEHNM 110J100HbIH noaxoxa. Ho mo
KOHLICTIIMK MpeAjiaraeéMble OLEHKM O€30MacHOCTH W CPEJCTBA €€ 3alUTHl OCTalNCh NpeKHMMH. Hampuwmep,
OrpaHMYCHHUE J0CTYIa, MHU(POBaHNE OTIAEIBHBIX MOJYyJICH, HCIOJIB30BAHUE AIICKTPOHHBIX TOAMUCEH M T.II. MOYKHO
CUHTATh pa3BUTHEM TpeboBaHui “OpaHKeBOW KHUTH .

3. B obmem cmyuae ABC BkimrogaeT B ce0st TpH OCHOBHBIX YPOBHSL:

OJTHY WJIM HECKOJIBKO CHCTeM ympaBieHus 6a3amu nanHbx (CYB/);
onny nmn Heckobko OC, obcmyxuBaronx CYB/l n cucreMmy T10KyMeHTO000pOTa;

e  ceTeBoOe IMporpaMMHOe obecrieuenue, odecneynBaromee HHGOPMAITMOHHOE B3aNMOACHCTBIE PA0OYX CTAHIIHA
U cepBepOB OaHKOBCKOIA CEeTH.

B 3aBucumocTn ot ypoBHs: ABC MOXHO ITpeayCMOTPETh pa3iuuHbIe METO/IbI 3AIUTHI.

3amuTa 6a3bl JaHHBIX SBISIETCS OJJHOW M3 HauboJiee MPOCTHIX 3a7ay 3alUThl HHpOPMaHu. IT0 00yCIOBICHO
TEM, 4TO 0a3bl JaHHBIX MMEIOT YETKO ONPE/CICHHYI0 BHYTPEHHIOIO CTPYKTYpY, ¥ OIEpaluy HaJ dJIeMEHTaMu 0a3
JAHHBIX TaK)KE€ YETKO OIpeleieHbl. B OoJIbIIMHCTBE Cly4aeB Xakephl Jaxke He mbITaiorcst arakoBatb CYBJI,
MOCKOJbKY IpeooeTs 3aumty ABC Ha crnenyromux ypoBHsx, a uMeHHo OC u cetu, ropaszio npomie.

Jnsa peanmzanuu araku Ha CYB/] HapymmTens ODKEH Kak MUHUMYM SBISATHCS monb3oBatenem CYB/I.

OCHOBHBIM MeTOZIOM oOecrieueHHs Oe3omnacHocTH Ha ypoBHe CYB/I siBisieTcst HCHONB30BaHNE UMEHH U TTApOJIs
MOJIb30BATENs. DTOT METOJ XOpOII TEM, YTO JAaeT BO3MOXHOCTH JIETKO ONPENENUTH IOJHOMOYHMS W IIpaBa
MOJTIb30BATENs U BBIACHUTB, KEM M KOT/Ia MPOU3BEICHA KaKast 1100 oneparus.

Ha ypoHe OC BO3MOKHBI aTaKH B PE3yJIbTATE CICIYIOUINX YITyIICHHUH:

1. UcnonezoBanne OC co cnaboii 3ammTod, TO ecTb MOXHO 3arpy3uth OC, MUHYsI HAESHTU(DHUKALUIO
TIOJIB30BATElIsl U BBOJI IapOJIsl.

2. “Coopka Mycopa” Ha JMCKax W B OTICPATUBHON MAMSITH.

2. Xpanenue MH(OPMAILMK Ha KECTKUX IUCKAaX B OTKPHITOM (opMaTe, M Kak CJEJICTBUE, BO3MOXKHOCTb YTCHHUS
9TOH MH(POPMAIIMHU HEJICTAITEHBIM MT0JIb30BATEIIEM.
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3. VXo[ coTpyIHUKA C MeCTa pabOTHI O€3 3aKPHITHS JOCTYIA K CHCTEME.
CaMbIe IpOCThIe CIIOCOOBI peHIeHNs ITUX pobiem [2]:
e ucnoas3yercss OC ¢ BBICOKOW CTETIEHBIO 3aIIUTHI;
e BCEC BAXHbBIC IPOTrPaMMbl M JaHHBIE XPAHATCA HAa CEPBEPAX, K KOTOPHIM MOJKIIOYAIOTCS pabodue CTaHIWU.
[MocreaHue NONMYYaIOT TONBKO TE JJAHHBIE, KOTOPBIE 3aITPOILEHBI YITOJTHOMOYEHHBIM HOJIb30BaTEIIEM;
o  (aiiner BJI, xpansiiuecs Ha cepBepe, He SBISIOTCS paszaeisieMbiMu ¢ Touku 3perus OC (pasleneHue NaHHBIX
MEX]Ty MOJIb30BATEISIMH UCTIONB3YeTCs TOIbKo Ha ypoBHe CYB/I);
® IpM CETEBOM B3aUMOACHCTBMM paboumx crTaHmuMd u cepBepoB bJl He wHCHONB3yrOTCS OOBEKTHO-
OPHEHTHPOBAHHBIE CETEBBIE TIPOTOKOIIBI;
®  HCMONB3YIOTCS NPOTPaMMBI, KOTOPHIE aBTOMATHYECKH 3aKpBIBAIOT CHCTEMY IIPHU JUIMTEIBHOM OTCYTCTBHH
MoJIb30BaTeNeil (XpaHUTeN! 3KpaHa ¢ HaposIMH U T. 1I.).
BankoBckue yupexxaenus o0s3aHBI UMETh KaHAIBI UIsi 0OMeHa mH(opMaIel ¢ BHEITHAMHA a0OHEHTaMH. JTOT
0OMEH peann30BaH Ha CeTEBOM YPOBHe.
Ha cereBoM ypoBHE BO3MOXKHEI cienyronmie atakiu Ha ABC [2]:
1. IIpocmymBanye kaHajia (BO3MOXHO TOJNBKO B CETMEHTE JIOKAJIBHON CETH).
[TpakTHyeckn Bce ceTeBble KapThl MOAJIEP)KUBAIOT BO3MOXKHOCTH IIEpeXBaTa IaKeTOB, NepellaBaeMbIX 110 00IemMy
KaHally JIOKaIbHOM ceru. [Ipu 5TOM pabouas CTaHIMS MOXET IPUHUMATh IAKeThl, aJPECOBAHHBIE APYIUM
KOMITBIOTEpaM TOTO JK€ CerMeHTa ceTH. Takum o0pa3oMm, Bechb WH(OpMAaLMOHHBI OOMEH B CErMEHTE CETH
CTaHOBHUTCS JOCTYITHBIM HapyLIUTEITIO.
2. IlepexBar MakeToB Ha MAapUIPYTU3aTOPE.
ITockonbKy dYepe3 MapmIpyTH3aTop OOBIMHO TIEpeJacTCsl O4YeHb MHOTO IIaKETOB, TOTAJIBHBIH HX II€pPEXBaT
MPaKTHYECKH HEBO3MOXKeH. O/IHAaKO OTAENbHBIC TAKETHl BIIOJHE MOTYT OBITH NMEpPEXBauCHbl W COXPAHEHBI IS
MoCTIeMyIoIero ananmza HapymuteneM. Hambomee sddexruBen mepexsar makeroB FTP, comepxammx mapoiu
MOJIb30BATENEH, a TAKKE DIIEKTPOHHOM MOYTBHI.
3. Co3gaHue JI0’)KHOTO MapIIpyTH3aTOPA.
Ocy1ecTBiIsI€TCS OTIPABICHUEM B CETh [TAKETOB ONPEIEIEHHOTO BU/A, B PE3YJIBTATE YET0 KOMIBIOTEP HAPYIIUTEIS
CTAHOBUTCS MAapLIPYTU3aTOPOM U IOJIy4aeT BO3MOXKHOCTb OCYIIECTBIATh NPEABIAYINYH0 Yyrposdy. JIoxHbIN
MapIIpyTU3aTOp HEOoO0s3aTeNbHO 3aMETeH BCEM KOMIbIOTEpaM ceTH. [l09TOMy MOXKHO CO3[aBaTh JIOKHBIE
MapmpyTu3aTopbl JJId OTACIbHBIX KOMIIBIOTEPOB CETU U AK€ IJId OTACIbHBIX COG[[I/IHGHI/Iﬁ.
4. Hapsi3p1Banue maketoB. OTHpaBieHe B CETh MAKETOB C JIOXKHBIM 0OpPaTHBIM aJpPECOM.
C moMomIpi0 3TOH aTakW HapyHIMTENh MOXKET IEpEKIouaTh Ha CBOM KOMIIBIOTED COCIMHEHMS, YCTaHOBJICHHBIC
MEXAy IpyruMu KomibloTepamu. Ilpm 3ToM mpaBa JOCTyma HapyIIMTENsl CTAaHOBSTCS PaBHBIMH IIpaBaM TOTO
TIOJTb30BATESI, YbE€ COSANHEHUE C CEPBEPOM OBIIIO TIEPEKITIOUCHO HA KOMITBIOTED “B3JIOMIIUKA”.
5. Ataku kJacca “oTKa3 B 0OCITy>KUBaHHUN .
Hapymmrens oTmpaBiseT B CeTh IAKeThl ONPEICICHHOTO BHAA, B PE3yJbTaTeé Yero OJWH MM HECKOJIBKO
KOMITBIOTEPOB CETH HOJHOCTHIO WJIM YACTUYHO BBIXOJST U3 CTPOSL.
CereBoii ypoBeHb ABC 00brHO HanboJe€e YSI3BUM JJIS aTak XakepoB. DTO 00yCIOBIECHO TE€M, YTO KaHAaJ CBA3H,
[0 KOTOPOMY IIEPEeNAlOTCS CETEeBbIEC ITAKETHI, SBIACTCSH OTKPBITBIM — KaXKIbIH, KTO MMeeT (U3HYECKUH JOCTYyN K
3TOMY KaHaly, MOXKET OTHPAaBJSATh B KaHaJ MAaKEThl MPOHM3BOJBHOIO cojaepxkanus. J[ias oOecredeHus: HaJeKHON
3amuUThl ceTeBoro ypoBHs ABC HE0OX0aUMO MOOUTHCS MAaKCHMAIBHOW ‘‘3aKPBHITOCTH CETEBBIX KAHAJIOB CBS3H,
JPYTHMMH CJIOBaMH, MakCHMaJIbHO 3aTPyIHHTh HECAaHKI[MOHWPOBAHHBIH MH()OPMaIMOHHBIM OOMEH B 3allMIacMON
CeTH.
CyIIecTBYIOT CIEAyIONIMe Mephbl 3allIUTHI, MO3BOJIAIONINE MHHUMHM3MPOBATh PHUCK HECAHKIIMOHHPOBAHHOTO
JIOCTYIIa Ha CETEBOM YPOBHE:!
1. W3oxsamus cetv OT BHEIIHETO MUpA.
Ecnu cers ABC nmeer Bbixoz B Internet, To 3aa4a opraHu3annyl €€ 3alIUThl CYIIECTBEHHO yCIoxHsercs [3]. OT1o
00yCTIOBJICHO TEM, YTO B 3TOM CiIy4ae 000l moip3oBarens Internet mmeeT GU3MYECKHH TOCTYI K 3alUIaeMOi
cetu. Ecnu n3onupoBats 3amum@aeMyo ceTh oT Internet HEBO3MOXKHO, aIMUHUCTPATOPBI 3aIININAEMON CETH TOTKHBI
yZIensTh 0c000€ BHUMAHUE OTPaHIUYCHHUIO IOCTYIA K CETH Iojb30oBaTenei Internet.
2. MakcumanbHOe OrpaHHYeHUE 00beMa 3allINIAeMO CETH.
Yem Gosblie ceTh (reorpaMyecky 1 Mo YUCIy KOMIIBIOTEPOB), TEM TPY/IHEE €€ 3alUIIaTh.
3. lIudposanue cereBoro tpaduxa.
Ora Mepa 3alIUTHl IT03BOJISIET MOJHOCTBIO YCTPAaHHMTh Yrpo3y mepexBara makeToB. C Jpyroil CTOpPOHBI,
mr¢poBanue TpaprKka HECKOJIBKO CHHKAET MPOU3BOIUTEIBHOCTD CETEBOTO IIPOrPAaMMHOT0 00eCTIeUeHHSI.
4. Iudposas MoANKHCH CETEBHIX MAKETOB.
Bce makersl, nepegaBaeMble 1O CETH, JOJKHBI OBITH TIOAMTMCAHBI KPUNITOrpadueCcK CTOMKOH II(POBOH OAIHCEIO.
JlaHHast Mepa MO3BOJISIET MOJHOCTHIO YCTPAHUTh YIPO3Y HABA3BIBAHUS ITAKETOB U OOJIBIIMHCTBO YTPO3, CBSI3aHHBIX C
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OTKa3oM B oOcmyxuBanud. Eciom 3ammimaeMas ceTh WMeeT BBIXOA B Internet, mudpoBas MOINMMCH IMTaKETOB
ManodpPpeKTUBHA.

5. MexcereBbie dkpansl (firewalls).
MeskceTeBble 9KpaHbl (GHIBTPYIOT TII€pelaBacMble dYepe3 MapIIpyTH3aTop TMaKeThl, He MpOMyCcKas uepes
MapupyTus3aTop NOTCHIUAJIBHO OMMACHBIC MAKEThI, KOTOPBIC, BO3MOKHO, 6I)IJ'II/I OTIIPaBJICHBI B CETH B XO/I€ aTaKU CETU
XaKepoM.

III 3akarouenue

1. AHanm3, OICHKY, IPOCKTHPOBAHUE CHCTEMBI 3alIUTH HH(POPMAINH, SKCIIEPTU3Y 3AIMUIIIEHHOCTH HEOOXOTUMO
MIPOBOIUTH HE3aBUCHMBIMH OPTaHU3AIMSIMH, UMEIOIIUMH TOCYJapCTBEHHYIO JIUIICH3UIO HAa MPOBEICHNE YKa3aHHBIX
pabor.

2. ApXUTEKTypa CUCTEMBI JIOJDKHA OBITh MOCTPOEHA TAaKMM 00pa3oM, YTOOBI MOJKIIIOYEHHE K TJI00aJbHON CeTH
OCYILECTBIISIIOCH TOJIBKO B CIy4ae KpalHeil HeoOX0aUMOCTH.

3. ITonuTrKa pa3MelIeHNs JaHHBIX JOJDKHA MMPOBOAUTECS U3 pacyeTa UX MaKCHUMaJIbHON HEOCTYITHOCTH.

4. OcymecTBineHue aynuta u mpoBepok 1enoctaoctd [10 ABC momxkHO OBITE cucTeMaTHUeCKuM. JKenaTenbHo
BECTH JKypHaJI ayAnTa HE TOJBKO B JJIEKTPOHHOM, HO 1 OyMa)KHOM BHJIE.

5. TectupoBanue Ge3onacHoct ABC cnienuanbHBIMU IPOrpaMMaMy M aHAIHM3 €T0 Pe3yJIbTaTOB TaKKe JOJKHBI
OBITH PETYISAPHBIMA MEPOTIPUATUIMHU.

Jlumepamypa: 1. Maxcumenxo C., Ocoseykuii JI. 3awuma u Oe3zawumuocms uHpopmayuu 6 OaHKe.
http://inf.susu.ac.ru/~tyrty/banky.html. 2. IIpockypun B. I'. I[Ipobnemsr 6e30nacnocmu: unancosas b6ezonacnocmo.
Aemomamuzuposannas OaHKoscKas cucmema 2enazamu xaxepa. hitp://infocity.kiev.ua/hack/title/bank.html. 3. SC-
banx: Pykosoocmeo npocpammucma. http://www.gis.minsk.by/softclub/doc/BANK _P/P1_1/ADMINI.HTM.
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XA A0 3ABE3IIEYEHHSA BE3IIEKU PO3INOAIJIEHUX
BA3 JAHUX

I2op Hemecin
Mixcnapoonuii Haykosuu yenmp mexuonoeii npoepamysannsi TEXHOCODT HAH Ykpainu i
Llepoickomimemy 38'sa3Ky ma inpopmamuszayii Ykpainu

Anomayis: AHaI3YIOThCS cydacHi MoJei Ta 3ac00M 3aXHCTY ceKpeTHOI iHdopmanii B koMI'loTepHUX 6a3ax
nanux. Ilpononyerses gopmastizoBanuii miaxia 1o 3a0e3nedeHHs 0e3leKkH Po3MOAlIEHHX 0a3 JaHUX, IO CIHPAETHCS HA
NPUHIUIH B3a€EMOJII Ta 3aXHCTY 00'€KTIB Y KOMII'IOTEPHUX MepeKaXx.

Summary: Modern models and means of the secret information protection in computer data bases are
analyzed. A formalized approach to the safety of distributed data bases that is based on principles of interaction and
protection of network objects is suggested.

Kurouosi cnosa: 3axuer indopmanii, 6a3u nanux, Mmojaei 6e3nexu.

I Beryn

3axucT komm'torepHux Mepexx (KM) 3HauHOI0 Miporo 3aiexuTh BijJ opranizauii B Hii goctymy 1o iHdopmauii,
10 MICTHTB y co0i 00pobieHi faHi 1 pi3HI BitoMocTi po ¢akrtu, mofii, sBuma i cranu o0'ektiB KM. Inpopmartis
HakomuuyeTbes B 0asax nanux (B]l), cioBHHMKaxX, pemo3uTopisix, CXOBHIIAX 1 ONpPAIbOBYETHCS KOPHUCTyBayamu
(3acTocyBaHHAMH, TPOIIECAMH); BOHA MOXKE OYTH BIIKPHUTOIO U OJHUX KOPHCTYBAUiB i 3aKpUTOIO IS iHIINX 200
OyTH IOCTYITHOO TUTBKH JUTS BU3HAYCHOI KaTeTropii KOPUCTYBAdiB i3 BiNOBITHIMHA IPaBaMH i TOBHOBAKCHHSIMI.

3abe3mnedenHs Oe3neku iHPoOpMaIii y Mepexi - me crupoMoxkHicTs KM 3axumaTu iHhpopMariro Bi BUIaIKOBUX
a00 HaBMHCHUX BIUTMBIB, PI3HOTO POJy MOJIOMOK 1 BIZIMOB y CHCTEMI, 1[0 3aBAalOTh Ko iH(ppacTpykTypi KM.
[Mutaraam Oe3meku iHpopMamii moyand NPUAUIATH yBary Hampukiami 80-x pokiB. Y Haml 9ac 3'SBHIIHCSA TEpIIi
MOJIesi 3aXKuCTy 1H(OpMALT UIsl BUIKX OPraHiB BIAaIH i HOTYKHUX KOMEPIIHHUX CTPYKTYP.

OckiIbKM OCHOBHa InKoja iHQopmarii, SK NpaBWIIO, 3aBIAE€ThCS 3JIOYMHHUMHU IisiMU (Bipycamu, 3J0MaMu
CEKPETHUX KJIFOUiB, BUKPAJICHHSM JIaHHUX TOLIO), /Uil OOpPOTHOM 3 HUMHU CTBOPIOIOTHCS Pi3HI MEXaHI3MHU O€3MeKH, 1110
BKJTIOYAIOTh OpTaHi3alliiiHi, TEXHIYHI 1 mporpamMHi 3axo/1d i 3acobu 3axucty iHdopmarrii [1-5].

HapixHuMm kameHeM y BHpilIeHHI rmpoOiem Oes3neku € cremianbHuid gokymMeHT «Kputepii omiHku HagiiHOCTI
KOMIT'FOTEpHUX cHcTeM» B «OpamkeBii KHu31» [l], sKuili BHU3HAYAae CTAaHAAPTU30BAHWN WIiAXiJ JO OINIHKU
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