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YKpaiHCBKOMY 1 MDDXKHApOJTHOMY CITIBTOBAPHICTBY.

3a3HaueH] KOHLENTYyalbHI ieT 3HAMIIUTH PO3yMiHHSI 1 MIATPUMKY B OpraHax Biajay Haiuoi KpaiHu. BigmosiaHo 10
pitreHHsT YpsaoBol KoMicil 3 muTaHp iH(GOPMaLMiHHO-aHATITHYHOTO 3a0e3MeUYeHHS AisUTbHOCTI OpraHiB BUKOHABYOI
Biagu Big 6 sxoBTHS 2000 poky mnpoekt Konueniii pedopMyBaHHs 3akoHOMaBCTBA YKpainu (11070 koaudikarii) y
cepi cycninpHuX iHMOpMaIliifHuX BigHOCHH (faini KoHIleniis) nepeaano Ha 0OTOBOPEHHS JI0 JEP)KaBHUX OpraHiB
[EHTPAJIbHOI BUKOHABYOI BJIaJIy Ta JI0 HAYKOBOT IPOMAJICHKOCTI 32 y4acTio AKajeMii IpaBOBUX HayK YKpaiHH.

InimiaruBa 110710 po3podku KoHienii miaTpuMaHa OKpeMUMH HAPOJHUMH JeMyTaTaMHu YKpaiHu Ta (haxiBIsMU
NpaKTHKAMH.

Konnenmist po3rnsiHyTa Ha 3acilaHHI HayKOBO-TeXHI4HOI paau HamionampHOI mporpamu iHpopMmaruzaii Ta
KoncynbraTuBroi paau 3 nurans iHpopmaruzanii npu BepxosHiit Pani Ykpainu.

VYxazom Ilpesunenrta Ykpainu Big 6 rpyans 2001 poxy Ne 1193/2001 “Ilpo pimenns Pagn HarioHanbHOT Oe3mexn
i oboporn Ykpaiam Bixm 31 xoBtHS 2001 poxy “IIpo 3axomm moo BIOCKOHAJICHHS AEp>KaBHOI iH(OpMaIliifHO1
MOJITUKHU Ta 3a0e3neueHHs iHdopmaliiinol Oe3nekn Ykpainu” BuzHaueHo Kabinery MIHICTPIB y IIeCTUMICSYHHI
CTPOK PO3POOHUTH MPOMO3UIIIT 110,10 KOau]iKaIlil 3aKOHOAABCTBA B rany3i iHpopMaliiHUX BiTHOCHH.

3anporoHoBaHi KOHIENTYalbHI IIOJIOKEHHS € pe3yiabTaTOM CHIUIBHOI TBOpUYOi Wparl iHII{iaTHBHOI Tpymnu
NPaKTHKIB OpraHiB BJIaJIU Ta BITYM3HSIHUX BUCHHX: AKaJeMil IpaBoBHX HayK YkpaiHu, HaykoBo-mocCiiIHOro HeHTpy
npaBoBoi iH(opmaTukK, KHUIBCHKOro perioHaJibHOro LEHTpY Akanemii mpaBoBHX Hayk YKpainu, MixBizomMuoro
HAYKOBO-JIOCJIITHOTO LIEHTPY 3 Mpo0ieM 60pOTHOU 3 OpraHi30BaHOI 3J0YMHHICTIO Tpu KoopauHamiiHoOMy KOMITETI
mo OopoThOiI 3 KOPYIIIEI i OpraHi30BaHOW 3NIOYMHHICTIO mpu [Ipe3mmenToBi Ykpainw, HarionaneHOi akamemii
BHYTpIlIHIX cripaB, HarioHansHoi ropuandnoi akazxemii iM. SI. Myzaporo Ta iHIIMX HayKOBHUX 1 BUIIUX HaBYAIBHUX
3aKyagiB YKpaiHu.

Inpopmamiss mono Kowmermmii po3mimena B IaTepHer 3a aapecamm: http:/mndc.naiau.kiev.ua Ta
www.bespeka.com

Jimepamypa: 1. Busgnenna ma po3cnioyéanHs 3/104UHIE, WO SYUHAIOMbCA 3 GUKOPUCIMAHHAM KOMN TOMEPHUX
mexnonoeill. /3az.ped. A. FO. Konopamvesa. — K.: HABCY, 2000. — 64 c. 2. Inpopmayitina 6esnexa: npobremu
bopomvbOu 30 310uUHAMU Y Chepi suUKOpUCMANHs Komn TomepHux mexnonoziu. Monoepagis /3a 3ae. peo. 0. 10. H.
Kanwoicnozo P. A. — 3anopixcorcs: “Ipocsima”, 2001. — 252 c. 3. Ingpopmamuzayis coyianbHo20 YNPAGIiHHI:
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€BPOIIEMCBKA KOHBEHIISA 3 KIBEP3JIOUYUHIB

Muxaiino I'yyaniok
Midxnceioomyuil HayK0B80-00CTIOHUL YeHmp 3 NpoO.iem BOPOmMbOU 3 OP2AHIZ08AHOI0 3NOYUHHICINIO

Anomayis: Po3riasiHyTo Npod/jeMH KOMIIIOTEPHOI 3JIOYMHHOCTI y KOHTeKcTi iHTerpamii Ykpainu 1o
eBpomneiicbkoro cnisroBapuctsa. [IpononyrwTbesi opranizauniiini 3axoau mono creopennsi MikBizomuoro
LEHTPY 60pOoTHOH 3 KOMII’KOTEPHOIO 3JI0YMHHICTIO.

Summary: The problem of computer crime in a context of integration of Ukraine in the European society is
examined. The organizational measures of formation of Interagency center on combating computer crime
are offered.

Kniouoei cnosa: Indopmaniiine cycnijibCTBO, KOMII'IOTEPHA 3/104YMHHICTD, iHopManiiina Oe3nexa.
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I Beryn

B enoxy iHdopmauiitHoi peBoonii pO3BUTOK JEep)KaBU BH3HAYa€ HacaMmmepell piBeHb ii JOCSATHEHb Yy cdepi
00poOku iH(popmarii.

Croronni YkpaiHa BHOpasla CTpaTEeTiYHUM HUIIX CBOIO PO3BUTKY, IO MOJArae B iHTerpauii B €Bporeicbke
CHIBTOBapHCTBO. SIK BiOMO, OIHIEID 3 OCOOJHMBOCTEH IHOTO CITIBTOBAPUCTBA € MOOYyJOBa iH(OpMAIiitHOrO
CYCIIUTBCTBA, SIKE IMUPOKO BUKOPHUCTOBYE NOCATHEHHS HOBHX iH(QOpPMAIIHUX TEXHOJOTIH i, 30KpeMa, TIo0abHOL
KOMM'TOTepHOi Mepesxi Internet.

Opnak, 3a3HaueHI NMPOTPECHBHI MOCSATHEHHS MAarOTh 1 3BOPOTHWH Oik Menmam. SIK BigoMo, 3 TOIIMPEHHSIM
BUKOPHCTAaHHS 1H(OPMAIIITHUX TEXHOJIOTIH y cdepl ynpaBiiHHS, TEXHOJIOTIYHUX HPOLECIB 3pOCTaE iX Bpa3iUBICTh
100 BUMHEHHS IPABONOPYIIECHb 3 BUKOPHUCTAHHAM 3ac00iB KOMI F0TepHOI TexHIKH. OO0’ €KTHBHO 1€ MOSICHIOETHCS
3HW)KEHHSIM PiBHS 3aXHMIIEHOCT] IH(POPMAIIHHIX CUCTEM, 3pOCTaHHSM KiIbKOCTI aHTHCOLIANBHHX MPOSIBIB BHACIIIOK
MOIIMPEHHS KOPUCTYBaviB III00AIIBHUX KOMIT'IOTEPHUX MEPEX, BUKOPUCTAHHS HAYKOBHUX Ta TEXHIYHUX HOCSATHEHb
KpUMiHaJiTeToM. [HTEepecH oOpraHi3oBaHMX 3JIOYMHHUX TPyH 1 OKpPEMHX IPaBONOPYIIHHMKIB CHpPSMOBaHI Ha
BiZIMUBaHHS «OpYJHUX KOILUTIB», NMOIIMPEHHsS HENpaBAWBOi iHpopMmanii, GpiHaHCOBI MaxiHamii, i B mepury 4epry,
MOpYIICHHS Y 0aHKIBCbKO-KPEIUTHIH cdepi, e aKTHBHO BUKOPHUCTOBYIOThCSI aBTOMaTH30BaHi CHCTEMH.

Crin 3a3Ha4MTH, 110 B YKpaiHi picT KOMI'IOTEPHHUX 3JI0YMHIB BIJIIOBiJA€ CBITOBIM TEHIEHII, ska MOJsrae B
MPOTOPLIHHOCTI POCTY MAaHOTO BHAY MPaBONOPYIIEHs MacIITabaM BUKOPUCTAHHS 3ac00iB 0OYMCIIOBANBEHOI TEXHIKU
[1]. 3a3HaveHiit mpobIeMi IPUIIIAEThCA 3HAYHA yBara sIK OKpEMHX KpaiH, TaK i MKHAPOJHHUX OpraHi3allii, TaKuX K
OOH, Pama €Bpomu Ta in. 23 mmcromama 2001 pokum y BymamemTi mpoxoamia MiKHapoAHa KOH(EPEHINis II0
npobiemax 60poThOM 3 KiOEep3IOUMHHICTIO, e mpeacTaBHUKK 30 kpaiH mianucanu €BpONEHChKY KOHBEHINIO MPO
KiOep3TOYHUHHICTE.

I1 3apyOiskunii 7ocBix 60POTHOM 3 KOMII’IOTEPHOIO 3JI0YMHHICTIO

PosrisinemMo 1ocBix 60poTHOM 3 KOMIT IOTEPHOIO 3JI0YNHHICTIO B IESKNX KpaiHax.

CraTicTrKa TaKuX 3JI09MHIB BeaeThes 3 1958 poky. Toai mig HIMHA pO3yMilM BUTIAIKH TICYBAaHHS 1 PO3KpaIaHHS
KOMI'IOTEPHOTO YCTaTKyBaHHs, Kpadikka iHpopMamii; mraxpaiictBo abo KpamiKka Tpomiei, 3pobneHi 3
3aCTOCYBaHHSAM KOMITIOTEPiB; HECAaHKIIOHOBAHE BHUKOPHCTaHHS KOMITIOTEpiB ab0 Kpaaikka MAaIIMHHOTO dacy.
3ammcu Benucs B CteH(pOpACHKOMY TOCIIAHAIIBKOMY IHCTHTYTI 1 IOBTUi 9ac HE MaJM BEIHKOro iHTepecy. [o pedi,
y 1966 pomi xomm'torep ymepiie OyB BHKOPHCTAHHM SK iHCTpyMeHT Uit morpabyBaHHs OaHky. Cramocs 1e B
Minnecoti. Y 1968 poui y Cronmyuyennx [lltatax Amepuku Oyno 3adikcoBano 13 3mounnis; y 1978 pomi — 85, a B
1975 poui IHCTUTYT NPHUIMHMB BEJCHHS 1 MyOJiKalil0 CTATUCTUKU Yepe3 CKIAIHICTh BU3HAYEHHS BipOTiAHOCTI
MOJTiH, YMCIIO SIKUX HIBHIKO Pociio [2].

I croroaHi, 3 KOXXHUM POKOM IpoOieMa KOMIT IOTEpHOI 3JI0YMHHOCTI ITOCTIHHO YyCKJIaJHIOEThCs. BilCBKOBI,
(hbiHaHCOBI, MPOMHUCIIOBI CTPYKTYpH Ha4ye MarHiTOM NPUTATYIOTH 3MI0BMUCHHUKIB. ¥ 2001 pomi Oyno 3apeecTpoBaHO
roHax 20 THc. MPOHUKHEHb B iH(OpMaIliiiHi KOMIT IOTEpHI CHCTEMH.

Tomy 3 1984 poxy B CIIA nmie mepmmii 3aKOH, MPHUCBSUCHUHA KOMIT IOTCPHIM MPaBOIOPYIICHHSIM, KU B
molabIIoMy 0arato pasiB pefaryBaBcs. 3'IBHIIMCS W iHIII HOPMATHBHI aKTH, IPUCBSYEH] Lt mpobnemi. [Ipore, HE
JVBIISTYMCH Ha NPUIHATI 3aKOHHM, TpOOIeMa He cTajla MEHII TOCTPOIO.

OFBP i nenaprament roctuuii B 1991 pori cTBOpHIN BIAIUIH, IO 3aiiMal0Thest KoMiT'toTepHuME 3nounHamu (The
Criminal Division, Computer Crime & Intellectual Property Section, U.S. Department of Justice. CexpeTHi cityx0wu,
IO € YaCTUHOIO (DIHAHCOBOTO JENapTaMeHTy, TAKOXK CTBOPHIIM CBIi Bijiiil KoMn'rorepHux 3nounHiB — Electronic
Crimes Branch. Bignin ®BP, Bigomuii sik National Computer Crime Squad, € wactunoro Washington Metropolitan
Office ®EP).

[Micns iHmunenty 3 Bipycom B Internet y 1988 p. xomm'lorepHe CyCHIIBCTBO MPUHIUIO JO BHCHOBKY ITPO
HEeOoOXIiTHICTh 3aCHYBaTH OpTraHi3allilo, ska Oyya 0 37aTHa IBUIKO pearyBaTy Ha orposu Oesneku Internet, MOXXIHBI
B MaiiOyTHBOMY. I1ix eriforo YmpaBiiHHS HNEpPCIIEKTHBHUX JOCIITHUIBKUX NPpoeKTiB MiHicTepcTBOM 000poHH OYB
crBopeHnii KoopauHamiiiHui IEHTp TPYNH pearyBaHHs Ha €KCTPEHHI CHTYyalii, sKi MOB'S3aHi 3 KOMII'IOTepaMu
(CERT — Computer Emergency Response Team). LlenTp y Koomeparmii 3 TPOMaJCbKHMH Ta TIPUBATHUMH
KOMI'IOTEPHUMHU MEpEeKaMH JIOTIOMAarae OpraHizallisiM pearyBaTi Ha HaIla I i MOMINPIoe iH(GOpMAIIito Ipo HUX.

Hwmxue B Tabn. 1 mpeacraBieHi BUIKM KOMI ' IOTepHUX aTak 3a iHopMariiero CSI/FBI 2000 Computer Crime and
Security Survey.
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Tabmums | — InaaMika 30MTKiB Bix KoM 10TepHUX 3104nHiB B CLIA

Bum atax KinLKiCTL peCpOHHeHTiB, 10 3aranpHa KUTBKICTh BTpPAT y PiK B
iATBepAMIN (iIHAHCOBI BTPATH THCsAYaxX $
1997 1998 1999 | 2000 1997 1998 1999 | 2000
Kpanixka indopmanii 21 20 23 22 | 20048 | 33545 | 42496 | 66708
CaboTax JaHNX B MEpExi 14 25 27 28 | 4285 | 2142 | 4421 | 27148
[lepexorienns iHpopmartii 8 10 10 15 1181 562 765 991
HecankiioHoBanuii joctyn 22 19 28 29 | 2912 1637 | 2885 7104
3510B)KMBaHHSI IEPCOHATY 55 67 81 91 1006 | 3720 | 7576 | 27984
dinaHcoBe MaXpancTBO 26 29 27 34 | 24892 | 11239 | 39706 | 55996
BigmoBa B 00ciyroByBaHHi - 36 28 46 - | 2787 3255 8247
3miHa iHpopmarii 4 - - - 512 - - -
Bipycu 165 143 116 162 | 12498 | 7874 | 5274 | 29171
HecankniioHoBanuii joctyn 22 18 25 20 | 3992 | 50565 3567 | 22554
HepCcoHay
MepeskeBi LiaxpaiicTsa 35 32 29 19 | 22660 | 17256 773 4028
AKTHUBHE NEepPEeXOIJIeHHS - 5 1 1 245 20 | 5000
Kpanixku nopratusaix EOM 165 162 150 174 | 6132 | 5250 | 13038 | 10404
3arasibHi IIOPiuHI 30MTKH 100118 | 136822 | 123776 | 265335

3aranbHa cyma 30MTKIB moHag $ 626 muiH.

VY BenukoOputanii Ha CTBOPEHHS CHELIaIbHOTO IMiAPO3UTY 0 60poTHOi 3 KOMIT' IoTepHUMHU 3110urHamMu National
High-tech crime Unit Ha 2001 pix Buxineno $ 35 min.

VY Typuii 3 1999 poky B 3aranmsHOMYy YTpaBiiHHI Oe3rmeku OyIio CTBOPEHO HOBHi minpo3ain "Poboua rpyma mo
60poTrOi 3i 3mounHamu B iHPopMmatumi" (Work Group for Crimes on Informatics), K010 IIOpPi9HO MOPYIITYETHCS
Oinst 50 KpUMiHATBHUX CIIPAB.

[Hopiuro momimis CnoBenii mopymrye nonax 500 KpUMiHATBHUAX CIIPaB, A€ TaK YW iHAKIIE BUKOPHCTOBYBAIHCH
KOMII FOTEPHI TEXHOJIOT1i.

Y Hieemii y 2000 pomi Hamionmamsra Pama 3 momepemkeHHS 3MOYMHHOCTI NPOBETa IOCHTIHKEHHS IIOJIO
KOMIT'FOTEPHUX TMPaBOMOPYIIeHb, B 1564 opraHizaiisx. BHCHOBOK IOCTIKEHHS — KIUIBKICTh JaHOTO BHIY
npaBonopyieHs 30inpmnacs Ha 40—-80 BifcotkiB. st 60poTHOM 3 MPaBOMOPYIICHHSIMH Ha LEHTPAIbHOMY PIiBHI Y
HaunionaneHomy JlemapTaMeHTi KpUMiHAIBHOTO po3lIyKy cTBopeHo Komanay mo 6opotw0i 3i 3nmounHamu y cdepi
iHpopmaiitHux TexHoorii — Information Technology Crime Squad.

B SInoHii kinpKicTh IpaBonopymeHs 3pocia B ABidi 3 229 y 1990 1o 461 y 1999 pomi. KinbkicTs 3aapemToBaHux
ocib y 2000 pori Oymo 559, 3 sixux 484 BUKOpHCTOBYBAIIM KOMIT I0TepHI Mepexi. bymo 3apeectpoBano 106 Bumaakis
HECAaHKIIIOHOBAHOTO JOCTYIy B KOMII'IOTEpHI Mepexi, 3 gkux 25 Oymm 3-3a KopmoHy. Y kBitHi 2001 poky
HamionaneHe mominefickke areHTCTBO cTBOpmiio Odic mo ©6oporedi 3 kibeprepopusmom — Cyber Terrorism
Technology Office — ms 3MeHmeHHs 30UTKIB Big Kibeprepopusmy. Ilomineicski st MOAIOHUX CIpaB HaWMAalOTh
CHUCTEMHHX IH)KEeHEepiB Ta iHmuX (axiBmiB, 0 MArOTh OCBiJ BUKOPUCTAaHHS KoMiltoTepHoi TexHikd. 3 2001 poky
IIMPOKO BUKOPHUCTOBYEThCs cuctema Cyber-Crime aisi TeXHOIOTIHHOTO 00OMiHY iH(pOpMAIli€ro ceper MOMeHChKIX
arentctB Kuraro, [nnonesii, Kopei, Manaiizii, ®@ininmin, Cinranypy, Tainanmy.

VY Tlonpiii iHIKUACHTH B TI00ATBHIA MEpEXi PEECTPYE CremiaabHo cTBopeHa rpymna Network Security Team 1o
crneuianbHOMy Tenedony 0202122, sika npamtoe 3 1998 poky. B ocranHii yac KiIbKICTh TaKUX IHIMACHTIB 3pocia y
reomeTpuyHiit mporpecii —3 1000 y 1998 pomui g0 20000 y 2001. Ile mosicCHIOETECS Pi3KUM 3pOCTaHHSIM KOPHCTYBadiB
[HTEpHeT Ta BIPOBaKEHHSAM Yy CycHIBCTBO e-0i3Hecy. CtBopenuit B 1998 y Bapmasi criemianbHui migpo3ain —
Police Computer Crime Unit nopymmus 3a 4ac cBoro icHyBaHHs noHaj 600 xkpuMmiHanpHHX cnpas, 3 skux 400 —
NOB's3aHI 3 KPEOUTHUMH KapTKaMH, IO BHKOPHCTOBYIOTBCS B OH-NAWH cepsici, 200 — 3 HeCaHKIIOHOBaHUM
nmoctymioMm. JlomatkoBo poscmimyBamucst 100 BumaakiB autsdoi mopHorpadii. Bimbimictes mpaBomopymieHs Oyio
OB ’s13aHO 3 MOJBCHKUM JOMEHOM. binst 40 BumaakiB HamidIuIIoO 3-32 KOPAOHY. 3 MHUTaHb iHPOPMALIHHOI Oe3meKu
YTBOPEHO 0araTo KOMEpIfHNX Ta HAyKOBHX ycTaHOB, 30kpema CERT-Poland.

Y Topryranii yTBOpeHO CIEIiadbHHA MAPO3IIN Ui OOpOTEOM 3 KOMIT IOTEPHHMH IPABOMOPYLICHHSIMH,
IOPHCIOUKINS SKOTO MONIHUPIOETHCS Ha BCIO TepuTopito kpaiHu. Y CrioBeHil mis iH(GopMalii mjog0 KOMIT IOTEPHUX
3arpo3 Ta MPOBEICHHS HayKOBUX poOIT y 1pomy HampsiMy crBopeHo SI-CERT. B iHmmx kpaiHax CBITYy Takox
HAJIarO/KY€EThCsI CUCTEMa 3aXO0/1iB MO0 MPOTH Il Kibep3mounHam [3].

[Micns yrBopennst HauioHansHux Tpyn CERT, koxHa 3 sikux Mama cBoi miimi Ta QiHaHCyBaHHS, MocTaia
HEOOXITHICTh YTBOPEHHSI KOOPAMHYIOUOTO OpraHy, SIKMi OM BHUpILTyBaB MUTAHHS B3a€MOJIII IPYTI, SIKi 3HAXOATHCS B
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PI3HUX YacOBUX MOsICaX Ta BUKOPHCTOBYIOTH Pi3HI MOBH CIiNIKyBaHHs. Takoro opranizarmiero crana FIRST — ¢popym
KOMaH/I pearyBaHHsI Ha IHLIU/ICHTH, sika Oyya cTBopeHa Ha mo4yarky 90-X pokiB Ta 00’ ennye 80 Opurajx pearyBaHHs 3
19 xpaiH cBity [4].

BpaxoByroun akTHBHICTh KPHUMIiHATITETy y cepi eKOHOMIUYHMX Ta IHIIMX Taly3ed CyCHUIPHUX BITHOCHH, SIKi
MaroTh BIUIMB Ha €KOHOMIUHI TpoliecH B YKpaiHi, JUIsl MOCWICHHS MPOTHIII JaHiil KaTeropii 3JI04UHIB, Y CTPYKTYpi
JCBE3 MBC Vkpainu y uepBHi 2001 poky cTBopeHO YmpapiiHHs 10 OOpOTHOI 3 MpaBonoOpymeHHsIMU Yy cdepi
IHTEJICKTYaIbHOT BJIACHOCTI Ta BHCOKHMX TEXHOJIOTIH, y CKJIaAl SKOro cGOpMOBaHO BIiaial mo OOpoThOi 3
MPaBOIOPYIICHHAMH y c(epi BUCOKNX TEXHOJOTIH.

CporofiHi CriBpOOITHUKAMHU BiJry 1Mo OOpoTh0i 3 MNpaBONOpPYUICHHSAMH Y cdepi BHCOKMX TEXHOJOTIH
NPOBOANTHCS 30ip Ta aHami3 onepaTuBHOI iHpopMaii 10 OCHOBHUM HarpsMaMm JisuIbHOCTi: 00poTh0a 31 3704nHaAMU
y cdepax KoMm'roTepHOl iH(OpMAIi, ENeKTPOHHHX IUIATeXIB, TEICKOMYHIKAMid, TPOTUMIA Jeraji3aril
(«BiTMHUBaHHIO») TPOIIOBHX KOIITIB Ta IHIIOrO MaifHa, 3700yTHX 3IOYMHHHAM IUISXOM, IO 3IIACHIOIOTBCA 3a
JIOTIOMOTOI0 BUCOKHMX 1H(OPMAaLiHHIX TEXHOIOTIH.

3 gacy BCTymy B Ai0 HOBoro KpuMiHampHOTO KOoAeKCy YKpaiHM miApo3aizaMu YTpaBiiHHSI BHKpUTO moHam 50
3JI0YMHIB, BUNHEHUX OCOOAMHM 3a JOTIOMOTOI0 KOMITIOTEPHHUX TEXHOJIOTIH Ta B CHCTEMax EJEKTPOHHUX IIATIKHHUX
cucreM (AJ1s TIOPIBHSHHS: 10 CTBOPEHHS Takoro migpo3auty B 2000 poii Oysio nopymeHo 7 KpUMiHaJbHUX CHpaB 32
cT. 198-1 KpuMiHaIbHOTO KOACKCY, IO AisB PAHIIIIC).

AHaNi3yl0ul KpUMIHAIbHI CIpaBH, MOXHAa 3pOOUTH BHCHOBOK, IO OCHOBHHUM OO0 €KTOM KOMII FOTEPHOT
3JI0YMHHOCTI 3aIMIIAETBCS KpeAnTHO-(hiHaHCOBa cdepa, a came OaHKIBChKI yCTaHOBH. | OJOBHMM HampsMoM
3JI0YMHHOI JISUIBHOCTI y WiH cdepi, sika Bke HaOysa MMPOKOTo PO3MOBCIOMKEHHS, € MIaXpaicTBO 3 BUKOPHUCTAHHIM
TUTAaCTHKOBHX IUIATDKHUX KapTok. [lepmr 3a Bee, e 3yMOBIIEHO IIepexooM 0aHKiBCHKUX Ta (DIHAHCOBUX CTPYKTYp Ha
PO3paxyHKH 3 BUKOPHUCTAHHAM €JIEKTPOHHUX IUIATIKHUX CUCTEM.

V 3B’S3Ky 3 MIKHApOJHUM XapaKTepoM KiOep3IIOUnHIB, aKTyadbHOIO 3AIHIIAETHCS B3a€MOIiS TPABOOXOPOHHUX
OpraHiB pi3HUX KpaiH 3 METOI KPUMiHAIBHOTO MEPECITiyBaHHS 3JIOYMHIIB — a/Ke caMe KiOepTepopHCTH YacTime
BCHOTO KOPHUCTYIOTHCS BiJICYTHICTIO KOPJIOHIB Ta MUTHHX CITYK0 y KibeprpocTopi. Y 3B’53Ky 3 UM HEOOXiIHO, 00
KpUMiHAJIFHE IIPaBO HE BiJICTABAJIO BiJ IMIBHAKUX 3MiH Y TEXHOJOTII epeaadi JaHUX, SKi BAKOPUCTOBYIOTh 3IIOYHHII
IUIA mpotunpaBHoi nii y kibepmpocTopi. BaxkmmBoio Bumororo KoneHmii mpo kiGep3mouuHum € yHidikaris
HalliOHAIFHUX 3aKOHOJIABCTB Ta BUPILICHHS MPOLEIYPHUX MUTaHb LIO0 BUSBJICHHS MiCII€3HAXO/DKEHHS 3JI0YMHIIIB
y KibeprnpocTopi, 30epiraHHsi KOMIT FOTEPHUX JIOKa3iB Ta BUKOHAHHS IHIIMX TEXHOJIOTIYHHMX 3aXOiB, HANPHUKIAJ,
MepexXOIUIeHHsT eJeKTPOHHOI iH(dopMallii, sika HagXOJUTh 3 cHUCTeM OOpoOKM He3akoHHOI iH(opmamii (AuTsIYa
nopHorpadisi, paCUCTChbKI 3aKJIMKH Ta iH.).

III MizkBiZoMumii meHTp no 60poTHLOi 3 KOMII’IOTEPHOIO 3JI0YMHHICTIO

6 rpyaas 2001 poxy Ilpesument Ykpainu miamucaB Yka3 Ne 1193/2001, skuii mepenbadae BHECEHHS 3MiH y
3aKOHO/IaBCTBO, 1110 PETYJIIOE TUTaHHA OOPOTHOMU 3 Kibep3IounHaMu.

3 MeToro opranizauii mpoTuaii KiGep3IOYMHHOCTI, B TOMY YHCIIi TIOIIUPEHHIO Yepe3 r00ajbHI Ta HalliOHAIBHI
Mepexi 3B'13Ky 17€0JI0TIi Tepopr3My, Mponaralad HaCHILCTBA, BiiHU 1 reHonuay IloctanoBoro Kabinety MinicTpi
VYxpainu Bix 14 rpyaas 2001 p. Ne 1694 3annanoBano po3poOUTH 3 ypaxyBaHHAM pekoMeHfaniil [lapimameHTChKOT
Acamb6niei Pagu €Bponu mo10 60poToM 3 MDKHAPOIHUM TEPOPU3MOM IIPOEKTH 3akoHiB Ykpainu "IIpo MoHITOpUHT
tenekomyHikamii", "[Ipo 3axmct indopmarii B Mepexax mepexaui nanux", "IIpo peryioBaHHS yKpaiHCHKOTO
cermMeHTy Mepexi [arepret” [5].

3 KOXXHHM POKOM BCE HEOE3MEUHINIIMH CTAIOTh KOMIT IOTEPHI BipycH. 3HaYHE IX MOIIMPEHHS MOXHA TOSCHUTH
THM, IO Ha BiAMIiHY BijJ OUTBIIOCTI BipyciB 90-X, Cy4acHi BUKOPHCTOBYIOTH SIK OCHOBHHI KaHAJI PO3IIOBCIOIKCHHS —
Mepexy IHTepHeT. 3a OIiHKaMu AESIKHX €KCIIEPTiB BIPYCHI aTak 3a0JIOKYIOTH poOOTY €JIeKTPOHHOI MOIITH BXE 10
2010 poky. Cmix Big3HauMTH, IO yKpaTHChKI iH(pOpMAIiiHI CHCTEeMH NPUBAOIWBI JJsi BIpYCIB HE MEHIE, YUM
3apyOikHi. [l mpukiIagy MOKHA HAaBECTH pe30HaHCHe 3apaxkeHHs 16 ymctomama 2001 poxy Bipycom "Nimda"
KOMIT'TOTEpPHOT Mepesxi YKpTenekoM (POBiAHOTO onieparopa 3B’s13Ky B YKpaiHi).

CporofiHi, B 3B’S13Ky 3 BUKJI3JCHHM BHILE, HEBIJKIAJIHUM 3aBIaHHSIM € CTBOPEHHS MIDXKBIIOMYOTO LEHTPY
6opoteOu 3 komm'totepHuMu 3no0urHamMu (MIIBK3), mo nepenbaueno Ykazom Ilpesnnenta Ykpainu [Ipo pimenHs
Panu mamionaneHOi Oe3reku i o0oponn Ykpainu Big 31 xoBtHs 2001 poky "[Ipo 3axomu moj0 BIOCKOHAICHHS
Jep>kaBHOT iH(pOpMaIiifHOi MoNiTHKK Ta 3abe3nedeHHs iHpopmaniiiHoi Oe3mexkn Ykpainu". Ha 6a3zi MLIBK3 crin
OpraHi3yBaTH KOHTAaKTHMH ITyHKT JUIi OTPMMAaHHS IIOBIJOMJICHb TPO KiOEp3JIO4YMHM Ta HAJaHHS ONEepaTHBHOI
JOTIOMOTH  XepTBaM KiOep3Jo4MHIB, CTBOPUTH 0a3y MJaHUX M1 CTaTUCTUYHHUX, KPUMIHOJOTIYHMX Ta
KPUMIHAJICTUYHUX JOCIHIIKEHb, J1a00paToOpilo Ul MPOBEACHHS KOMIT'IOTEpHHX ekcrepTu3. LleHTp moxe cratn
MicCIleM JUIS Oprasizamii ceMiHapiB, MPAaKTHKyMIiB y CHCTeMi MiATOTOBKH CYIMiB, MPOKYPOPiB, Ciimumx. SKIIo
ChOro/iHI Ha cTBOpeHHs Ta (yHkuionyBanus MIIBK3 He BuminuT mocratHiXx piHaAHCOBO-MaTepialbHUX PECYpCiB —
3aBTpa BTPATH €KOHOMIKH JepKaBH BiJl KOMIT FOTEPHOI 3IIOYNHHOCTI Oy IyTh HabaraTo OiIBIIMMHU.

22 Ilpasose, Hopmamuene ma memponoziyne 3abe3neyents cucmemu 3axucmy iHgopmayii 6 Yrpaini, sun. 4, 2002 p.



IV BuchoBoxk

[Minmucanus Ykpainoro KoHBeHLIT nmpo KiOEp3JIOYMHU CTaI0 BaXJIMBUM €TAallOM Ha WUIAXY JO0 iHTerpatii B
€Bporny. HacTynmHUM JIOTIYHIM KPOKOM Mae cTaTi paTudikalis 3a3HaueHoi KoHBeHLiT BepxosHoto Paioro Ykpainu
Ta MPaKTHYHI pilleHHs Moo i1 peanizamii. Y 3B’S3Ky 3 MM CIIiJ 3a3HAYMTH, IO PO3poOKa e(EeKTHBHHUX 3aXO0JliB
npotuaii 3704nHaM y cdepi BUCOKMX TEXHOJOTIH BHMarae CHiBpPOOITHHIITBA MIX JEp)KaBOIO 1 KOMEpIiHHUMH
MiATPHEMCTBAMH, IO TPAIIOIOTh Ha PpHUHKY [HTEepHEeT-mocmyr. JlepikaBa MOXKe TLTBKH TOAI €()eKTUBHO OOPOTHCS 3
KiOep3MOYMHAMH, KOJH i€ B TAPTHEPCTBI 3 MIANPHEMIIIMH, IO 3MIHCHIOIOTH CBOIO MISUTBHICTH B TIIOOATBHUX
iH(pOpMaIifHUX Mepekax. BinmoBigHO 10 1OTO, MPABOOXOPOHHUM OpraHaM CIIifi OPTaHi3yBaTH CIiBPOOITHUIITBO 3
IHTepHeT-IpOBaliiepaMy, KOHTEHT-NIpoBaiinepaMy, (GiHAHCOBMMH KOMIIaHISIMH, L0 HaJalOTh IOCIYTH B Mepexi
[aTepHeT, a2 TaKOX 3 EIEKTPOHHUMH MarasMHaM{ IO peaiizamii CHilbHOI MpOTHAIl KOMITIOTEpHIN 37I0YMHHOCTI,
0COOJIMBO B YACTHHI, 1[0 CTOCY€ETHCS BUSBICHHS Ta 1IeHTU(DIKAIIIT 37I0YHHIIIB.

Jlimepamypa: 1. M. B. I'yyamox [Ipobremu npomudii xomn romepnit 3nouunnocmi // Bioremenv 3 00MiHy
docgioom pobomu. Haykoso-npaxmuune eudanna: MBC. — 2001. Ne 135. — C. 26-31. 2. KomnviomepHole
meppopucmei: Hogetiwue mexnonoeuu Ha ciyacobe npecmynnozo mupa./Aemop- cocmasum. T. U. Pessxo. - Mu.:
Jlumepamypa, 1997. — 640 c. 3. Komn'tomepna s3nouunnicmo. — K.: Amixa. — 2002. — 240 c. 4. M. Becm-Epayn,
K. Koccakosckuii Meswcoynapoonas ungpacmpykmypa 3a 2100anvHylo 0e30nacHoCmb U peazuposarue 8 cgepe
ungopmayuonnvix mexnonrozuti. — 1999 // http://bezpeka.com. 5. Va3 Ilpesuoenma Ykpainu 6io 6 epyona 2001 poxy
Ne 1193/2001 Ilpo piwenns Paou nayionanvroi 6esnexu i oboponu Yrpainu 6io 31 swcoemus 2001 poky "lIpo 3axoou
U000 800CKOHANEHHS 0epiHCcasHoi inghopmayiinoi nonimuxu ma 3abe3neyenns iHgopmayiinoi besnexu Yxpainu".
6. [locmanosa KM Yxpainu 6io 14 epyona 2001 p. Ne 1694 Ilpo 3ameepdocenns Ilpoepamu peanizayii nonodcens
Bapwascokoi kongepenyii wooo cninbroi bopomvobu npomu mepopusmy.
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KOMEHTAP 10 CTATEM 361 - 363 KK YKPATHU

Ilempo Anopywko
Kuiscoxuii Hayionanvnui Yuisepcumem Ykpainu im. T. [llesuenka

Anomayis: Jla€Tbcsi HAYKOBO-NPAKTHYHMIT koMmeHTap a0 crarteii 361 — 363 nHoBoro KK VYkpainm, ski
BCTAHOBJIIOIOTH BiANOBIAAIbHICTH 32 BUMHEHHSI KOMII'IOTePHUX 3JI0YUHIB.

Summary: This article is dedicated commenting the articles 361 — 363 of the new Crime Code of Ukraine,
which dispose responsibility for committing computer crimes.

Kuwouosi  cnosa: 3004MHHICTb, KPUMIHAJBHUN KOJEKC, 3JI0YMH, AaBTOMATH30BaHi eJeKTPOHHO-
00YHUCTIOBAJILHI MAIIMHY (KOMITI'IOTEPH), IX CHCTEMHU Ta Mepexi, BilnoBinaabHicTb, indopmais.

“Komm’'toTepHa” 3II0YMHHICTH CTajla OJHIE€I0 3 MDKHAPOIHUX MPOOIeM, IO 3yMOBIIEHO CTBOPEHHSIM MIKHAPOIHHUX
iHdopMaLiifHUX CHCTEM, TaKMX, HANPUKIAM, sIK Mepexa “IHTepHeT”, sika 00’€Hye OOYMCITIOBAIBHI LEHTPU 1 CUCTEMHU
Oumbin sk 70 kpaiH 1 3abe3rneuye OOMIH AaHMMH MDK PI3HOMaHITHUMH JDKEpENIaMH | KOPHCTYBayaMH, SIKMX AECATKA
MinbHOHIB. B po3BrHEHHX KpaiHax “KOMIT I0TepHA’ 3IIOYMHHICT 3aB/a€ BEJINYE3HUX 30MTKIB BIACHUKAM 1 KOPHCTyBadyaM
ABTOMATH30BaHUX CHCTEM, NPHUMYILIye iX BHTpayaTd 3HAYHI KOIITH Ha PO3POOKY 1 BIPOBA/DKEHHS IPOTPAMHHUX,
OcranHiM 4yacoM i B YKpaiHi CIIOCTepiraeTbCs CTpIMKE 3POCTaHHS 3JIOYHHIB, TIOB’SI3aHUX 3 BTPYYaHHAM B POOOTY
ABTOMATH30BaHUX CHCTEM, 30KpeMa, B CHCTEMy OaHKIBCHKHX CJIEKTPOHHMX IUIaTEXiB. SIK IpaBWio, BTpydYaHHSI B iX
poOOTY 3IMIMCHIOETHCS 3 METOIO BUMHCHHSI 1HIIHX, OLTHII TSHKKHUX 37I0YMHIB: PO3KPAJAHHS MaifHa; HOro BUMaraHHS ITij
MOTPO30I0 3HHUILICHHS YU CHOTBOpeHHs iH(opMallii, sika 0OpoOISIEThCS YU 30epiracThCsi B aBTOMATU30BAHUX CHCTEMaX;
O3HAOMIIEHHS 3 TaKOIO iH(OpMAIIi€ro, 1i BUKpaAeHHs, 3HUIIIEHHS TOIIO.

Hoswit KK VYkpainm Big 05. 04. 2001 p. micturs 3 crarTi, mo nepeadadaroTh BiNOBITATBHICTS 32 BUMHEHHS TaK
3BaHMX ‘‘KOMIT FOTEpHUX 3JI0YMHIB” — BTPYYaHHS 0 pPOOOTH aBTOMATHW30BAaHUX €JIEKTPOHHO-OOYMCITIOBAIGHUX MAIITHH
(xomrr’rorepiB, AEOM), ix cuctem Ta Mepex: 1. 361, 362, 363 KK Vkpainu.

Crarreto 361 mnepenbaueHa BiNOBINAJBHICTh 32 [BI CaMOCTIHI (OPMH HE3aKOHHOTO BTPY4YaHHS B poOOOTY
ABTOMATH30BaHHX EJIEKTPOHHO-OOUKCITIOBAIBHUX MalMH (KOMIT'I0TepiB), iX cucteM um Komm toTepHux Mmepex (KC):
1) HezakonHe BTpy4aHHs B poOoty KC, mo nmpusBeno 10 nepeKpydeHHs UM 3HUIIEHHs KOMIT IoTepHoi iHdopmartii abo
HOCIiB Takoi iH(opMarii; 2) po3MOBCIOKEHHS KOMIT IOTEPHOTO BIpyCy IUIIXOM 3aCTOCYBAaHHS POTPaMHUX 1 TEXHIYHUX
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