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BH3HAYEHHA 3AJTUIIIKOBOI O PU3HUKY ITPHA OLTHIJI 3AXUILIEHOCTI IHOOPMALIL ...

V]IK 681.3
BHU3HAYEHHA 3AJIMINIKOBOI'O PU3UKY ITPU OLITHIII

AXMIIEHOCTI IHOOPMAILIL B IHOOPMALIMHO —

OBYUCJ/IIOBAJIBHUX CUCTEMAX

Muxkona Byovko
Biokpume axyionepne mosapucmeo "KII OTI"

Anomayis: Jna ouinku 3axumieHocti iHdgopmaunii aBTOMaTH30BAHMX CHCTEM 3aNMpPONOHOBAHO Mojei
BimoBiTHUX cHcTeM 3axucry iHpopmanii Ta 3acTocyBaHHs HMOBIpHOCTeil NMOJOJIAHHA MOPYLUIHUKOM
3ac00iB 3aXMCTy THX YM IHIIMX BJIACTHBOCTEH 3aXMIIEHOCTi — BeJHMYHMH 32J1UIIKOBOI0 PH3HKY; HaBeJeHI
BUPa3H JJ1 iX poO3paxyHKiB.

Summary: For estimation of protected of information of the automated systems the models of the proper
systems of defence of information and application of probabilities of overcoming by the violator of facilities
of defence of those or other properties of protected are offered — sizes of remaining risk, resulted
expressions for their calculations.

Kniouoei cnosa: 3arposa, kondinenuiiinicts indopmanii, nijgicuicts indopmanii, nocrynuicrs ingopmanii,
3ac0o0H 3aXHUCTY, 3ATHMIIKOBHIl pH3UK, MO/Ie/Ib 3aXHCTY.

I Beryn

Ha cyuyacHomy etami po3BuTKYy iH(opMmaliiiino — oOuucaoBanbHuX cucteM Ta mepex (OC) mms 3axucry ix
pecypciB, Hacamrepen iH(GopMaIlii, po3poONISIOTECS CUCTEMH 3aXHCTy, sIKI MarOTh 3a0€3MEeYUTH MOTPIOHUI piBeHB
3axunieHocTi iHpopmanii OC — piBeHb 3axHIIeHOCTI 11 KOH(iAeHUiHHOCTI, IimicHOCTI, Ta moctymHocTti [1 — 3].
OnHuUM i3 eTarniB OLIHKM PiBHS 3aXUILIEHOCTI, [0 AOCSTa€ThCs IPH Po3poOIli UM BUOOpI JUIsl BUKOPUCTAHHS CUCTEM
3aXUCTY, € €Tall aHAII3Y 3arpo3 (BUBUCHHS MOJEII 3arpo3 i MO MOPYITHIKA, MOXKIIMBHIX HACIIAKIB BiA pearizartii
MOTEHI[IMHUX 3arpo3, BEJIMYMHUA MOXIWBUX 30MTKIB) 1 BH3HAYCHHS NEPENiKy CYTT€BHX 3arpo3. s OIiHKK
e(eKTUBHOCTI Ta crymeHto 3axumieHocTi OC BUKOPUCTOBYIOTH SIKICHI UM KiNbKiCHI TOKa3HHKH. OIHUM i3 TaKuX
KUTBKICHUX TIOKa3HUKIB Moke OyTh BBemeHa B [4] mkoma, sika 3aBaeTscsi uM BiacHUKy OC, 4M BIACHUKY
inpopmanii OC y pa3i mojonaHHs NOPYLIIHMKOM CHCTeMH 3axucTy Ii€i indopmanii. s oO4YHMCIEHHS IIKOIU
HEOOXigHO 3HATH BENMYMHU 30WTKIB, sKi 3a3Ha€ BIACHUK pecypcy B pasi MOIOJaHHSA 3aco0iB 3axHCTy
KOH(DIAEHIIHHOCTI, HiTiCHOCTI Ta goctynHocti iHpopmarii OC Ta mpu mpoctoi CUCTEMH Mif Yac KOHTposo. B
OaraThoX BHMNaAKax iH(opmaris Mpo Taki 30MTKM abo BiACYTHS IJIKOM, a00 YsBJIEHHs NPO 1X po3Mmip € 3aHalITo
3araJbHUM. 3BEpHEMO Hapasi yBary Ha Te, L0 BeJIMYMHA IIIKOM BU3HAYAETHCS TAKOX Yepe3 HMOBIPHOCTI MOJ0IAHHS
3aco0iB 3axucTy KOHGiAeHmiHHOCTI, mimicHOCTI Ta noctrymHocTi iHpopmanii OC, BH3HAYCHHS SIKMX € MEHII
ckiagHuM. ToMy SIK KUTBKICHI TOKa3HUKH ISl OL[IHKM 3aXUIIEHOCTI CHCTEM B [5] 3aIIpOIIOHOBAHO 3AJIMIIKOBI PHU3UKU
y Gopmi HMOBIpHOCTEH MOJOTAHHS TOPYIIHUKAMH 3ac00iB 3aXUCTy KOHQIACHIIIHHOCTI, MUTICHOCTI Ta JOCTYITHOCTI
ianpopmamnii OC Ta HaBenmeHi (GopMyIbHI BUpas3H U X oOYUCIeHHsS. Bun GopMyrnsHUX BHpa3iB A pO3paxyHKY
3aIIUIIKOBOTO PH3UKY 3aJCKUTh, 3pO3YMLNO0, Bl CKIaQy Ta MOPAAKY BHKOPHCTAaHHA 3ac00iB 3aXWCTy, TOOTO Bif
3aCTOCOBAHMX MOJICJICH CHCTEM 3aXUCTY BIINOBIAHUX (DYHKI[IOHAJIBHUX BIACTHBOCTEH 3aXUIICHOCTI iIH(POPMAIIHHUX
pecypciB. B paHiif cTaTTi MpOMOHYIOThCS JIesiKi YTOUHEHHSI MOJIENIeH CHCTEeM 3aXHUCTy Ta BiAIMOBIIHUX BHpa3iB IUis
BU3HAUCHHS 3JIMIIKOBOTO PU3HUKY, & TAKOXK IIPOIIOHYETHCS BapiaHT y3arajbHEHOT MOJENi CUCTEMH 3aXUCTY.

II 3aMmkoBi pU3MKH /151 OUiHKM KOH(}igeHUiiHOCTI, HLTICHOCTI Ta 1OCTYIMHOCTI

3a BeJWYMHY 3aJUIIKOBOIO PH3MKY IPOIOHYETHCS BUKOPUCTOBYBATH IMOBIPHOCTI  IOPYIICHHS:
KOH(IIEHIIIHHOCTI — (1, TUTICHOCTI — (g, JOCTYITHOCTI — ([ T TOJOJIAHHS, 3JIOMY KOMIIIEKCHOI CUCTEMH 3aXHCTY
—q.

Jusa ix omiaku OC BBaXKaeThCs CKIIAJHOKO, 1€PApPXiYHOIO, PO3MOJIICHOI iH(QOPMAIIHHO — OOYHCITIOBAIEHOO
cucrteMoro, eremMeHTaMu skoi € JIOM, eneMeHTH pi3HHX pIBHIB SKOi IMOB’s3aHI 3acOo0aMM TEICKOMYHIKamiHHOL
mepexi (TKM). Hexait y3arampHeHa Mozenb 3arpo3 iHpopmamiiiHoMy 00’ekty JIOM Mae BUTISA, HAZaHWH Ha
puc. 1. Hexaii Takox 00’ekToM 3axucty € iHpopmaiiitai pecypcu JIOM, a 3acoOu TeXHIYHOrO 3aXHCTy pecypciB
nepuoi JIOM ckiajaroThesi 13 3aco0iB  OpraHizailiifHoro OOMeXEHHsS JOCTYIy, OXOPOHHOI CHrHaji3auii,
aJMIHICTPYBaHHSA JOCTYIly — BHYTPIOIHBOMEpPEKHHX 3ac00iB YHpaBIiHHA HOOCTymoM 10 pecypcie JIOM,
30BHIIIHBOMEPEKHUX 3acO0IB yNpaBiiHHS AocTynoM 10 pecypciB nganoi JIOM (i3 TKM), 3aco6iB 3axucry Bin
BUTOKIB iH(opMaLii TEXHIYHUMH KaHaJIlaMH, 3ac00IB 3aXUCTY BiJl ClEl[iaJIbHUX BIUIMBIB Ha iIHQOPMAIIil0 TEXHIYHUMHU
KaHajlaMi Ta 3aco0iB aHTHBIPYCHOTO 3axHCTy 1 3a0e3ledyroTh peaji3alilo MeBHOro Habopy QyHKuid 3
00CIIyrOByBaHHSI MHOKHHU 3aITUTIB.
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Pucynok 1 — Y3aranbHena mojenb 3arpo3 ingopmauiiinomy 06’ exry JIOM
Mogens B3aemomii 3aco0iB peaiizaimii atak 3 3acobaMu TPOTHIIl 3arpo3aM — 3acobaMu 3abe3MedYCHHS

KoH(piAeH IiiHOCTI iH(popMallii, npeacTaBieHa Ha puc. 2. Ha ribomy pucynky 3K — 3arpo3u koH(IICHITIHHOCTI.

Sk BUIUIMAE 3 MojelNi, HECaHKIIOHOBaHE OTPHUMaHHS KOpUCTyBadeM iHQopMmaiii THM YM IHIIUM YHUHOM €
MOXJIUBHM IIPH YMOBI MOZI0JIAHHSI HEABTOPU30BaHNM KOPHCTYBaueM 3ac00iB 3aXHCTY Y CKIasi:

1. OpranizaniiHoro oOMeXeHHsS IOCTyIy (KOHTpOJb JOCTYIly Ta YHPAaBIIHHS JOCTYHNOM A0 HPUMILIEHb
opraHizaniiHIMH 3aco0aMHM, HAaITPUKJIA]], peaji3alicio IepernyCcKHOro PeXXuMy 10 OyAiBeNb UM OKPEMHX IPUMIIIEHb
Ta Take iHme). Taki mil ciig OWiKyBaTH, CKOpimie 3a BCe, BiA "TEPIUITYMX 3TOBMHUCHHKIB"' — aBTOPHU30BaHHX
KOPHCTYBAYiB, SIKi MalOTh aTPUOYTH JIETAIEHOTO JOCTYITY 0 MeBHUX npuMimieHs OC (Hanpukia, MepermyCTKa 9u iX
eKBiBaJieHTH), ab0 Bix "pimydyumx 3J0BMHCHHKIB", SIKi BHMYIICHO BHKOPHUCTOBYIOTH TIiIpOONEHI aTpuOyTH
JIeTaNBHOTO JOCTYITy A0 npumimens OC;

2. OxoponHoi curHamizamii (To6To nuixom "obxomay" 3aco0iB oprafizamiiHOro 0OMexeHHs JocTyrnoM. Taki i
CIIiJ OYiKyBaTH, CKOpIIIE 3a BCE, BiA "pillydnx 3JOBMHUCHHKIB", IKi MafOTh Ha MeTi OyAb-II0 NOPYIIXUTH Ty YH iHITY
BJIACTHBICTH 3aXHUIIEHOT iH(OopMaLlil;

3. YmpaBiiHHS JOCTYILy, BKIIOYAIO4U 3aCO00M yIpaBiiHHA (i3UNYHUM JOCTYIIOM (JI03BUI 4K OJIOKYBaHHS AOCTYITY
JI0 TIpUMillleHb, TEPMIiHAJIB, CUCTEMHHX OJIOKIB, KJaBiaTypu Ta iHIIMX (i3W4HMX 3aco0iB) Ta aaMIiHICTPYBaHHs
JOCTyIy (aaMiHICTpyBaHHS Cy0’ €KTiB, 00’ €KTiB, MOOYIOBH 1 peai3aiii MOAeNi 3aXHIICHOT CUCTEMH, PO3MEIKYBaHHS
Joctymy Tomio). Taki mii ciijg O4iKyBaTH, CKoOpimie 3a Bce, BiJ "TepIUIUYMX 3JI0BMHCHHKIB", SKi MOPYHIYIOTH
MOJITUKY O€3MeKH MaHOi MOCIyrd HaBMHCHO, ane 0e3 pillydyux Ail, MacKylO4yHCh, IUIIXOM Mig0Opy aTpuOyTiB
JIOCTYITY 1HITUX KOPHUCTYBaYiB 3 METOIO MIPUXOBAHOTO ITOIOJIAHHA 3aC00iB YIpaBIiHHA (aAMIHICTPYBaHHS) TOCTYIIOM
mo iHdopmamii, abo Big "BHIAAKOBHX TMOPYIIHHWKIB" — aBTOPHU30BAaHHX KOPHCTYBadiB, $Ki MOPYIIYIOTh
KOH(IZICHIIHHICT HE HABMHUCHO, & MOMHJIKOBO — UUISIXOM BHIIAJJKOBOTO TOJONaHHS 3aco0iB yIpaBIiHHS
(amMmiHicTpyBaHHS) JOCTYHOM [0 OO’€KTy 3aXHCTy, BHKOHAHHA HemepeadadeHuX i BIJHOCHO IIHOTO
iH(popMaiiHOTO 00’ €KTY Ta T. I1.;

4. 3acobiB kanaipHoro 3axucty B TKM (3aco0iB 3axucTy BiJi HECAaHKI[IOHOBAHOTO JIOCTYIy 3
TENEKOMYHIKaIIHHOT Mepesxi 10 pecypcis maHoi JIOM);

5. 3aco0iB 3aXUCTy Bijl BIpyCHUX aTak (3aco0iB aHTHUBIPYCHOTO 3aXUCTY).

[Tpn uboMy HMOBIPHICTB TO/I0JIaHHS 3ac001B YIPaBIiHHS TOCTYIIOM (| MOXXHA BU3HAYNUTH 3 BUpPa3y

q1 = qya’ [1=(1-Goox) (1-qoc)],
Je: qy; — WMOBIpHICTH TMOJONaHHS 3aco0iB YNpPaBIiHHA JIOCTYIOM; (oo — HMOBIPHICTH TOJONAHHSA 3aco0iB
OpraHi3auiifHOro 0OMeXeHHs JOCTYILY; (o — UMOBIPHICTB 1TOJI0JaHHs 3aC001B OXOPOHHOI CHrHaji3aLlii.
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Pucynok 2 — Mojeanb B3aemojii 3aco0iB peanizauii aTak 3 3aco6amMmu npoTujii 3arpo3am — 3acodamu
3a0e3nedeHHst KOHpineHuiiHOCTI iHGopmanii

IIpumimka 1. Tyt i Hajayi Opu BiACYTHOCTI TOTO YM IHIIOTO BUAY 3aXHCTy WMOBIPHICTH HOrO HOIOJIAHHS
BBXKAETHCS TAKOIO, 1110 JIOPIBHIOE OJMHUIII.

B cBoro yepry, WMOBIpHICTb (y, MOAOTAaHHS 3ac00iB YNPABNiHHSA TOCTYIIOM € TaKOX HMOBIpHICTIO CKIJIaJHOI
nmojii, sika MoJiArae B TOAOJIAHHI ITOPYLIIHMKOM SIK 3acO0iB ympaBiiHHSA ()i3MYHUM JOCTYIIOM, TaK i 3acoOiB
aJIMIHICTpyBaHHS JJOCTYIIOM 3 BUKOPHUCTaHHSM MEXaHI3MiB 0a30BOTO Ta MPHKJIAJHOTO MPOTPAaMHOrO 3a0e3reyeHHs.
SIKIIO MO3HAYMTH 1i HMOBIPHOCTI Y€PE3 (y¢y 1 Qay BIAMOBIIHO, TO

. . Qyx = Qypa Jan-

Tonl, 3po3ymiio,
q1 = Qyga qax *[1-(1-qoox) (1-qoc)]-

OxkpiMm TOTO, HECAHKI[IOHOBAaHE OTPUMAaHHS KOPHCTyBadeM iH(POpPMaIii € MOKIMBHUM 1 4epe3 3aCO0H BifgareHOTo
IOCTyIy 1o iH(OpMAIiifHUX 00’€KTiB, BHKOPHCTOBYIOYHM BUTOKH iH(poOpMamii TEXHIYHAMH KaHaJaMH, 3aCO0H
TEJIEKOMYHIKaIliifHOT MepeXi Ta BipyCHI aTaKH MPH YMOBI MOJI0JIAHHS HEABTOPU30BAaHUM KOPHUCTYBAa4eM BiJIOBITHUX
3aco0iB 3axucty. Hexail IMOBIpHICTh MMOJI0JaHHS 3aCO0IB 3aXKCTY BijJl BUTOKIB iH(opMaIlii TEXHIYHUMH KaHAJIaMU
JIOPIBHIOE (43, IMOBIPHICTE MOIOJIAHHS 3aCO0IB aHTHBIPYCHOTO 3aXHUCTY — (431, @ MMOBIPHICTh MTOIOJIAHHA 3aC001B
3axXUCTy KOH(QIACHIIHHOCTI iHQOpMAIIiil B TENIEKOMYTaliHHUX MEPEKAX — gy -

[icna orpumanss [30/] THM 49X iHIIMM NUIIXOM MOPYIIHUKY HEOOXiTHO 3MIMCHUTH PO3KpHTTA ii 3micty. Ilomis,
sKa T0JISITaE B TOMY, 110 MOPYIIHUK MoXe po3KkpuTH 3mict 130/] (mpu yMOBI TO/IOJIaHHSI CUCTEMH 3aXHCTY JaHOTO
iH(hOpMAIIHHOTO 00’ €KTY) € TAaKOXK CKIIAJHOK 1 CKIANAEThCS 3 TPHOX MOJIN: MEPIIOi — MOPYIIHUK 3HAE MOBY, SIKOIO
iHpOpMallis MpeACTaBIAETHCS; APYroi — MOPYIIHKUK 3HAE 1 MOXKE 3aCTOCYBATH MPOrpaMHi 3acobu abo anaparypy st
KpHunrorpadiyHOro meperBopeHHs (s aemupyBaHHS 3aKpUTOi iHpOpMaIlii); TpeTboi — Mae HEOOXiJHI KITodi
(x)1F0UOBi HAOOPH) TS TAKOTO MIEPETBOPCHHS. IZMOBipHOCTi uux nomii Py, Py, P BIATOBIAHO.

IMpn wpomy Py HMOBIPHICTh TOJIOJIAHHSI HEAaBTOPU30BAHMUM KOPHCTYBAaue€M 3ac00iB KPHIITO3aXUCTY
(MoxuBicTh po3kpuTH 3MicT [30/]) iHdopmarii Mo’KHA BU3HAYNTH 3 BUPA3Y

Jxsi = Py Poxn Piu.

Toni Bupa3 s po3paxyHKy HMOBIPHOCTI ( MOpYLIEHHs KOH(iAeHIiHHOCTI iHpOpManii 3 NOAOIAHHAM

PO3IIISTHYTHX 3aC001B 3aXHUCTY MOYKHA 3aIMCAaTH Y BUIJIS
Qux = qKSi'[l_ (l_ql)(l_ (1331)'(1— anl)'(l_ qKTKM)]-

Ha puc. 3 npezacraBieHa Mojenb B3a€EMOIl arak 3 3aco0aMu MPOTHAIl arakaM - 3aco0aMu 3a0e3MmedYeHHs
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niricHOCTI (Ha IboMy puc. 3L - 3arpo3u mimicHOCTI).

ITpu upomy, sik 1 111 MoJzeli B3aeMoJil 3aco0iB peamizaiii 3arpo3 kKoHpigeHuiHocTi iHpopmarii Ta 3acobiB
OpOTHIIi MM 3arpo3aM, MOIOJAaHHS HEaBTOPHU30BAHMM KOPHCTYBAadeM CHCTEMH 3aXHCTy 3 IMOBIPHICTIO (yy
MO>KJIHBE, SKIIO:

1. Tlomonano 3aco0u OXOPOHHOI cHrHaji3aIii abo 3aco0u opraHi3alliifHOro oOMexeHHs A0cTymy Ta (i) 3acoou
YIpPaBJiHHS JIOCTYIIOM, BKIIIOYAIO4M 3aCO0M yHpaBiiHHA (i3UWYHUM JOCTYNOM (JI03BiN1 UM OJOKYBaHHS AOCTYIY NO
NPUMIILIEHb, TEPMiHAJIB, CHCTEMHHUX OJIOKIB, KJIaBlaTypH Ta IHIIMX (Qi3MYHKX 3acO0IB) Ta aIMiIHICTPYBaHHS JOCTYITY
(agmiHiCTpYBaHHS Cy0’€KTiB, 00’ €KTiB, HOOYIOBH 1 peamizaliii MOAENi 3aXHIIECHOI CUCTEMH, PO3MEKXYBaHHS JIOCTYILY
Tomo). MiMoBipHicTh Takoi moii q; yke BU3HAUCHA paHille.

2. 3 IMOBIPHICTIO Qe TTOJIOTAHO 32CO0M 3aXHCTY IUTICHOCTI Bij 3arpo3 B TKM;

3. 3 IMOBIpPHICTIO (.; HOJOJAHO 3acO0M 3aXUCTy BiJ CIEI[ialbHUX BIUTMBIB Ha 1H(QOPMAIIIO 1O TEXHIYHUM
KaHaJaMm;

4. 3 IMOBIPHICTIO (452 MTOJOAHO 32CO0N aHTHBIPYCHOTO 3aXHUCTY;

5. 3 IMOBIPHICTIO (, MOJI0JIAHO 3aCO0M KOHTPOJIIO Ta TIOHOBJICHHS IILTICHOCTI iH(pOpMaIlii.

Toni, 3 BUKOPHCTAaHHSM 3aCTOCOBAHHX BHIIE MiIXOIIB HMOBIPHICTh MOPYIICHHA HUTICHOCTI qp,, MOXKHA 3HAUTH 3
BHUpasy

qHH = qKLI ’ [1_ (1_ ql)(l_ qCB)'(l_ quTKM) (1_ anZ)]-

PosrnsiHyta B Meroamui Mozenb J03BOJISiE 3pOOMTH, MO-Ieplle, BHCHOBOK IPO Te, IO Ul 3abe3rneucHHS
IUTICHOCTI 32 paXyHOK YHEMOJIMBIICHHS TOCTYITy A0 iH(popMamii Ta Moaudikarlii HeaBTOPH30BaHIM KOPHCTYyBaueM
3MicTy iHpOpMaIifHOTO 00’€KTy HEOOXiTHO 3aCTOCOBYBATH 3acO0M (amapaTypHi 4M MporpamHi) agMiHiCTpyBaHHS
JOCTYITy, KOHTPOJIO IIUTICHOCTI, yNpaBiiHHA ()i3MYHMM IOCTYIIOM, OXOPOHHOI CHTHAJI3aIlii Ta opraHizalifHOro
0OMEXXEHHS TOCTYTIOM.

[To-apyre, 3 OCTAaHHBOTO BHUIUIMAE HEOOXIMHICTH, HA BIAMIHY BiJl MO B3aeMOIii 3ac00iB peaizallii 3arpo3 Ta
3aco0iB 3a0e3neyeHHs] KOHQIACHIIHHOCTI, 3aCTOCYBaHHs sl 3a0e3nedyeHHs uijicHocTi iHdopMmauiiiHuX 00’eKTiB
3aco0iB 3 BIJMOBIIHMMH MeXaHi3MaMH KOHTPOJIIO IIUTICHOCTI Ta 3aMiCTh 3acO0iB 3aXMCTy BiJl BUTOKIB — 3aco0iB
3aXMCTYy BiX cremiaigpHOro BIUMBY. OKpiM TOTO, IS YHEMOXUIIMBIEHHS MOPYIICHHS LIJTICHOCTI 332 pPaxyHOK
OTpPHUMaHHS HEaBTOPH30BAHUM KOPHCTYBAueM JIOCTYITy 10 iH(popMarii 3 00MeKeHUM JI0CTYIIOM CIIifl 3aCTOCOBYBaTH
TaKi > 3aco0M yNpaBJIiHHS TOCTYIOM (armapaTypHi 4 IporpamMHi), SK i 1 3a0e3neueH s KOH(1IeHIIHHOCTI.

Ilpumimka 2. 3BepHEMO yBary Ha Te, IIO i3 HaBEIECHOTO BHWIIEC BH3HAYCHHS IUTICHOCTI, SIK (DYHKIIOHATIHHOI
BJIACTUBOCTI 3aXWIICHOCTiI iH(opMalii, HE BHTIKA€ HISKMX YAaCOBHX OOMEXEHb MIOAO0 TPUBAIOCTI MPOIECY
MIOHOBJICHHS IIUTICHOCTI B pa3i BUSABJIEHHS 3aco0aMH KOHTPOJIO HAsBHOCTI ii mopymenHs. Lle mae 3mory mis
3a0e3mederHi HUTICHOCTI BUKOPHCTOBYBATH 1 pyYHI METOAH, HAIIPHUKIIA/, IOHOBJICHHS 3 3aCTOCYBAaHHSIM PE3EPBHHX
Komii iH(GOpPMAaIIfHUX 00’€KTIB YM UUIIXOM 3a0e3ledeHHs BIIKATy IPOLECIB y pa3i BHUSABJICHHS NOPYLICHHS

1JI1CHOCTI.
31 3a paxyHok
1 PAxXyHOK 3acobu
MoJ0JIaHHsA 3ac00iB .
- OXOpPOHHOT
0XOpOHHOT o
CurHalsi3aulis

curHamizamii

331 wmusxom

yHnpaBiiHHS
31 3a paxyHOK OCTYNmoM
1 PaxyHoK 3acobu A y
nojoJaHHA 3ac00iB S
R opraHisaniiiHoro
opranisauiiinoro
0OMeKeHHA
00OMEeKeHHs
JA0CTYIy
JOCTYIy
3310 Bix
31 3a paxyHOK cmneumiajJbHHX BIIMBIB Ha
BIIMBiB Ha iHdopmaniio inpopmairo

TeXHIYHUMH KaHalaMu TEXHIYHUMH
3aco0u KOHTpOIIO
kanazammn Ta IOHOBJIEHHS 3axumennit
i X —w I
nimicHoCTi pecypc
iHpopmamii
3acobu 3axucry Bix

3arpo3 B TKM

311 3a paxyHOK HOJOJIAHHS
3ac00iB 3aXUcTy B
TeleKOMYHiKauiiiHiii Mepexi

3acobu
aHTHBIpycHOTO
3aXHCTy

31 3a
paxyHOK BIpyCHHX aTak
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Pucynok 3 — Moaeanb B3aemofii 3aco0iB peastizanii aTak 3 3acobamu npoTuaii 3arpo3am — 3acodéamu
3abe3nevyeHHs nijgicHOCTI iHopmanii
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Buxonsun i3 Bu3HAa4YeHHS (YHKIIOHANBHOI BJIACTHBOCTI JOCTYMHOCTI iH(opMalii mnojiro, nos’s3any 3 il
MOPYILEHHSM, CJIiJ PO3TIISIaTH K HACIIIOK BIUIMBY Ha iH(GOpPMaIiifHU#i 00’ €KT 3arpo3, HaiOUIbII CYTTEBUMH 3 STKUX
€:

1. HecankmioHoBaHa momudikaiis iHpopMamiiHOro pecypcy (HOPYIIEHHS LUTICHOCTI — BHUIJISAY pecypcey,
HEOOXITHOrO KOPUCTYBa4eBi), BKIIOYAIOYH 3MIHU PEKUMIB HOro (YHKIIOHYBaHHS, Miclisl 30epiraHHs, HEoOXiHOTO
YM 3aJJaHOTO KOPHCTYBadeM, 1110 MOTpeOye MOHOBJCHHS ILUIICHOCTI pecypcy LUISIXOM, HAlpHKIal, BUKOPHUCTAHHS
Woro pesepBHoi komii. Taka mnojist nependavyac MOXJIMBICTH (I3UYHOTO JOCTYNY 1O JDKEpel UM HOCIB
iHpopMaiiHUX pecypciB, HAsBHICTb peasli30BaHOi CIPOOM HECAHKLIOHOBAHOTO JIOCTYIY JO iH(popMamiiHOTro
pecypcy, B ToMmy uuciai kaHaramMu TKM Ta KaHasamMM CHELiaJIbHOTO BIUIMBY (HMOPYIIHMK 3yMiB 3IiHCHUTH
MacKyBaHH I1i]] aBTOPU30BAaHOTO KOPHCTyBada 4yi Mo iKallist He BUSBIEHa 3aC00aMHU KOHTPOJIIO IIJIICHOCTI);

2. IlepeBin pecypcy B peXHM IITYYHOI BIIMOBH IIUISIXOM:

HECAHKIIIOHOBAHOTO BHWKOPHCTaHHA IH(QOPMAIIfHOTO pecypcy B TOW dYac, KOIH pecypc € HEOoOXiTHUM
KOpUCTYBa4eBi, Ta NPOTATOM dYacy JAOBIIE 33JaHOr0 (MaJoro) HPOMDKKY — HIISIXOM 3aXOIUICHHS pPecypciB
(HEKOHTPOJILOBAHOTO BHKOPUCTAHHS, YTPUMaHHS, 3aHAJATO TPUBAJIOTO BHKOPHUCTAHHS) i CTBOPEHHIO TAKUM YHHOM
MEPEIIKO/] IHIIUM KOPHUCTYBa4aM B BUKOPHCTaHHS LIUX PECYPCiB;

MOCTIHHOTO BUKOPUCTAHHS PECypCy, HAIPUKIA[, IIJISIXOM TeHepamii MOTOKY 3aBaKalouuX 3alUTiB (HECIIPaBKHIX
3alUTiB Ha 00CIYroBYBaHHs, HECIPaBKHIX MakeTiB BXiqHol iH(opMalii, cipod migdopy mapoiiiB Ta T. I. — 3aBaj
npolecy OOCIyroByBaHHS CHpPaBXHIX 3alMTIB) 3 TaKOK IHTCHCHBHICTIO, KOJM iX mepiof (cepelHs TpUBAJICTh
NPOMIXKKY 4Yacy MDK JIBOMa CYCIHIMH 3allMTaMM) HE MEPEBHIIYE TPUBAJIOCTI 0OCIYrOBYBaHHS KOXKHOTO 3 TaKHX
3aIUTiB, TOOTO TaKOro MOTOKY, KOJM 3aXHUILEHUH pecypc IMPU3HAYAETHCS Ui 00CIYrOBYBaHHS JIMIIE 3aBAKAIOUUX
3aIMTIB;

MOCTIHHOTO MOPYIICHHS UTICHOCTI 3 TIEPIOIUYHICTIO MEHIIIO, HiXK Yac BiAHOBJICHHS iH(POPMAIIHHOTO pecypey.
Taka mopist nepenbayvae HasIBHICTH MOPYLIEHB IUTICHOCTI 32 PaXyHOK BIUIMBY MPUPOIHUX (akTopiB (3001, BiIMOBH),
a TaKoXX HasABHICTH peani30BaHUX CHpoO0 HECAHKI[IOHOBAHOTO IOCTYIy MO iH(GOPMANiHHOTO pecypcy KaHalaMu
CIIETIaTbHOTO BILTUBY (0€3 cripo® MacKyBaHHS).

VIMOBipHiCTS HepLIOT 3 X MOiil BU3HAYEHO BHUIIE (3 BAKOPHCTAHHSIM MOJENI, IPEJICTABNCHOI Ha pyC. 3) i BOHA
JOPIBHIOE (-

Jng omiHKM HMOBIPHOCTI MOPYIIEHHS AOCTYIHOCTI IIISXOM TEPEBOAY pPEeCypcy B PEXHM IITYYHOI BiJMOBH
HEOOXiTHO BH3HAYMTH IHTEHCHBHICTH MOTOKY BIUIMBIB Ha pecypc, IIo 3axuiiaeTscs. B [4] mokasaHo, mo Ha
iHpopmaniiiHi pecypcu OC MOXYTh BIUIMBATH SIK CIIPOOM HECAHKI[IOHOBAHOTO JOCTYILy, NPH YMOBI ITO/IOJIAHHS
CHCTEM YINpPaBJiHHS JOCTYNoM Ta (inprpanii, Tak 1 6e3nocepeHbO NMPUPOAHI BIUIMBH. |HTEHCUBHICTh BHYTPILIHIX
IITYYHUX BIUTMBIB B3HACHIZOK BiJCIBY ((inbTpalii) BHYyTPINIHIX BIUIMBIB CHCTEMOIO YNPAaBIIHHS AOCTYIIOM Ha il
BUXO/JIi Oy/ie IOPIBHIOBATH A, - (1, SKIIO CTIMKICTH (B PO3yMIiHHI IMOBIPHOCTI HE TIOAOJIAHHS) CUCTEMH YITPaBIiHHS
JOCTYNOM P, = 1 — q;. [HTEeHCHBHICTh 30BHILIHIX IITYYHUX BIUIMBIB (BiJl €JIEMEHTIB PO3MOALIEHOT 004HCIIIOBAILHOT
Mepexi uepe3 3aco0M TeJIeKOMYHIKaIiHHOI Mepexi), siki BIuMBatoTh Ha aaHy JIOM, 3HMXKYEThCS 3a PaxyHOK ix
¢inpTpauii (3acobamu ¢inpTpanii Thny MixkMepexxHux expaniB (firewall, OpannmayepiB), cepBiciB — MocepeIHHUKIB
(proxyservices) Ta T. 11.). SIKIO cTiliKicTh TakMX 3ac00iB (B pO3yMiHHi iIMOBIPHOCTI HE MOJ0JIaHHs) JIOPiBHIOE pg = 1
— q¢, TO Ha BHXOMi cuCTeMH (inbTpallii iHTEHCHBHICTb 3aBaj Oyjae MOPIBHIOBATH A, - (gi, @ IHTEHCHBHICTH A,
IITYYHUX BIUIMBIB, SIKi HE BiA(DLIBTPOBaHI cHCTEMaMH YIPaBIiHHS JOCTYIIOM Ta (GiIbTpanii, cKiaje:

}vpm = /lmg : ql +/1m3 : q(b +}~-
3 ypaxyBaHHSIM IHTCHCUBHOCTI CIIPaBKHIX 3aMUTIB A, 3arajibHa IHTCHCUBHICTb A, BIUIUBIB JOPiBHIOE
/13 = /103 +/1m6 : ql +/1ms : q(b +ﬂ~-

[Tpu cepenniii TpuBanocti oociayroByBanHs B OC o1HOro 3anury (CepeqHbOMY 3HAUYEHHS 4acy BUKOPHCTaHHS
pecypey typ) 1 MyacCOHIBCBKOMY 3aKOHI PO3MOALTY HMOBIpHOCTEH BIUTMBY HMOBIPHICTB TOTO, IO MiJ] Yac 3BEPHEHHS
70 pecypcy BiH YK€ BUKOPHUCTOBYEThCS (HMOBIPHICTB 3BEPHEHHS 10 PECYPCY Ha JAHOMY iHTEpBali f,, Oinmble Hixk
OJHI€T 3assBKM — WMOBIPHICTh MOPYLIEHHS JOCTYIHOCTI IIUISXOM IEPEBOAY PECYpPCY B PEXHM IITYYHOI BiIMOBH)
JIOPIBHIOE

qn3 — 1—]9() :l—eXp{—th' j~3}a
Iie pp — WMOBIPHICTH BiICYyTHOCTI BIUIUBIB (MMOBIpHICTH TOTO, III0 HA JaHOMY YacOBOMY IHTEpBai BUHHKHE PiBHO
HYJIb BIUIMBIB), @ OT)K€ HIMOBIPHICTh MOPYIIEHHS JOCTYITHOCTI pecypcy

Qua = 1 = (1 = ¢n3) - (1 = qm)-

3MiHHY ty, NpU LBOMY CHifl PO3IIAAATH AK CepelHiil 4ac BMKOPHUCTaHHs 3aXMIIEHOTO PECypCy B YMOBaxX
00CITyTOBYBaHHS aBTOMAaTH30BaHOIO CHCTEMOI0 YCiX MOXKIHMBHX 3amuTiB (s iHQopMariiiHMX 00’€KTiB Ie —
KOHTPOJIb IUTICHOCTI, MpH HEOOXiTHOCTI i1 IMOHOBIEHHS, BHKOHAHHS IMPOTPAMHOTO 3aco0y, YMTAHHS YH 3aIlHC
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Muxona Byovko

indopmauii Ta Bece Take iHIue). BU3HAYEHHS BETMYNHU ty, BUXOAUTH 32 PAMKH 1aHOi poOOTH, X0ua K Ieplie, rpyoe,
HaOJIMKEHHS MOKHA BUKOPUCTATH 3Ha4eHHA ty, = (T — AT})/njo, 1€: Nj, — KiMBKICTh iHPOpMaLiiiHuX 06’ €KTiB, 110
noTpeOyroTh BUKOpHUCTaHHA Ha iHTepBam vacy (7 — ATy), Ty, ATy — MepiogudHICT Ta TPUBAIICTH KOHTPOIIO
BignoBigHo [4]. [Ipu mpoMy, SKIOIO cepeqHe 3HAUCHHS Yacy BUKOPUCTAHHS PECypCy IEPEBHUIUTH CepelHE 3HAUCHHS
YacOBOTO IHTEPBATY MK CYCITHIMH 3alTUTaMH (IHTEHCHBHICTh 3aIIUTIB MIEPEBUIIYE IHTEHCUBHICTH OOCITyTOBYBaHHS),
TO KUTBKICTh OyAb-SKMX 3alUTIB y Yep3i Ha BUKOPUCTAHHS pecypcy Oyzae 3pocTaTh 0 HECKIHUEHOCTI, 0 € 03HAKOIO
IITy9HO! BiMOBM 3aXHIIEHOro pecypcy. To6To ymoBy, komm 1/A, < tg, CIiX PO3ITAAaTH SK yMOBY HEPEXomy
3aXHIICHOTO PECYPCY B PEIKHUM IUTYHHOI BiJIMOBH.

11 3anumkoBUii pU3UK AJI51 OLIHKM 3arajJibHOI CTIKOCTI cMcTeMH 3axucTy iHpopmanii

I3 posrmamy mpencraBneHHX Mojnenel B3aeMomii 3aco0iB pearizarlii atak 3 3aco0amu 3a0e3NedYeHHsT KOXKHOI 3
(yHKIiOHANBEHUX BiacTUBOCTeH 3axumeHocTi OC MokHA 3pOOWTH BHCHOBOK TIPO T€, IO IS YHEMOXKITUBICHHS
MOJIOJIAaHHST HEAaBTOPHU30BAHMM KOPHUCTYBAa4€M CHCTEMH 3axXHUCTy JaHOro iHQopMariiiHoro o0’ekTy HEOoOXiZHO
3aCTOCOBYBAaTH:

- opranizamiiHi 3axoau (opraHizaiis 30BHIIIHHOT OXOPOHH, MEPENYCKHOIO PEXHMY — YHEMOXKIHBICHHS
NPOHWKHEHHS Yepe3 MepemyCcKHI MyHKTH, YHEMOJXJIMBICHHS Kpaaikok HociiB [30]l, 30epiraHHs B TaeMHHUII
ineHTH(}IKaTOPiB Ta NApPOIIIB KOPUCTYBAiB Ta IHIIE);

- IIepBUHHI TEeXHI4Hi 3ax01u (OJIOKYBaHHS BHTOKIB iHpopMamii uu OJIOKYBaHHS CIICLialbHOTO BIUIMBY Ha Hel
TEXHIYHUMHU KaHaJIaMH, YHEMOXJIMBIEHHs (iznynoro goctymy 1o pecypeiB OC Ta moctymy no HociiB iHdopmarii
HociiB I30/l, B ToMy uucii yepe3 eineMeHTH OyIiBeIbHUX KOHCTPYKIIH — HAsBHICTh HAJIMHUX CTiH, JBEpEW,
BIKOHHUX IpaT, OXOPOHHOI CUTHAITI3ALIi Ta T. I.);

- OCHOBHI TEXHiYHI 3axomu (3acoOM agMIiHICTpyBaHHS UM YHPAaBIiHHA [OCTYIIOM, 3aCO0M KOHTPOJIO YH
KOHTPOJIIO Ta TOHOBJICHHS IUTICHOCTI, 3aCOOM aHTHUBIPYCHOTO 3aXHCTy Ta 3aco0M KpPUNTOTPadigHOTO 3axXHUCTy
iH(popMarii B BITOKpEMIICHIX TePMiHaTIax Ta IX Mepekax, B TOMY YHCIi B PO3IOAITICHAX MEpeKax TOIIIO).

Le mo3Bossie mOOyAyBaTH 3arajbHy MOJEINb B3a€MOJIII aTak Ta 3aco6iB 3axucty pecypcis OC (puc. 4) i oTpumaru
y3arajgbHEHI KUTbKICHI XapaKTepUCTUKHA CUCTEMH 3aXHUCTY.

Ipu moOy10Bi 3aragbHOT MOJICII CHCTEMH 3aXHCTY iH(GOpMaIlii BpaXxoBaHO:

1) ¢yHKUiOHANBHY OJU3BKICTh, CXOXICTh, IHKOJNM HABITh €IHICTh, NESIKHX 13 3ac00IB 3axucTy, TOOTO iX
3JIaTHICTh BUKOHYBATH OJIHAKOBI1 (DYHKIIIi 3aXHCTy, X04a, MOXIJIMBO, 1 B PI3HUX YMOBax y CKJaJi pi3HUX Mojelel
3a0e3neueHHst (PYHKIIOHATBHUX BIACTHBOCTEH 3aXMIIEHOT CHCTEMH.

2) MOXJIMBICTH 00’ €IHATH B JIESKUX 3aC00aX MEBHY MHOXXHMHY OJIM3bKUX YW OJHOTUIHMX (DyHKIIH, HaNpHKIaz,
B 3aco0ax YIpaBiHHS JOCTYNOM — (DyHKLIl aJMiHICTPYBaHHS JOCTYIIOM, KOHTPOJIIO Ta HOHOBJIEHHS IiJIICHOCTI,
¢binpTpamii makeTiB, OJIOKyBaHHS 3aC00iB TeHeparlii Oe3nepepBHAX 3aMUTIB Ta T. TI.

3) 3maTHICTP IiHIKX 3aco0iB 3aXWCTy BHUKOHYBAaTH (PYHKII 3aXWCTy BiA OJHOTHITHHUX 3arpo3 pi3HUM
(hyHKIIOHATEFHIM BJIACTUBOCTSIM 3aXHIICHUX PECYPCIB.

Lle Hamae 3Mory 00’eTHYBaTH Pi3HI 3aCO0M MPOTHIIT IEBHIM 3arpo3aM 4YH, HaBIAKH, BiTOKPEMIIIOBATH OKpeMi 3
HUX Yy BIANOBiAHI MiACHCTEMH, B HACTIJOK YOTO y CKJIaAi KOMIUIEKCHOI CHCTEMH TEXHIYHOTO 3aXHCTy MOXKHA
BUWICHHUTH i MiJICHCTEMH, SIKI BUKOHYIOTH CBOi (YHKIIi B PI3HUX CepelOBUIAX Y IO BIJIHOLICHHIO J0 JIOCTATHHO
XapaKTepHUX JIMIIE JJIsl HUX 3arpos.

1. IlizcucreMy KOHTPOJIIO IOCTYIY 1 3aXUCTy iH(popMalii 3 GyHKIISIMU T0OYI0BH MOAEINI 3aXHMIIEHOI CHCTEMH,
moOyZIoBM 1 peaiizalii NmpaBmiI pO3MEXyBaHHS JOCTymy 10 pecypciB AC, ynpaBiiHHS (I3HYHUM JOCTYIIOM,
KOHTPOJIIO Ta TIOHOBJIEHHS ITIICHOCTI, KpunTorpadiyHoro 3axucty indopmarii, ¢inbrparii makeriB, OlIOKyBaHHS
cpo0 migdopy MapoJIiB TOIIO.

2. Iligcucremy 3axucty iH(poOpMAaIii Bix BUTOKIB iH(pOpMAIlil TEXHIYHUMH KaHAIAMHU Ta CHEHiadbHOTO BILTHUBY
Ha Hel.

3BepHEMO yBary Ha Te, IO Ha pHUC. 4 HE HABEACHO 3acO0iB 3a0E3MECUCHHS CIIOCTEPEIKEHOCTI 3a IMOMIIMH B
3axMIICHII cucTeMi, sIKi € OB’ sI3aHKMHU 3 yCiMa MpoliecaMy BUKOprcTanHs iHdopmarii Ta ii 3axucry. lle He o3Hauyae
MPUHIDKEHHS X 3HAYSHHS B TPOIIECi 3aXHCTy PECypCiB, a JHIIE LTIOCTPYE Te, IO I1i 3aCO0M He BUKOHYIOTh (PYHKITiI
6e3nocepeanporo 3axucty pecypcis OC. Ane BiACYTHICTh 3ac00iB 3a0e3MeUeHHs CIIOCTEPEKESHOCTI UM 1X TOHAO0TaHHS
MOPYIIHUKaMHU (aKTUYHO O3HAYa€ HASBHICTH 3MOTH JIOCTYIY IMX MOPYIIHUKIB 10 pecypciB OC i, B IbOMY CeHCI,
3ac00U 3a0C3MEUCHHS CIIOCTEPEKEHOCTI BIJIrPatOTh TaKy X POJib, K 1 3aC00M 3a0E3MEUYCHHS IHIINX BIACTUBOCTCH
3axuineHocTi pecypeis OC.

3BEpHEMO yBary TakoXX Ha Te, IO JI0 CKJIa[ly MOJENI B3aeMOJIi1 aTak Ta 3aco0iB 3axucry pecypcis OC BXoasTh
3aco0M 3aXUCTy BiJNOBITHUX BIACTHBOCTEH 3aXUINEHOCTI iHpopMamiiHuX pecypciB OC 6 menekomyHikayiiHux
mepexcax OC (i, 3po3yMmino, B 3acobax oOMiHy iH(pOpMAIliEI0 JIOKATEHUX OOYHCIIOBATEHUX MEPEXK, SIK €IeMEHTIB
takux OC). Lle o3Hadae CyTTeBy BpasimBicTh craHy 3axumeHocTi OC sk pa3 depe3 Mepexki, KaHalu OOMiHy
iHpopMariero Ta depe3 IX eleMeHTH. HacmimkoMm IbOro €, MpHWHANMHI, BIIOKPEMIJIGHHS IUX 3acO0iB 3aXHCTy B
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migcucTeMy 3axucty iHpopmarii B8 TKM.

OcTaHHE [03BOJSIE 3pOOWTH BHCHOBOK NP0 AKMYAlbHiCMb MA BAXIUBICT JOCIIIKEHb Ta PO3POOOK MO0
METOZIB, cIt0cobiB, 3ac00iB Ta METOIMK 3a0e3MeUCHHS BIACTUBOCTEH 3aXHIEHOCTI iHOopMaIlii 6 mepedrcax, KaHanax
00MiHY iH(hOpMmayicto ma ix eremMeHmax.

HeBaxkko mokaszaTy, 10 BEIWYMHY 3arajbHOT0 3aJWIIKOBOIO0 PU3MKY Yy BHIUISAI WMOBIPHOCTI TOpPYIICHHS
(Tmo1oIaHHsl, 3710MY) KOMIUIEKCHOT CUCTEMH 3aXHCTY MOYKHA TIPH [IbOMY pO3paxyBaTH 3 BUPa3y

q=1-(1-qm) (1 = qm) " (1 = qun),
1110 J0Ope y3Tro/HKY€EThCs 3 OJIM3bKUMHE 33 3MICTOM BHpa3amu 3 [6].

TakuM YMHOM, PO3IVISTHYTHH MiAXiI TO3BOJISIE OTPUMATH BUpPA3W JUI BH3HAUEHHS IMOKAa3HMKIB 3aXHILEHOCTI
iHpopMarlii Mo KoXHiil 3 QYHKIIOHAIBHUX MOCIYT 3aXUCTY BiJl MOKJIMBUX 3arp0O3 Y BUIVISAL 3aJIMIIKOBOTO PU3UKY —
HMOBIPHOCTI MOpYUIEHHS 3aXHCTY BiJl 3arpo3 BIANOBIAHOIO THIMY, Ta MOOYIyBaTH 3arajbHy MOJENb CHCTEMH
3aXHCTY B YaCTHHI 3a0e3Me4eHHs HeOOX1THUX BIaCTHBOCTEH 3aXHUILEHOCTI i, 32 YMOBOIO ONTHUMI3alii napamerpis Ta
XapaKTEePUCTHK 3TiHO 3 [5], MOXke OyTH BUKOPUCTAHUM TP MPOEKTYBaHHI €PEKTUBHUX CUCTEM TEXHIYHOTO 3aXHCTY
iH(opMarii B3araii Ta iX CKJIQJIOBUX 30KpeMa.

ATaky WIISIXOM I I
npHiMaHAs BETOKIB : 33K Bix BUTOKiB IiacucremMa 3aXMCTY Bij :
impopmarit I inpopmanii BHTOKIB iH(OpMaii Ta |
TeXHIYHUMH | TEXHIYHUMU CreniaabHOTO BILTHBY |
| KaHalaM# 1 |
KaHallaMu | Ha Hel |
| |
ATaky MIISXOM : 3311 sin |
. creniaabHOTO I
CIeniajJbHOTIO BBIHUBY BBIUBY Ha |
Ha iHpopMmalio 10 V—lﬁ/l inpopmariio mo |
TEXHIYHUM KaHajam | ; |
| TEXHIYHUM KaHajlam
e W N -
|
ATaky OIIIX0M 3acobu |
. 3aco0u KaHaJIBHOTO . |
[OJ0JIaHHs 3aC00iB . kpunrorpadigHoro
. o/ L \ 3axucty iHpopmanii B h |
3axucTy iHpopmamii | J TKM 3axucTy iHpopmanii |
B TKM
|
3acobu aHTHBIpYCHOTO |
KOHTPOJIO, KOHTPOJIIO :
ATaKH MIISXOM Ta MMOHOBJICHHS
nozonanus 3ac06iB 3aco6 0XopoHHOI uinicHocti ingopmauii : .
OXOpOHHOI V \ curHanizamii | Saxumenni
L ecypc
curaanizanii \—/ ) | p
3acobu ynpaBiiHHS
| JIOCTYIIOM |
|
|
ATaky mwiasxom 3acobu : |
nof0NaNHs ?s:’iCO6lB /‘—’\ opraHi3aniiHoro | TlizcmcTeMa KOHTPOIIO :
opramizaniiHoro \,—‘/ 0OMEKEHHS | HOCTYMY i 3aXHCTY |
0OMEXKEHHS JOCTYIIOM JOCTYIIOM i_ indopmarii |
____________ ¢

Pucynok 4 — 3arajbHa Moje/1b B3aemMoii 3aco0iB peaJizauii aTak 3 3acodamu cuctemu 3axucty pecypeis OC

Jlimepamypa: 1. 3azaneni nonodicenns wo0o 3axucmy iHQopmayii 6 KOMN IOMEPHUX Cucmemax 6io
Hecaunkyionosanozo odocmyny (H/ T3I 1.1 — 002 — 99); 2. Kpumepii oyinku 3axuwenocmi ingopmayii 6
KOMN tomepHux cucmemax 6i0 Hecaukyionoganozo oocmyny" (HHA T3 2.5 — 004 — 99); 3. Knacugirayis
A8MOMAMU308aHUX cucmem i CmaHoapmui QyHKyioHanvhi npo@ini 3axuwenocmi 06pob08anoi iHgpopmayii 6io
Hecanxyionosanoeo docmyny (HI T3I 2.5 — 005 — 99); 4. byovko M. M., Bacunenxo B. C., Koporenxo M. II.
Bapianm gpopmanizayii npoyecy 3axucmy ingopmayii 6 Komn romepHux cucmemax ma onmumizayii 1020 yitboeoi
@yuryii // Peecmpayis, 30epicanus i 06pooka oanux. - 2000. - Ne 2, m. 2. ¢. 73 - 84. 5. Byosko M. M., Bacunenxo B.
C. Oyinka 3anumK08020 pusuKy Npu 3Acmocy8aHui 3acobie saxucmy iHgopmayii 6i0 HC/] 6 xopnopamusHux
cucmemax. K.: Imcmumym npobnem moodeniosanns 6 enepeemuyi im. I. €. Ilyxoea, Mamepiaru naykoeo —
npakmuunoi kongepenyii “Inghopmayiiini mexnonocii ¢ enepeemuyi”, 2002, c¢. 29 — 39. 6. Auwmoniox A. A.,
Bonowyk A. I, 3acnasckas E. A., Cyciose B. 0. Ob6 00HOM noodxode 8 MOOeuposanuu 3auumosl UH@GOPMAyuLL.
THepwa mixchapoona Haykoeo - npaxmuuna Kongepenyis 3 npoepamysanns YxplIPOI', 1998, c. 505 - 510.
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