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OITUMAJIBHBIE ITPOTOKOJIBI MHOXECTBEHHOI'O
PA3JAEJIEHUA CEKPETA C MHOI'OAAPECHBIM
COOBIIEHUEM, OCHOBAHHBIE HA JIMHEMHBIX
HPEOBPA3OBAHUSAX HAJl KOJIBIIAMMU BBIYETOB

Anmon Anexceiiuyk, Anopeii Bonowiun
HUncmumym cneyuanvnoui ceéazu u sauumol ungpopmayuu HTYVY « KITH»

Anomayis: OTpAMaHi JOCTaTHIi YMOBH ONTHMAJBHOCTI (32 KpHTepieM Makcumymy iHdopmaniiinnx
BiJHOLIEHb) NPOTOKO/IIB MHOKHHHOIO PO3IOJIYy CeKpeTy 3 0araroaJpecHUM IOBiJOMJICHHSIM, IO
pealizyloTb meBHi iepapxii mocrymy. HapeneHo HH3KY KOHCTPYKIiii 3a3Ha4YeHMX NPOTOKOJIB, SKi
3a0BOJIBHAKTH OTPUMAHUM YMOBaM ONTHUMAJIBHOCTI.

Summary: The sufficient conditions of optimality (i. e. of information rates maximality) of multi-secret
sharing schemes with broadcast message for certain access hierarchies are obtained. Some constructions of
such schemes satisfied the described conditions are presented.

Kniouesvie cnosa: xkpunrtorpapuueckasi 3amura mHGpopManuu, NPOTOKOJI MHOKECTBEHHOIO pasjeieHHs!
CeKpeTa ¢ MHOr0a/IpeCHBIM COOOLIEHHEM, HepapXus 10CTYNa, KOJIbIO BHIYETOB.

BBenenune

Kak wu3BecTHO, mpu pa3pabOTKe COBPEMEHHBIX HH(OPMAIMOHHO-TEIEKOMMYHUKAIMOHHbIX cucteM (UTC)
0co00e BHUMAaHUE YJIENseTCsl BOIIPOCaM pa3rpaHHueHus goctyna K ux pecypcam [1]. CorsacHO MpUHSITOH MUPOBOM
1 OTEUECTBEHHOM mpakTuke [2, 3], pemeHue 3a1a4d pa3rpaHuueHue JOCTyIa K pecypcaM TaKuX CUCTEM BO3JIararoT Ha
MIOZICUCTEMY YIIpaBiieHust goctyrnoM. [Ipu sToM pacmrpenue GpyHKIMOHANIBHBIX Bo3MoxkHOCTer UTC, kak mpaBuiio,
MPUBOAUT K HEOOXOIMMOCTH 3HAYUTENBHOI'O IOBBIINIEHNUS TMOKOCTH W HAaJEKHOCTH HCIIONB3YEMBIX MOACHCTEM
yIpaBieHus goctynoM [4]. [ns pemeHus mocienHed 3anaud, Hapsay C APYTMMH METOJaMHM, NPHUMEHSIOT Tak
Ha3bIBaeMble MPOTOKOIIBI paszeneHus cekpera ([1PC), mo3Bossonye mony4ats IpueMIeMble PEIIeH s, KaK ¢ TOYKH
3pEeHUs HAIeKHOCTH, TaK U C TOUKHU 3PEHHsI THOKOCTH MOJICUCTEMBI YIIPaBJIEHHS TOCTYIIOM [5, 6].

W3 aHanum3a pe3ynbTaToB cratTe [S — 7] u psma ApYrux MyOJIMKalMi CIeIyeT, YTO MOBBIINICHHE HAICKHOCTH U
TMOKOCTH TOJICHCTEM YIpaBlieHus! ocTyroM coBpeMeHHbIX M TC Moxer ObITh TOCTUrHYTO Nipu npuMmeneHuu [1PC,
00J1a1aI0INX CIIETYIOUIMMHU CBOWCTBAMHU:

1) BO3MOXKHOCTH OJJHOBPEMEHHOTI'O pa3/IeieHHs] HECKOIBKUX CEKPETHBIX KITFOUeH (CEeKpeToB);

2) OGe3ycnoBHasl (coBepiieHHas) croikocts [1PC;

3) BO3MOXXHOCTh peEalM3allid MpOLEAYp BOCCTAaHOBJEHHS CEKPETOB C HCIIOJIb30BAHHEM MHOT03JAPECHBIX
COOOIIIEHHH, B TOM YHCIIE, U CEMEHCTB HepapXHil IOCTyNa Ha MHOXKECTBE YYACTHHKOB IIPOTOKOJIA;

4) BbluUcIHTENbHAS AIPPEKTUBHOCTH Npoueayp (OpMHUpOBaHMS CEKpETHOW WH(OpMaIMu, IepenaBaeMoi
y4acTHHKaM IPOTOKOJIa, U BOCCTAHOBJIEHUSI CEKPETOB COOTBETCTBYIOLIMMH KOAIUIUSMH Y4aCTHUKOB.

B [8 — 10] mpemtoxeHbl W HCCIEAOBAHBI MPOTOKOJIBI pa3deiCHUs CEKpeTa, 00JaNaroliue MepeYrCICHHBIMH
cBoiictBamMu. YkasanHble [IPC, Ha3BaHHbBIE JUHEWHBIMH NPOTOKOJIAMH MHOXECTBEHHOTO pa3feleHus CeKpeTa C
MHoroaapecHbiM coobmenreM (IIMPC ¢ MC), cTposTcst Ha OCHOBE JHHEHHBIX MPeoOpa3oBaHMN Haa KOJNbIAMHU
BBIUETOB IEJTBIX YHCEN M 0000IIAI0T KIIaCCHYECKHE BEKTOPHBIE CXEMBI pa3ZieieHHsl CEeKpeTa HaJl KOHEUHBIMH TOISIMHU
[11, 12] u nmuneitasie [TPC Haj KompIIaMU BEIYETOB MpUMapHOro nopsiaka [13].

Jnst onenku 3ddextuBocTr [IMPC ¢ MC, kak NpaBWiIo, UCIOJIB3YIOT JIBa IMOKAa3aTelNsd: WH(POPMAIMOHHOES
OTHOIIIEHHE M MHOroaJpecHoe WH(popmanmoHHOe oTHouieHue. [IepBBI M3 HUX ONpeneNsercss Kak OTHOLICHHE
CyMMapHOM JUTMHBI Pa3JeNsieMbIX CEKPETHBIX KITIOUEH K MAaKCUMyMY JUIMH COOOLIEHUH, IepeiaBaeMbIX y4aCTHUKAM
MPOTOKOJIa Ha MIEPBOM 3Talle, a BTOPOH — KaKk OTHOIIEHWE CYMMAapHOW JJIMHBI CEKPETOB K [UIMHE MHOT0AJAPECHOTO
coo0IIeH s, HEOOXOAMMOro Ui BOCCTAHOBJICHHS CEKPETHBIX KIIOYEH COOTBETCTBYIOIMIMMHU  KOAIUIHSIMHU
y4acTHUKOB [14]. TIpoTOKON MHOKECTBEHHOI'O pa3feieHHs CEKpeTa C MHOI0aJpecHBIM COOOIIEHHEM Ha3bIBAETCS
ONTUMaNBHBIM B 3agaHHOM Kiacce [IMPC ¢ MC, ecnu oH mMeeT HamOobliee UHGOPMAIMOHHOE OTHOIICHHE U
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(omHOBpEMEHHO) HamOOJNbIICe MHOr0aJpecHoe MH(pOopManuonHoe oTHomeHue cpeau Bcex [IMPC ¢ MC B sTtoM
KJIacce.

Hacrosmas crathsi mocpsiiieHa uccieaoBaHuio yciaoBuilt ontumanbHoctn [IMPC ¢ MC, onucanneix B [8].
[Tonmy4deHsl qOCTaTOYHBIE YCIOBUS ONTHMAJIBHOCTH YKa3aHHBIX INPOTOKoNOB B kiacce Bcex IIMPC ¢ MC,
peanu3yromux JaHHYI0 Hepapxuto JocTymna. IIpemiokeHsl Takke KOHCTPYKIIMK ONTUMaIbHBIX JuHeHbx [IMPC ¢
MC Haj mpuMapHBIMH KOJbIIAMHU BbIUETOB. [10 MHEHUIO aBTOPOB CTaThH, NPHMEHEHHE YKa3aHHBIX MPOTOKOJIOB
pa3zieneHus CeKpera INpU MPOEKTUPOBAHUM IOJACUCTEM YIIPABICHHUS JOCTYIIOM COBPEMEHHBIX HH(pOPMAaIIOHHO-
TEJIEKOMM YHHKAIIMOHHBIX CHCTEM TIO3BOJIHT ITIOBBICHTh MX HAJIKHOCTHBIE U SKCILUTyaTallMOHHBIE XapaKTEPUCTUKHY, a,
3HAYUT, U YPOBEHb 3aIIMIIEHHOCTH HH(POPMAIIMU B TAKHX CUCTEMaX B IIEJIOM.

I OcHoBHEIE MNOHATHUA, 0003HaYEeHUSA U BCIIOMOraTeJbHbIe pe3yJabTaThbl

Hanmomuaum onpenenenne [IMPC ¢ MC, BBeieHHBIX B cTaThe [8].

[lycTh JaHbl pasiuyHble NPOCTBIE YHCIA D), ..., P, U HaTypaibHble uucna d, ..., d, . O6Go3Haunm
R =7Z/(m) xonbuo BHYETOB MO MOMYIIO Ml = p]d b pi‘“, R* — MHOXKeCTBO 0OpaTHMBIX 5JEMEHTOB KOJIbIA
R, D(R)=R\R*. Jlna moGoii marpuusl H u mpousBoiasHOro MHokecTBa A HOMEpPOB ee CTONOIOB
o6oznaunm H , mopmarpuuy matpuust H , copepkautytocs B ee cronbuax ¢ nomepamn us A, || H , || — aucmno
pasiaMuHbIX cTpok Matpuusl /1 . B ciyuae, korma M sBisercs marpuueit Hag koasiuoM R 0003HaUNM CHMBONOM
<H >R R -Monyns, oposkaeHHslii ee cronouamu.

PaccmoTpum matpuiry

0 e 0 gO,n+]
G 0 (1
= - ' {
: G gn+]
0
pasmepa (kK +1)x(n+2) wan womuom R, tme k,n=2, g,,., €R*, gjﬂ ¢ D(R)Y. O6osnaunu

cron6ust matpuusl G . Cornacno [8], sroif marpuie coorBerctByer mnporokon P(G)

G,.G,...G

MHOXECTBECHHOI'O pPa3JiCJICHUA CCKpeTa C MHOI'OaApCCHBIM COO6H_ICHI/ICM, peanmyromnﬁ pacnpeacicHuc Ha60p013
CCKPCTHBIX KJ'IIO‘ICf/i, MMpUHAJIC)KAIINX MHOKECTBY

Soz{(s,j):s,jeGF(pj),IEO,dj—l,jel,_w}, @)

MeXJ1y ydacTHUKamu u3 MHoxkectBa P = {1, 2,..., n} . YkazaHHbIi IPOTOKOJ COCTOMT U3 JIBYX 3TAIOB, HA TIEPBOM

n+l

u3 kotopsix fuep [TPC BHIGHpaeT He3aBHCHMO, CITy4aifHO M PABHOBEPOSITHO JIEMEHTHI d, ..., d, € R, Beraucmser
1 .
BEKTOpP (S] yeeesS, ,b(a] yeresdy )) = (a] yeres )(G' R gn+]) U IepeaeT COOOIEHUe S, I -My YJaCTHHKY MPOTOKOJIA,

i € P, no sammmennomy kanany cessu. Ha BTopoM 3rame mis pacupenencHus Habopa Kiroueh (Slj) €S, nunep
d;-1
. 1 d; . T
HaXOMWT dJIEMEHT § € R Takoi, uro § = z D, Sy (mod p ; ) nns mo6oro j € 1, w, Beumcnser MHOroaapecHoe
1=0

coobmenne A =g, .5 +b(a,,...,a;) € R n HanpapiseT ero Mo MIMPOKOBENMIATETHHOMY KaHATY CBSI3H BCEM
Y4acTHHKaM TpoTokoaa. B [8] mokasaHo, 4TO ONMCAHHBI MPOTOKON pa3ieleHHs ceKpera 00JanaeT CIeLyrommM

b,

o o o i o
CBOMCTBOM: IJIsA 10001 KoaJIMIuu A c P CymECTBYCT CIMHCTBCHHBIN ACIUTCIIb t= pl . pv“;) yucia 1 Takou,

YTO IIOCJIC TTOJTYyYCHUA COO6H_ICHI/IH B YYaCTHUKHU KOAJIUIUN A MOI'yT OJHO3HAYHO BOCCTaAHOBUTH KIIIOYU Slj C

HOMCpaMH U3 MHOXKECTBA
M) =1{(l,j):0<1<d,~1,~1, jel,w} 3)

Y HE UMEIOT HUKAKOH arocTepuopHOi HH(pOopManuy 00 OCTaAIBHBIX KII0Yax U3 Habopa (Slj) .
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OGosnaunm ‘P, mHOkectBO Beex koamnumit A C P, ynoBIeTBOPAIOMMX yYKA3aHHOMY BBIIIE YCIOBHIO.
Cewmeiicteo muoxects V' = (¥, : ¢ | m) naswiBaetcs nepapxueii nocryma [IMPC ¢ MC p(G), a camu MHOXecTBa

q’t — ypOBHSIMH Hepapxuu jgoctymna. Corsacto [8], 1ist 1060ro ¢ | M BBINOTHAETCS PABEHCTBO
¥ ={AcP:tR=1,4), )

me I,(4)={r e R:rG, e (G . AcP.

Au{n+l}>
0O0603Ha4NM Sl. MHOYKECTBO BCEX CEKPETHBIX COOOIIECHUM S, , TIEpeaBaeMbIX [-My Y4aCTHHKY Ha IIEPBOM 3TaIle

IIMPC ¢ MC p(G), §,,, — MHOXeCTBO MHOTOAJPECHBIX coOOweHni B , nepeaBaeMbIX y4aCTHHKaM Ha BTOPOM

Tarne 3Toro nporokona. Ha ocHOBaHMM BBIIIEU3TI0KEHHOTO CIIPABEMTUBO HEPABEHCTBO
log|S;|<log|S,|.ieP,

KOTOpOE 00pamaercst B PaBeHCTBO, eciu [ -i cronber Matpuibl G ComepKuT oGpaTUMbIe dJIEMEHTHI Konblia R .

AHaJ'IOFI/I‘IHO, B CUITY 06paTI/IMOCTI/I OJICMCHTA gO n+1 MaTPHIIBI G BBITIOJIHACTCA paBCHCTBO

log|S$,., [=log|S,|.
Takum oGpazom, npu Bemosennn yenosus 3i € P: G, & D(R)™™ undopmarmonnoe orsomenme pp(G) u
MHOT0a/IpeCHOE HHPOPMAIMOHHOE OTHOIIEHHE pi}c) IIMPC ¢ MC p(G) umeror crenyrontuii Bu:
et log|S &t Jog | S,
pP(G)_ gls, | -1, o(6)*" log| S, | —1 (5)

M _log|S

n+l |

max{log |, |}
ieP
PaBencTsa (5) TIIPUBOIAT K €CTECTBEHHOMY BOIIPOCY O TOM, CYHICCTBYIOT JIU Oonee 3(1)(1)GKTI/IBHI>Ie 10 CpaBHCHUIO

¢ p(G) mnpoToKoNBI MHOKECTBEHHOrO pa3leeHHs CEKPETA C MHOTOAJIPECHBIM COOONIEHHEM, DPEATH3YIOIIHE
pacripezieieHle CEeKpPEeTHBIX KIIo4Yeld M3 MHOKecTBa (2) I MEepapXuH JOCTYIA, COCTOSIIEH M3 MHOXKECTB (4).

Jpyrumu cioBaMu: CyIIECTBYIOT JIU AJIS JaHHBIX So u ¥ rtaxue IIMPC ¢ MC, 11 KOTOPBIX MaKCHMaJIbHas JUIMHA

coobuennit §;, (i € P) wm B wmenbwe, yem log|S,|? Hwke nokasano, 4ro mpH ZOCTATOYHO OGLIMX

orpaHHYeHUsIX Ha Matpuity (1) OTBET Ha OCTaBJIEHHBIH BOTIPOC SBISIETCS] OTPHLATEIBHBIM. J[JIs TOTO, 4TO MPUBECTH
TOYHbIE (DOPMYIIUPOBKH TOJNYYEHHBIX pPE3YyJIbTATOB, YTOYHUM OIPEAEICHHE IPOM3BOJIBLHOIO MPOTOKOJA
MHO)KECTBEHHOT'O Pa3JIeJIEHNs] CEKpeTa C MHOI0aIpeCHBIM COOOIIIEHUEM.

Onumem komOuHaTOpHy0 Momenb [IMPC ¢ MC, peanu3yromiero pacnpeieicHHe CEKPETHBIX KIIoUYCH u3
MHOXKecTBa (2) st mepapxuu goctyna (4). OTMETHM, YTO 5Ta MOJIEIb aHAJOIMYHA M3BECTHOW KOMOWHATOPHOM
MOJICJIM COBEpIICHHOH CXeMBbl pasJielieHusi (€IWHCTBEHHOro) cekpera [15, 16] m onmchiBaer, B TOM YHCIIE,
TpaJuIHOHHbIE (“BEPOSTHOCTHBIE) IIPOTOKOJIBI Pa3/ICNieHNs] CEKpPeTa ¢ MHOT0aJI[PEeCHbIM COOOIIEHNEM, 3a/1aBacMble
C TIOMOIIIBIO PAaBHOMEPHBIX paclpesie/IeHU BepoATHOCTEeM Ha KOHEUHBIX MHOXeCTBax [14].

Urak, mycte S, ..., S,,, — koneunsie muoxecrsa, |S;|>2, i€l, n+1. Paccmorpum MmuoxectBo L,

n+l1

coctosimee u3 cnoB (g, 8,5 8,,,), e $,=(s;)€S,, s, €S;, ie€l,n+1, xoropoe ynorersopser

cienyromemy ycnopuro: st mobsix [ €0, n+1, r €S, cymecrsyer cnoso s = (s, 8, ..., S,,,) € L Taxoe,

n+l1

uto §, = r . Otoxnectum HaGopsr S, = (5;) € S, ¢ Bexropamu et d = d,| + ...+ d, , KOOpHHATEI KOTOPBIX

3aHyMepOBaHbI OpeieeHHbIM 06paszoM snementamu muoskectsa M ={(l, j):1 € 0,d I 1, j €1, w} . anumem

CJoBa, MpUHAUIEXKANIME MHOXKeCTBY L , B Buje Tabmuubl (Matpuiist) pasmepa | L | X(d +n+1), xoropyro Gymem
OTOXJIECTBIAT C 3TUM MHOXECTBOM M O00O3HA4aTh TeM K€ CUMBOIOM. OTMETMM, YTO B CHJIy HPHHSATHIX
coryanienuii nepeeie ¢ cTonoOuoB Tabauusl L 3aHyMepoBaHbI daeMeHTaMu MHOkectBa M, a ocraBmmecs 71+ 1

cTonbuoB — sneMentamu Muoxectsa P U {n+1} . Hanomunm Take, uro cumson L, oGosHadaer TtaGunuy
(monmatpuity), coeprkaIryrocs B cronbuax tabmuusl L ¢ Homepamu u3 muoxectsa A € M U P U {n+1}.

Bynem rosoputs, uro Tabmuua L 3amaer cosepmennsii IIMPC ¢ MC, peanusyromuii HepapXuio 10CTyla BHAA
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(4), ecny BBIONTHSIFOTCS CIIEAYIOIINE YCIOBHSL:
@ [pone =L

(6) st mro6bix ¢ | m, A € W, cupasennusbl paBercTsa

HLM(t)uAU{nH} :HLAu{nH} ) (6)
st = Pl o

e muoxectso M (¢) onpenensercs no popmyne (3), M (1) =M \ M (¢).
TIpoToKON pasfieNeHus CeKpeTa, COOTBETCTBYIOMMIA Tabmuue L , omuchBaeTcss caeayrommm obpazom. ITycTh
sy =(s;) €S, — nabop Knoueli, noIEKAMMX PACTPENENEHHIO MEXKILY yHACTHUKaMH U3 MHOKectBa P . Torma

Ha [IEPBOM 9Talle JUIep BHIOUPACT IIPOU3BOIBHOE CIOBO § = (S, S, ..., §,,;) € L u nmepenaer coobuienue S, 10

3alUIIEHHOMY KaHany cBsa3u i-my ydactHuky IIMPC ¢ MC, i € 1, n. 3arem, Ha BTOpoM dTame auiep Hepenaer

coobmieHue S§,,; BCEM y4aCTHHKaM IIPOTOKONA IO MIMPOKOBENIATEIbHOMY KaHaily cBsa3u. Ha ocHoBanuu (opmyn

(6), (7) yuactuuku npowmssonsHoi koamnimu A € W, cmoryr o1HO3Ha4YHO BOCCTAHOBHTB CEKPETHBIC KIIOWH C

HoMepamu 13 MHOxecTBa M (1) 10 NMEIOIMMCS y HUX COOOIICHMAM S, , S, ,; W He NOTydaT HUKaKoii HHdopMaluu
00 OCTaNbHBIX KJII0Yax (B TOM CMBICIIE, YTO HH OJIMH U3 ITUX KII0YEeH HE MOXKET ObITh OTOpaKOBaH Kak JIOKHBIH 110

M3BECTHBIM COOOIEHUM S;, [ € A, 1 § cM. popmyiy (7)). Kpome Toro, cornacHo yciaoBuio (a), 10 MOTYICHHUS

n+l 2

MHOT'0aJ[pECHOI'0 COOOIIEHHMST BCE YYACTHUKH ITPOTOKOJIA HE UMEIOT alloCTEPHOPHOI HH(pOpMaIK 0 Habope KITtouei
S, (B TOM € CMBICJIE, YTO U BBIIIIE).
Ormertnm, yro suueiinbii [IMPC ¢ MC p(G) Moxer GbITh 3a1aH ¢ TOMOLIBIO Tabmuipl L , cTpokamMu KOTOpOi
SABJISIOTCS BCEBO3MOXKHBIE JIMHEHHBIE KOMOUHAIMK cTPoK Matpuibl G ¢ kodpduimenTamMu u3 konsia R .
WNudopmanmoHHoe OTHOLIEHUE p2 Y MHOT'0aJIpecHOe HH(POPMAIIHOHHOE OTHOIIIEHHE pf/l npousBonsHOro [IMPC
¢ MC X, 3agannoro tabnuneii L , ynosnerBopsiomeii yenosusum (a), (6), onpenensiorcs 1o GgopMmysiam

s loglsS, | 2_10g|S0|

n+l |

= RS
max log | S, | log| S
ieP
0O0603Ha4MM Q(SO,‘P) kinacc Bcex IIMPC ¢ MC, peanusyromux pacnpeselieHHe CEKpeTHBIX KIIYed u3
MHOX€ECTBa So Buna (2) mnsa uepapxuu jgoctyna ¥, cocrosmedi um3 muoxkects (4). Hasoem mHpoTokoi
2, € Q(S,,¥) onrumanshbiM, ecin aist motoro 2 € (S, V) Boimonmstores cenyouye HepaBeHCTBa:
b T .z %,
PTSPT, Py SPu-
OTtMeTnM, 4YTO caM (akT CyIIEeCTBOBAHMS ONTHMAIBHBIX IPOTOKOJIOB Ppa3[eiCHUs CeKpeTa ISl KOHKPETHBIX

MHOXCCTB SO u \P HC O4YCBHJCH U Tpe6yeT obocHoBanus. Hike TMOKa3aHO, YTO IpH OIPEACICHHBIX YCIOBUAX

muneiinpiii ITIMPC ¢ MC p(G) sBrsiercst ontumansHbiM B cootBercryromeM knacce $(S),V) u omucansi

KOHCTPYKIUHU IIPOTOKOJIOB, YAOBJICTBOPAIONINX YKa3aHHBIM YCIIOBHUAM OIITUMAJIBHOCTHU.

1I HOCT&TO‘IHLIC yYdi1oBudA ONITUMAJIBHOCTH JMHEHHbIX IIPOTOKO0JI0B MHOKECTBCHHOI'O
Pa3saeJIicHUs CEKpeETa ¢ MHOIoaaApPECHLIM coo0IIeHHEM

3adukcupyem Marpuny G Buga (1), yIOBIETBOPAIONIYIO YCIOBUIO
G, € <GPu{n+]}>R : ®)

Kak u BbIIie, 0003HaYUM So MmuoxkectBo Buza (2), ¥ — cemelictBo MHOMeCTB (4), coorsercTByIOmee Matpuie ( .
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IMonyyuM HIDKHHE TPAHMIBI JUIMH COOONICHHH, MepefaBacMbIX YYaCTHHKAM IIPOM3BOILHOTO IIPOTOKONA
paszernenus cekpera, npusaiekaero kaccy (S, V).

Jdemma. Ilyere L < S xS, x...xS ,, - wMHOokectBo, 3amaromee mnpousBonbhbii I[IMPC ¢ MC

2 € Q(S,,"¥). Torna npu BeinonHernn ycnosus (8) ClpaBeUIMBbI CIEAYIOLINE HEPABEHCTBA:

log|S;|> (max){log(t]/tz)}, ieP, )
A,tl,tz
I/le MaKkcuMyM OepeTcs 10 BeeM yropsaodennsiv Habopam (A, ¢, ¢,) taknm,uto A < P, ¢, ¢, |m n
Ae¥, , A0} e ¥, ; (10)
log|S,, |=logm. (11)

Jokazareancrso. s moboro A € M U P U{n+1} obosnaunm h(A) = log”L A” . Henocpencreenno us
onpenenenus MuoxkectBa L (cm. . I) BBITEKAIOT clieyrolue ceoicTa GyHKIuK /1 :

1) h({i}) =log| S, | ams moGoro i € PU{n+1};

2) (AU B) < h(A)+h(B) pnamobeix A, B MUPU{n+1};

3YAcBcMUPU{n+1} = h(A)<h(B).

JlokaxkeM HepaBeHCTBO (9). Pacemorpum npounssoisHsiil HaGop (4, £, ¢,), ynosnersopstomuii yenosuio (10).

O6o3naunm A" = AU {n+1} . Ha ocnosanmu Gopmy (7), (10) BHIIONHAIOTCS paBeHCTBA

HLM(tI yod || = ”LA'”tl ’ LM(tz)uA’u{i} - HLA'U{I'}Ht2 : (12)
Kpowme Toro, B cuy cootnomenuii (4) u (10) 7, | t,, OTKyZa Ha OCHOBaHHU (HOPMYIBI (3) BEITEKAET BKIIOUEHUE
M) < M(1). (13)

Hcnonessys gopmyisl (12), (13) v nepedncieHHble BbIIE CBOKCTBA GYHKLIMH /1, TIONYYMM CIIEAYIONIYHO IIEMOUKY
COOTHOIIIEHUI:

h(A)+1log| S, |=h(A)+h({i}) 2 (A O {i})=h(M (1)) A" U{i})—logt, >
> (M (t,))U A")~logt, = h(A")+logt, —logt, = h(A")+log(t,/t,).
Urak, log | S, |2 log(t] / tz), CIIEZIOBATENBHO, BBITIOIHSIETCS HEPABEHCTBO (9).

Y6enumMcst Tereps B CIIpaBeIMBOCTH HepaseHcTsa (11). 3amernwm, uto B cuty coorHourenuii (4), (8) P e 'P|;
CIIeJI0BATENILHO, HA OCHOBaHHUU (HhOpMYITHI (6)

h(PU{n+1}) = h(PUM0)Uin+1}) = h(PUM Uin+1}). (14)
Kpowme Toro, coriacHo ycnouto (a) onpeznenenust [IMPC ¢ MC, BrITIONHSIETCSI paBEHCTBO
h(PUM) =h(P)+logm. (15)

Hcnons3ysa popmyast (14), (15) u ceoiictsa 1) — 3) GpyHKIMM /1, TONYYHM, YTO
h(P)+log|S, . |=h(P)+h({in+1}) 2 h(PU{n+1}) =
=h(POUM U{n+1})>h(PUM)=h(P)+logm.
Urax, log| S, ., |2 logm , uro u tpeGosanocs nokasars.

JlemMa noka3zana.
Crnenyromasi TeopeMa YCTaHABIMBACT JOCTATOYHBIC VYCIOBHSA ONTHMAJIbHOCTH JIMHEHHBIX IPOTOKOJIOB
MHOKECTBEHHOT'O pa3JICICHHsI CEKpPeTa ¢ MHOTOAIPECHBIM COOOIICHUEM.

n+l1

Teopema. [Tycte G — matpuua Buzaa (1) Hax KOJIBLIOM R, YIAOBJIETBOPSAIOIIAS CIEAYIOUINUM YCIOBUSAM:
a) G gDR)"",ieP;

6) s moboro { € P cymectyer muoxectso A C P Takoe, uTo

G, e <GAu{i,n+l}>R’ <G0>R m<GAu{n+]}>R =1{0}. (16)
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Toraa IIMPC ¢ MC p(G) sBusiercst ontumanshb B kiacce £2(S,, V).
JloKa3aTebCTBO. 3aMETUM, YTO U3 YCIOBHs 0) TEOPEMBI CIEyeT CpaBeiuBocTs GpopMyisl (8). Kpome Toro, B

cuty pasenctBa (4) coorHourenus (16) pasHocuibHbl cootsomenmsim AU {if € W), A€W . Orcrona na

OCHOBaHMHM yTBEPIKICHHS JIEMMbI BbITEKaeT, 4ro mis moboro IIMPC ¢ MC X e Q(SO,‘P), 3alaHHOTO

muoxkectBom L < ) xS X ... XS |, cipaBeBbI HepaBeHCTBA

n+l?

log|S,|=logm,ie PU{n+l1}.

CnenoBaresbHO,
T _ log|S, | <1, i/[: log | S, | <1,
max log | S; | log|S$,, |

W JUIA 3aBEPINCHUS JOKA3aTEeIbCTBA OCTAE€TCS BOCIONIB30BAThCS paBeHCTBAMH (5), CHOpPABEUIMBBIMH B CHITY
YCIIOBHA Q).

Teopema J0ka3aHa.

OTMeTHM, YTO YCJIOBHUS a) U 0) TEOpEeMBI TapaHTHPYIOT 0Oojiee CHIBHOE 10 CPaBHEHHIO C ONTHMAIbHOCTHIO

cgoiictBo [IMPC ¢ MC p(G). [eiicTBuTensHO, Kak MOKa3aHO BBILIE, TPU BBINOIHEHUH STUX YCIOBHH UIMHA

Kaxza0ro u3 coodwennii B, s, (i € P), nepenasaemsix ydactHukam nporokona P(G), mpurnMaer HanMeHbliee

BO3MOKHOE 3HaueHne logm (B knacce Beex [IMPC ¢ MC X € Q(S,), V) ). Ilpu 510M 0onmuMasbHOCTE IPOTOKONA
P(G) paBHOBWIBHA UL YCIOBUIO MUHMMAJILHOCTH JUIMHBI cOOOUIeHUs B 1 HaubombLiei U3 1M cooOmeHHit

s;, i € P (8 Tom xe ximacce [IMPC ¢ MC).

III KoHCTpYKIMH ONITHMAJIBLHBIX IPOTOKOJI0B MHOKECTBEHHOI'0 pa3jieJIeHUsl CeKpera
¢ MHOI'02/IpEeCHBIM COOOLIEHHEM
[IpuBeneM npuMepbl MaTpHIl, YAOBIETBOPSIOMINX YCIOBHAM a), 0) TeopeMbl. Jlisi MPOCTOTHI H3JI0KEHUS

OrpaHMYUMCS CIydaeM IPUMAapHOro Kombla BeruetoB R = Z/ ( pd) ,Tae p — mupoctoe umno, d > 1. O6o0umenue
onucanHbIX HUke KoHcTpykimidi [IMPC ¢ MC Ha npou3BoIbHBIE KOJIbIIA BHIYETOB HE MPENCTABISAET 3aTPYAHEHUN.
Yreepapenne 1. Iycts k>2, O — (k—1)xn'-marpuna nan xomsiom R, kammpli cronGer KoTopoid

oTIMYEH oT Hyls 1o moaymio p , 1 =2n" . Torna (k +1)x(n+ 2)-marpuna

0[1 « 1]0 - 0]-1

G=|0 0 (17)
. 0 0 .
0 0

YIOBJIETBOPSIET YCIOBUSM a) U 0) TEOPEMBL.
Joxa3zareabcTBo. flcHo, uyro Matpuma (17) yoOBJIETBOpSET YCIOBHIO a), TOITOMY OCTaeTcsi HpPOBEPUTHh
BBITIOJTHEHHE YCIOBUA 0).

Iycts, kax u Beune, G, o6o3nayaer i -it cronGeu matpuusl G, 7 € 0,7+ 1. 3amernm, uro

G,=G.-G,.+G

i+n n+l?

ieln.

. [
Jlanee, u3 ycnoBHs yTBEpXKIeHHs ciedyer, yro wis aoboro I € 1,n” cucremst Bexkropos (G, G, G,,,) u

(G, G

in's n+]) JIMHCUHO HC3aBHUCHUMBI HaJl KOJIBIIOM R

Ilycts Teneps I € 1,7 . Tonoxum
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{i+n'},anee ieln
A=
{i—n'},anée ien +1,n.
Toraa Ha OCHOBAaHHMH BBINIEU3JIOKEHHOTO ISl YKa3aHHBIX [ U A BBINONHAKOTCS cooTHOeHus (16).
VY TBepxaAeHUE JOKA3aHO.

Yreepxaenune 2. Ilycre H z(hl.’ j) — wmarpuna pasmepa kXx(n+1—-k) man xomsumom R,

iclk, jek,n
YIOBIETBOPSIONIAs CETYIONIM YCIOBUAM:

1) b ; € R* nna moGoro j € k,n;

2) nost moGoro [ € 2,k cymectyer j € k,n rtaxoe, uto /; € R*.

OGosnaunm [, | equHuaHyto Matpuity nopsiaka k — 1 sax konsuom R . Torma (k +1)x (7 + 2) -marpuua

1o - 0010 --- 0|1
oo - 00 -1
G=|: H 0 (18)
. I .
0 0

YIOBJIETBOPSIET YCIOBUM a) U 0) TEOPEMBL.
Joxa3zarteabcTBo. [10 yCI0BHIO yTBEpKACHHS KaxIbIi cTonoer MaTpullbl (18) conepkutT oOpaTHMbIe JIEeMEHTHI

xonbua R . CenoBatenbHo, BBIIONHAETCS YCIOBUE a) TeOpeMbl. Y OeIMMcs B CIIPaBELTMBOCTH YCIOBUS 6).

Iycts I € m N3 dhopmyiel (18) cnemyeT paBeHCTBO
=
Gi = ZGshm,i + (Go - Gn+] )h’lz >
s=1

KOTOPOE B CHIIy OOPATUMOCTH JJIeMeHTa /I, ; MOXeT OBITh 3aIIHCAHO B BULE

k-1
_ -1 -1 =
Go - —Z Gshs+],ih’l,i + Gihl,i + Gn+]hl,i‘ (19)
s=1
Honoxum A ={1, 2, ..., k—1}. Ha ocnosanuu popmysst (19) mns ykasanueix { u A BBINONHSETCS MEPBOE U3
cootHowenuit (16). C apyroii croponsl, mockonsky Bekropst Gy, Gy, ..., G,_|, G,,; 1uHEHHO He3aBUCHMEI HAJ

KOJIBIIOM R , TO ClIPpaBE€JIMBO BTOPOC U3 3TUX COOTHOIIIECHUH.

PaccMotpum Teneph ciydaii, B kotopom i € 1,k —1. Tlo ycnosuto yrBepknenus cymectByer j € k,n Taxoe,

gyro A

1, ER * . Tonoxum A =({1,2,...,k—1}\{i})U{j}. Ha ocnosanuu dopmynsi (18) BeImONHSETCS

1o The hl ;€ R*. Orciona HemocpeacTBeHHO — ciiemyeT

/=
pasencreo G, = > Gh,, ,+(Gy =G, )h
s=1

CHpaBEUTUBOCTD /IS JAHHBIX [ U A MIEPBOT0 U3 COOTHOIIEHHI (16).
JlokaxkeM BTOpoe U3 O3THUX COOTHOWIeHUH. [Ipenrnonoxkum MPOTUBHOE: MYCTh CYHIECTBYIOT 3JIEMEHTHI

u, € R\{0}, u, e R,rne ve AU {n+1}, takue, uro
u,G, = Yu,G,. (20)
veAu{nH}

U3 popmya (18) u (20) BeITeKaeT paBeHCTBO

(uo, o,..., 0):(0, Uy ooty 0,1, ...,uk_,)+uj(h]’j, ey hm’j, ...,hk,j), 21

U3 KOTOPOTO CIEAYeT, uTo U jh =0. B cury obparnmoctu snemenra /i, ; B xompue R nmeem u; =0. Ho

i+l,j
Torzma B cwity pasencrea (21) u, = 0. WUrax, mig naHHbIX [, A BIIOTHSETCA BTOpoe U3 cooTHomeHui (16), 4to u
O b b

Tpe6OBaJ'IOCI> J0Ka3aThb.
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YrBepxnenne 3. Ilycre G — matpuna Buna (1), rae g, =1, a cronGust G]', ey G}; matpunsl G’ u

1 .
BEKTOp gn+] YAOBJICTBOPAIOT CICAYIOIIEMY YCIOBUIO: I moboro I € 1, N CymeCTBYET MHOXKECTBO

A={i,...,i,_;} P Taxoe, 4ro cHCTEeMBI BEKTOPOB
NS
(gn+,, G,....G ) (22)
G....G .G) 23)

ABIIAIOTCA NMHEHHO He3aBUCHMBIMH Haj KombloM KR . Torma mms matpuusl (G BBHINONHAIOTCA YCIOBHA a) U 0)
TEOPEMBI.

. s ' '
HoxkazarenbeTBo. B cuny nuHeliHOH He3aBUCMMOCTH cUCTeMBI (22) &, & Gl.l yaees Gl.k ), » OTKyZa ciezyer
/R

CIIPaBeIMBOCTE BTOpOro cooTHomenus (16) mms mamueix [ u A . Jlanee, B cuny IuHEHONH He3aBUCHMOCTH

cucreMbl (23) ee 3JeMeHTHl 00pa3yloT 0Oa3uc MOIYJsL R"®. CrnenoBarensHo, gir] S <Gl.'l, cees Gl.'k > Gl.'> u,
- R

3HAYUT, BBITOJHSIETCS epBoe cooTHOmeHHE (16).
YTBepkIeHue 10Ka3aHo.
OTMeTHM, YTO IOCIIEAHEE YTBEPKIACHHE MTO3BOJISIET MPOBEPATH BBIOIHEHUE YCIIOBHMH a) M 0) TEOPEMBI IS

nanHoii Matpunsl (G HemocpencTBeHHO 10 ee romomopduomy obpazy G = G (mod p) man nonem BbIueTOB

R =GF(p) xombua R = Z/ (p?) . NleiicTBuTenBHO, HETPYAHO YOEMMTHCS B TOM, UTO POM3BOTBHBIC BEKTOPHI

4.

A,..., A, Tpu OTOOPaXCHHH, HHIYLHPOBAHHOM E€CTECTBEHHBIM romMoMopdusmom komeia R B mome R.
CrnenoBaTenbHO, IMHEHHAs HE3aBUCUMOCTbD KaxJ10M 13 cucteM (22), (23) paBHOCHIIbHA YCIIOBHIO

(€10 0s @) =(Grn o G =R o

R R

k o o
ooy Al S R( ) JJMHCUHO HE3aBHCHUMBI TOrJa MW TOJBKO TOoraa, Koraa JIMHCHMHO HE3aBHCHMbI HX 06pa31)I

B kauectBe mpuMepa, WIUTIOCTPHPYIOLIETO NMPUMEHEHHE yTBEpKAeHUs 3, paccmMorpuMm Matpuny G Buma (1)
— =l

TaKyo, 9T0 g,,,; =1,a (G, g,+1) — IPOBEPOUHAs MaTPULA Kofa XIMMHHIA C YACIOM IIPOBEPOUYHBIX CHMBOIIOB

k wan nonem R = GF(p). Hanomuum (cm., nanpumep, [17], c. 596), 410 B 3TOM Cilydae cTOAGIAMH MATPHIIBI

— —
’
(G N gn+]) SABJIAIOTCA BCC HEHYJICBBIC NOIMMAPHO HCIIPONOPIMOHAIBHBIC k -MCPHBIC BEKTOPbLI HAJl JJAHHBIM I10JIEM,

qucio KoTophlx paBHo 71+ 1= ( pk -1) / (p—1). Tokaxewm, uro paccmarpusaemasi matpunia (G yIOBIETBOpSET
YCIIOBHSIM @) U 0) TEOPEMBIL.

JetictBurensto, mycte i €1, n. Torma cymectsyer (k —1)-meproe noxmpocrpancteo W, | BexropHoro
—(k) —{ — — —

npoctpanctBa R, He comepxkamee BekropoB g .., G'i. Hockonsky cronbuamu marpuust (G, g, .,)

ABJIAIOTCS BCE MOMAPHO HEMpPOIOPIMOHANBHBIE K -MepHBIe BEKTOpHI Had moneM K, TO CymIecTBYeT MHOXECTBO

. . - -
A={i,...,i, ;} < P raxoe, uro sexroppt G';, ..., G'; | obpasyior 6asuc npocrpancrea W, . Orcrona Ha
. b ol
ocHoBauuu cootHomennit g, €W, |, G'i ¢ W, cnenyer cipaBeymuBocTh paBeHCTB (24).
Hrak, cornacHo yTBepskaeHuio 3 u teopeme u3 1. II, matpuna G Bupa (1), moctpoeHHas mo koxy X3MMHHIa

nan nonem GF(p), 3anaer ontumanbublil IPOTOKON MHOXECTBEHHOTO Pa3JIENeHHUsi CEKPETAa C MHOTOAIPECHBIM
COOOIIEHHEM.

3akjaoueHue

B Hacrosimel craThe MoydeHbl JocTaTouHble yeiaoBus ontuManbHocTd [IMPC ¢ MC (cM. Teopemy B 1I. 2) B Kjacce
BCEX IPOTOKOJIOB MHOXKECTBEHHOT'O pa3JIeIeHHs CEKPETa C MHOTOAIPECHBIM COOOIICHHEM, PeaTH3YIOUIUX JaHHYIO
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uepapxuto gocrymna. Ilpeanoxensl Takxke kKoHCTpyKuuu JuHeHHbIX [IMPC ¢ MC Han npuMapHBIMH KOJIBLIAMHU
BBIUETOB, JIJIsl KOTOPBIX BBIMONHSIOTCS TIOJTy4eHHBIE YCIOBUS (yTBepkaeHus 1 — 3).

[IpuMeHeHHE ONTHUMAJBHBIX  MPOTOKOJIOB pa3JCCHHsl CEKpeTa INpPU IMOCTPOCHUU TOACHCTEM YIPABJICHUS
JIOCTYIIOM COBPEMEHHBIX HH()OPMAITHOHHO-TEICKOMM YHUKAITMOHHBIX CHCTEM ITO3BOJIUT MOBBICHTH HAJACKHOCTHBIC U
AKCIUTyaTaI[MOHHBIC XapaKTEPUCTHKH JAHHBIX CUCTEM, a, 3HAUNUT, U YPOBCHb 3aIIMIICHHOCTH MHGOPMAIMU B TAKUX
cUcTeMax B 1ejoM [5, 6].

Jlumepamypa: 1. HJ] T3 1.1-002-99. 3acanvui nonosicenns wooo 3zaxucmy iH@opmayii 6 Komn'tomephux
cucmemax 6i0 Hecauxyionoganozo oocmyny. 2. ISO/IEC 15408:2000 — Information technologies — Security
techniques — Evaluation criteria for IT security. 3. H/[ T3 1.1-003-99. Tepminonocis 6 eanysi saxucmy ingpopmayii 6
KOMI TOMEPHUX CUcmemax 6i0 Hecankyionosanoz2o odocmyny. 4. McLeanJ. Reasoning about security models //
Proceeding IEEE Symposium on privacy and security. — IEEE Computer Society Press. — 1987. — P. 123-131.
5. Zhu B. B., Feng M., Li S. An efficient key scheme for layered access control of MPEG-4 FGS Video // ICME. —
2004. — P. 443 — 446. 6. Wu J., Wei R. An access control scheme for partially ordered set hierarchy with probable
security // Cryptology ePrint Archive. — Report. — 2004/295. 7. Sklavos N., Koufopaviou O. Access control in network
hierarchy: implementation of key management protocol // International Journal of Network Security. — 2005. —
Vol.1. — Ne 2. — P.103 — 109. 8. Anexceituyk A. H., Bonowun A. JI. Cxema pazoeneHusi HeCKOJIbKUX CEKPEmos C
MHO20A0PECHbBIM COODWeHUEM HA OCHO8€ JIUHEUHbIX NPeodpa308aHull HAO KOJbYOM 6blYuemos no MoOymuo m //
Peecmpayis, 36epicanns i 06pooka oanux. — 2006. — T. 8. —Ne 1. — C. 92 — 102. 9. Anexceituyk A. H., Borowun A. JI.
Ananumuueckoe onucanue KOHCMPYKYULL NPOMOKOL08 MHOINCECTNBEHHO20 PA30eNeHUsl CeKpema ¢ MHO20A0pPeCHbIM
coobwenuem, peanusyrowux 3a0annyto uepapxuio oocmyna // Ilpuknaonas paouosnexkmponuxa. — 2007. — T. 6. —
Ne 3. — C 391 — 396. 10. Bonowun A. JI. Memoo nocmpoenuss co8epuieHHbIX NPOMOKOJO08 MHONCECTNEEHHO20
pazoeneHus cekpema ¢ MHO20A0PECHbLIM COODWEHUEM, pDedanu3yiowux cemelicmea uepapxuii 0ocmynda, O07s
noocucmem ynpagieHust O0CMynom UHGOPMAYUOHHO-MENeKOMMYHUKAYUOHHBIX cucmem // 3axucm inghopmayii. —
2007. — Ne 3. — C.88 — 94. 11. Brickell E. F. Some ideal secret sharing schemes // J. Combin. Math. and Combin.
Comput. — 1989. —Ne 9. — P. 105 — 113. 12. Van Dijk M. A linear construction of perfect secret sharing schemes //
Advances in Cryptology — EUROCRYPT’94. — Lecture Notes in Comput. Science. — V. 950. — P. 23 — 34.
13. Ashikhmin A., Barg A. Minimal vectors in linear codes // IEEE Trans. on Inform. Theory. — 1998. — V. 5. — P.
2010 —2018. 14. Blundo C., Cresti A., de Santis A., Vaccaro U. Fully dynamic secret sharing schemes // Advances in
Cryptology — CRYPTO’93. — Proceedings. — Springer Verlag, 1994. — P. 110 —125. 15. Brickell E. F.,
Davenport D. M. On the classification of ideal secret sharing schemes // J. Cryptology. — 1991. —Ne 4. — P. 123 —
134. 16. Bretixnu P. I'., Kabamsanckuii I'. A. Obobuennvle uoeaivhvie cxemul, pazoeisioujue cekpem, u Mampouowt //
Ilpobnemur nepedauu ungpopmayuu. — 1997. — T. 33. — Boin. 3. — C. 102 — 110. 17. Jluon P., Huoeppaiimep I'.
Koneunvie nonsi: B 2 m. / Ilep. ¢ anen. —M.: Mup, 1988. —818 c.

YK 621.391:519.2 . .
KACKAJJHA CXEMA ®OEUCTEJIA TA 11 CTIMKICTD
10 AUN®EPEHIUIAJIBHOI'O TA JIIHIMHOI'O KPUIITOAHAJII3Y

Cepein Axoenee
Dizuxo-mexuiynuti incmumym HTYY “KIII”

Anomayia: 3anponoHOBAaHO Ta NPOAHATI30BAHO HOBY KOHCTPYKUIil0 0J0YHMX muppiB —
KackagHy cxemy dejicTessi, BUBeAeHi OMIiHKH ii cTilikocTi 10 nudepeHniaJbLHOro0 Ta JiHiliHOrO
KPHNTOAHAJI3Y.

Summary: New construction of block ciphers’ design, a cascade Feistel network, is proposed and
analysed, its resistance to differential and linear cryptanalysis is evaluated.

Knmouogi crnosa: bnounuii mmgp, cxema Deiicteisi, 1udepeHniaibHNil KPpUNTOAHAI3, JIHIHHUI
KPHUINITOAHATI3.

I Beryn

3anpononoBana me y 1971 poui cxema ®eticrens [1] — oquH 3 HAHMOMKMPEHINIMX B HAIIl Yac BapiaHTiB MOOYI0BU
omounux mudpie. [IpocTa mWis KpunToaHadizy Ta 3pydHa B peainizamii cxema DeWcTessl JiAriia B OCHOBY TaKUX
BimoMux ainroputMis, sk DES, Blowfish Ta TOCT 28147-89.

OpHi€r0 3 BIACTHBOCTEH CXEMH € Te, M0 3a OAWH payHA OOpOOJSEThCS JIMIIE TIOJIOBHHA OJIOKY JaHHX;
HampuKiIam, s 64-0iToBoro OJOKYy 3a payHn oOpoOmserscs Tinbkd 32 Oith. lle mo3Boisuio eheKTUBHO
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