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Jenuc Tanyiopa

Y]IK 004.4.5, 681.030
ABTOMATHUYHE HAJIAIIITYBAHHS I TIEPEBIPKA
HAJIAIITYBAHB CJYXB OINIEPALIIMHOI CUCTEMHU ITPU
BUKOPUCTAHHI KOMIIVIEKCHUX 3ACOBIB 3AXUCTY

TH®OPMAIII B ABTOMATU30BAHUX CUCTEMAX
Henuc Tanurwpa
HI "TE3IC" HTYVY "KIII"

Anomayis: 3anMpONOHOBAHO i Po3po0JIeHO Pi3HI BapiaHTH HAAINTYBAHHS i epeBipKM HATAIUTYBaHb CJIYXK0
omepaniifHoOi CHCTeMH IITATHMMH 3ac00aMH, NPH BHKOPHCTAaHHI Pi3HMX KOMILIEKCIB 3ac00iB 3axmcTy
indopmauii B aBTOMaTH30BaHUX cucTemMax kiaacy 1. [IpoBeneHo nocinym mogo MoKJIMBOCTI 32CTOCYBAHHS
3aNPONOHOBAHUX i PO3p00JIeHMX BapiaHTIB AaBTOMATHYHOI0 HAJIAIITYBAHHSA /I ABTOMAaTH30BAHUX CUCTEM
3 Pi3HUMH KOMILIEKCAMH 3ac00iB 3aXHCTYy.

Summary: The proposed and developed different variants customization and check the settings of the
operating system services by regular means, using different complexes of information security in automated
systems Class 1. Conducted experiments are unambiguous applicability of the proposed and developed
variants for automatic configuration of automated systems with different complexes protection means.
Kniouogi cnosa: KommiiekcHa cucrema 3axucry ingopmanii (KC3I), kommiaexe 3acobiB 3axucry (K33),
aBTOMATHYHE HAJIALUTYBAHHA CJIY:K0 onepauiiiHoi cuctemu (OC), madnoH 6e3neKku, KOHCOJIbLHI KOMaHIH,
bat-¢aiin.

I Beryn

IIpu cTBOpeHHI KOMIUIEKCHHX CHCTEM 3axWCTy iH(popmauii B aBromMarn3oBaHux cucremax (AC) 3a3Buuait
BHUKOPHCTOBYIOTH TIEPEBIpEHi Ta HaJiiHI 3aC00M — Ti 110 MArOTh eKCIepTHI BUCHOBKH. OCOONMBOI yBaru 3aciyroBye
AC xmacy 1, sxa mnpeactaBise co0OOH OJHOMAIIMHHWA OXHOKOPHUCTYBAYEBUN KOMIUIEKC, SKHUH 00po0iisie
iHpopMmarito oxHiel abo KUTbKOX Kareropiil xoHgimenuiliHocti, BignosimHo go HJ[ T3I 2.5-005 -99 [1], ToGTO
okpeMuil xomm’roTep 0e3 MepexeBux 3’emHaHb. Tak y Hamiii gepxkasi miast crBopenHst KC3I B AC kiacy 1
BHKOPHCTOBYIOTh YacCTillle 32 Bce HAacTymHi 3acodu [2]: I'pud, Pyoix-PCO, Jloza. Xoua OC Windows 7 Tex Mae
€KCIIepPTHUI BUCHOBOK, ajie HE Ma€ HEOOXIJHUX OMyOJIKOBaHUX BiJIoMOCTeW (EKCIIEpTHUX PEeKOMEHMAllii) momao ii
HalamTyBaHHs. Tak, HaBiTH IPH BUKOPHCTAaHHI UX 3ac00iB, BCE OJIHO BUHMKAE IMOTpeda y HaJalTyBaHHI MEBHUX
cryx6 OC [3], a mpu excriepruzi KC3I — mepeBipii 1ux HajgamryBaHb. 3a3BUYaid, 1HOAI NMPHU CTBOPEHHI 1 Maibke
3apxau npu ekcrieptusi KC3I — HeoOXiqHO BUKOHATH BEUKHN 00CAT POOIT 32 MayiMii yac, TOMy BUHHKAE IOTpeda
3HAXO/DKEHHS LIBHJKUX, HAJIHHUX Ta 3pYYHHX NPAKTHYHUX peallizaliii ycix 4acTuH poOiT, ajpke Bij X MOBHOTO
BUKOHAHHS 3aJISKUTH 1 sKicTh (yHkuionyBanus KC3I, Tobro 3axucry indopmanii. A depe3 oOMeXeHHs yacy Ta
3HAYHOI KINBKOCTI CIYy)KO BHUHMKae mpoOlieMa MIBUAKOrO Ta HAJIIHHOIO HaJallTyBaHHS Ta MEPEBIPKH IHX
HaJIAIITYBaHb, K pu crBopeHHi KC3I, Tak i mix yac nepBuHHOI a00 4eproBoi ekcrepTusu. BukopucranHs iHIIOroO —
CIICIIaTI30BAHOT0 MPOTrPaMHOr0 3a0C3ICUCHHS, CIPSIMOBAHOIO Ha Taki (DYHKINI — Ma€ TaKOX CBOI OCOOJHBOCTI i
OOMEXEHHSI, HalpuKiIajZ, OOMEXKEHHS aBTOMAaTHYHOIO HaJAIITyBaHHS He BCIX, a YAacTHHU CIyx0, 0e3 3MiHM
HaJIAIITYBaHb 1HIIHMX, a00 BiJICYTHICTh €KCIIEPTHOI'O BUCHOBKY. Tak0)X BHKOPHUCTaHHS iHIIOIO — CIIEI[iajli30BaHOT0
nporpamuoro 3atesneueHns (I[13) [4] um cremiaabHO PO3pOOJICHUX IIA0JIOHIB Oe3eku [5] — Moxke 0OMEKyBaTHUCS
caMHM 3aC000M 3axXHCTY, SIKHH NIPU TIEBHOMY HAJIAIITYBaHHI MOXe HOro OJOKYBaTH, a MepeHaANalITOBYBATH HOTO HE
3aBXKIU € MOJKJIUBICTB.

Takox npu BukopuctanHi pisaux OC : Windows XP, Windows Vista, Windows 7, X OBHOTH Ta cepBic-TIaKiB
OHOBJICHHSI — TIEpEeNiK HEOOXiAHUX Ta PEKOMEHIOBaHUX a0 HajmamTyBanb ciayx0 OC [3, 6] Biapi3HAeTbCsS 3a
Ha3BaMM, HasSBHICTIO (MOXKe B3araji He OyTH) Ta MPHUCYTHICTIO (32 BiJIICYTHOCTI MOXXYTh OYTH BCTaHOBJIEHI) CIYXO

OC[7-10].
OKpiM CTOPOHHBOTO IPOrPAMHOI0 3a0E3MEUYCHHS HEMA€ HIYOro IiHIIOrO, SK BUKOPHCTaHHS IITATHUX 3ac00iB
camol ormepauiiHoi cucremMu. Tak, OCHOBHMH CHoCi0 HalamTyBaHHS CIyKO onepamiiiHOl cucTeMH — Le

BHUKOPHCTaHHs ocHacTKH serveices.msc [11 — 13]. 3a mormomMoroto Hel, y pa3i BiICyTHOCTI 0OMEXeHb 10 Hel 3ac000M
3aXHMCTy MOJKHA HAJIAIITYBaTH HEOOXiTHI CIY)KOM y PYYHOMY pexXHMi. AJle 11e He 30BCIM 3pYYHO 1 MOXKE 3alHATH
TpuBanuii yac. BpaxoByrouu icHyBaHHs pizHHX Jokaiizaniit OC Windows aeski Ciry:kOu MOXXYTh MaTH OpUTIHAIBHY
Ha3By (0e3 mepexnaay), abo MaTH TpoxH iHmi Ha3Bu [13 — 15], mo ycknajHioe momyk i ix HanmamryBaHHs. s
LIBHKOTO Ta HAJIHOIO HaJaITYBaHHs 3aJIMIIAETHCS ABAa NULIXU: BHUKOPUCTaHHS IabioHiB Oesnexu [16] (o,
IpaBla, MOXe OYTH Tek 0OMEKeHEe 3acO00M 3aXHUCTY) 1 aIMiHICTPATHBHHUX IHCTPYMEHTIB — bat-gaitnis [17, 18] mus
HaJIAIITYBaHHS 1 IEpeBipKU HaamTyBaHb ciyx0o OC.
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[I1aGnonu Ge3rnexy — 3BUYAHHUIA TEKCTOBHH (haiin 3 po3mmpeHHsM inf, mo npeacTaBise KoHpirypariro O0e3nexku
abo momituky Oe3mexu. IllaGiaoHM Oe3mexkH 3acTOCOBYBAIOTHCSA 0 MOJNITHKU JIOKAJBHOIO KOMI'toTepa abo
IMIIOPTYIOTBCSL B 00'€KT IrpynoBoi momituku [19 —21].

Bukopucranns bat-¢aiiniB — HaHOUTBII IBUAKWH, TPOCTHH 1 3pydHHI crIoci0 aBToMaTH3alii Aill KOpUCTyBaya 3a
JIOTIOMOT'OF0 BUKOPUCTaHHS CHENialbHO PO3pOOSICHHX ClieHapiiB. BoHM BUKOPUCTOBYIOTHCS 3a3BHYall ISl IIBUIKOTO
CTBOpPEHHS CKPHIITIB, Bi3yalli3alii BUKOHYBaHUX /il PY BUKOHAHHI CLEHAPiIO, BiIOOpakKEHHsI pe3ynbTaTiB poOOTH
CKpUNTY Ha €KpaHi, iH(pOpPMYyBaHHs NPO 3aBEpUICHHS POOOTH CKPUITY, BUKOHAHHS 30BHIIIHIX HporpaM IIija 4ac
pobOTH CKpHUITY.

OTxe, He0OXiTHO PO3pOOHTH CHOCIO MIBUAKOr0, HAIHHOTO Ta 3pYYHOr0 HANANITYBAHHS 1 TIEPEBIPKH HEOOX1THUX
cyx6 OC BigmoBimHO m0 BuUMor ¢yHkuionyBaHus AC kmacy 1 [3, 6] mratnumu 3acobamu OC — po3pobutu

mrabyioH Oe3neKH 1 siK Horo ajprepHaTuBa — bat-gaiin. [TepekoHaTHCS B MOXKIIMBOCTI iX BUKOPUCTaHHS 3 PI3HUMH
K33.

II Po3poOxa maodJiony 0e3nexu

Y crBopeHHi mIabinoHy Oe€3leKH HeMae HIYoro CKIAJHOrO, OCOOJMBO B TOMY BHIAAKY, KOIH Tpeda
HaJIAIITYBaHHS TUIBKM cUCTeMHHX ciyx0. [llaGmoH Oe3mexku MO)KHA CTBOPUTH, 3HAIOYM HOTO CTPYKTYpY 1
CHHTaKCHC, Y 3BUYaifHOMY TeKcTOBOMY (haiiii, 30epiraroun Horo 3 posmmpenHsaM inf. AGo, mpocririe BChoro, MokHa
HOro CTBOPHTH 3a JA0rmoMoror kommnonenta OC — koHcom yrnpasiiaas Microsoft (mmc).

Mo>xHa HaBECTH HPHUKIA] CTBOpeHHs madiony oe3meku a1 OC Windows XP.

Jls BUKOpHCTaHHS KOHCOJI yrpaBiiHHs Microsoft moctarHpo HatucHYTH Ha KHONKY “Tlyck”, y momi momryky
BBECTH MMC, a TIOTIM HATUCHYTH Ha KHOTIKY “Enter”;

Binxpuerscst mopoxkHs koHconb MMC. V wmento “Konconp” HeoOXimHo BuOpatn komaHnmy ‘“lomatu abo
BUIAJIMTH OCHACTKY” abo ckopucraTucst komOiHalieto knasim Ctrl+M;

Hatucuytn Ha kHOmky “/lomatu...” 1y miamosi “/lomaBaHHS Ta BHAAJICHHSA OCHACTOK” BHOpATH OCHACTKY
“AHani3 Ta HaJamTyBaHHs Oe3neKw” i HATUCHYTH Ha KHOmNKy “‘Jlomatn”; Tak camo HEOOXiJHO NOAATH i OCHACTKY
“IITabmonu 6e3meku*. [TotiM HaTHCHYTH — "3aKkpuTH".

VY nmianosi “JlonaBaHHs a00 BUAAJICHHSA OCHACTOK HATUCHYTH Ha KHONKY “OK”.

Hami y konrekctHoMy MeHto psaaka C:\WINDOWS\security\templates odpatu "CtBoputH mabmnos..." (Puc. 1).
Jlaini y HoBoMY BikHI BBecTH iM’s1 miabioHy (SecServ) i Horo onuc 3a HEOOXiTHICTIO.
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Pucynox 1 — CtBopenns: mad/aoHy 0e3nexku

[Ticnst boro MoxkHa oOpaTH Ham IAGJIOH 1 00patu y HhoMy "CuHcTeMHI cayx0u". MoxHa MOOAYNUTH MepertiK
ycix MoxumBux ciryx6 OC 3 mapamerpamu aBro3aBaHTaxeHHs — "He BusHadeno". IloTiM y py4HOMY pexumi
HaJIAIITYBaTH HEOOXiHI CITY>KOH, 0OOB’SI3KOBI Ta PEKOMEH/IOBaHI 10 BUMKHEHHsI [3], BUCTABIISIIOUN Y BIACTUBOCTSX
KOXKHOI CITy»<OM BIIMITKY PO BH3HAYCHHS MapaMeTpPy MONITHKU y mabiioHi Ha — "3abopoHeHo" (ToOTO 3a00pOHUTH
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3armyck ciayx6u). Takox npu HEoOXiTHOCTI MOJKHA HAJIAIITYBATH MapaMeTpH Oe3NeKH JUIsl HalallTyBaHHS CIyXOu
200 MMOTO/IMTHCH 3 BCTAHOBJICHUMH 32 3aMOBUYEHHSM. | HaTHCHYTH KHOTIKY “OK”.

Hanpukian, mis K33 I'pud 0608’ sa3koBuii epedik cayx6 OC Windows XP mist BUMKHeHHS [3] HaCTYIHUIA:
DHCP-kitieHT
NetMeeting Remote Desktop Sharing
Telnet
Cepgep (Server)
ABTOMaTHYHE OHOBJICHHS (ABTOMAaTHYECKOE OOHOBIICHHE)
Beznporosa Hactpotika (becripoBoaHas KoHpUTyparys)
Jlycneruep aBTO-MiAKIIIOYEHb BiJIaieHOro JocTymy (JlucreTyep aBTOMOAKIIIOYEHUH yAaIeHHOIO
JIOCTYTIA)
JlucreTdep migKIFOUeHb BiIAaaeHOro qoctymy (Jucnerdep NOAKIIOUCHUH yIaJIeHHOTO TOCTYIIA)
Mappyru3atiist Ta BianeHuii qoctyn (MapupyTu3anust U yIaleHHbIA JOCTYII)
Bpannmayep Windows/3aransuuii qoctyn no [areprery (OOmmiA 10CTyN K MOAKIIOUYECHUIO HTEepHET)
Cepgep katasory oominy (CepBep nanku oOMeHa)

o  Bimnanenuii peectp (Ciyx0a yaaJeHHOTO YIPABICHUS PEECTPOM).

3anexxHo Bix ynokanizanii OC Ha3BU IUX CIYKO MOXKYTh OyTH HEiZeHTHYHUMHU. Tako MOXKJIMBI BapiaHTH, KOJIU
JeSIKUX CIyX0 MOke OyTH B3arajli He BCTAHOBJICHO, Y TaKOMY pa3i J[oCTaTHRO MOBHOIO MIA0JIOHY TaK MPOCTO HE
CTBOPUTH, /DK€ HAJIAIITYBAaHHS TakKUX CIyO OyJae HEBHW3HAueHO 1 NpH TNepeHoci madimony Ha iHmy AC —
HAJTAINTYBaHHSA TAKUX CIYXKO HE BiJI0yBaTUMETHCS.

SIKII0 BiAKPUTH TETEp CTBOPCHMI IA0JIOH, TO MOYKHA TTOOAYUTH HOro CTpyKTypy i 3mict (Puc. 2).

r:-sE Secsenv.inf - Notepad? \_J\_J\E

MTadin Mpaeka Bra HacTpolka  Crpaexa

RT=Rre * | L By AL B B R
[unicoda]
Unicode=yes

1
2
z [version]

4 signature="§CHICAGOE"
5

g

revision=1 Q

[service General Setting]
7 Dhcp, 4, "D ARCA; ; CCDCLCSWRPWPDTLOCRSDRCOWDWS; 5 ; BADCA; ; CCDCLCSWRPWPDTLOC
smnmsrvc, 4, "o aR(A; ; CCDCLCSWRPWPDTLOCRSDRCWDWD; § ; BADCA; ; CCDCLC SWRPWPD
3 TIntsvr, 4, "D ARCA; ; CCDCLCSWRPWPDTLOCRSDRCWDWD; ;s BADCA; ; CCDCLC SWRPWPD
10 Lanmanserver,d4, "DrarR (Al ) CCDCLCSWRPWPDTLOCRSDRCWDWO ) 5 3 BAD LA} § CCDCLC SwWF
11 Clipsrv, 4, "DiARCA; ; CCOCLCSWRPWPDTLOCRSDROWDWD; 5 3 BAJCA; ; CCDCLC SwWRPWPD
12 WZCEVC, 4, "DiAaR(A] ; CCDCLCSWRPWPDTLOCRSDROWDWD ] § 5 BA (A  CCDCLCSWRPWRDTL
12 Sharedaccess, 4, "DiAR(A; ; CCDCLCSWRPWRDTLOCRSDRCWDWD; ;3 BADCA; ; CCDCLCSWE
14 RasaUuto,d, "DraRlA] j CCDCLCSWRPWPDTLOCRSDRCWDWO ) § ;) BAICAS ; CCDCLCSWRPWPDTE S
15 RasMan, 4, "DrARCA; ; CCDCLCSWRPWPDTLOCRSDRCWDWD; § 3 BAT (A ; CCDCLCSWRPWEDTL

16 Remoteaccess, 4, "DraR(A] j CCDCLCSWRPWRDTLOCRSDRCWDWO ) § 3 BA (A ; CCDCLCSWF
17 RamntaRamistryws 4 "Nt AaR A T CSWR PWPRT O RSN wWihWm e 1 RAT A TR s

CTp18:18 Honl Selo 1,75 KB Unicode BOM CRHLF | INS | Configuration File

Pucynok 2 — Ctpykrypa Ta 3micT madJony 6e3nexu SecSrv.inf

Jlnst mepeBipku, un HanmamToBaHi cyx0u OC AC HEOOX1THUM YHMHOM, MOTPIOHO Y KOHTEKCTHOMY MEHIO CTPOKH
"AHaNi3 i HamamTyBaHHS Oe3mekn” KOHCOJNI KepyBaHHS oOpatu nyHKT "Bigkpuru 6a3y nmaHux...", micias 4oro
crBoputH iM’st (Hampukian DB1) i HatucHytu "Bigkpurn". Ilicns mporo oOpaté cTBOpeHWE mIaOioH Oe3reKu.
[ToTiM Tak camMO 3 KOHTEKCTHOTO MEHIO CTPOKM "AHami3 1 HamamTyBaHHS Oe3rmeku” KOHCOJI KepyBaHHS oOpaTu
MyHKT MeHio "AHaini3 komm’torepa...". Ilicna aHamizy y BikHiI "AHami3 i HajamryBaHHs Oe3neku" — "CucremHi
cnyxOu" — MoxHa T00aYWTH, YW BiJIOBINAIOTh HANAINTYBaHHSA CiIyk0 HeoOXimuuMm. Ilpu npaBHIBHUX
HaJIAIITYBaHHAX CIyOW — mopsn 3 11 Ha3Bowo Oyle 3eieHa rajloyka, iHaKile — YepBOHUH XpecTuk. llpm
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HEeOoOX1THOCTI IMIBUAKOTO HANAIITYBAaHHS IOTPIOHO y KOHTEKCTHOMY MEHIO psijKa "AHaui3 i HalamTyBaHHs Oe3neku”
KOHCOJII KepyBaHHs1 oOpaTu IyHKT "HamamryBatn koM’ rorep...", micis 4oro Bci HEOOXiJHI HaNAIITYBaHHS Oyne
BUKOHAHO 3TiHO 3 BKa3aHUM IIa0JIOHOM, TpPH [bOMY Oyne 30epexeHo Jor-¢paiin BHKOHAHMX MAiH — JuIs
BiJICTE)KEHHSI TIOMIJIOK UM 300iB B TIPOIECi BUKOHAHHSI HAJIAIITYBaHb.

III Po3poOka BAT-®aiiny HaJIAIUTyBaHHA

Jns crBopeHHs bat-paiiny HeoOXiHO 3HATH 1 Opi€HTYBaTHCA y KoMmaHIax komanaHoi crpoku OC [16,17].
CrBoputH Takuil Qaiin MoXkHa 31 3BUUaifHOro TekcToBoro (ainy B Gioknori OC, 30epiraroun Horo 3 po3MHPEHHIM
bat. Hamamrysanus cucremuux cinyx06 OC 3a 1omoMororw KoMaHmHoro (ainy — yepes HanamryBaHHsa peectpy OC
a0o0 MpSIMUMH KOMaH/IaMH HaJIallITyBaHHs CIIYXO, sIKi caMi aBTOMaTHYHO HAJIAMTOBYIOTH peectp OC.

JI71s1 BiKITFOUEHHS 3aITyCKY IIEBHOI CITY»KOU MOXHA CKOPHCTATUCS HACTYITHOK KoMaHzoro [18]:

‘ sc config [ServiceName] start= disabled

nie 3amicTh [ServiceName] BCTaBJISIETBCS CHCTEMHA Ha3Ba BiNIOBIAHOI c1y:kOu. CHCTEMHI Ha3BH CIY)KO — HAa3BU
siki iportucani B peectpi OC y BiIOBiAHOMY pO3/iii
HKEY LOCAL MACHINE\system\currentcontrolset\services\
X MOXKHA TaKOX MOOAYHUTH B MIEPIIOMY €JIEMEHTI [TapaMeTpiB CTPOK y BiAMOBITHOMY PO3/IiJli HaJalITyBaHb 1a0JIOHA
oesmeku (Puc. 2.).

TakuM 4nHOM, 3 JOJIAaBaHHSM 3aIlKCiB PE3yJIbTaTiB y TEKCTOBUH (haiin, 3MicT bat-¢aiiny Oyae HacTymHUM:

sc config ClipSrv start= disabled >> Logl.txt

sc config Dhcp start= disabled >> Logl.txt

sc config LanmanServer start= disabled >> Logl.txt
sc config mnmsrvc start= disabled >> Logl.txt

sc config RasAuto start= disabled >> Logl.txt

sc config RasMan start= disabled >> Logl.txt

sc config RemoteAccess start= disabled >> Logl.txt
sc config RemoteRegistry start= disabled >> Logl.txt
sc config SharedAccess start= disabled >> Logl.txt
sc config TlntSvr start= disabled >> Logl.txt

sc config wuauserv start= disabled >> Logl.txt

sc config WZCSVC start= disabled >> Logl.txt

Takox MOXHA 3pa3y i 3yNMUHUTH HAIAIITOBAHI CITyOH, SISl YOro O HAIoro (airy HeoOXiIHO JONaTH:

sc stop ClipSrv >> Logl.txt

sc stop Dhcp >> Logl.txt

sc stop LanmanServer >> Logl.txt
sc stop mnmsrvc >> Logl.txt

sc stop RasAuto >> Logl.txt

sc stop RasMan >> Logl.txt

sc stop RemoteAccess >> Logl.txt
sc stop RemoteRegistry >> Logl.txt
sc stop SharedAccess >> Logl.txt
sc stop TlntSvr >> Logl.txt

sc stop wuauserv >> Logl.txt

sc stop WZCSVC >> Logl. txt

I[J'IH TOro, H_I06 Hala KOMaHI[HI/Iﬁ (baﬁn IpanroBaB HE TUIBKH 3 CHCTEMHOT'O JUCKY, HeOGXiI[HO J0J1aTU Ha MOYaTKy

(aiiry CTpoKy:
Z%SYSTEMDRIVEY%

[Tpu cripobax 3ynmuHATH 200 3aIyCTHTH CITY>KOY MOXKYTh BUHUKATH MTOMIIKH [22 — 24]. Yacrime 3a Bce MOMUIKA
BUHHKAIOTh Yepe3 3aJeXHICTh A0UipHiX ciayx0 OC 1 HEMOXIHMBICTH 3alyCTHTH BifkitoueHi ciyxou. 1106 He
BHMHHKAJIO TIOMIJIOK HEOOXIJJHO HAJIAIITOBYBATH/3yIHHATH/3aITyCKaTH CITY>KOU B TIEBHIH ITOCHTIJOBHOCTI, 3aJI€XKHO BiJ|
ix B3aemoszanexkHocTel. [y Kpamoro mpeicraBieHHs 3ainekHocTeil cimyx0 OC MOXHa CKOPHCTATUCS JEPEBOM
sanexxHoctedt cimyx0 OC, ske MOXKHA CKJIACTH BJIACHOPYY, IEPEBIPSIOYM 3aJCKHICTh KOXKHOI CIIyXOH, a0o0
CKOPHUCTATHUCS aBTOMATUYHUM IIPEICTaBICHHIM fepeBa ciyx0 OC BinpHOmOCTYyMHUMHY ITporpamamu [25] (Puc. 3.).
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= Lanman\Workstation |=- ® RpcSs =l RpcSs = IPSec —|- e MELMSsp
W Alerter = ERSvC B RemoteRegistry =2 Tepip B TIntSyr
B Browser —|- b EventSyskem B RSVP W Chcp - %NetBIOSGrnup
B Messenger = SENS - Schedule -2 MetBT B Remotedccess
W Netlogon - B TermService = e Wintgmt B Chcp - seclogon
B Rpelocator B FastUserSwitchingZompatibility B Sharediccess B LmHosts B Sysmonlog
B ALG # helpsvc B wsCsve ¥ Cnscache » Themes
B Appgmt W HidSery # ShelHwDetection B nhla W UPS
—|-- = PlugPlay B Messenger » Spooler * PolicyAgent B VBoxService
B AudioSry B MSDTC B srservice B R3WP B W3ETime
B dmadmin = = Samsa B stiswc B TIntSwr -2 MRxDAY
- Dm3erver W MSOTC W SwPry B PolicyAgent » WehClient
B dradmin B MSIServer B Tintsvr -2 Afd B WmdmPrishl
W Messenger = Metman B Triwks B Dhep | Wmi
= = Tapisry B sharedfccess | ¥ LmHosts B wuausery
- RasMan B Mtmssve B WnidpSey » Ma = ? Ndisuio
B RasAuto # Policyfgent B wscsve B R5WP W WZCSYC
B Rasfuto ¥ ProtectedStorage W WECSYC ® Eventlog
B SCardSvr =l = Tapisry B xmlprov B GrifHelpSry
- RpcSs - RasMan =|-- I Lanmanserver = ¢ HTTP
B AudioSry B Rasduto B Browser B HTTFFilker
W EITS MW Rasauto =~ M MetDDEDIDM = B SSDPSRY
B Cigve W RDSessMar - M MNetDDE B upnphost
B COM3yshpp B Rematedccess W Clipsry W upnphost
b Cryptve » Doombaunch B Imapiservice
B dradmin = F MetBIOS
= = DmServer W Messenger
B dmadmin Lo W mnmseve

Pucynox 3 — JlepeBo 3anexnocreii cny:k0 OC Windows XP (SP2 Pro)

Haxans, mms Windows 7 Ha naHWil MOMEHT HEMa€ y BUIBHOMY JOCTYII JiepeBa 3ajekHocTed cinyx0 OC uum
nporpam, siki Horo BizoOpaxaroTs.

Sx Moxna nobGaunmtu Bing ciuyxOu "Cepsep" (lanmanserver) 3amexuTb ciayxk6a "Ormsgad KoM 1oTepiB”
(browser), Tomy niepen 3ynuHeHHSIM ciayx0u "CepBep" HE0OXi1IHO 3YIMHUTH BCi JOYipHI Bif HEl ciiyxOu, TOOTO B
JTAHOMY BUIIaJIKy B KOMaHAHOMY (haiiii HeoOXiIHO Mepel KOMaHI0 BUMKHEHHSI CITY)KOU CepBEpY J0JaT HACTYITHY
KOMaH/1y BUMKHEHHSL:

‘sc stop browser

IV Po3podka REG-®aiiny HajamuTyBaHHA

HanamrroByBatu ciyxx0u MoxkHa 1 HanpsiMy 4depe3 peectp OC, 3Haro4H i€ i SKi mapaMeTpH 3a 10 BiANOBIJar0Th.
[I106 He poOuTH 11e BpYyIHY, MOXKHA CKOPUCTATHCS 3JHMBAHHIM I01aTKOBOro (aitny peectpy OC, sikuit siBjiste 00010
3BUYAWHUN TEKCTOBMH (aili, sK i KOMaHIHHH (aii, TUIbKH 3 PO3MIMPEHHSIM reg, 31 CBOEI0 CHHTAKCHCOM Ta
CTPYKTYpOI0. 3MiCT Takoro Qaiiry y Hamomy BHUITaIKy Oy/e HaCTYITHUM:

Windows Registry Editor Version 5.00
; aBmomamuyHe BUMKHEHHA 3anycKy Heobx10Hux cayx6 Windows XP nicaa 6cmaHoBneHHA
K33 lpug-3

5 DHCP-knieHm
[HKEY_LOCAL_MACHINE\system\currentcontrolset\services\Dhcp]
"Start"=dword:00000004

; NetMeeting Remote Desktop Sharing
[HKEY_LOCAL_MACHINE\system\currentcontrolset\services\mnmsrvc ]
"Start"=dword:00000004

;5 Telnet
[HKEY_LOCAL_MACHINE\system\currentcontrolset\services\TlLntSvr]
"Start"=dword: 00000004
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; CepBep
[HKEY_LOCAL_MACHINE\system\currentcontrolset\services\Llanmanserver]
"Start"=dword:00000004

5 ABmomamuyHe OHOBseHHA
[HKEY_LOCAL_MACHINE\system\currentcontrolset\services\wuauserv]
"Start"=dword: 00000004

; be3dpomoBa Hacmpolika
[HKEY_LOCAL_MACHINE\system\currentcontrolset\services\WZCSVC]
"Start"=dword:00000004

5 Aucnemyep aBmo-nidknwyeHb B6iddasneHoz2o Aocmyny
[HKEY_LOCAL_MACHINE\system\currentcontrolset\services\RasAuto]
"Start"=dword: 00000004

; Aucnemyep nidknaw4yeHo 6iddaneHoz2o docmyny
[HKEY_LOCAL_MACHINE\system\currentcontrolset\services\RasMan ]
"Start"=dword: 00000004

5 Mapuwpymu3zayis ma 6i00aneHuli docmyn
[HKEY_LOCAL_MACHINE\system\currentcontrolset\services\RemoteAccess ]
"Start"=dword:00000004

;bpaHdmaysp Windows/3azaneHuli docmyn 0o IHmepHemy
[HKEY_LOCAL_MACHINE\system\currentcontrolset\services\SharedAccess ]
"Start"=dword:00000004

; CepBep kamanozy obmiHy
[HKEY_LOCAL_MACHINE\system\currentcontrolset\services\ClLipSrv]
"Start"=dword:00000004

; BiddaneHuli peecmp
[HKEY _LOCAL_MACHINE\system\currentcontrolset\services\RemoteRegistry]
"Start"=dword:00000004

Jlns #ioro 3acTocyBaHHSI HEOOXiJHO B KOHTEKCTHOMY MEHIO oOpaTu komaHmay "3mutta" i moroautuck. Jlims
OCTAaTOYHOTr0 HOro 3acTocyBaHHA He0OXinHO nepe3aBaHTakUTH AC.

V Po3pooka BAT-®aiiny nepeBipku HAJAIITYBaHb

Tenep HeoOXiTHO CTBOPUTH KOMaHIHHK (ail A mepeBipky HajamTyBaHb ci1yx0 OC, mo Oyae ayxe 3pydHO
npu ekceptusi KC3I B AC kiacy 1.

JlocuTh 3pydyHO BHMKOHYBAaTH IEPEBIPKY MPaBMWIIBHOCTI HamamrtyBaHb ciyx0 OC uepes peectp. [ns mporo
HEOOXIHO 3HATH TUIKY peecTpy cinyx6 OC, Ha3By mapaMeTpy HaTAIMTYBaHHSA 3aIlyCKY 1 HOro 3HAYCHHS.

HanamrryBannss Bcix cnyx0 y peectpi omepauiiiHoi cucremu (Windows) 3HaxomsThCs 3a IILIIXOM
"HKEY LOCAL MACHINE\system\currentcontrolset\services\".

VY KOKHOI cinyxOu mapaMmeTp, SKWi BiAnoBigae 3a 1 3amyck, mae Ha3By "Start" i mnpu HeoOXimHOMY
HaJlAIITYBaHHI, B JJaHOMY BHIIaJIKy — 3a0OpOHa 3aIycky, npuiiMae 3HadeHHs "Ox4", a mpu aBTOMAaTUYHOMY, a0o
pyuHoMYy 3amycky — "0x2" i "0x3", BiAMOBiqHO.

Jlis 3amuTy HanamTyBaHb PEECTPY MOXKHA CKOPHCTYBATHUCS KOMAaHJOIO reg query., a Juisi 30epexeHHs 3BITY
TepeBipKM MOKHA BUKOPHCTATH CTBOPIOBAHWI B Ipoleci mepeBipku ¢aitn Zvit.txt. TakuM YUHOM IS TIEepeBipKU
HeoOXiTHUX HanamTyBaHb ciyk0 OC — koMaHaHMH (aiiin Oyae MaTH HACTYITHUN BHTJISIL

if not exist Zvit.txt echo Windows Registry Editor Version 5.00 > Zvit.txt

if "%1" == "" (goto exfun) else (goto exfun2)
rexfun
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SETLOCAL ENABLEDELAYEDEXPANSION

Rem ; DHCP-kaieHm

call Rego2012w7.bat ~

HKEY _LOCAL_MACHINE\system\currentcontrolset\services\Dhcp *
Start

Rem ; NetMeeting Remote Desktop Sharing

call Rego2012w7.bat ~
HKEY_LOCAL_MACHINE\system\currentcontrolset\services\mnmsrvc *
Start

Rem ; Telnet

call Rego2012w7.bat ~
HKEY_LOCAL_MACHINE\system\currentcontrolset\services\TlntSvr *
Start

Rem ; CepBep

call Rego2012w7.bat *
HKEY_LOCAL_MACHINE\system\currentcontrolset\services\lanmanserver *
Start

Rem ; ABmomamu4yHe OHOBrEHHSA

call Rego2012w7.bat ~

HKEY _LOCAL_MACHINE\system\currentcontrolset\services\wuauserv *
Start

Rem ; be3dpomoBe HanaumyBaHHA

call Rego2012w7.bat ~
HKEY_LOCAL_MACHINE\system\currentcontrolset\services\WZCSVC *
Start

Rem ; Aucnemuyep aBmo-nidkmwyeHb BiddasneHozo docmyny

call Rego2012w7.bat ~
HKEY_LOCAL_MACHINE\system\currentcontrolset\services\RasAuto *
Start

Rem ; Aucnemuyep nidkawyeHv BiddasneHozo Aocmyny

call Rego2012w7.bat ~
HKEY_LOCAL_MACHINE\system\currentcontrolset\services\RasMan *
Start

Rem ; Mapwpymu3ayia ma 6iddaneHuli docmyn

call Rego2012w7.bat ~
HKEY_LOCAL_MACHINE\system\currentcontrolset\services\RemoteAccess *
Start

Rem ; bBbpaHOmaysp Windows/3azanvHuli docmyn 0o IHmepHemy

call Rego2012w7.bat ~
HKEY_LOCAL_MACHINE\system\currentcontrolset\services\SharedAccess *
Start

Rem ; CepBep kamanocy o6MiHY

call Rego2012w7.bat ~

HKEY _LOCAL_MACHINE\system\currentcontrolset\services\ClipSrv *
Start
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Rem ; BiddaneHuli peecmp
call Rego2012w7.bat *

HKEY _LOCAL_MACHINE\system\currentcontrolset\services\RemoteRegistry *
Start

echo ; Kinbkicme npaBunvHo HanaawmoBaHux cayx6 (mae 6ymu 12): >> Zvit.txt
find /c "ex4" Zvit.txt >> Zvit.txt

echo ; >> Zvit.txt

echo ; Kinekicme He npaBunvHo HanawmoBaHux cayx6: >> Zvit.txt

find /c "ex3" Zvit.txt >> Zvit.txt

echo ; ma >> Zvit.txt

find /c "ex2" Zvit.txt >> Zvit.txt

goto exxit
rexfun2

set mi=%1
set m2=%2
reg query "Iml:#= 1" /v Im2!

if %errorlevel%==0 (reg query "Imi:#= 1" /v Im2! >> Zvit.txt

) else ( echo ; >> Zvit.txt

echo [Imi:#= 1] >> Zvit.txt

echo ; HanawmyBaHHA BKka3aHoi cayxbu BidcymH1l, moxe cayxba BudasneHa 3 cucmemu >>
Zvit.txt

)
)

rexxit

VY pe3ynbTaTi BUKOHAHHS IbOro (aiiny Oynme cTBOpeHMH (aiin-3BIT Zvit.txt, sSKuil Oyme MICTUTH HEOOXimHI

napaMETpu HaJJallITYBaAHHSA OC ACra CHOBiH_IEHHH po BiI[HOBiI[HiCTB IUX HAJAITYyBaHb 3aJaHUM BUMOI'aM:

78

Windows Registry Editor Version 5.00
! REG.EXE VERSION 3.0

HKEY_LOCAL_MACHINE\system\currentcontrolset\services\Dhcp
Start REG_DWORD 6x4

! REG.EXE VERSION 3.0

HKEY_LOCAL_MACHINE\system\currentcontrolset\services\mnmsrvc
Start REG_DWORD 6x4

! REG.EXE VERSION 3.0

HKEY_LOCAL_MACHINE\system\currentcontrolset\services\TLntSvr
Start REG_DWORD 6x4

! REG.EXE VERSION 3.0

HKEY_LOCAL_MACHINE\system\currentcontrolset\services\Llanmanserver
Start REG_DWORD 6x4

! REG.EXE VERSION 3.0
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HKEY_LOCAL_MACHINE\system\currentcontrolset\services\wuauserv
Start REG_DWORD 6x4

! REG.EXE VERSION 3.0

HKEY_LOCAL_MACHINE\system\currentcontrolset\services\WZCSVC
Start REG_DWORD 6x4

! REG.EXE VERSION 3.0

HKEY_LOCAL_MACHINE\system\currentcontrolset\services\RasAuto
Start REG_DWORD 6x4

! REG.EXE VERSION 3.0

HKEY_LOCAL_MACHINE\system\currentcontrolset\services\RasMan
Start REG_DWORD 6x4

! REG.EXE VERSION 3.0

HKEY _LOCAL_MACHINE\system\currentcontrolset\services\RemoteAccess
Start REG_DWORD 6x4

! REG.EXE VERSION 3.0

HKEY _LOCAL_MACHINE\system\currentcontrolset\services\SharedAccess
Start REG_DWORD 6x4

! REG.EXE VERSION 3.0

HKEY_LOCAL_MACHINE\system\currentcontrolset\services\CLipSrv
Start REG_DWORD 6x4

! REG.EXE VERSION 3.0

HKEY_LOCAL_MACHINE\system\currentcontrolset\services\RemoteRegistry
Start REG_DWORD 6x4

; Kinokicme npaBunvHo HanawmoBaHux cayx6 (mae éymu 12):
---------- ZVIT.TXT: 12
; Kinekicme He npaBunbHo HanauwmoBaHux cayxé:

---------- ZVIT.TXT: @

---------- ZVIT.TXT: @

[IBuaKICTh BHKOHAaHHS CTBOPEHMX reg Ta bat (aiiniB He NepeBUIIYe KUIBKOX CEKyHAT 1 Bimpaszy Jnae
MpeaCcTaBlIeHHS PO MPaBUIbHICTH HamamTyBaHHs ciyx6 OC AC BiANOBiTHO 10 BUMOT.

HeoOxinHo 3a3HayuTH, 1110 BUMOTH 1 pekomenaanii [3, 6] npencrasneni Titbku 10 OC Windows XP, a g OC
Windows Vista ta OC Windows 7 He0oOXiZHi yTOYHEHHs, BHACIIIJIOK BiJICYTHOCTI, HAsBHOCTI 1 3aJIEKHOCTI JESKHX
ciryx0 [7], Ta BiACYTHOCTI y BUIBHOMY JOCTYIII €KCIIEPTHHX peKoMeHamii [2].

B pe3ynbraTi Maemo:

- 1mabyoH Oe3Meku 3 HaTamTyBaHHAT i epeBipku ciayx0 OC OC Windows XP
- bat-daiin ans HanamryBaHHs cnyx0 OC
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- reg-Qaiin ans HanmamTyBaHHs ciryx0 OC
- bat-daiin ana nepeBipku HajgamTyBaHb ciayx0 OC

VI IlepeBipka 3acTocoBaHocTi po3po0JieHux BapianTis A pisnux K33

Tenep He0OXiTHO TIEPEBIPUTH 3aCTOCOBAHICTh 1 poOOTY IUX enemMeHTiB i pizHux K33 — I'pud Bepcii 3, Pyoix-
PCO, Jloza-1,ra npu Bukopucranti sk K33 camux OC Windows XP, OC Windows Vista, Ta OC Windows 7.
ABTOpOoM Oylla BHKOHAaHa IE€pEeBipKa 3aCTOCOBAHOCTI 3aIPONOHOBAHHMX PO3POOJEHMX BapiaHTIB aBTOMATHYHOI'O
HaJIAIITYBaHHS 1 epeBipka HanamTyBaHb ciyx0 OC no piznux BapiantiB K33. Pe3ynbratn nepeBipku HaBeneHi B
Tadm. 1.

Tabmuust 1 — [opiBHAHHS MOXJIMBOCTI 3aCTOCYBaHHSI PO3pPOOJEHUX BapiaHTIB aBTOMATHYHOTO HajallTyBaHHS
cyx6 OC

TR I'pud Bepcii 3 3 Py6ix-PCO Jloza-1 (Bepcii ocC ocC ocC
Heperink \K33 OC Windows (Bepcii 2) 3 OC 2)30C Windows | Windows | Windows 7
PeBIp XP Windows XP | Windows XP XP Vista
ABTOMaTHYHE
HaJAIITyBaHHSI - - - - - -
ciyx6 OC
Bukopucranns Moxe OyTH Moxe OyTH
CTOPOHHBOT'O 00MEXEHO 00MEXEHO + + + +
113 HAJAIITYBaHHAM | HaJAITYBaHHAM
[I1abnon B . . . . .
Oe3IeKu
Bat-¢aiin qs . . . . . .
HaJIAINITyBaHHSI
Reg-¢aiin qs . . . . . .
HaJIAIITyBaHHSI
Bat-gaiin ans + + + + + +
MePEBipKU

VII BucHoBku

3a pe3ynbraTaMy MEPEBIPKH MOYKHA 3pOOHMTH BHCHOBKH, IIIO NP BUKOPUCTAHHI BCiX BHUIICHABEICHUX BapiaHTIB
HE BiI0yBa€ThCS aBTOMATHYHOTO HajamTyBaHHs cryx0 OC.

JIyis BUKOHAHHSI LIBHUIKOI, HAJIHHOI Ta 3pyYHOI MepeBipKH Ta HanamTtyBaHHs ciayx0 OC BiINOBIAHO A0 BUMOT
AC xnacy 1 [3, 6] BukopucTaHHsi CTOpoHHBOrO I1O Moxe OyTHm OOMEXKEHO B JEIKHMX BHIIAJKax, abo B3araii
HerpunycTuMo (BiamoBigHo no BuUMOr mokymenranii Ha KC3I y koXkHOMY KOHKpeTHOMY BUNanky). Tomy Oymu
3aIpoIroHOBaHi 1 po3pobieHi pi3HI BapiaHTH, HAa OCHOBI BimoMux ITatHUX 3aco0iB OC. Takox Oyna BHKOHaHa
nepeBipKa Ha 3aCTOCOBHICTB IIMX BapiaHTiB Npu BUKopHcTaHHi pisHuX K33 ms modynosu KC3I B AC kiacy 1.

IMpu Buxopucranni K33 ['pu¢d-3 (mpu moBHOMY HamamTyBaHHI) BHKOPHCTaHHs crTopoHHboro I3 Oyne
obmexeHo. Takok IHOro BUKOPHCTaHHS OOMEXYe 3acTOCyBaHHsS IIaOIOHIB Oe3nekw, OO MpHU BCTAHOBIEHHI 1
inimiamizamii K33 I'pud-3 BuaanstoThest HEOOXiIHI OCHACTKH 3 KOHCOJI KepyBaHHsa OC, 1110 3 1HIIOro OOKY IiIBHIIYE
3axXHMCT. BHKOpUCTaHHS IHIIMX BapiaHTIB aBTOMATHYHOTO HAJAIITyBaHHA CIYXO IIij OOJIIKOBHM 3alucoM
CHCTEMHOTI0 aJIMiHICTpaTOpa HEe 0OMEXEHE 1 MPaIfoe KOPEKTHO.

[pu Buxopucranni K33 Py0ix-PCO 3acrocyBanHs bat-daiiniB Moxxe OyTH yckiaaHeHe, 00 yac Big 4acy aeski
KOMaH/IM 3aIli3HIOIOTHCS 1 pe3yNnbTaT MoXKe OyTH He 30BCIM KOPEKTHHH. Alle, BpaXOBYIOUM BHCOKY IIBHIIKOIIIO
po3pobiieHux bat-(haiinis, Ipu KibKapa3oBOMY ITOCTITOBHOMY BUKOHAHHI bat-(haliry — MoXHa JOCATTH KOPEKTHHX
pe3ynbTatiB.

Ilpu TecryBanHi Ha IiHmMMX 3acobax — He Oynao 3adikcoBaHO OOMEXEHb YHM HEKOPEKTHHUX CIpAallOBaHb
PO3pO0JIEHUX BapiaHTiB aBTOMAaTUYHOTO HaiamTyBaHHs ciyx0 OC.

B minoMy BHKOpHCTaHHS 3allpOIIOHOBAHUX BAapiaHTIB SIK albTEpPHATUBH CTOPOHHbOMY IO MO)KHa BBa)kaTu
NpUJATHAM. AJie BHACIIZOK BIJICYTHOCTI Y BiKpHTOMY AocTymi iH(opMmamii 1110710 HajamTyBaHb BiJIOBIIHO 10
eKcriepTHOro BUCHOBKY Windows 7 Ta BiJICyTHOCTI peKOMEHMamii HamamryBanb ciayx0 am1 OC Windows 7 [3, 2]
HEOOXiTHO MepeBipUTH, INpOaHaNi3yBaTh 1 BU3HAYMTH TOW mepiik ciayk0 OC Windows 7, skuii morpedye
HaJIAIITYBaHb BiANOBiAHO 10 ymMoB BukopuctanHs AC xmacy 1. Takox Oyno 60 KOpUCHMM pO3pOOMTH LIaOJIOHU
nanamryBanas OC Windows 7, aranoriudo BumoraM EB OC Windows XP [6] Ta po3po0ienumM madionam [26] s
cnpomiens nooynosu KC3I 8 AC kiacy 1 Ta AC kiacy 2.
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CHUCTEMA 3AXHUCTY KOH®IIEHIIHHOI IH®OPMALII B ABTOMATH30BAHIH CHCTEMI KJIACY “1”.
Hanawmysanns cepsicie 6esnexku OC MS Windows XP Pro SP2 3a donomozoio wiabiony norimuxu Oe3nexu.
14J11].72.10.10.XP.14.01. Llabnon 6esnexu Windows XP Pro SP2 (SP3). Ilpusnauenuii 015 HAAQUIMOBYSAHHS
cepeicie besnexu onepayiinoi cucmemu. Windows XP Pro SP2 (SP3) ons aemomamu3zosanux cucmem knacy "1".

Ilpasose, nopmamushne ma memponoziutne 3abe3nevenns cucmemu 3axucmy ingopmayii 6 Yipaini, 2(24) eun., 2012 p. 81
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