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METO/] OPT AHU3AIIAU 3AIAIIEHHBIX ®ANJIOBBIX CUCTEM HA OCHOBE
KPUIITOI'PAOUNYECKUX IPUMUTUBOB KOHTPOJIA JOCTYITIA

CoBpeMeHHBIE OpraHu3aIli BCe OOJBIIe OPHEHTHPOBAHBI Ha 00avyHbIe BRIYHCIICHHS, OJHUM U3 HAIIPABICHUH
KOTOPBIX SIBJISIFOTCS YAAJEHHBIE CUCTEMbI XpaHEeHUs AaHHbIX. Cpenn KIIOYEBBIX BOIPOCOB UCIOJIB30BAHMS 3TOTO
cepBUCa MOYKHO BBIAETHTH OOeclieueHrue 0e30MacHOCTH JaHHBIX OpraHu3aluvu. B maHHOW cTaThe MpeasiokKeH Me-
TOJI OpTaHM3aIlNH 3al[UIIEHHBIX (AIOBBIX CHCTEM, OTIMYAIONINICS COBMECTHBIM HCITOIB30BAaHUEM CHMMETPHY-
HOTO MHU(POBAaHUS U BHYTPEHHEN CXEMBI YITPaBICHUS KIFOYaMH, TIOICPKIUBAOIINN PACITUPEHHYIO0 MOAETh KOHT-
poJIst TocTyma, U o0ecTeunBaloui 0oJiee BHICOKYIO MPOU3BOIUTEIBHOCTD MPU HEOOXOAMMOM CTereHu Oe3omac-
HOCTH.

Modern organizations are increasingly focused on cloud computing, one of the commonly used service of cloud
computing is remote storage. Among the key issues surrounding the use of this service is provide security of organ-
ization’s data. In this paper we present the method of secured file system organization based on cryptographic pri-
mitives for access control supporting enhanced access control model, using the internal key management and pro-

vides the necessary security and productivity.
BBeneHune

B mnocnennee Bpems Bce Ooliee MOMYNSAPHBIM
CTAaHOBUTCS HCIOJb30BAaHUE YIAJIEHHBIX CHCTEM
xpanenust qaHHbIX (CX]1), B KOTOPBIX OpraHU3aIluK
HCIIOJB3YIOT YCIYIM BHEIIHErO IOCTaBIMKA Cep-
BHCa XpaHeHus naHHbIx (Storage Service Provider,
SSP). Ha naHHBIII MOMEHT OCHOBHBIMH MHUPOBBIMU
KOMIIAaHUSAMHU IO TNPEIOCTaBICHUIO JAHHOIO THIA
yenyr sieisitoresi: Amazon, BC Grid, Arsenal Digi-
tal u Iron Mountain Digital.

Ucnons3zoBanne ynanennsix CX]I mist opraHu-
3allMM MMEET CIEAYIOUIUE NPEUMYILECTBA: 3KOHO-
Musi 3arpar Ha oOcnyxuBanue CX]JI, mpocrora
yIIpaBJIEHUs, TOBBIIIEHHE THOKOCTH U OTKa30-
YCTOMYUBOCTH.

OpHako MHMPOKOMY PACIpPOCTPAHEHUIO JAHHOTO
cepBHCa MPEMATCTBYET WENbI pAJ TEXHUYECKUX
npobjeM, OCHOBHOM M3 KOTOPBIX SIBJISETCS IPO-
Oonmema oOecnedyeHus O€30MaCHOCTH yJaJICHHBIX
CXJI. Tak kak, BO-TIepBbIX, JaHHbIE HAXOJATCA Ha
YAQICHHOW CUCTEME, TOCTYIl K KOTOPOW OCYHIECTB-
JsieTcs yepe3 II00aJbHYI CeTh, MO YMOIYaHHIO
SIBJISTFOIIIEHCS HEHAZIEKHOM cpeioil oOMeHa JTaHHBI-
MH, a BO-BTOpPBIX, CHCTEMa XpPaHEHHUs JAaHHBIX Ha-
XOJUTCS MOJ YIpPaBJIEHHEM CTOPOHHEH KOMITaHUH,
OT KOTOpOoH MH(pOpMalMs TaKkKe J0JKHA ObITh 3a-
HIUIEHA.

Peanuzanus 3amau 6€30macHOCTH JUISl yAaJeH-
HbIX CXJI BBIMOJIHSAETCS ¢ TOMOUIbIO MIM(PPOBAHUS
naHHbIX opranm3anuu. [lludpoBanue naHHBIX MO-

XKeT ObITh PEaJM30BaHO HA JIBYX YPOBHSX: YPOBHE
NPWIOKEHUH W Ha ypoBHE (DalIOBOI CHUCTEMBI.
Ecnu roBoputh 0 peanmzanuu Ha YpOBHE HPUIIO-
KEHHI, TO cpeld MPEUMYILECTB MOYKHO BbIICIUTh
CEJIEKTUBHOCTh IU(POBAHHBIX JaHHbBIX, a €CJIH
TOBOPUTH O peaiM3allii Ha YpOBHE (parIoBOM CHC-
TEMBI, TO 0OJIHOOOPA3HOCTh PabOTHl U Oo0JIee BHICO-
KU ypoBeHb 0€3011aCHOCTH.

Ha naHHBI MOMEHT npeobsafatoT pemeHust Ha
ypoBHE (PalIOBBIX CHUCTEM, KOTOPBIE HA3bIBAIOTCS
KpunrorpaguyeckumMu  (ailyIoBBIMH  CHUCTEMaMHU
(K®C) [1] — daiinoBsle cUCTEMBI ¢ BCTPOESHHBIMH
(GYHKIMAMU KpUIITOrpauuecKux npeodpa3oBaHUM.

B nmaHHOHM cTaThe MpPENJIOKEH METOJ OpPraHH3a-
UK KpUunrorpadpuiyeckux (ailyioBeIX CHCTEM, KOTO-
pBIi TIO3BOJIUT pa3rpaHUYUTh IpaBa JocTyna u
o0ecrneynTh IeOCTHOCTh JaHHBIX B yJAJE€HHOU
CX]] 3a cyeT uCNoNb30BaHUs KPUNTOrpaduIECKuX
IPUMHUTHBOB KOHTPOJISI IOCTYTIA.

Moaenu opraHusauuu B3auMoaencTBust
C yAaneHHbIMU CUCTEMaMU XpaHEHUs1 JaHHbIX

Mopnenu opraHu3any B3aUMOJCHCTBUS € yJa-
JICHHBIMU CHUCTEMaMH XpaHEHHs JaHHBIX OTJIMYa-
I0TCA MYTSIMH TIepefauyd JaHHBIX U METaJlaHHBIX,
LUEHTPAIIM30BaHHBIM ~ MJIM  JICLIEHTPATU30BaHHBIM
JIOCTYTIOM, a TaK>K€ CJIOKHOCTBIO YIIPABJICHUSI KITIO-
yamu. [lox meraganHbiMH OyJieM MOHUMAThH CTPYK-
TypUpOBaHHbIE JaHHbIE, IpeICTaBisAIoNIe co00it
XapaKTepUCTHKH (aTpUOYTHI) OMHMCHIBAEMBIX CYIII-
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HOCTEW M TeNed uX HISHTU(PUKAIUHU, TMONCKA,
oteHkd W ympasieHus umu [2]. CymiecTByer Tpu
MOJICJId OpraHU3alMK B3aUMOJCUCTBUSL C yAaJCH-
HbiIM CX]I: neHTpanu3oBaHHasl, JELIEHTPAIN30BAH-
Hasg ¥ MOJEJIb C LEHTPAIM30BAHHBIM JOCTYIIOM K
METaJaHHBIM U JICIICHTPATN30BaHHBIM JIOCTYIIOM K
JTaHHBIM. BynyT paccMOTpeHbl O0COOEHHOCTH IIEH-
TpaJM30BaHHOU U JICIICHTPAIIM30BAHHON MOJEIIECH.

LleHTpann3oBaHHaa mogenb goctyna kK CX[

B uneHTpanu3oBaHHON MOJEIH MCHOJIb3YETCA
eArHasi TOYKa JIOCTYIa I 3allUCU M YTCHUS JaH-
HbIX, XpaHamuxcs B yaeneHHon CXJ[. Kak nokasa-
HO Ha puC. 1, y37bl OpraHu3alu HCHOJB3YIOT 3a-
HIMIIEeHHYI0 (aioByl0 cucTeMy Ui InudpoBa-
HUs/AemppoBaHus JaHHBIX, XPAHIIIUXCA HA CTO-
pone SSP. Jloctyn k 3anuiieHHoi QaiinoBoii cuc-
TeME OCYIIECTBIISICTCS C IMOMOIIBI0 NuTr03a ((haii-
cepBepa), KOTOpBI OOCIy)XHMBaeT 3ampochl OT
MOJIb30BaTENICH, HAXOASAMIMXCS Ha JIPYruX y3Jjax
OpraHu3alyu.

Jlns mepexoja K HCIOJIB30BAHUIO YJIAJICHHOU
CX]1, cornacHo 1EeHTpaJIu30BaHHON MOJIEeNH, Opra-
HU3AIlUM HEOOXOJUMO HACTPOUTH 3alIUIIECHHYIO
¢aitnoByto cucremy, kotopas OyaeT mudpoBarthb
BCE JIJaHHBIE NpU UX 3anucu Ha ynaneHHyro CXJ[ u
pacmidpoBbiBaTh Npu ureHuu. [lpu sTtom nmns
MOJIh30BaTENIEH JIOCTYN K JIaHHBIM SIBIISETCS TPO-
3payHbiM. OOBIYHO HCTIOIB3YIOTCS MPOTOKOJBI Ce-
TeBbIX (haitmoBeix cuctem Network File System
(NFS) u Common Internet File System (CIFS). B
ATOW MOJENU KOH(PUIAEHIIMATBHOCTh JaHHBIX 00ec-
MEYMBAETCA 32 CUET MCIOJIb30BAHUS IPOCTHIX CXEM
yOpaBieHUs] KIOYaMU: JaHHBIE MOTYT OBITH 3a-
mUQppPOBaHbl €IUHCTBEHHBIM KIFOYOM, JTOCTYITHBIM
TOJIBKO 3aAIUIICHHONW (ailIoBOM CHCTEME MUTI03A.
Kpome Toro, cucrema KOHTposs AOcCTyna (¢yHK-
[IUOHUPYET Ha CTOPOHE OpPraHU3allMH, YTO MO3BO-
JSI€T MCHOJIb30BaTh CYHIECTBYIOUIYIO JIOKAJIBHYIO
0a3y MoJb30BaTEIICH.

OCHOBHBIM HEJOCTATKOM JaHHON MOJENU SIBIIS-
€TCsl HAJIMYMe TUTI03a J0CTyNa K IaHHBIM, TaK Kak
MOXET MPUBECTH K MEpPerpy3Ke KaHajla nepenaydu
JTaHHBIX TIpU OONBIINX paboyuX HArpys3Kax, He 00-
JajiaeT JOCTaTOYHOW MacIITabupyeMOCThIO, KpOMe
TOTO, IIII03 CTAHOBUTCS MECTOM, IIPH OTKa3e KO-
TOPOTO MpeKpariaercs paboTa Bceil CUCTEMBI.

Takum oOpa3om, HCHOJIB30BAaHWE IIEHTPATH30-
BaHHON MOJENU SBISETCS IEIeCOO00pa3HBIM IPHU
JOCTYIIe K KOPIOPATUBHBIM JAaHHBIM U3 OJTHOTO Y3-
na opranuzauuu. lleHTpanu3amnus u JOMOTHUTENb-
HBIE pacxoJlbl Ha Kpunrorpadudeckue ornepanuu

CHIDKAIOT €€ 3(PEeKTUBHOCTD MPU MHOXKECTBEHHOM
JOCTYIIE K TaHHBIM.

SSP

3armmgppoBaHHbIC JaHHBIE

i |

3aIuch YTCHUEC

| '

daiinoBas

Iudp./neuudp. cucTema
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Kpunrorpaduueckas PR W
(aiinoBast cucrema I
f NES/ V3en 2
0 CIFS
‘ IMpunoxenue ‘ el
f 3 ®daiinoBas
cucremMa
‘ [Tonp3oBarenn ‘
Opranusauus (Y3en 1)

V3en 3

Puc. 1. Ilenmpanuzoeannasn mooenw
oocmyna k CX/

HeueHTpanusoBaHHasa moaenb aoctyna kK CX[,

B neuenTpann3zoBaHHON MOJENM B3aUMOJEHCT-
Bus ¢ yaanenHo CXJI monmb3oBaTenu mpu J0CTYyIE
K JaHHBIM WJIM METaJaHHBIM OOpallalTcs Hero-
cpenctBenHo ¢SSP (puc. 2).

SSP

3ammppoBaHHBIC JaHHbIC

1 \ o ' \

3aM1ch 4TEHHUE 33H‘I/ICB YTEHHE 3allUCh  YTCHHUE
MIudp./mewndp. udp .énemndpp UJH(IJP-/H;HMPP-

Daiinopas DaiinoBas
daiinoBas cuctema crucremMa cucremMa
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‘ ‘ Tomss. 1 ‘ | Toms.2 |

‘ [punoxenus

f

‘ [Mone3oBaTenu

V3en 3

‘ V3en 2

Opranusanus (Y3en 1)

Puc. 2. /leuenmpanuszosannas mooenn
oocmyna k CX/[

Hcnons3oBanre JaHHOW MOJENTN HCKITIOUAET BCE
y3KHME€ MECTa, CBSI3aHHbIE C KaHaJIaMH TNeperayu
JIAHHBIX W METAJaHHBIX, T.K. KQXXIBIA MTOJIH30BaATEITh
nMeeT HemocpeAcTBeHHbIM goctyn k SSP. Ilpe-
MMYIIIECTBOM JEIEHTPAITM30BAHHON MOJIEIH SIBIIS-
€TCsl OTCYTCTBHE HEOOXOAMMOCTH YIIPABJICHUS
[UTF03a JIOCTYyNa K JaHHBIM, HEJIOCTAaTKOM — IPO-
OneMa ympaBleHUS KIIOYAaMHU, TaK KaK KaKIbIid



Bicauk HTVYYVY «KIII» Indopmartrka, ynpasiiHHS Ta 00UHCIIOBaIbHA TeXHiKa No52 17

¢aitn HE0OX0aMMO 3aIU(pPOBBIBATE HOBBIM KITIO-
YOM.

[IpoBeneHHBI aHanU3 MOJENIEH B3aUMOJACHCT-
BUS MOKAa3bIBAET, YTO KCIOJIb30BAHUE LIEHTPAIU30-
BaHHOU Mozenu B StaaS [3] HeuenecoobpasHo, T.K.
CHIDKAETCSl IPOU3BOU-TEILHOCTD U YBEIUYUBAIOT-
cst pacxonpl. Takum obpa3om, B cratke OyayT pac-
CMOTpPEHBl METO/bl oObecredeHus Oe30MacHOCTH
yaanenusix CXJI ist nereHTpaan30BaHHOM Mojie-
JIM OpTaHU3alUY B3aUMOICHCTBHSL.

CoBpeMeHHble MeToAbl OpraHusauum
3alMLLEHHbIX )aNnoBbIX CUCTEM

PaccMOoTpuM OCHOBHBIE METOABI OpraHU3ALUU
K®C B 3aBHCHUMOCTH OT THUIIOB aJIFOPUTMOB, HC-
MOJIB3YEMBIX ISl MH(POBAHUS JaHHBIX U METa-
nannbix [4,5,6,7,8,9]:

1. Meron opranuzanuu KOC 6e3 mmpposa-

HUSl METa/IaHHBIX.

Wnes merona 3akiatoyaeTcs B TOM, YTO HE BBIIOJI-
HseTCS IMM(pPOBaHUE METAJaHHBIX, a CaMU JaH-
HbIE MHUQPYIOTCS ¢ TTOMOIIBI0 CHMMETPUYHBIX all-
roputMoB mm@poBanus. Cpeau peanusanuil JaH-
HOTO METOJIa MOYKHO BBIIEIUTH KpuUITOrpaduye-
ckue (aitnoBeie cucremsl CFS, CryptFS u
NCryptFS.

2. Metog opranmzanuu KOC c mudpoBanuem

MeTaJlaHHbIX. MeTagaHHbIe MU(PYIOTCS ¢ UCTIONb-
30BaHHEM AaCUMMETPUYHBIX aJITOPUTMOB, a JaH-
HbIE — CHMMETPHYHBIX anropuTMmoB. Kpumrorpa-
(uyeckue QailioBble CUCTEMBI, MOTYYUBIINE HAU-
6ompiree pacrpocrpanenue: SiRiUS u SNAD.

3. Meton opranuzanuun KOC ¢ mmdpoBannem
KJIIo4a MeTafaHHbIX. OTIUYUTEIBHOW uepTou
JAHHOTO METO/A SIBJIsIeTCA MU(POBaHKUE NaHHBIX U
METAJJaHHbIX CHUMMETPUYHBIMU aJITOPUTMAMHU, a
KJIF0Y METaJaHHBIX MHU(PYETCs aCCUMETPUYHO.

B ta6u. 1 npencraBieH cpaBHUTEIbHBIN aHATIN3
METOJIOB U CpeAcTB obecriedeHus] HHPOPMAIUOH-
HOM 0€30MacHOCTH yJIaJE€HHBIX CUCTEM XpaHEHUs
JTAaHHBIX.

Cpenu peanuzanuil JaHHOIO METOAA MOKHO
BBIICTIUTH Kpunrorpapudeckyo (aiaoByro cuc-
temy Plutus.

Kak BuaHO M3 TabmuUIBl, HU OJHO W3 CYIIECT-
BYIOIIIUX CPEICTB HE 0OBEAMHSAET B cebe Oe3omac-
HOoCcTh W mnpousBoautenbHOCTh: CFS, CryptFS u
NCryptFS He momnepxxuBarT mmdpoBaHUe MeTa-
nanabix, SiRiIUS u SNAD TtpeGyercs Oonbiiue
BPEMEHHBIC 3aTpPaThl JJII pabOTHI ¢ 3alIu(poBaH-
HBIMU JAaHHBIMH, TaK KaK HCIOJb3YIOTCS MEIJICH-
Hele anroputMel RSA, a Plutus mpennonaraer Ha-
JM4YMe OTHIEJIbHO PEealln30BaHHOTO CepBHCA YIPaB-
JICHUs KII0YaMH, 4YTO TMOBJIUSET HAa CTOUMOCTH
yIpaBICHUS CUCTEMbI U TOBBICUT 3aTPaThl BpeMe-

Taon. 1. Cpasnumenvhas XapaKmepucmurka co8peMeHHbIX MEno008 U cpeocme
3augumul ungopmayuu 6 yoanenuvix CX/[

C umdposannem
Bbe3 mudpposanust MeTagaHHBIX C mmdpoBaHneM MeTaIaHHBIX KJII04Ya
XapakTepucTUKH MeTaaHHbIX
CFS Cryptfs NCryptfs SiRiUS SNAD Plutus
ObecriedeHue eIOCTHOCTH - - - + + +
BuyTpenHsis cxema yrnpas- ) ) ) + + )
JICHUS KIIOYaMK
IIpoBepka BpeMeHHu HCHO- + ) + ) ) )
JIb30BaHUs KIII0Yei
Anroput™m mupoOBaHUS 3DES
MeTaJaHHbBIX RSA RSA CBCI/CTS
JimHa kmova mmdposa- ) ) ) 2048 1024 168
HUSI METaJIaHHBIX
AnropuT™ muQpoBaHus DES Blowfish Blowfish AES Blowfish 3DES
JTAHHBIX OFB+ ECB CBC CFB CBC CFB CBCI/CTS
Jlmna wnoua muposa- 56 128 128 128 128 168
HMS JAHHBIX, OUT
Pasvep mmdpyempix 6110- 8B 4KB/BKB | 4KB/16KB | 4KB/16KB | 4KB/16KB 4KB
KOB JIAHHBIX
Ilonnepxka rpymn ) ) + ) + +
MI0JIb30BaTEJICH
Tlonnepxka paszleneva ) ) + + + +
MIpaB MOJIb30BaTeNeH
Tloanepxka pa311evneHHoro ) ) + + + +
JlocTyma K (anmam
MeTOn peaH3arm Ha ocHose CrekoBast | CrekoBas Ha ocHoge [omHOTICHHAS [TonHoOTICHHAS
AP 5 NFS ule @C NFS @C @C
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HU Ha BBINOJIHEHHS OTlepaliii padoThl C JaHHBIMHU.
[TosrTomMy HeoOxomuma pa3paboTKa HOBOTO Me-
tona opranuzauu K@®C c BBICOKMM YpOBHEM
0€30I1aCHOCTH M IPOU3BOJIUTEIBLHOCTH, a TaKXkKe
BHYTPEHHEHN CXEMOHU YIPABJICHUS KIIOYaMU.

MeTtoa opraHusauum 3awmiLeHHbIX hannoBomn
CUCTEeMbl Ha OCHOBe KpunTtorpadunyeckux
NPMMUTUBOB KOHTPOSSA AocTyna

[Ipennoxen meron opranuzauuu KOC Ha oc-
HOBE KpUNTOrpapUUeCKUX MPUMHTHUBOB KOHTPOJIS
JOCTyIIa, MAaKCUMalbHO HCHOJb3YIOUIMHA Ipeumy-
[IECTBA CHMMETPUYHOTO MHU(POBAHUS, OJHUM H3
KOTOPBIX SABJISIETCA OTCYTCTBUE BPEMEHHBIX 3aTpar.
JIaHHBI METOJ OpraHM3alUU 3aIUIICHHBIX (aii-
JIOBBIX CHCTEM, OTJIMYAIOIIUNCS COBMECTHBIM HC-
MOJIb30BaHUEM CHMMETPUYHOTO MH(PPOBAHUSA |
BHYTPEHHEH CXEeMbl YNpAaBJICHUS KIIOYaMH, MOJ-
JIEPKUBAIOLIUI PaCIIMPEHHYI0 MOJIE€Ib KOHTPOJIS
JocTyna, U obecreyuBarolii 0ojiee BBICOKYIO
IIPOU3BOJIUTENILHOCTh NPU HEOOXOAUMOMN CTENEHU
0€30MMacHOCTH.

Mognenb KOHTpOJIS JOCTyHa METOJa SIBISETCS
JUCKPELIMOHHOM, B KOTOPOH KaxIblii OOBEKT
(paity, kaTanor WK CChUIKA) UMEET CBSI3aHHOTO C
HUM BJIa/IeNblla, KOHTPOJIUPYIOIIEro K HEMy J0cC-
Tym. [Ipu 3TOM 10CTYI MOKET OBITH IIPEIOCTABIIEH
Ha OCHOBE CYOBEKTOB TpEX THUIIOB: BiaJelIel]
(owner), rpynma-siazener] (JQroup) @ Bce OCTallb-
ueie (other).

Kaxnprit monp3oBarens s UASHTU(DUKAIIAN
uMeeT mapy Kiroued (OTKpBITBIM/CEKpEeTHBI), KO-
Topasi obo3Hauaercss <Bu, Pu>, rne Bu siBnsercs
OTKPBITBIM KJIFOUOM, U Pu — CeKpeTHBIM KIH04OM,
KOTOPBIM M3BECTEH TOJIKO IMOJIb30BATENI0.Y Kax-
JIOW TpYyNIBbI IOJI30BATEIEH TAaKXKE €CTh aHaJo-
ruyHag napa kiaouen <Bg, Pg>.

IIpumep CTPYKTypbl pacnpeleNeHus KIrouen
UId  Tpynmbl mnonb3oBaTenedt student (<Bstud,
Pstud>) nokaszan B Ta6u. 2. Tabauua rpynmsl co-
CTOUT U3 JIBYX YacTei: XelI-CBePTKU UJEHTHPHKa-
TOpa IOJIb30BATENs M 3aIIM(POBAHHBIX KIHOUEH
IPYHIbl OTKPBITHIM KJIFOYOM MOJIb30BATENS.

3amuQpoBaHHbIe KIOYM TPYIIBl XpaHIATCS Ha
cropone SSP. Korma mosb30Baresib BBINOJIHSAET
BXOJ] B CHCTEeMY (TO €CcTh, MOHTUpPYET (hailiIOBYIO
cucreMmy SSP), oH mnomydaer 3ammgpoBaHHBIE
KIIOYM TPYIH, K KOTOPBIM TNPHUHAJIEKHUT, U HUC-
M0JIb3yeT CBOM CEKPETHBIN KII0Y Ui UX paciiud-
POBKHU.

Taén.2. Tabnuya cpynnot
nonavzoeamenei student

Iosab3oBaTeab Koroun rpynmei

Xomi-ceeptka (bob) Egpbon{<Bstud, Pstud>}

Xomi-ceepTka (alice) Egaice{<Bstud, Pstud>}

Jnst apdexTrBHON 00pabOTKH (aitinbl OOIBIIO-
ro pasMepa, Kak IpaBWiO, Pa3AeisloTCi Ha He-
CKOJIbKO OJIOKOB JIaHHBIX, KOTOpbIe MHU(pyeTcs
OTJICTIBHO. JTO MO3BOJISIET BBIOJHITH OOHOBIICHHUE
JTaHHBIX OoJiee 3(PHEeKTUBHO, T.K. HET HEOOXOIu-
MOCTH TOBTOpPHO ImdpoBaTh Bech ¢ain mocie
BHECEHUs] U3MEHEHMM B OJHY M3 €ro yacrei. B
JMaJbHEUIEM, UII TPOCTOTHI OMHUCAHMS, TPEIo-
naraercsi, 4yTo (haiabpl MOMENIAIOTCS B OJUH OJIOK
JTAHHBIX.

Kaxxnpiii 6510k JaHHBIX UMeeT Habop CBSI3aHHBIX
C HUM KITIOYECH:

1. Kmrou mmdposanus ganueix, DEK (Data
Encryption Key): DEK sBisiercs yHUKaTbHBIM
CUMMETPUYHBIM KJIIOYOM IMIHU(POBAHUS, HCIOIb-
3yeMbIM 1Sl i (poBaHus OJIOKOB JaHHBIX.

2. Kitou noanucu nanneix, DSK (Data Signing
Key) u xmou mnposepku panubix, DVK (Data
Verification Key): DSK u DVK sBnsiroTcst mapoit
ACUMMETPUYHBIX KJIFOUEH, TaK YTO JIIOOBIC TIOIH-
caHHble ¢ ucnonb3oBanueM DSK nanubie, Moryt
ObITH IpoBepeHbl Tonbko ¢ DVK u, Hao6opor.

AHaNIOrM4HO, OJIOKH METaJaHHbBIX TAaK)Ke UMEIOT
CBSI3aHHBIE C HUMU KITIOYH:

1. Kmrou nmdposanus meraganneix, MEK
(Metadata Encryption Key): MEK sBnsercs yHu-
KaJbHBIM CHMMETPUYHBIM KIIFOUOM, HCIIOJIb3ye-
MBIM JUIsl K (poBaHUsI OJIOKOB METa/IaHHBIX.

2. Kmou momnucu MeragaHHelx, MSK
(Metadata Signing Key): MSK moctymneH TOIbKO
JUISL TIOJIb30BaTesieil, KOTOPhIE MOTYT BBITIOIHUTH
OTIepaITfIo 3aMicH B OJIOKE MEeTa aHHBIX.

3. Kimrou mnposepku MeramaHHbXx, MVK
(Metadata Verification Key): MVK ucnons3yercs
JUTSL IPOBEPKHU LIEJIOCTHOCTH OJI0OKA METaJaHHBIX.

Bce tumnsl kimroueii nokazansl B Tadm. 3.

Taén. 3. Tunwt Knouent docmyna

Cy6bexT O0o3HauyeHue
Bu
Tlonp3oBaTens
Pu
I'pynna nonb3oBareneit Eg
DEK
Baox manabIX DSK
DVK
MEK
Brok MeTagaHHBIX MSK
MVK

brnoku naHHBIX MUPPYIOTCS CUMMETPUYHBIMU
QITOPUTMaMH C HCIOJIb30BAaHUEM 3apaHee CreHe-
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PUPOBAHHBIX KJIIOYEH, MMOATOMY IOJIb30BATEIIO
HEOOXOMMBI COOTBETCTBYIOIIME KiTtouu. J[is aTo-
ro B OJIOK MeTaJlaHHBIX OBLIO J00aBJIEHO TPH HO-
BoiXx mojisi: DEK, DSK u DVK. Takum o06pa3zom,
METaJJaHHbIE HE TOJBKO YKa3bIBAIOT HA OJIOKH JaH-
HBIX, HO ¥ TMPEJOCTABJISIOT MMOJIb30BATEI0 KIHOUN
It pabOThI C HUMH.

Tak)ke IOMOJHUTEIHLHO BBHITIOJHEHBI CIEAYIO-
e Moaupukanuu. Bo-nepBeix, 700aBICHO MOJIE,
coaepxkamee MSK, A0CTynmHOE HCKIOUHUTEIHHO
BJIaJieNblly (aiia (kaTajora) W TO3BOJISIONICE
MOAMNKUCHIBaTh OJIOK METaJaHHBIX MPH €ro OOHOB-
JIEHWHU, HAMPUMEp MPU U3MEHEHHUH TpaB JIOCTYIIA.
Bo-BTOpBIX, M3 0JIOKAa MeETagaHHBIX yIaJeHBI I10-
JIs,, U3MEHSIONIMECS TIPH 3amucH MOaAu(pUIIMpOBaH-
Horo (haiina (karajora).

Bbrok naHHBIX KaTaniora COACpKUT TabIuIly, KO-
TOpasi COCTOMT M3 JABYX KOJIOHOK, COJEpP>KaIIuX
HoMmep I-y3na [10] u umena ¢aityioB u moakaTano-
TOB, COJEpKAIUXCSl B ATOM Katanore. B taGmuiy
Karajora ObLIM 00aBlIEHBI JBa HOBBLIX CTOJIOIA,
cogepxkamme MEK um MVK jns meragaHHBIX
¢aitnoB u moxkaranoro. Takum oOpa3om, Tabiu-
[1a Karajora mpenocTaBiseT MHGOPMAIUIO O pac-
IIOJIOKEHUU OJIOKA METAaJaHHBIX, a TAKKE KIIIOUH
JUTs paciii(POBKH U ITPOBEPKH.

JlocTtyn K mojisiM MeTaJaHHBIX U TaOJIMI] KaTa-
JIoTa, CoAepIKaIlie KIIOYH, SBISETCS W30UpaTeib-
HbIM. Takas M30MpaTenbHOCTh HeoOXoauma JIJis
obecrniedyeHrs KOHTPOJIA JOCTYyMa W TOJIepKUBa-
€TCSl C TIOMOIIBI0 KPUTITOTpahUIECKUX MPUMUTH-
BoB CAP (Cryptographic Access Control
Primitives) [11].

CAP oOnbekrta (haiiJIoBOM CHUCTEMBI 3aMEHSET
KOHTPOJIb JIOCTYyIa B yJaJE€HHON CHUCTEME XpaHe-
HUS JTAHHBIX, CEJIEKTHBHO MPEAOCTABISIS  KIIOUU
JOCTyIa B METaJaHHbIX M Tabiwuie karaimora. Ha-
mpUMep, ISl YCTAaHOBKH pa3pelieHus] TOJIbKO Ha
gyrenue, CAP daiina conepxxut nonst DEK u DVK,
a xmrou DSK — HenoctymeH.

Bapuantel MeTamaHHBIX M 3amucedl TaOJIUIIBI
Karasiora ¢ ucnonb3zoBanuem CAP npencraBieHsl
Ha puc 3. CneBa mpuBEIEHBI MpaBa JIOCTyNa, B
CpeIHeM CcToOIIe — MOl METaJaHHBIX, a B TIPaBOM
cronbie — Ttabnuia karamora. [[ms mommepikku
«HYIIEBOTO» TpaBa JOCTYIa, BCE MO MeTaJaH-
HBIX HEJIOCTYITHBI.

[IpaBo nocTymna «TOABKO IS YTEHUS» TO3BOJIS-
€T POCMAaTPHUBATh COAEPKUMOE KaTajaora (KoMaH-
na IS), HO He MO3BOJISET BBHINOJIHITH MMEPEXO]] WU
nu3MeHenus (komauasl Cd, rm u T1.1.). IlTostomy,
CAP coumepxur xmoun DEK u DVK B metanan-
HBIX W TIOJIe «uMs» B Tabiuie karamora. IIpaso
«ATCHHE-3aIIMCh» KaTalora HMEET OJMHAKOBOE

3HAQUYEHHE C TOJBKO ISl YTEHUS», TaK KaK MPaBo
Ha 3aluCh HEBO3MOXKHO HCIIOJI30BaTh O€3 IpaBa
Ha BBIIOJHCHUE.

Pa3penienne «4TeHHE-BBITIOTHEHUE) MTO3BOISET
M0JI30BATENIO MEPEXOJIUTh B KATAJIOTr U MOJy4aTh
JIOCTYI K COJIEP’)KUMOMY, HO HE JIOIYCKAaeT U3Me-
HeHull. B xoncTpykuuu CAP st atoro paspere-
HUSI B MeTajaHHbIX JocTynHbl kiaoun DEK u
DVK. B tabnuie karamora Bce 4eThIpE MOJIS SIB-
JISIFOTCA AOCTYIHBIMH, MOCKOJIBKY € pa3pelieHuemM
Ha BBIIIOJHCHHE II0JIL30BATCIM HMCIOT BO3MOXK-
HOCTb TEpeXoJia B KaTajor M MOJy4YeHHUs JO0CTyIa
KO BCEM METaJaHHBIM (DAlJIOB M IOJKATAIOTOB.
Hcnonb3yss Homep I-y3na, mosnp3oBaTead MOTYT
MOJy4YUTh MeTajaHHble, ucnojb3ys MEK pac-
mupoBaTh WX, MOCIE YETro MPOBEPHUTH IEJIOCT-
HOCTbH ¢ rtomoiipio MVK.

Tlpasa noctyna

MeTanannsie Tabnuua karanora

DEK DVvK DSK

TOJIBKO IS
YTCHUS:

DEK DVK DSK [ Hoveprayana [ Mwn [ MEK [ MVK |

YTCHHE-
3aIUCh:

DEK DVK DSK [ Hovep-teyana | s | MEK [ VK|

. ‘ Homep I-yarxa‘ Nwms ‘ MEK ‘ MVK ‘
BBITIOJIHEHHE:

YTEHUE-3aMUCh-
BBIIIOJTHEHHE!

DEK DVK DSK || [Hovep t-ysaa | s [ MEK [ MVK |

TOJIBKO JUTSt
3aMKCH:

|
TOJIBKO JUTS

T

Puc. 3. Bapuanmut CAP ona kamanozoe
[IpaBo nocryna «4TeHHE-3alMCh-BbIIOIHEHUE
paspelaeT IMOoJIb30BATEISAM TaKKe H3MEHSTh CO-
JepKUMoe TaOJMIlbl KaTajora, Ipu 3TOM IIOJIEe C
kimouoM DSK noctymHo.

Koncrpykuus CAP g paspemieHust «TOJIbKO
JUISL 3allCH» COOTBETCTBYET «HYJIEBOMY» pa3pe-
LIEHHIO, TaK KaK TaKOe pa3pelieHrne He MOXKET pa-
60TaTh 0€3 pa3pelIeHHOro IpaBa Ha «BBINOJIHE-
HUE.

Haubonee untepecHa konctpykuust CAP pas-
pelIeHNs «TOJIbKO JUIsl BbINOJHEHUs». [laHHOE
paspeleHue IMO3BOJSAET IOJIb30BATENIM IEPEXO-
JUTh B KaTaJIOT ¥ MOJIKATaJIOrH, OJTHAKO I0JIb30Ba-
TENb HE MOXET MPOCMATPUBATh UX COLEPKUMOE.
[Tockonbky moONB30BaTENM MOTYT NEPEXOIUTH B
MOJIKATAJIOTH, TO HEOOXOAMMO 00eCIeUnTh JOCTYI
K Tabmuie katanora, jgiusa 3toro DEK u DVK
JIOJDKHBI OBITH TOCTYITHBIMU, & MOJIE «UMS» HEJ0C-
TYIHO. JTO JOCTUTAETCS 3a CUeT MudpOoBaHUS TIO-
nent Homepa I-yzma, MEK u MVK ¢ nomomisto Ho-
BOTO KJII0Ya, MOJIyYEHHOTO M3 MMeHM (aiina wim
noxakaranora. HoBeI K104 TeHEpUpyeTcs Clie-
OYIOIUM 00pa3oM: € MOMOIIBI0 KIHYEBOW XOIII-
¢ynkuun takoi kak MDS5S unmun SHA-1, rae Bxon-
HBIM COOOIIEHHEM sABJgeTCS UMs, a KmouoM DEK.
Takum obpazom, M000H MOJIB30BaTENb, 3HAIOIIUI

DEK DVvK DsSK

\ l l

\ \ [

\ \ \
wemwie [ pek | Dvk | DsK

\ \ \

\ l l

\ \ [

DEK DVK DSK [ Hovep 1-ysma | MEK [ MVK ] \ v \
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uMs (paiiina WM MmojaKaTanora, MOKET CreHepHUpo-
BaTh KJIIOY, @ 3aT€M HCIIOJIb30BaTh €ro AJs pac-
MU(POBKH COOTBETCTBYIOIIECH CTPOKH B Taliuue
KaTajiora ¥ MoJIlydeHHs! JOCTYIl K METaJaHHbIM.

CymecTByeT BapHaHT MpaB JOCTyNa, KOTOPbIN
HE MOJJEPKUBAETCSI B OIHUCBIBAEMOM METOJE —
«3alKCh-BBIIIOJHEHUEY. DTO CBSI3aHO C MCIOJIB30-
BaHUEM CUMMETPHUHBIX KJIOUeH A mudpoBaHUs
610K0B JaHHBIX. JIF000H MOIB30BATENb, KOTOPHIH
UMeeT MPaBO 3allMCH, MOXKET paciuudpoBaTh O0J0-
KM JIaHHBIX, HUCIIOJIb3YSl TOT )K€ KJIIOY M, CIEJ0Ba-
TEJIbHO, CMOKET MPOUYUTATh cojepxkumoe. Tem He
MEHee, TaKoe pa3pelleHHue OYEHb PEAKO BCTpeua-
eTcs B peallbHbIX CHUCTEMax, U JaHHBIN HE0CTaTOK
HE SIBJISIETCS CYILIECTBEHHBIM.

ITpumepsr CAP 11 Bcex BapHaHTOB IIpaB J10C-
Tyna K (aiinam npezacrasieHsl Ha puc 4. B cinyuae
c (aiimamu, GJIOKM NAHHBIX HE HCIOJIB3YIOTCS B
MOJIeJIM JIOCTyHa, MO3TOMY OHM omyuieHsl. [Ipu
«HYJIEBOM» DPa3pelleHUH, BCE IO0JII METAJaHHBIX,
cojiepaKallye KI4M, HenocTynHel. [Ipu paspere-
HUM «T1osibko Mg yreHus» DEK u DVK noctyn-
HBI, 4TO MO3BOJIAET paciin(pPOBLIBATH U IPOBEPATH
ook manubix. CAP s paspemieHus «dreHue-
3alluChy MpenocTaBiser Takxke goctyn k DSK.
Pa3pemienne «4TeHHE-BBIIOJHEHUE)» IPEIOCTaB-
JISIeT JJOCTYI K TeM e KJIFouaM, KaK M «TOJIbKO IS
YTCHHS», IMOCKOJIBKY TIOCNIe paciupoBKH (aiina
M0JIb30BaTEIb MOJKET BBINOJHUTH €ro Kak Ipo-
rpammy. CAP «dTeHus-3amUCH-BBIIOIHEHHUS» CO-
otBeTcTBYeT CAP «uTeHME-3amuCh».

I1paBa goctyma Meranannsie

‘ DEK ‘ DVK ‘ DSK ‘

TOJIBKO uns? ‘ DEK ‘ DVK ‘ DSK ‘
YTCHUS .

arerie- ‘ DEK ‘ DVK ‘ DSK ‘
3aITiCh.

‘ITCHHST ‘ DEK ‘ DVK ‘ DSK ‘
BBITTIOJTHCHHE!

'-{TCHME!-Sal'lMCb? ‘ DEK ‘ DVK ‘ DSK ‘
BBITIOJTHCHHE!

Puc. 4. Bapuanmot CAP ona ¢paiinos

Kak u B karanorax, B CAP ¢aitnoB He nmoauep-
KUBACTCSl pa3pEIICHHUe «TOJIBKO JUIsl 3aIlHCH.
Kpome TOro, mis ynajleHHBIX CHUCTEM XpaHEHUS
JAHHBIX Pa3pPEUICHHE «TOJBKO JUISl BBIMOTHEHUS»
ABJIAETCS HEIOIYCTUMBIM, TaK KaK IIPH BBINOJIHE-
HUU MPOrpaMMbl TPEIBAPUTENHLHO HEOOXOIUMO
npouuTaTh €€ daiii.

[Ipy BBHINOTHEHUM OMNEpalii MOHTHPOBAHUS
¢ailnoBoif cUCTEMbI MOJB30BATEN0 HEOOXOAMMO
CUHMTATh CYNMEepOIOK, COMEepk AN onucanne 0a3o-
BOM CTPYKTYpHl U aTpuOyTOB (ailIoBO CUCTEMBI,

n HoMmep I-y3nma kopHeBoro karajora. B maHHoM
ciydae takxke ¢ Homepom [-y3na xpanstcs MEK u
MVK kopHeBoro karajora, 4ro IO3BOJISIET BBI-
HOJHUTH pactuiu(PpoBKy ero Oloka MeTaaHHBIX.
JUist KaXI0ro 3aperucTpupoOBaHHOIO MOJIB30BATE-
Js1 CynepOIIoK 3amupoBaH ¢ MOMOIIBIO OTKPBITO-
ro KJIf04Ya 1 XpaHutcst Ha ctopore SSP. Takum 06-
pa3oM, KOrja MoJib30BaTeb MOHTHPYET (aiijIoByrO
CUCTEMY, OH pacmu(pOBLIBACT CYMEepOIOK, HC-
HIOJIb3YsI CBOW CEKPETHBIN KITFOY, U TOJTYy4aeT JI0C-
TYI K METaJJaHHBIM KOPHEBOT'O KaTajora.

B nmanHOM MeTome MpPHUCYTCTBYET HEIOCTATOK
M30BITOYHOTO XPAHEHUS METaJaHHBIX OOBEKTOB
(haitIoBON CUCTEMBI, TaK KaK JABYM IOJIb30BATEIISIM
C pa3NUYHBIMHM IIpaBaMU JOCTyIa HEOOXOAUMO
npenoctaButh aBa Bapuanta CAP. [[ns pemeHus
9TOH 3ajmaun OblIa pa3paboTana cxema auddepen-
muaru CAP, mpemycmarpuBaromas UCIojib30Ba-
HUe s Kaxkaoro gaina tpéx tunos CAP, omnpe-
JETSIONIMX TpaBa JIOCTYyNa BIAACIbIA, TPYIIIHI-
BJIJICIIbIIA H BCEX OCTAIBHBIX COOTBETCTBEHHO.

BbiBOoAbI

B nanHOM cTarbe NMpeuiokKeH METOJ OpraHu3a-
MU 3alIUIIEHHBIX (DaiIOBBIX CHCTEM Ha OCHOBE
KpUNTOrpauuecKux MPUMUTUBOB KOHTPOJS JOC-
Tyna, OTJIMYAIOIIUICSI COBMECTHBIM HCIOJIb30Ba-
HUEM CHUMMETPUYHOTO IIHU(PPOBAHUS W BHYTPCH-
HEell CXeMBbl ympaBlIeHHUS KIOYaMH, U OOecredu-
BalOIIM 0o0Jiee BBICOKYIO MPOU3BOIUTEIHHOCTD
npu HEoOXOaUMOW cTemeHu Oe3omacHocTH. JlaH-
HBI METOJ HMMEET Psiji CYIIECTBEHHBIX MPEUMY-
IIECTB!

1. Tlognepskka paciupeHHON MOJEIN KOHTPO-
7S JOCTYMa, MO3BOJIONIas 0ojee TOYHO OIMHUCHI-
BaTh Mpasa JI0cTyna K o0bekTaM (ailioBoil cucre-
MBI.

2. Vcnonp30BaHWE BHYTPEHHETO YIIpaBiic-HUS
KJIIOYaMU. B TIpenokeHHOM METO/€ BCE KIIOYU
HaxOoJTCS BHYTPU camMoil (aillioBOW CUCTEMBI U
XpaHATCsS B 3amu(pOBAaHHOM BHJIE HA CTOPOHE
SSP.

3. CoBmelieHre ypoBHsI 06€30MaCHOCTH METOAa
¢ mm$poBaHUEM METATAHHBIX U YPOBHSI MPOU3BO-
TUTENBHOCTH MeToAa 0e3 mudpoBaHUsS MeTaJaH-
HBIX.

OnHuM U3 CyIIECTBEHHBIX HEAOCTATKOB JIAHHO-
T0 METOJIa SIBJISIETCS CJIOKHAsI CTPYKTypa MeTaIaH-
HBIX OOBEKTOB (PailIOBOM CHUCTEMBI U TAaOIHIl Ka-
TaJOroB, YTO SBJISIETCS TPEIMETOM JTATbHEHIITNX
WCCIIEIOBAaHMH B IAaHHOW 00JacTH.
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