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BUPIIIEHHA NPOBJIEM IHT]:ZFPAHIT BIPTYAJIbHUX OPTAHI3AIIIN HA
IMPOBAUJEPAX PECYPCIB B YKPAIHCBKOMY HAIHIOHAJIBHOMY I'PIJI-CEI'MEHTI

B poboti nmpoBeaeHo aHaIi3 iCHYIOUHX MPpoOJieM iHTerpallii BipryansHux oprasizauiii (BO) B ykpaiHcbkoMy Ha-
nioHampHOMY rpig-cermenTi (YHI) Ta moka3aHo KiIt0ouoBi 0OMEXEHHS MpoBaiiiepiB pecypciB. 3amporoHOBaHO Me-
TOJVKH BUPINIEHHS MPoOJeM MacTaboBaHOCTi, THYYKOCTI Ta IUTICHOCTI MOMITHK, BigokpemieHHs BO. Bukonano
ycIilHe BIPOBaPKEHHSI METOIMK Ha TPpboxX Kiactepax YHI.

Contemporary virtual organizations (VVO) integration problems in Ukrainian National Grid (UNG) has been ana-
lyzed. Key limitations of UNG resource providers are shown. Techniques for solving the problems of scalability,
policy flexibility and integrity as well as VO separation are proposed. Successful deployments of proposed methods

are conducted on three UNG member clusters.
1. Betyn

I'pin-o6uncnenHs 1e pi3HOBUI PO3MOAUICHUX
00YHnCIIeHB, 1110 OPIEHTOBAHI HA BUKOPUCTAHHS pe-
CypCIB CBITOBOTO MacmiTaldy, 3a3BHUYail 13 3aCTOCY-
BaHHSM BHCOKONPOIYKTUBHUX OOYHCIIOBATBHUAX
knacrepiB [1]. 3a octanHi poku rpig HaOyBae Bce
OUTBIIIOTO PO3TOBCIOPKCHHS Ta PO3BUTKY SK B CBi-
Ti B msiomy (€Bpomeiicbka rpia-iHdpacTpyKTypa —
EGI [2]), Tak 1 B YkpaiHi 30kpeMa (YKpaiHChKHI
HaioHansHui rping — YHI [3]).

[ToGymoBa rpin-iadpactpykrypu, EGI un YHI,
€ nuiie (GyHIAMEHTOM JUIs BUPIIIEHHS Pecypcoe-
MHUX 3a7a4. ['0JIOBHOIO METOI0 KOOPAMHOBAHOTO
JIOCTYIIY JI0 PECypCiB € BHPILICHHS pEalIbHUX HAy-
KOBHX 3aBJaHb JWHAMIYHUMHU TpylaMu Joaed 3
PI3HUX YCTAHOB, B TaK 3BaHUX GipmMyanlbHUX Oped-
nizayisx (BO). locnimkenns koxxuoi BO HanpsiMm-
JIeH1 Ha BUPIIICHHS [IEBHOT HAYKOBO1 3a/1a4i.

OOMIH OOYMCIIOBAIBHUMHU MOTYKHOCTAMHU YH
MIPOCTOPOM 30epiraHHs JaHuX, 3 00Ky mpoBaiiiepiB
pecypciB Ma€e 4YiTKO BHU3HA4YaTH JI0 SKUX CEpBiCiB
HAJA€ThCS AOCTYI, KOMY 1 3a IKUX yMOB. MHOXH-
Ha KOPHUCTYBauiB Ta/ab0 yCTAHOB 1110 BU3HAYAETHCA
TaKMMH TPAaBUIIAMHU 1 € BIPTYaIbHOIO OpraHi3alliero
[1].

l'onoBHa cminbHAa pHca, MO0 XapaKTepHa IS
BCIX YYacHHKIB BIpTyaJbHOi oprasizaiii — BHPpI-
IIEHHS OJIHOTO Kjacy mpoOieM, a BiIMOBIJHO 1 BU-
KOPUCTaHHS OJHOTO Kiacy oONaaHaHHA Ta/abo
MPUKIIAJHOTO MporpaMHoro 3abesneueHHs. Criib-
HUHW KJac 3ajad JUKTY€e OJHAKOBI BUMOTH JI0 CEp-
BICIB Tpil-iH(pacTpyKTypu mo OyayTb BUKOpHUC-
TaHi, MPOLIECOPHOTO Yacy Uil BUKOHAHHS po3pa-
XYHKIB, OOCSTIB Ta KpUTEpiiB 30epiraHHs 1aHUX.

Taxi BUMOTM MOKYTh MPHUHILUIIOBO BiIPi3HATH-
cs1 uig pisaux BO, npote ogna i Ta cama BO gitko

BHCYBAa€ BUMOTH J0 Tpif iHPpacTpykTypu. Came
TOMY OJIMHUIICIO 3 KOO MPAIOE TIPOBAIEp pecy-
PCIB, SIK €JIEMEHT 3arajibHo1 rpia-iH(ppacTpyKTypH,
€ BipTyasnbHa opranizamis [4]. Lle#t minxin Hamae
MOJKJTUBICTh THYYKOTO HAJIAIITYBAaHHS JIOKATHHOTO
IUTaHYBaJIbHUKA PECYpCiB OOUYMCIIOBAIBHOIO €lie-
MEHTY JJIsl TapaHTii MPOIECOPHOrO Yacy, 4d KOH-
¢irypanii KBOT Ha eJeMEHTI 30epiraHHs 3TigHO
IOMOBJIEHOCTEN 3 Ticro uM 1HIIO BO. Bigmosin-
HO, JIOTOBIp 3 TpOBaifepaMH pecypciB BinOyBa-
eThes Ha piBHI BO, a He OKpeMUX KOPHUCTYBaviB.

2. NMpo6nemu iHTerpaudii BO Ha npoBanagepax
pecypiB B YHI

Indpactpykrypa YHI' ictopuuno moOymoBaHa
JEIEHTPAII30BaHUM YMHOM 0€3 YiTKOi KOOpJuHa-
1ii. Po3BuBaro4nCch, HOB1 0OUHCITIOBANIbHI KIACTEPH
nig’ennyBaauck g0 YHI BcranoBmioroun 06a3oBy
MOCTaBKy IPOrPaMHOTO 3abe3meueHHs] MPOMBKHO-
ro piBHs Nordugrid ARC [5] noctynHy Ha yac iH-
CTaJIALIL

Koundiryparis rpix Ha oGUMCITIOBATLHUX KIlac-
Tepax MpU TAKUX IHCTAIALIAX OOMEXyBanach Ju-
nie 0a30BUMH cepBicaMH pPIBHS pecypciB: oOumc-
moBanbHUM enemeHToM (CE) Ta nokanpHOMO iH(DO-
pmartiiiHoto cuctemoro rpia-pecypey (GRIS) [6].
KoHpirypariiss 004uCIIIOBaIbHOTO €IEMEHTY TaKOXK
3anumianacs 0a30BOIO, 3 BUKOPUCTAHHSIM TakK 3Ba-
HOI knacuunoi asmopuzayii. Kino4oBi BI1acTUBOCTI
KJIAaCMYHO1 aBTOpH3allii 11e [7]:

® BHUKOPUCTaHHS JIOKAIbHUX OOJIKOBUX 3a-

MUCIB Ta (aiisiB BIIMOBIAHOCTI;

e MeXaHI3MHU aBTOpHM3allii 3aMHKae Ha co0i

omepailiiiHa cucrema;
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® Tpia-cepBicM HE MPOBOAATH JIOJATKOBHX
MEPEeBIPOK JJIST PO3MEKYBAHHS MPaB JIOCTY-
my.

Ha OGumemocti mpoBaiiaepis YHI' 3actocoBani
TPUBIANIbHI HANAIITYBAaHHS KJIACUYHOI aBTOpH3aMii
— BUKOPUCTAHHS €IMHOTO OOJIIKOBOTO 3aIHCy VIS
Oynb-siKoTo ydacHuka Oyap-skoi BO. Crnucku y4da-
cHukiB BO GopMyrOThCS aTOMaTUYHO 3aBISKU BU-
kopuctanHio cepBicy VOMS. IlepeBaxkHy Oiib-
mricth ykpaiacbkux BO o6ciyroBye VOMS cepsep
KHY [8], npoTe BUKOPUCTaHHS CEpBiCY 0OMEKEHO
JIUIII€ OHOBJIEHHSIM CIIMCKIB KOPHCTYBauiB.

BukopucTaHHs Takoro MiIXOQy Mae KIHOYOBi
obmexxeHHst st iHTerpaiii BO:

e MacmraOoBaHICTh: KOXHa 3MIHA MOJITUKH
noctyny ansa ydacHuka BO notpebye 3MinH
Ha KO>)KHOMY ITpOBaiiJiepi pecypcis;

e ['HyukicTh mosiTHUK: BOYIOBaH1 3acobu KO-
HTPOJIIO TOJITUK OMepauiiHoi cucreMu
MOXYTh OyTH HEJOCTAaTHHO THYYKUMH JUIS
MIATPUMKHA BHYTPIMIHBOI cTpykTypu BO
rpia-cepBicaMu;

e [luricHicTh: BOYIOBaH1 3acO0M KOHTPOJIIO
MIOJIITHK OTEpaIifHOl CUCTEMU MOXYTh Bi-
JpI3HATHCS HA PI3HUX MPOBaMIepax pecyp-
ciB;

e Bimokpemnenus BO: npus’s3ka g0 BO Bi-
n0yBaeTbcsi BUKIIOUHO 3a DN kopucTyBa-
Ya, 1 HE MOXK€ KOPEKTHO IMpaIoBaTh B BU-
MajKy y4acTi OJJHOTO KOpUCTyBaya B JEKi-
npkox BO.

e besneka: 3aBmaHHs pPI3BHUX KOPUCTYBayiB
pi3aux BO MaroTh 3MOTYy OTpUMaTH JOCTYI
1o ¢ainiB Ta MPOIECiB BCIX Tpin-3aBIaHb
yepe3 poOoTy Bif iIMEHI OJHOTO JIOKAIbHO-
ro 00JiKOBOTO 3aIUCY.

B pesynpraTri Takumx oOMexeHb KOHIryparii
npoBaiinepiB pecypcisB B YHI, He BinOyBaeTbcs
po3aineHHss poOoTu pidHUX BO, He Kaxkyuum Bxe
PO MIATPUMKY BHYTpilIHBOI cTpykTypu BO. Bin-
MOBIHO 3aJIMIIAIOTHCS HEBPAXOBAHUMHU OCOOJIUBO-
CTI BMMOT MpPUKJIAJHOTO TPOrpaMHOro 3abe3rme-
yeHHs koxkHO1 BO, sikiif HagaroThes pecypcu. Lle
HPU3BOJUTD JI0 8IOCYMHOCMI eqh)eKmuUHo20 Niamy-
8aHHs 3A80AHb, WO 6ede 00 NPOCMOI0 HAYIOHAIb-
HUX 004UCTIO8ATILHUX PeCyPCI8.

binemr Toro cepen 6nu3bko 30-TH y4acHUKIB
VHI' nuiie oguHMIN CHIAKYIOTh 32 OHOBJICHHSIMU
IPOrpaMHOTO 3a0e3MeYeHHs IMPOMDKHOTO pIBHS
Ipi Ta MPOBOAATH poOOTH 3 PO3TOPTaHHS YM 3a-
Oe3nedyeHHs MIATPUMKH HOBUX cepBiciB. Takum
YMHOM CBOTOJHI CTOITh npobiema neinmeponepa-
benvHoi pobomu HPPACTPYKTYypU: MOMUIIKU B PO-

00Ti Ta HECYMICHICTh PI3HHX BEpCiii MPOTrpaMHOTrO
3a0e3neueH s, MPaKTUYHO TOBHA BIICYTHICTH IiJI-
TPUMKH POOOTH 3 cepBicaM piBHA Kooreparii rpij.

UYepe3 30UIbIICHHS AKTUBHOCTI BHKOPHCTAHHS
iHppacTpykrypu Takumu BO gk moldyngrid,
networkdynamics ta medgrid, HackoromHi mTpo-
Onmema iHTepOIepabdoIBLHOCTI TOCTPO CTOITH MEpen
YHI'. Po6oTu 3 BupimeHHs mpo0ieM KOOpIuHOBA-
HOT po0OTH 1HPPACTPYKTYpH 3aKIAJACHO B JACPKAB-
HYy LUIOBY HAyKOBO-TEXHIYHY MPOTpaMy BIPOBa-
JOKEHHS 1 3aCTOCYBaHHS I'pig-TexHoIoriid Ha 2009—
2013 poku. B pamkax mporpamu CTBOPEHO KOOP-
TUHAIIAHUM KOMITETY, SKHH MPOBOIUTH POOOTH
110 BCTAHOBJICHHIO PETJIAMEHTY pOOOTH SIK MTPOBaKi-
JEpiB pecypciB Tak 1 BIPTyaJIbHUX OpraHizaiid B
VYkpaiHi.

[Ipore HaBiTh 3a iHTeponepabenbHOi PoOOTH,
JUTSI BUpIIIEHHS TPo0JIeM MacmTaboBaHOCTI, THYY-
KOCTI, ITUTICHOCTI Ta BiokpemiieHHs: pobot BO Ha
mpoBaiifiepax pecypciB HEOOXiaHI METOIUKH, IO
JIO3BOJISATh CHCTEMATH3YBaTH MIAXIJ 10 1HTerparii
BO. Po3po6xka Ta BIpoBa/pKEHHST TAKUX METOJIUK €
3aBJAHHSM JIaHOT pOOOTH.

3. 3acBiaveHHs yyacTi B BO

Knacuuna aBTopu3ariisi He BpaxoBye (akTop
ydacti kopuctyBadya B BO. Inentudikaris kopuc-
TyBada BKa3y€ TUIbKM Ha WOTO YHIKaJIbHE 1M’s
(DN) 3a sikuM HEMO>KJIMBO OJHO3HAYHO BU3HAYHUTU
npuHanexHicte 10 BO [7]. B toii yac edextuBHe
PO3IUICHHS pecypciB (pe3epBalliidi 4 mpuopires3a-
1ii 00YHCITIOBAILHUX MOTYXHOCTEH, KBOT €JIeMEH-
TiB 30epiranHs) noTpedye MexXaHI3MiB BU3SHAYCHHS
Takoi iH(opMmarrii.

Meroaom, 10 J103BOJISIE TPOBECTH iNCHTHU(IKA-
niro npuHaIe)KHOCTI 10 BO € 3acBimueHHs 3a J10-
nomororo cepepa VOMS [9]. Ha choronui poboty
3 VOMS miarpumyroTh BCi MPOEKTH MO po3poOIIi
IIPOrpaMHOro 3a0e3MedYeHHs] MPOMDKHOTO PIBHS
rpig. Ciny:xx6a VOMS € HeBif’ €MHOIO CKJIaJOBOIO
EMI ta IGE.

Mertoauka 3acBinueHHs ydacti B BO OyayeTbes
Ha PO3LIMPEHHI NpOKCi-cepTU-(IKaTIB Jeneramnii
KopHcTyBada. YuacHuK BO, 3a 10mOMOTo0 yTHii-
TU U1 CTBOPEHHS JIeNerallii, 3BepTaeThCs 10 cep-
Bepy VOMS 3 3anmutoMm 11010 3acBiTdeHHS Mapa-
meTpiB yuacti B BO. VOMS cepBep cTBOpIOE cep-
tudikar arpubytiB (Attribute Certificate — AC)
[10], sikuii MICTUTB MIEpeNiK MpaB JOCTYIY Y4acHU-
Ka BIAMOBIAHO 10 iHpopMalii B 6a3i qanux. Takuit
AC 3acBimuyerbess LM(POBUM MIAMUCOM CEpBEPY
VOMS Ta nepenaeTscs KIIEHTY KOPUCTYyBaya, 110
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nomae AC sk posmmpeHHs A0 0a30Boi jgenerarii
[9]. I'pin-cepBicu, 10 MATPUMYIOTH TaKe PO3IIH-
PEHHS 3MOXKYTh IMpPALIOBATH 3 HapaMeTpamH J0C-
tyny BO, B Toii 4ac gk iHmi peanizauii OyayTs ir-
HOpPYBaTH TaKe PO3IIMPEHHS 1 MpalfoBaTH CIHpa-
IOYUCh Ha KJIACHYHY aBTOPHU3AIIILO.

[Tapamerpu yvacti B BO BimoOpakeHO B TOB-
HOMYy imeHi arpuOytiB kopucrtyBaua (Fully
Qualified Attribute Name, FQAN). B AC micTuts-
csi mnepenik FQAN Bcix arpuOyriB, 3acBim4eHHs
SKUX BUMAarajloch B 3amuTi KopuctyBada. FQAN

Mae€ HacTymHu# dopmar:
/VO[/group[/subgroup(s)]] [/Role=role] [
/Capability=cap]

4. MeToguku iHTerpauii BO Ha npoBangepax
pecypciB

Merton 3acBimueHHs yaacti B BO 3a qomoMmororo
ceprudikaty aTpuOyTIB I03BOJIAE Tpia-cepBicam
Ha IIpoBaiiepi pecypciB OTpuMaTH iHpopMaIlito K
mpo y4dacts BO, Tak 1 0cOOIMBOCTI ydacTi BIAMOBI-
JTHO JI0 BHYTPIIIHOI CTPYKTYpH.

[IpaBa nocTyny ydacHuKa BioOpa)keH1 BUKIIIO-
gyHO B FQAN, Ta MOXXyTh 3MIHIOBATHUCh QIMIHICT-
patopoMm BO uepes iHTEepdeiic kepyBanas VOMS
[8]. Cepaicu 1m0 HEe MOTPEOYIOTH 3aMTYCKY OKPEMHUX
MPOIIECIB BiJl IMEHI KOpHUCTYBaya (HampHKIag eje-
MEHT 30epiraHHs 4u KaTtajor Qaiiiis) ams 3ade3mne-
YEeHHsSI BUKOHAHHS IMOJIITUKU JOCTYIY BUKOPHCTO-
BytoTb FQAN Oe3nocepenubo. SKIo HEOOXigHO
BHKOHATH 3aITyCK IPOIIECIB (HAMPUKIIAL 00UHCITIO-
BAJIbHUM €JIEMEHT YW IHTEPAaKTUBHUM BXiJ) HEOO-
XiJIHE HaJaHHSA BIiAMOBIMHOCTI KopucryBada BO
JoKaIpHOMY o0OmikoBoMy 3amucy OC Bim iMeHi
SIKOTO OyJIe 3aITyIIeHO IUJTLOBHH MPOIIEC.

[Iporpamue 3abe3mevyeHHS TPOMDKHOTO PIBHSA
Nodrugrid ARC, mo BukopucroByerbes B YHI', He
MICTUTh IITATHUX 3aCO0IB HAJAHHA JIOKATBHUX 00-
JIKOBUX 3anuciB B 3a1exHOCTI Bif FQAN yuacHu-
ka B BO [5].

3 HOCTaBKOI MporpaMmHoro 3abesnedeHHs glite
npoekty EGI BuKOpUCTOBYeThCS iH(pacTpyKTypa
Site Access Control (SAC) [11].

Bukopucranus 6i6miorek SAC mns Nodrugrid
ARC 1103BONHUTH BU3HAYUTH €IUHI MOJITUKU JIOC-
TYIly Y BUIAJKy OJHOYAcHOT poOOTH CEepBICIB Pi3-
HOTO TPOTPaMHOTO 3a0e3MeueHHs] MPOMDKHOTO pi-
BHS (B TOMY YHMCIII aBTOpH3allii Ha eneMeHTax 30e-
pirasss, TOIIO).

Posrnsinemo meronuku inTerpauii BO nHa mpo-
Baiifiepax pecypciB 3 BUKOPHCTaHHIM iH(pacTpyk-
Typu SAC B 3actocyBanHi 10 Nodrugrid ARC.

4.1. Binokpemuenns BO. Buxonsuu 3 mpo-
BEJICHOTO BWIIE aHATI3Y BUIUIMBAE, IO IS PO3Ii-
JeHHs HocTyny pizaux BO, BignoBiaHi iM 001iKOB1
3aMycu MaroTh OyTH pisHUMU. binbm Toro, mis mi-
JIBUIICHHS €()EeKTUBHOCTI poOOTH TpoBaiizepa pe-
CypciB € HEOOXIIHICTh PO3AUIATH POOOTY pPi3HHX
ydacHHKIB ofHiei BO mst:

® BIJIOKpEMJICHHS POOOTH (BUKOHAHHS 3aJadi
OJIHOTO YYaCHHKAa HE MOXKE BUMAJKOBO YU
HABMHCHO 3aBa/INTH BUKOHAHHIO 3aBJIaHHS
IHIIIOTO0);

e HaJaHHS PI3HUX MPaB JOCTYIY B 3aJ€KHO-
cti Bim FQAN yuacHuka;

e 3abe3meueHHs  ‘“‘crpaBemnuBoro”’  (fair
share) po3auieHHs pecypciB (CepBICH oTe-
paniiiHoi cucTeMu He MoB’s3aHi 3 poOOTOIO
I'piJl MOBUHHI PO3PI3HITH 3aBJaHHS PI3HUX
YYaCHUKIB, 1[00 YHUKHYTH MOHOTOJIBHOIO
BUKOPUCTAHHSI PECYpCIB).

Binoxpemnenns BO € 0co611BO BaXJIUBUM IS
po6OTH BIpTyalIbHUX OpraHi3alliid, sKi Opi€HTOBaHI
Ha 00pOOKY 3aXMILEHUX MPUBATHUX JIaHUX. 3a CTa-
TAYHOTO MAXOY J0 BIAMOBIIHOCTI KOPUCTYBAYiB,
o BukopucToByeThesi B Nodrugrid ARC, nipu pe-
amizanii BIOKpEMJICHHS BUHUKA€E MpoOJieMa Mac-
mTa0yBaHHS: YYaCHUKU JIOAAIOTHCS Ta BHIAIS-
IOTHCS 13 BIPTyaJIbHUX OpraHizarliii He3aJeKHO Bif
MpoBaiiepiB pecypciB, M0 YCKIAIHIOE MPOIEC Ke-
pYBaHHS BIAMOBIAHICTIO O CUCTEMHHUX OOJIIKOBHX
3aIlUCIB.

s BupimeHHs mpoOiaeMu MacimTaOyBaHHS He-
00XiTHO BUKOPHUCTOBYBATH JMHAMIYHO PO3IOJiIe-
Hi pecypcH OOIIKOBUX 3alUCIB — nyau KOPUCm)y6d-
yig¢ (B aHTI. pool — cykymHicTh 00°ekTiB). JIoka-
JBbHUNU OOJIIKOBHM 3amUC CTaBUTHhCSA y BIAINOBi-
HICTh A0 ineHTHdikanii KOpUcTyBaya AMHAMIYHO,
3a J0TOMOroro mMexaHizmy openau [12]. ns ineH-
tudikaiii BukopuctoByeTbcsi DN ydacHuka pazom
3 VOMS FQAN. TakuM yuHOM TpH 3acBiT4cHHI
yuacti B BO, xopucTyBaueBi CTaBUTbCS Y BIINOBI-
THICTh OOJIIKOBHI 3amuc 13 myiny, [0 BiANOBigae
naniit BO. nsa onniei BO M0oXyTh iCHYBaTH JieKi-
JbKa MyJiB, a BIIMOBIAHICTE OONIKOBHM 3amucam
BiZIOyBa€THCS B 3aJICKHOCTI Bl TPYIH, pOJIi UM aT-
puOyTiB yyacHHMKa. Po3MipHu myiiB BH3HAYaIOThCS
KUIBKICTIO Ta (YHKIIIMH pecypciB IpoBaiiziepa Ta
JIOKaJIbHUMU TIOJIITUKAMU BUKOPUCTAHHS PECYPCIB.

3abe3neuyroun po3noAil 3a OOJIKOBUMH 3alu-
caMM Ha piBHI omnepamiifHoi cucteMu, myiu He 00-
MEXYIOTh apXITEeKTYpy TpiA-cepBiciB, fKi B CBOIO
4epry MOXKYTh JOJATKOBO BH3HAYATH MpaBa JOC-
Tymny 6e3nocepeHbo Bukopuctoyroun VOMS AC
nenerartii.
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Puc. 1.Cxema anzopummy eé3aecmooii GSI 3 oioniomexamu LCAS/LCMAPS

4.2. listicHicTh Ta THYYKIiCTh MOJIITHK 32 J10-
nomororw SAC. Site Access Control — e ingpa-
CTpPYKTypa 010J1I0TEeK Ta CEpBICIB JIOKAIHHOT aBTO-
pu3arlii, o HaJae MEXaHI3MHU peastizallii MOJITHK
JOCTYIy JI0 Tpi-pecypcy Ta 3a0e3reuye BilmoBiji-
HICTh TPiA-KOPHCTYBAUiB JIOKAIBHUM OOJIKOBUM
3amucaMm [Ommoka! MCTOYHMK  CCHUIKH — He
Haiien.].

biomiorexku LCAS ta LCMAPS indpacTpykTy-
pu SAC npexacraBieHi HAOOPOM HE3aNEKHUX MiJI-
KITFOYEHHUX TIPOrPaM.

Local Centre Authorization Service (LCAS) —
0i0mioTeka s peaiizaiii MeXaHi3MIB KOHTPOJIIO
JOCTYIly Ha cepBicax rpia. Bona saBnsie coboro Ha-
0ip METOAMK NPUUHSATTS PIMICHHS PO YCIHIINIHY
aBTOPU3AIIII0 Y1 3a00POHY JOCTYTY.

Local Credential MAPping Service (LCMAPS)
— OibmioTeka [y peainizaiii MEXaHI3MIB MPHUCBO-
€HHSI JIOKAJIbHUX MOBHOBaXkeHb (Takux sk UID 06-
JIKOBOTO 3alluCy) A7 TPia-3aBlaHb, 110 BUKOHY-
IOTHCS Ha JIOKAJIbHUX (pabpuKaTax.

Ha pucynky 1 300paxeHO cXemy alropuTMy
B3aemonii GSI 3 6Giomiorekamu LCAS/LCMAPS.
Bukopucranus incrpymentapito LCAS st 3a6e3-
MIeYEHHs MOJITUKU aBTopu3alii pazom 3 LCMAPS
JUIs. CTBOPEHHSI MPaBWJI BIINOBITHOCTI 3a0e3mneuye

JIOKaJbHY aBTOPHU3AIlIIO T'PIA-CEPBICIB Ta J03BOJISIE
e(eKTUBHO TpaIoBaTh 3 cepTtudikataMu aTpuoy-
TiB VOMS 3aBOsgky BIiAMMOBIZHHUM MiIKIIOYEHUM
nporpamam SAC.

Bci minkmrodeni nporpamu LCMAPS po3sains-
I0Th Ha JIBa TUIIU: MOOYJli NPUCBOEHHS (acquisition)
Ta MO0V 3abe3neyenns 8UKOHaHHs (enforcement).
Moayni npucBOEHHS MpU3HAYeH1 1 300py 1HDO-
pMarlii 1o/10 HaJaHHs MOBHOBAKEHb JJISI KOKHOTO
3aMuTy, SKi MPUCBOIOIOTHCS MOAYISIMHU 3abe3me-
YEHHsI BUKOHaHHS [12].

Jis Nodrugrid ARC 0ysio cTBOpeHO 30BHIIIHI
3acTocyBaHHd 1m0 Bukiukaiwotb LCAS Ta
LCMAPS. BignoBiiHO A0 airoputMy poOoTu
(puc. 1) LCAS mnpuiimae GiHapHe pillleHHS 100
HAJaHHA YW BIIXHWIIEHHS JOCTYIY. 30BHIIMIHbOMY
3acTOCYBaHHIO TiepenaeTbcsi DN kopucTyBaua Ta
nsx Ao ¢aitny 3 mpokci-ceptudikarom. LCAS
nepeBipse uudpoBuil mianuc cepsepy VOMS Ta
BUKOPUCTOBYE TEPEBIPKY JIOCTYILY BiMOBIIHO 10
KoHirypanii. Koa noBepHeHHsI BUKOPUCTOBYETHCS
JUTSL TIPUAHSATTS PillIeHHS.

[Mpuknan xoudirypanii LCAS mns peanizarii
KOHTposio joctyny 3a VOMS AC HaBeneHo Ha
puc. 2.
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pluginname=lcas_voms.mod, \

pluginargs="-vomsdir /etc/grid-security/vomsdir/ \
-certdir /etc/grid-security/certificates/ \
-authfile /etc/grid-security/voms-user-mapfile

Puc.2. Jlicmunez kongpizypauiitnozo ¢aiiny LCAS ons pooomu 3 VOMS AC

"/moldyngrid/Role=VO-Admin"
"/testbed.univ.kiev.ua" .tb

"/moldyngrid/modelling/Role=production"
.mdgadm

.mdgmodprod

Puc.3. @pazmenm nicmunzy ¢aiiny voms-user-mapfile

HupekTopis vomsdir MICTUTh MyONidHI cep-
tudikatu cepepiB VOMS siki o6cnyroBytots BO,
o0 MIATPUMYIOThCS; certificates MICTUTh
ceptu(dikaTi OBIPEHUX KOPEHEBUX LIEHTPIB Cep-
tudikanii rpig. Paitn voms-user-mapfile
MicTuTh criucok FQAN, siki JomyiieHi 10 BUKOPH-
cTaHHs pecypcey (puc. 3).

B naBeneHiit xoHdirypauii OyayTh IOMYyIIEHI
Bci 3acBimueHi yyacHuku BO testbed.univ.kiev.ua
ta ydacHuku rpymu modelling 3 pomuto production
g pomo VO-Admin BO moldyngrid. [dpyruii
napameTp He BUKopuctoByeThes LCAS, nmpoTte He-
OOXITHUHN JJI1 BUKOPUCTAHHS IIbOTO K aiiny 610-
niorekoro LCMAPS.

Bunecenns pimeHHs 1010 aBTOpHU3aIlii Ha pe-
cypci B LCAS n03Bos1sie€ 3MIHIOBATH MOJIITHKY JI0C-
Tyny 0e3 nmepekoHdirypariii caMoro cepaicy.

Nodrugrid ARC BHKOHYE TPUCBOEHHS JIOKAIb-
HUX TMOBHOBaXeHb (omepartii setuid Ta setgid) 3a
JOTIOMOTOF0 BOY/IOBaHMX 3ac0O0iB, MPOTE IS MPH-
CBOEHHSI BHKOPUCTOBYIOTHCSl JIMIIIE MEXaHI3MU
kinacuuHoi aBTopm3anii [5]. Bukmuk LCMAPS 3
OKpeMOi MIAKII0YEHOT MPOrpaMH He MOXKe BUKOHA-
TH 3MIHY IOBHOBaXEHb B 0AaTHKIBCBKOMY MPOIIECI.
Tomy st po6otu 3 Nodrugrid ARC HeoOxigHO
3a0e3MeynTH Tnepeaady BU3HAYCHUX MMOBHOBAKEHb
Bim LCMAPS.

Ananoriuno 10 Buxiuky LCAS, BukoHyBaHii
nporpami nepeaaerscss DN kopucTyBaua Ta HIISX
1o Qaiiny 3 npokci-ceptudikarom. [Iporpama Bu-
koHye BUKIMK LCMAPS, koHdirypariiis skoro He
MOBHHHA BHKOPUCTOBYBAaTH MOJYJi 3a0e3MedyeHHs
BUKOHaHHA. OTpHMaHi 3HaYEHHS JIOKAJIbHUX IOB-
HoBakeHb nepenatoTbes 10 Nodrugrid ARC sikuit i
BUKOHY€ HEOOX1/IHE PUCBOEHHSI.

IIpuknan  koHodirypanii  LCMAPS
Nordugrid ARC naBeneno Ha puc. 4.

Konoirypauiiinuii ¢aiin Bu3HA4Yae HACTYIHI
omepartii:

e (go0od — BHKIHMKAaEe MOAYJb 3a0€3MECYCHHS

BHUKOHAHHS, 1110 HIYOTO HE POOUTH;

TS

e vomsextract — BukiukaTu 6a30BUI MOIYJb
po6otu 3 VOMS, mo 06pobisie VOMS AC
PO3IIMPEHHs JieNieraiii KoprucTyBada 3 BH-
kopuctanHaM VOMS APl Ta 30epirae
inentudikamito VOMS B cTpykTypax na-
Hux LCMAPS gnns  poGotu  iHIIMX
MIAKJIIOYEHUX MTPOrpam;

(] vomspoolaccount — BUKJIHMKaTH MOIYNb,
akui noseprae 3HadeHHsa UID noxanbHOTO
00JIIKOBOTO 3amlKCy 3 33JaHOT0 MYy KOpH-
CTyBadiB BiMOBIIHO 70 y4dacTi B BO;

e vomslocalgroup -  ananoriuso 70
vomspoolaccount, ane moBepHyTH 3HaY€H-
a1 GID;

BinmoBimHo 1o BW3HaueHWX omepariid dhopmy-
€THCSI TIOJIITUKA MPUCBOEHHS JIOKAJbHUX MMOBHOBA-
JKEHB!

e BHKJIMK vomsextract: sSIKIIO 3HAWJIEHO Balli-
nHe AC po3mMpeHHsS BUKIMKAETHCS MO-
nyas vomspoolaccount (Buznauenns UID),
1HaKIIe poboTa 3aBepIIyeThCs 0e3 3abe3rme-
YeHHsI BUKOHaHHS (good);

e Skmo Bu3HaueHHss UID BuKoHAHO yCHIIIHO
(vomspoolaccount) BuzHauaetscs GID, B
OPOTHJIC)KHOMY BUIaaKy podora LCMAPS
3aBepuryeThest (good).

e [Ilicns Busnauenns GID (vomslocalgroup)
pobora LCMAPS 3aBepuryetsces (good).

@aiini Ta TUPEKTOpil BKazaHi B KOHQIryparii-
MICTATh iH(popManio mojao npus’szku FQAN no
nyay KOpHUCTyBadiB. IM’ JIOKanbHOTO aKKayHTY 3
nyay MICTUTh Homep (Hampukiaa, ams BO
moldyngrid iMeHa akkayHTIB NpeACTaBJIeHI MHO-
)kuHOtO: mdg0l, mdg02,.., mdg50). Im’s
CKJIaJjaeThesl 3 6a30BOr0 IMEH1 JI0 SIKOTO JI0JIA€ThCS
nopsAkoBUi Homep. B kougirypamii s mocu-
JIaHHS Ha MYyJ BUKOPUCTOBYETHCS HOTAIliS KPANKH
— 3a3HavaeThes Nuie 0a3oBe iM’s, AKOMY HEepeaye
CUMBOJI «Kpamkay (HampuKkIaj A7 MOCHUIaHHS Ha
nyr s BO moldyngrid BukopucTOBYyeThCS
.mdg).
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good =

" -override inconsistency"

" -do not use secondary gids"

" -mapmin 1"

voms :

vomslocalgroup -> good

"lcmaps dummy good.mod"

vomsextract = "lcmaps voms.mod"

" -vomsdir /etc/grid-security/vomsdir"

" -certdir /etc/grid-security/certificates"
vomspoolaccount = "lcmaps voms poolaccount.mod"

" -max mappings per credential 1"

" -gridmapfile /etc/grid-security/voms-user-mapfile"
" —-gridmapdir /etc/grid-security/gridmapdir"

vomslocalgroup = "lcmaps voms localgroup.mod"
" —-groupmapfile /etc/grid-security/voms—-group-mapfile"

vomsextract -> vomspoolaccount
vomspoolaccount -> vomslocalgroup |

| good
good

Puc.4. IIpuxnao ¢aiiny xongpicypauii LCMAPS ona po6omu 3 Nordugrid ARC

5. BnpoBagXeHHs1 MeTOAUK

OmnucaHi BHIIE METOIUKH OyJIM 3aCTOCOBaHI J10
oOuncIoBaIbHUX KiactepiB KuiBCchkoro HarioHa-
JTpHOTO YyHIBepcuTeTy iMmeHi Tapaca IlleBuenka
(KHY), Iacturytry mMosekyaspHoi 6i0JIOTii 1 TeHe-
tuku (IMbil') HAH Vkpainu ta HamionamsHoro
HayKOBOT'O IIEHTPY 3 MEIUKO-0I0OTEXHIYHUX IIPO-
onem (HHIIMBIT) npu npe3unii HAH Ykpainu.

AnapatHa Ta MporpamMHa apxiTekTypa oOuuc-
JIOBAIBHUX KJIACTEPIB ICTOTHO BIAPIZHAETHCA,
MPOTE€ BUKOPUCTAHHS OMUCAHUX METOJUK IHTEerpa-
uii BO € yHiBepcaibHUM MEXaHI3MOM, IO J03BO-
JIsi€ TIPOBOJUTH TMOAAJIbIIe PErynoBaHHS e(pEeKTHB-
HOTO IJIaHYBaHHS BIAMOBITHO JO OCOOIUBOCTEH
MPOrPaMHOT apXITEKTypu Ta TOMOBIIEHOCTEH PO
pesepnailii 3 koxxHoto BO. Pazom 3 Tum Bupimry-
I0TbCS 3a3HaueHi MpoOJieMU KIAaCHYHOI aBTOpH3a-
il

Ha koxHOMy mpoBaiifiepi pecypciB, HalalTo-
BaHo po6oty Nordugrid ARC 3 30BHiIIHIME TIpO-
rpamamu BUKIMKY LCAS ta LCMAPS. Bnposa-
JDKEHO KOHirypamito 0i0aioTeK sika BHUKOPHUCTO-
BYye iHpopmariiro 3 VOMS AC.

Ha oGuncmoBansHomy kiactepi KHY Ttakox
(GYHKIIOHYIOTh CEpBICH IPOrpaMHOro 3abe3me-
4yeHHs glite, 1110 BUKOPUCTOBYIOThCS It pOOOTH B
iHppactpykrypi EGI. Li cepBicu TakoX BHKOpHC-
TtoBYy10Th LCAS Ta LCMAPS, mo 3a0e3neuye iH-

TeponiepabenbHy poboTy it BO HesanexxHO Bif
TOYKHU BXOJY.
B ctBOpeHiii koHbIrypartii, 11s1 06CIyroByBaH-
Hs HOBOi BO npoBaiizepoM HE0OXiTHO:

® CTBOPUTH HOBUW TyJd KOpHUCTyBadiB (abo
JIEKUTbKa MYJIiB 32 HEOOXIHOCTI MATPUMKH
CKJIaJIHOT BHYTPIITHBOI CTpYKTYpH BO);

e jonatu 10 cnuckiB ponymeHnx FQAN Ho-
Bl 3alMCH BAMOBITHO 110 iH(popMalii Haga-
Hoi BO;

e jojatu iHoOpMaIlio po ceptudikar cep-
Bepy VOMS, 1o o6cayrosye BO.

Pa3om 3 MeroaukamMu aBTOpH3AIlii, 3aIPOIIOHO-
BaHUU MiAXiJ 3a0e3MeunB 1HAUKAIIIO KIacy BHUKO-
HYBaHMX 3ajJ1a4 3a ineHtudikaropom rpynu (GID)
nynay KopuctyBadiB. Lle mo3Bonmio HamamTyBaTu
pesepBallii Ta BUKOPHUCTOBYBATH IPOTHO3YBAHHS
yacy OOpaxyHKY JIOKaJbHOTO IJIaHyBaJlbHHKA,
3MEHIIYIOUM Yac MPOCTOI0 OOYHCIIOBAILHUX pe-
CypCiB 3a3HaU€HUX KIIACTEPIB.

6. BucHoBKMu

Byno npoananizoBaHo iCHYIO4Yi poOIeMH 1HTe-
rpauii BO Ha mpoBaiifepax pecypcis YHI min ke-
pyBanHsaMm Nordugrid ARC, Ta chopmoBaHO KIiTtO-
4OB1 OOMEKEHHsI ICHYIOYOT'0 MiAXOy: BIJICYTHICTh
MaciTaboBaHOCTI, THYYKOCTI Ta LUTICHOCTI MOJi-
TUK JOCTYIY, Pa3oM 3 MpoOieMaMH BiJOKpEMIICH-
Hs poOotu pizHuX BO.
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EdexTuBHE 1U1aHyBaHHS JIOKAIBHUX PECYpCIB
MOJKJIMBE JIMIIE 332 HABHOCTI JE€TEPMIHOBAHUX BU-
MOT JI0 IPOIIECOPHOTO Yacy, 00CATIB Ta KPUTEPiiB
30epiraHHs 1aHUX, K1 IUKTY€E MPUKIAIHE MpOrpa-
MHE 3a0€3Ie€4YEeHHs], 1[0 BUKOPUCTOBYETHCS. ToMy
HEOOXIIHUM € PO3JUICHHS JOCTYIy IUIS PI3HOTO
KJIacy 3a/a4, a BiOMOBITHO 1 Ui PI3HUX BipTyaib-
HUX OpraHi3amii.

[Tpobnemy macmtaboBaHOCTI KOH}Irypamii Bu-
pIIEHO TUIIXOM BUKOpHUCTaHHS cepBepy VOMS
g TuHamiyHoro kepyBaHHS FQAN yuyacHHKIB
BO.

[IpoGnemy BigokpemieHHs poboTu pizHuX BO
BHPIIIIEHO 32 JOTIOMOTOI0 BUKOPUCTAHHS MYJIB JIO-
KaJIbHUX OOJIKOBHX 3aIuCiB, MPHUB’S3Ka JI0 SKUX
BiIOyBaeThecs y BianmoBigHOCTI 10 FQAN yuacHu-
Ka, KU 3acBiTueHo cepsepom VOMS 3a nomomo-
rOI0 BUKOPUCTaHHS cepTudikaTy aTpuOyTiB.

[uticHICTh Ta THYYKICTH MOJITHUK JOCSTHYTO
BHHECEHHSIM PIllIeHb aBTOPU3AIlli Ta BIMOBIAHOCT1

JIOKaJIbHUM OOJIIKOBHM 3ac00aM B IH(PACTPYKTYPY
SAC, a came Bukopuctanss 6i0miorek LCAS Ta
LCMAPS. Bzaemonis 3 ceppicamu Nordugrid ARC
BiZIOyBa€eThCS 32 paxXyHOK KOH]irypamii 6e3 3abe3-
NICUYCHHS] BUKOHAHHS.

Metoauku A03BOJISIOTH A0AaBaTH HOBI BO unm
POBOIUTH MOAM(DIKaIit0 KOHDIryparii Ta moJiTH-
KA JOCTymy 0Oe3 mepepuBaHHS poOOTH Ta 3MiHU
KOH(Iryparii caMux rpii-cepBicis.

Metoauku Oynu 3aCTOCOBaHI 10 OOYHCITIOBAIb-
HUX KiacTepiB KHiBCbKOTO HaIllOHATBHOTO YHIBEp-
cutery imeHi Tapaca llleBuenka, [ncturyry mone-
KyssipHOT Oiostorii i renetuxu (IMBil') HAH Vkpa-
iHu Ta HalloHanpHOTO HayKOBOTO LIEHTPY 3 MEIU-
ko-OlotexHiynux npodnem (HHLMBII) npu mpe-
3uaii HAH Ykpainu ta 103BOJIMIIM THYYKO HaJlalll-
TyBaTH JIOKaJIbHE IJIaHYBaHHS pPECypciB Ta MIAT-
PUMKY BipTyasibHUX opranizamii YHI'.
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