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Abstract

This technical report is to provide a referencedgup the implementation of the IEEE
802.15.4 protocol in nesC/TinyOS for the MICAz nwtelhe implementation is
provided as a tool that can be used to implemesdt &nd evaluate the current
functionalities defined in the protocol standardaal as to enable the development of
functionalities not yet implemented and new add4orthe protocol.
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1. General Notes

1.1. Context

The purpose of this technical report is to provaleeference guide to the
implementation of the IEEE 802.15.4 protocol [1] mesC/TinyOS[2,3] for the
MICAZz[4] motes.

During this description some parts of the protostaindard are explained and
referenced, nevertheless it is important to haveravious knowledge on the
functionalities of the IEEE 802.15.4 protocol.

This implementation is provided as a tool that barused to implement, test and
evaluate the current functionalities defined in pinetocol standard as well as to enable
the development of functionalities not yet impleteeh and new add-ons to the
protocol.

This technical report is structured based on thiéerént IEEE 802.15.4
mechanisms implemented.

The component graphs shown in this document ai@ratically generated by
the nesdoc application (associated with the nes@ramming environement in
TinyOS).

In Reference [5] there is a technical overviewhef IEEE 802.15.4 protocol.

1.2. Functionalities currently supported

The current version of the implementation (v1.0pmuts the following IEEE
802.15.4 functionalities:

» CSMAJCA algorithm — slotted version;

e GTS Mechanism;

* Indirect transmission mechanism;

» Direct/ Indirect / GTS Data Transmission;

* Beacon Management;

* Frame construction — Short Addressing Fields onty extended addressing
fields in the association request;

» Association/Disassociation Mechanism;

* MAC PIB Management;

* Frame Reception Conditions;

1.3. Functionalities that are not implemented yet

The following functionalities are not implementedtested in the current version of the
implementation (v1.0):

© IPP Hurray! Research Group 8
www.hurray.isep.ipp.pt



TR-061106 An IEEE 802.15.4 protocol implementation (in nesC/TinyOS): Reference Guide v1.0

e Unslotted version CSMA/CA — Implemented but notyfiested,;
* Extended Address Fields of the Frames;

* IntraPAN Address Fields of the Frames;

e Channel Scan;

* Orphan Devices;

* Frame Reception Conditions (Verify Conditions);

» Security — Out of the scope of this implementation;

Besides these missing functionalities, many impnosets can be made to optimize
this implementation especially in terms of memosage. For example, one option to
save memory could be removing the components wirindules and replace them with
only one that wires them all. Another option isoftimize the buffers because they are
the most memory consuming entities.

1.4. Programming environment

This implementation was developed for TinyOS \wmrsil.1.15 under the
Cygwin for Windows XP environment.

The application used to write code was the Programm Notepad 2 that
provides code highlighting.

The hardware used was the Crossbow MICAz motess@HIEEE 802.15.4-
compliant” motes operate in the 2.4 GHz ISM band &ave a 16 Mhz Atmel
ATMegal28L microcontroller [6] (with 128 kB of promm Flash) and a Chipcon
CC2420 802.15.4 radio transceiver [7] (allowings@ Rbps data rate).

The MIB510 programming board was used to progrdma otes. This
programmer can upload the applications to motesutiir the COM port and allow a
debug mechanism by sending data through the COMapar reading it in a COM port
software listener, like the ListenRaw (found in TiayOS distribution) or the Windows
HiperTerminal. This debug mechanism raises a probt®ncerning the hardware
operation because the relaying of data throughClO&1 port blocks all the other mote
operations, while this data is being send. Thisa@arse synchronization problems. We
also use the MIB600 programmer to program the nmbtresigh the IP network.

In order to overcome the COM debug problems weansi=EE 802.15.4 packet
sniffer provided by Chipcon the CC2420 Packet &nifor IEEE 802.15.4 v1.0. This
application works in conjunction with a CC2400EBalb with a CC2420 radio
transceiver. This sniffer shows the packets trattethiand provide a good debug
mechanism by transmitting debug data in the pagktbads.

A JTAG adapter can also be used for debug purpbseshat was not used
during the development of this implementation.

1.5. Organization of the implementation / File structure
diagram

The implementation uses files already providedimyOS and its located in the
contrib/hurray folder. The directory structure isgar to the TinyOS root folder. The
next list shows all the files created for this iemplentation and their respective location.

© IPP Hurray! Research Group 9
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contrib/hurray/tos/interfaces — Generic Interfaces
e TimerAsync.nc — Interface for the TimerAsyncM compat

contrib/hurray/tos/interfaces/ieee802154.mac- Connection interfaces between the
MAC and the upper layer.

* MCPS_DATA.nc — MAC Common Part Sublayer Data-Serviccess Point;

« MCPS_PURGE.nc - MAC Common Part Sublayer Purgei&=Access Point;

« MLME_ASSOCIATE.nc — MAC Layer Management Entity Asgate Service
Access Point;

« MLME_BEACON_NOTIFY.nc - MAC Layer Management EntitBeacon
Notify Service Access Point;

e MLME_COMM_STATUS.nc - MAC Layer Management Entity
Communication Status Service Access Point;

* MLME_DISASSOCIATE.nc — MAC Layer Management EntiBisassociate
Service Access Point;

* MLME_GET.nc - MAC Layer Management Entity Get SeesiAccess Point;

e MLME_GTS.nc - MAC Layer Management Entity Guarawte€me Slot
Service Access Point;

e MLME_POLL.nc - MAC Layer Management Entity Poll S&e Access Point;

e MLME_RESET.nc - MAC Layer Management Entity Resen&e Access
Point;

* MLME_SCAN.nc - MAC Layer Management Entity Scan\Bes Access Point;

e MLME_SET.nc - MAC Layer Management Entity Set SeevAccess Point;

e MLME_START.nc - MAC Layer Management Entity Starer8ice Access
Point;

e MLME_SYNC.nc - MAC Layer Management Entity Synchima Service
Access Point;

e MLME_SYNC_LOSS.nc - MAC Layer Management Entity Skironization
Loss Service Access Point.

contrib/hurray/tos/interfaces/ieee802154.phy- Connection interfaces between the
MAC and PHY layers.

« PD_DATA.nc — Phy Data-Service Access Point;

e PLME_CCA.nc - Physical Layer Management Entity -e&l Channel
Assessment -Service Access Point;

e PLME_ED.nc - Physical Layer Management Entity — rggeDetection -
Service Access Point;

« PLME_GET.nc - Physical Layer Management Entity Getvice Access Point;

« PLME_SET.nc - Physical Layer Management Entity-Setvice Access Point;

e PLME_SET _TRX STATE.nc - Physical Layer Managemenititi Set
Transceiver State-Service Access.

contrib/hurray/tos/lib/mac — MAC layer implementation files

* Mac.nc — Configuration of the MacM implementationdule;
* MacM.nc — MAC layer implementation;

© IPP Hurray! Research Group 10
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* mac_const.h — MAC layer constants;
* mac_enumerations.h — MAC layer enumerations.

contrib/hurray/tos/lib/phy — Physical layer implementation files

* Phy.nc — Configuration of the PhyM implementatioadule;
* PhyM.nc — Physical layer implementation;

* phy_const.h — Physical layer constants;

* phy_enumerations.h — Physical layer enumerations.

contrib/hurray/tos/system— Generic system modules

* TimerAsyncC.nc — Configuration of the TimerAsyncMplementation module;
* TimerAsyncM.nc — Asynchronous timer implementation;

* mac_func.h — Generic functions used mainly by teMayer implementation;
» frame_format.h — Frame format definition.

/MAC Interfaces
WWL_App ! MCPS_DATA G
KL e MWL { MEPS_PURGE NG
MWLM e ' MLME_ASSOCIATE no
MLME_DISABSOCIATE ne
c PALME_BEACOM_MOTIFY n
------- MS:;H — MSI::::‘E L MLME_GETnc
T W MLME_SET e
MLME_START ne
WALLUpIL MAC MLME_SYNC fc
Implementation MLIME PALME_S7H_LOSE e
Mac.nc Layer MLME_RESET.re
Machlng MLME_GOMM_STATUS ne
Fo bl PLME = MLME SCAN.No
——————— aap [ SAP =1 MLME GTSac
N MLME_CRPHAM NC
,, MLME RX ENABLE nc
r:—n; Laye:m ) PHY PLIE \MLME POLLnG
mplementation
el Layer Phy Interfaces
Frivhd nic PO _DATA o
PLME_CTA.m

________ o FLME_ED.
Other Files _| BlE I“‘ PLME_GET ne
% PLME SETne

phy_canst b Harware {CC2420) % PLME SET_TRX STATEn:
phy_srumeations b HesdlibiE 2430 Radic i e B
mac_consih HPLOC2420.n
mac_aramerations. b HPLGC2420FIFO NG
e Turis.h HFLCCZ4Z0RAM. M
frame:_fommazh fas!platfarmimicaz

HPLOG24 200 e

HPLOC2420F IFOM.Fre
HPLCG 24200, ne

HFLP ot an agementhl. n:
HPLTmer2 ne
HPLT#ner2Cne

Figure 1 - Protocol Stack Architecture.
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MAC Interfaces PHY Interfaces

MCPS_DATA.nc PP_DATA.nc

MCPS_PURGE.nc PLME_CCA.ne HPLCC2420FIFO.nc

WMLME_ASSOCIATE nc PLME ED.ne HELCCRa ML NG
MLME_DISASSOCIATE.nc PLME GET.nc

MLME_BEACON_NOTIFY.nc PLME_SET.nc

MLME_GET.nc PLME_SET_TRX_STATE.nc

MLME_ SET.nc

MLME_START.ne

MLME_SYNC.ne

MLME SYNG LOSS.nc Interfacesimodules

WLME_RESET.nc i
WMLME_COMM_STATUS.nc Implemented by s

MLME_SCAN.nc Interfacesimodules

MLME_GTS.nc I T
MLME ORPHAN.nc already existing in TinyOS

MLME_RX_ENABLE.nc
MLME_POLL.nc

Figure 2 - TinyOS Implementation Diagram

2. Physical Layer Implementation

Hardware Interfaces CC 2420

5 o Al provided to PHY
@ provided to NWL « provided to MAC “ HPLCC2420
HPLCC2420.nc
- AN

HPLCC2420M HPLCC2420FIFOM

The IEEE 802.15.4 physical layer is responsibletii@ implementation of the

following functionalities:

» Activation and deactivation of the radio transceive
* Energy Detection(ED) within the current channel,
» Link quality indicator (LQI) for received packets;

e Clear Channel Assessment (CCA) for Carrier SenskipleiAccess — Collision

Avoidance (CSMA-CA);
* Channel frequency selection;
» Data transmission and reception;

2.1. Reference Model

PD-ZAP PLIME-ZAP

PLME

FHY
FIE

PHY layer

EF-3AF

Figure 3 - Physical Layer reference model.
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The RF-SAP comprehends the interface with the ghsiadio via the RF
firmware of the CC2420 and hardware, already preditch the TinyOS implementation.
The files included are the following:

Interfaces under theontrib.hurray.tos.lib.CC2420Raduirectory:

« HPLCC2420
» HPLCC2420FIFO
» HPLCC2420RAM

Components undeontrib.hurray.tos.platform.MICAdirectory:

« HPLCC2420C

e HPLCC2420FIFOM

« HPLCC2420M

» HPLPowerManagementM
e HPLTimer2

« HPLTimer2C

The PD-SAP comprehends the interface to exchange mickets between MAC
and PHY. The interface file is undexontrib.hurray.tos.interfaces.ieee802154.phy
directory:

 PD_DATA - data transfer between the Phy layer asdMAC layer.

The next table summarizes the primitives suppdsteBD-SAP interface [1 pag 32]

Interface Name Request| Indication Response Confirm

PD_DATA X X X

Table 1 - Summary of the primitives supported by eeh PD-SAP interface.

The Physical Layer Management Entity —SAP (PLME-FA®mprehends the
interfaces between the MAC and the PHY used forhamging management
information. The interface files are undmntrib.hurray.tos.interfaces.ieee802154.phy
directory:

* PLME_CCA — clear channel assessment

* PLME_ED - energy detection

* PLME_GET - retrieve PHY PIB parameters

* PLME_SET- set PHY PIB parameters

e PLME_TRX-ENABLE — enable/disable transceiver

The next table summarizes the primitives suppolte@ach PLME-SAP interface
[1 pag 34]

© IPP Hurray! Research Group 13
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Interface Name Request | Indication Response Confirm
PLME_CCA X X
PLME_ED X X
PLME_GET X X
PLME_SET X X
PLME_TRX-ENABLE X X

Table 2 - Summary of the primitives supported by eeh PLME-SAP interface.

The PHY PAN Information Base (PHY PIB) is maintairia the physical layer and
is a database of its managed objects. The PLME-i8f&ffaces are used by the MAC
layer to manage this information. The PIB storesfttllowing information:

e Current Channels;

* Channels Suported;
e Transmit power;

» CCA Mode.

2.2. Components Phy and PhyM

The physical layer is implemented in two files. Téhdile are located under
contrib.hurray.tos.lib.phy

Phy.nc — Component wiring the interfaces to thel@mentation on the component
PhyM

PhyM.nc — Component that implements the physicgrldunctions and wired then to
the hardware components.

2.3. Component Phy

2.3.1. Provided Interfaces

The provided interfaces of the Phy component azddtowing:

« PD_DATA [1 pag. 32] — PHY data service — The PD-SABports the transport
of MPDUs between peer MAC sublayer entities.

« PLME_ED [1 pag. 36] — Implements the reading ofrgpeneasurements in the
previous selected channel.

* PLME_CCA [1 pag. 35] — Implements the reading & @CA in the previous
selected channel.

* PLME_GET [1 pag. 37] — Implements the reading ébimation concerning the
PHY PIB.

« PLME_SET [1 pag. 40] — Implements the functionati for changing
information concerning the PHY PIB.

© IPP Hurray! Research Group 14
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PLME_SET_TRX_STATE [1 pag. 39] — Implements the diimnalities for
changing the internal operating state of the transc.

2.3.2. Component Graph

StdContiol

StdContiol

/ PD DATA . HPLCC2420RAM
.-"'/ - T~
' PLME ED HPLCC2420FIFO
@ PLME _CCA
- T = = = - ; HPLCC2420
. PLME | GET P ff
I|:|. - - !
||\_ - I — .-'_II
PLME _SET 4
! ~ - - -~ )
Y o = =

PLME SET TRX_STATE _ °
~. T -

Figure 4 - Phy - Component Graph

2.4. Component: PhyM

2.4.1. Required Interfaces

The required interfaces of the PhyM componentlaeddllowing:

e HPLCC2420 - Implements the functionalities for nging the memory records
of the CC2420 transceiver.

HPLCC2420FIFO — Implements the functionalities foanaging the FIFO
memory records, used for sending or receiving data.

HPLCC2420RAM — Implements the functionalities foamaging the RAM
memory records.

2.4.2. Provided Interfaces

The provided interfaces of the PhyM component lagefdllowing:

- PD _DATA
« PLME_ED
« PLME_CCA

© IPP Hurray! Research Group 15
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« PLME_GET
« PLME_SET
« PLME_SET_TRX_STATE

2.4.3.Variables

The component global variables are described ifidit@ving list:

e norace uintl6_t gCurrentParameters[14] Used to store the transceiver global
parameters.

« phyPIB phy_PIB- Used to store the physical layer PAN Informatiase. The
phyPIB structure is defined in the phyConst.h file

e uint8_t currentRxTxState = PHY_TRX OFRF Gives information about the
current transceiver state.

e norace MPDU rxmpdd Temporary variable that stores receiving data.

e  MPDU *rxmpdu_ptr- Pointer for thexmpduvariable

2.4.4. Functions Implemented

Common Functions:

command result_t StdControl.init (void)

This function is called on the initialization ofetltomponent. In this function the
hardware components are initialized and the tramsceglobal parameters are assigned
(variable gCurrentParametens The Phy PIB is assigned with the init valueseTh
constants defined to access the memory positionsh@ftransceiver, provided in
TinyOS, are located in the CC2420const.h file under
contrib.hurray.tos.lib.CC2420Raduirectory.

command result_t StdControl.start (void)
This function is called on the start of the compun&he transceiver module are
started with the initial values and all is parametae set.

command result_t StdControl.stop (void)
This function is called on the stop of the compdn&tops all the transceiver
activity and disables all FIFO interrupts.

Interface implementations (command implementations

« PD_DATA[1 pag. 32]
async command result_t PD_DATA.request (uint8_tlpsdgth, uint8_t *psdu)

© IPP Hurray! Research Group 16
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This command is used when the MAC layer need itd siata. The data, pointed
by the second argument, is transferred to the ouiptfer of the transceiver and a
transmit command is issued to the hardware compsnen

This command is issue asynchronously becauseedirtte constrains for issuing
a frame. The Phy layer must send the data almostuhately after the request to send.

« PLME_ED [1 pag. 36]
command result_t PLME_ED.request (void)
This command is used when the MAC layer needdd tke RSSI registry of the
transceiver. The Phy layer just issues a commarbetdardware modules to read the
RSSI memory position.

* PLME_CCA[1 pag. 35]
command result_t PLME_CCA.request (void)

This command is used when the MAC layer need tckhs the channel is
clear. The functiolfOSH_READ_CC_CCA_PIN{3 called in order to do that. If the
return of the function is 1 then the channel isybotherwise the channel is idle. This
macro functions, provided in TinyOS, are definedte avrhardware.h under the
contrib..hurray.tos.platform.avrmottrectory.

e PLME_GET [1 pag. 37]
command result_t PLME_GET.request (uint8_t PIBBttie)
This command is used when the MAC layer needdd the values of the PHY
PIB.

 PLME_SET [1 pag. 40]
command result_t PLME_SET.request (uint8_t P1BBte, uint8_t
PIBAttributeValue)
This command is used when the MAC layer need emgt the values of the
PHY PIB.

« PLME_SET_TRX_STATE [1 pag. 39]
command result_ t PLME_SET_ TRX_STATE.request (tistste)
This command is used when the MAC layer need tmgh the current state of
the transceiver.

Hardware Event Functions:

async event result_t HPLCC2420.FIFOPIntr (void)

Asynchronous hardware interrupt indicating theeption of data. When this
event is triggered the data in the input FIFO isnfgal by therxmpdu_ptrvariable
pointer.

async event result_t HPLCC2420RAM.readDone (uirtta@dr, uint8_t length, uint8_t
*buffer)

Asynchronous hardware interrupt indicating the plation of a read command.
Meanwhile we have no use for this hardware event.

async event result_t HPLCC2420RAM.writeDone (uint®ldr, uint8_t length, uint8_t
*buffer)
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Asynchronous hardware interrupt indicating the plation of a write command.
Meanwhile we have no use for this hardware event.

async event result_t HPLCC2420FIFO.RXFIFODone @iibtength, uint8_t *data)

Asynchronous hardware interrupt indicating the ptation of a read command
in the input buffer of the transceiver (receivedajlaMeanwhile we have no use for this
hardware event.

async event result_t HPLCC2420FIFO.TXFIFODone @iintength, uint8 t *data)
Asynchronous hardware interrupt indicating the plation of a write command
in the output buffer of the transceiver (data f@nsmission). Meanwhile we have no
use for this hardware event.
Other Functions:

bool SetRegs(voidjunction used to configure the CC2420 registerh wurrent values
- Readback 1st register written to make sure etatttonnection OK

uint8_t GetRFPower(void) Function used to get the RF power value from the
gCurrentParametersariable.

result_t SetRFPower(uint8_t powdfunction used to set the RF power value of the
CC2420 transceiver. Theowerargument indicates the power level. Admissible @alu
varies between 31, full power (0dbm gain) and 3jimum power (-25dbm gain).

result_t VREFON (void)urns on the 1.8V references on the CC2420.

result_t VREFOff (void) Turns off the 1.8V referascon the CC2420.

result_t TunePreset (uint8_t chrifunction used to select the current radio channel.
Valid channel values are 11 through 26.

result_t TuneManual (uint16_t DesiredFregynction used to tune the radio to a given
frequency.

result_t setShortAddress(uint16_t adBgnction used to assign the short address of the

mote. In the init function the short address of tm®te is assigned with the
TOS_LOCAL_ADDRESShis constant is assigned during compilation time

2.4.5. Auxiliary Files (Under contrib.hurray.tos.lib.phy):

phy_const.h

This file contains the protocol constants defonitirelated with the Phy layer.
These constants are defined in next table. [144&jg.

Constant Description Value

aMaxPHYPacketSize The maximum PSDU size (in octets)27
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the PHY shall be able to receive

aTurnaroundTime

turnaround time

RX-to-TX or TX-to-RX maximum | 12 symbol periods

Table 3 - Physical layer constants.

There is also the definition of the initial valules the PHY PIB along with the
structure of the PHY PIB. The PIB attributes arérail in the next table. [1 pag 45]
Note that the transmit power is hardware constoharal it has to be within the values
accepted, in this case, by tBetRFPowefunction.

Attribute

Type Range

Description

phyCurrentChannel

Integer| 0-26

The RF channeledarsall following
transmissions and receptions.

phyChannelsSupported Bitmap

The 5 most signifibést(MSBS)
(b27,... , b31) of phyChannelsSupporte

=N

shall be reserved and set to 0, and the R7

LSBs (b0,b1, ... b26) shall indicate the
status (1=available, O=unavailable) for
each ofthe 27 valid channels (bk shall
indicate the status of channel k as in
6.1.2).

phyTransmitPower

Bitmap| 0x00-0xhb

The 2 MSBs repneshe tolerance on
the transmit power:

00=+1dB
01=+3dB
10=+6dB

The 6 LSBs represent a signed integer |i

twos-complement format, corresponding

to the nominal transmit power of the
device in decibels relative to 1 mW. The
lowest value of phyTransmitPower shall
be interpreted as less than or equal to +
dBm.

phyCCAMode

Integer | 1-3

The CCA mode.

phy_enumerations.h

Table 4 - Physical PAN Information Base attributes.

This file contains the enumeration values usethénPHY layer. There are two
enumeration tables: one represents the generaldtidiheration description [1 pag.42]
and the other represents the values used in theEPBBAT and PLME_GET functions
for referring to the PHY PIB attributes.

The following tables describe the enumerations.

Enumeration

Value

Description

PHY BUSY

0x00 | The CCA attempt has detected a lshaynel.
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PHY_BUSY_RX 0x01 | The transceiver is asked to geats state while
receiving.

PHY_BUSY_TX 0x02 | The transceiver is asked to ¢jeaits state while
transmitting.

PHY FORCE_TRX OFF 0x03| The transceiver is toviched off.

PHY_IDLE 0x04 | The CCA attempt has detected am atlannel.

PHY_INVALID_PARAMETER | 0x05 | A SET/GET request was issued with a paramé
in the primitive that is out of the valid range.

PHY_RX ON 0x06 | The transceiver is in or is tocbhafigured into
the receiver enabled state.

PHY_SUCCESS 0x07| A SET/GET, an ED operation, wamasceiver
state change was successful

PHY TRX_ OFF 0x08 | The transceiver is in or is éodonfigured into
the transceiver disabled state.

PHY_TX_ON 0x09 | The transceiver is in or is todoafigured into
the transmitter enabled state

PHY_UNSUPPORTED_ATTRI| 0xOa | A SET/GET request was issued with the idient

BUTE

—

of an attribute that is not supported.

Table 5 - PHY general enumeration descriptions.

Enumeration Value | Description
PHYCURRENTCHANNEL 0x00 | The GET/SET reference of B8
phyCurrentChannel.
PHYCHANNELSSUPPORTED| 0x01 The GET/SET referencthefPIB
phyChannelsSupported.
PHYTRANSMITPOWER 0x02 The GET/SET reference of &iB
phyTransmitPower.
PHYCCAMODE 0x03 | The GET/SET reference of the PIB

phyCCAMode.

Table 6 - PHY GET/SET reference PIB enumerations.
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3. MAC Layer Implementation

The IEEE 802.15.4 MAC layer is responsible for tingplementation of the
following functionalities:

« Generating network beacons if the device is a ¢goatdr;

* Synchronizing to the beacons;

e Supporting PAN association and disassociation;

e Supporting device security;

* Employing the CSMA-CA mechanism for channel access;
* Handling and maintaining the GTS mechanism;

* Providing a reliable link between two peer MAC &gs.

3.1. Reference Model

MCPS-SAP MLME-SAP
MAC Common MILME
Part Sublayer )
MAC
PIB
PD-SAP PLME-SAP

Figure 5 - MAC Layer Reference Model

The MAC layer provides to the upper layer two SARe MAC Common Part
Sublayer (MCPS-SAP) and the MAC Layer ManagememityefMLME-SAP).

The PD-SAP and the PLME-SAP are used to connecMAC Layer with the
functionalities provided by the PHY Layer.

The MCPS-SAP comprehends the MSDU data transfevdast the MAC layer and
the upper layer. The files included in the inteefafor the MCPS-SAP are the following
and are located undeontrib.hurray.tos.interfaces.ieee802154.ndaectory:

e MCPS_DATA - exchange data packets between MAC a&d; P
* MCPS_PURGE - purge an MSDU from the transactiorugue
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The next table summarizes the primitives suppobe@ach MCPS-SAP interface

[1 pag 56]
Interface Name Request| Indication Response Confirm
MCPS_DATA X X X
MCPS PURGE X X

Table 7 - Summary of the primitives supported by eeh MCPS-SAP interface.

The MLME-SAP comprehends the exchange of managecwmnimands between
the MAC layer and the upper layer. The files inéddn the interfaces for the MLME-
SAP are the following and are located under
contrib.hurray.tos.interfaces.ieee802154.nd@ectory:

e MLME_ASSOCIATE - network association

e MLME_DISASSOCIATE — network association

e MLME_BEACON-NOTIFY — beacon notification

* MLME_GET - retrieve MAC PIB parameters

* MLME_GTS - GTS management

*  MLME_ORPHAN - orphan device management (NOT IMPLBEVIEED)
* MLME_RESET - request for MLME to perform reset

* MLME_RX-ENABLE - enabling/disabling of radio system

* MLME_SCAN - scan radio channels (NOT IMPLEMENTED)
e MLME_COMM_STATUS — communication status

* MLME_SET- retrieves MAC PIB parameters

e MLME_START - beacon generation management

* MLME_SYNC - synchronization request

* MLME_SYNC-LOSS - device synchronization

e  MLME-POLL - beaconless synchronization

The next table summarizes the primitives supposeéach MLME-SAP interface
[1 pag. 64].

Interface Name Request| Indication Response Confirm
MLME_ASSOCIATE X X X X
MLME_DISASSOCIATE X X X
MLME_BEACON-NOTIFY X
MLME_GET X X
MLME_GTS X X X
MLME_ORPHAN X X
MLME_RESET X X
MLME_RX- X X
MLME_SCAN X X
MLME_COMM_STATUS X
MLME_SET X X
MLME_START X X
MLME_SYNC X
MLME_SYNC-LOSS X
© IPP Hurray! Research Group 22
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| MLME-POLL | X ] | | X |
Table 8 - Summary of the primitives supported by eeh MLME-SAP interface.

The MAC PAN Information Base (MAC PIB) is maintaohin the MAC layer
and is a database of its managed objects. The MBYE-interfaces are used by the
MAC upper layer to manage this information. The Bt8res the following information:

* Acknowledgment Wait Duration;
» Association Permit;

* Automatic Data Request;

« Battery Life Extension Option;

» Battery Life Extension Periods;
* Beacon Payload;

e Beacon Payload Length;

* Beacon Order,;

* Beacon Transmit Time;

» Beacon Sequence Number;

» Coordinator Extended Address;
» Coordinator Short Address;

» Data Sequence Number;

e GTS Permit Option;

*  Maximum CSMA Backoffs Attempts;
e Minimul Backoff Exponent;

* PAN identifier;

* Promiscuous Mode Option;

* Receive mode when the transceiver is idle option;
e Short Address;

e Superframe Order;

* Transaction Persistence Time;.

3.2. Components Mac and MacM

The MAC layer is implemented in two files. Thenée fare located under
contrib.hurray.tos.lib.mac

Mac.nc — Component wiring the interfaces to thelementation on the component
MacM

MacM.nc — Component that implements the MAC layarctions that will be provided

to the upper layer.

3.3. Component Mac

3.3.1. Provided Interfaces
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The provided interfaces of the Mac component aeddhowing:

MLME_START [1 pag. 100] — Used for the coordinatmistart sending beacons
or use a new superframe configuration.

MLME_ASSOCIATE [1 pag. 64] — Used to create an aggmn request
directed to the coordinator.

MLME_DISASSOCIATE [1 pag. 71] — Used to create aadisociation requent
directed to the coordinator.

MLME_SYNC [1 pag. 104] — Used to enable the MAC dayto start
synchronizing the coordinator by always keep traicthe beacon.
MLME_SYNC_LOSS [1 pag. 105] — Used by the MAC layerinform the
upper layer about the loss of synchronization w&ittoordinator.

MLME_SCAN [1 pag. 92] - Implements the channel soathanist in order to
inform the upper layer about the energy detectioeach channel.
MLME_RESET [1 pag. 88] — Used to request a reseramn in the MAC
layer.

MLME_BEACON_NOTIFY [1 pag. 75] — Used by the MACykr to inform the
upper layer about the PAN descriptor and pendirdyesses contained in the
beacon received.

MLME_COMM_STATUS [1 pag. 96] — Used by the MAC lay® inform the
upper layer about the communication status.

MLME_SET [1 pag. 98] - Used to write in the attribs of the MAC PAN
Information Base.

MLME_GET [1 pag. 78] — Used to read the attributdsthe MAC PAN
Information Base.

MLME_GTS [1 pag.79] — Used to create a GTS allaratiequest directed to
the coordinator. This interface also informs the @MApper layer about the
status of the allocation.

MCPS_DATA [1 pag. 56] — Implement the data exchahgiveen the MAC
layer and the next upper layer.

MCPS_PURGE [1 pag. 61] — Used to purge a data frimome the transaction
queue.

3.3.2. Component Graph

© IPP Hurray! Research Group 24
www.hurray.isep.ipp.pt



TR-061106 An IEEE 802.15.4 protocol implementation (in nesC/TinyOS): Reference Guide v1.0

StdControl
@ SteContiol e "w
StdContiol
. Ranclom
s F:EICEHHEI o RandomlFSR
-
™ Tiurner
i MLME_GTS K
toT T T T
i
/ MCPS_DATA AR @
JI.f - — — T = BN
; / MCPS_PURGE y b
IJ X MLME_START Nl
E{ ; MLME_ASSOCIATE ~ il it

i !
}rf . MLME _DISASSOCIATE @ PLME GET
£

PLME SET TRX_STATE

MLME SYNC A
-7

-

. MLMESYRCTLOSS P

W - ;“Jr'
b MLIE SCEN .

-~
hw ™o R
IREN MIME RESET il
I - —_— -— - )rl
y “  MLME BEACON NOTIFY - !
! Vo - 'I.'
P

[ X L _ o ; Jl.:l
1", MLME COMIT_STATUS )

oo A

o TMDMESET L
1'- \H - - - 'If
\ TMLME GET .
-
- -—

—_— e —_ ==

PD_DATA

Figure 6 - MacM component graph.

3.4. Component: MacM

3.4.1. Required Interfaces
The required interfaces of the MacM component lagefadllowing:
 PD_DATA - PHY data service. Implemented in the Phiyd/

* PLME_CCA - Clear Channel Assessment. Implemente¢derPhyM.nc.
e PLME_SET - Set PHY PIB attributes. Implementechie PhyM.nc.
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PLME_SET_TRX_STATE - Set the transceiver state. lémented in the
PhyM.nc.

PLME_GET - Get PHY PIB attributes values. Implenseinn the PhyM.nc.
PLME_ED — Perform Energy Detection. Implementethe PhyM.nc.

Random - Interface to a simple pseudorandom numeerator. Currently this
interface is implemented by the RandomLFSR, whishsua linear feedback
shift register to generate the sequence and matiesslto initialize the register.
Already developed in TinyOS.

Leds — Mote Leds interface.

Timer - T_scan_duration timer. TinyOS generic timm@mponent (TimerC).
Timer - T_ResponseWaitTime timer. TinyOS generimeli component
(TimerC).

Timer - T_ackwait timer. TinyOS generic timer compat (TimerC).
TimerAsync — Asynchronous timer component. Refelséotion TimerAsync
and Synchronization.

3.4.2. Provided Interfaces

The provided interfaces of the MacM component haesfollowing:

MLME_START
MLME_ASSOCIATE
MLME_DISASSOCIATE
MLME_SYNC
MLME_SYNC_LOSS
MLME_SCAN
MLME_RESET
MLME_BEACON_NOTIFY
MLME_COMM_STATUS
MLME_SET
MLME_GET
MLME_GTS
MCPS_DATA
MCPS_PURGE

3.4.3. Variables

The component global variables are describeddrdhowing list.

General variables:

uint32_t aExtendedAddress(Extended address of the device (first 4 bytes);
uint32_t aExtendedAddressExtended address of the device (last 4 bytes);
macPIB mac_PIB- Mac PAN Information Base, this variable is austure of the
MAC PIB [1 pag. 135];

bool PANCoordinator 1 if the device is a pan coordinator;

© IPP Hurray! Research Group 26
www.hurray.isep.ipp.pt



TR-061106 An IEEE 802.15.4 protocol implementation (in nesC/TinyOS): Reference Guide v1.0

» bool Beacon_enabled PANL if the device is sending beacons;

 bool SetDefaultPIB- Upon receiving a reset command the device chetiether(1)
or not(0) to reset the PIB

* bool SecurityEnable The device uses security;

bool pending_reset A reset command has been received and the denxistreset;

uint8_t current_channel The current channel where the device is op&yatin

uint8_t original_channe} The default channel of the device;

uint8_t trx_status- Transceiver status;

bool beacon_enabled The device is sending beacons;

Association variables

* uint8_t associating 1 if the association procedure is being executed

* uint8_t association_cmd_seq_nwssociation request command message sequence
number;

» uint8_t a_LogicalChannet} Logical channel where the device is associated;

e uint8_t a_CoordAddrMode- Type of address (short/long) of the coordinatbere
the device is associated,

» uintl6_t a_CoordPANId PANId of the coordinator where the device iagged;

e uint32_t a_CoordAddress[2}- Address of the coordinator where the device is
associated. The address can be an extended or athbress depending on the
a_CoordAddrModgarameter;

* uint8_t a_CapabilityInformatior Capability information of the device;

* bool a_securityenable 1 if security is enable;

Synchronization variables

* bool TrackBeacor The device will track the beacon. It will enaldk receiver just
before the espected time of each beacon;

* bool beacon_processedl if the beacon is already processed. This biis set to 0

when the device receives a beacon and to 1 afterptbcess_beacon() function

execution;

uint8_t beacon_loss_reasenThe reason the beacon was lost;

bool findabeacor- 1 if the device is trying to lacate one beacon

uint8_t missed_beacons number of beacons lost before sending a Beaosh-L
indication when the value is equal to aMaxLostB&aco

uint8_t on_syne- 1 if the device is synchronized with the PAN rchioator;

GTS variables

uint8_t gts_request 1 if the GTS request procedure is being exeguted

uint8_t gts_request_seq_nunGTS request command message sequence number;
bool gts_confirm- The GTS request was confirmed in the beacon;

uint8_t GTS_specificatior GTS specification of the device included in B&S
request

* bool GTSCapability- The device is a coordinator and has GTS allogatapability;
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« uint8_t final_CAP_slot+CAP final time slot;

» GTSinfoEntryType GTS_db[A Allocated GTS descriptors database (coordinator
only);

e uint8_t GTS_descriptor_count Number of allocated GTS descriptors (coordinator
only);

e uint8_t GTS_startslot Number of the first GTS time slot allocated;

e uint8_t GTS_id- GTS unique id used in the GTS descriptor datgbas

* GTSinfoEntryType_null GTS_null_db[7]Deallocated GTS descriptors database
(coordinator only);

e uint8_t GTS_null _descriptor_count Number of deallocated GTS descriptors
(coordinator only);

e uint8_t s GTSss Device transmit GTS start slot;

e uint8_ts GTS_length Number of time slots for the transmit GTS alloma

e uint8_tr_GTSss Device receive GTS start slot;

e uint8_tr_GTS_length Number of time slots for the receive GTS allcmat

* uint8_t on_s_GTSused to state that the device is on its transluit

e uint8_t on_r_GTS used to state that the device is on its receive

e uint8_t next_on_s GTS used to determine if the next time slot is uded
transmission;

e uint8_t next_on_r_ GTSused to determine if the next time slot is uggdeception;

» uint8_t allow_gts 1 if the coordinator allows GTS allocations;

* gts_slot_element gts_slot_list[#]List of pointers to the coordinator GTS buffer;

* uint8_t available_gts_index|[GTS_SEND_BUFFER_$IZHR.ist of available indexes
in the coordinator GTS buffer;

» uint8_t available_gts_index_court Number of messages in the coordinator GTS
buffer;

e uint8_t coordinator_gts send_pending_data After a GTS send procedure
(start_coordinator_gts_send(ihe coordinator still has data to be send;

* uint8_t coordinator_gts_send_time_sletNumber of the current time slot allocated
for the coordinator transmission;

* norace MPDU gts_send_buffer[GTS_SEND_BUFFER_BIKZETS buffer used to
store the GTS messages both for the coordinatonangtoordinator devices;

* uint8_t gts_send_buffer_court Number of messages in the device GTS buffer
message (non-coordinator only);

* uint8_t gts_send_buffer_msg +Pointer index of the next available slot in BES
buffer.

* uint8_t gts_send_buffer_msg_cuRointer index of the next available messageyead
to be send,;

* uint8_t gts_send_pending_data if there is data send in the allocated GT % tgiot;

Channel Scan variables

* bool scanning_channels1 if the channel scan procedure is being exdgute
uint32_t channels_to_scarList of the channels to scan;

uint8_t current_scanning Current channel being scanned,

uint8_t scan_count Number of channels scaned,;

uint8_t scanned_values[16] List of the LQI of the channels already scanned
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uint8_t scan_type Scan type definition;
uint8_t scan_duratior Duration of scan on each channel,

Timer variables

uint32_t response_wait_time Duration of the maximum time for a response to a
request;

uint32_t Bl— Beacon interval parameter;

uint32_t SD- Superframe duration parameter;

uint32_t time_slot backoff boundary timer duration;

uint32_t backoft backoff timer duration;

uint8_t number_backo# total number of backoffs in the active period,;

uint8_t number_time_slet current time slot;

bool csma_slotted 1 if the slotted version of CSMA/CA is appliedrohg the CAP;

CSMA/CA variables

uint8_t delay_backoff_period- random number of backoff that the CSMA/CA
algorithm must wait during the step 2 (Refer to @®&MA/CA section);

bool csma_delay Used in the TimerAsync.backoff_fired() timer at/é activate the
delay (Refer to the CSMA/CA section);

bool csma_locate backoff _boundaryJsed in the TimerAsync.backoff fired() timer
event to locate the backoff bondary in the applcabf the slotted version of the
CSMA/CA (Refer to the CSMA/CA section);

bool csma_cca_backoff_boundaryUsed in the TimerAsync.backoff fired() timer
event to locate the backoff bondary in the applbeabf the slotted version of the
CSMA/CA (Refer to the CSMA/CA section);

bool performing_csma_ca 1 if the device is performing the application tbe
CSMA/CA;

uint8_t BE— Backoff exponent used in the CSMA/CA,;

uint8_t CW- Contention window used in the CSMA/CA (numbembatkoffs to clear
the channel in the slotted version);

uint8_t NB— Number of backoff used in the CSMA/CA;

Indirect Transmission buffers

indirect_transmission_element indirect_trans_quédNBIRECT_BUFFER_SIZE —
Indirect transmission buffer used to store the @gss that are going to be transmitted
upon the request of the destination device;

uint8_t indirect_trans_count Total number of messages in the indirect trassiom
buffer;

Receive buffers
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* norace MPDU buffer_msg[RECEIVE_BUFFER_SIZEReceive buffer used to store
the messages received,;

* int current_msg_in Pointer index of the next available slot in theeive buffer;

e int current_msg_out Pointer index of the next available message yead be
processed;

« int buffer_count- Number of messages in the receive buffer;

Send buffers

» norace MPDUBUuUffer send_bufferfSEND_BUFFER_SIZEHend buffer used to store
the messages ready to be transmitted;

« uint8_t send_buffer_countNumber of messages in the send buffer;

» uint8_t send_buffer_msg_in Pointer index of the next available slot in thend
buffer;

* uint8_t send_buffer_msg_out Pointer index of the next available messagdyea
be send;

» uint8_t send_ack_cheekAn acknowledge is requested in the transmitigiohé;

* uint8_t retransmit_count Number of retransmission of the transmitted ram

» uint8_t ack_sequence_number_chedBurrent transmission sequence number;

e uint8_t send_retransmissior- 1 if the current message being send can be
retransmitted if the transmission fails;

» uint8_t send_indirect_transmissienl if the current message being send is an icidire
transmission;

Reception and Transmission variables

» uint8_t pending_request_data 1 if the device can only send one request data
command.

 uint8_t ackwait_period Duration of the time frame to receive an ackremlginent of
a transmitted frame;

 uint8_t link_quality— LQI of the current received message frame;

* norace ACK mac_ack Acknowledgment frame memory allocation;

* ACK *mac_ack_ptr Pointer for the acknowledgment frame memorytpmsi

e uint8_t1_AM_IN_CAR- 1 if the device in in the CAP;

e uint8_t1_AM_IN_CFP- 1 if the device is in the CFP;

e uint8_t1_AM_IN_IP- 1 if the device is in the inactive period;

Beacon management variables

* norace MPDU mac_beacon_txmpdBeacon frame memory allocation;

 MPDU *mac_beacon_txmpdu_ptrPointer for the beacon frame memory position;
* uint8_t *send_beacon_frame_ptrBeacon pointer;

* uint8_t send_beacon_lengthBeacon length;
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3.4.4. Functions description

General functions

« void init_MacCon(}- Function used to initialize the internal MAC ctards;

* void init_MacPIB() - Function used to initialise the MAC PAN Inforntat Base
constants;

e uint8_t min(uint8_t vall, uint8_t val2) Returns the minimum value between vall
and val2 arguments;

« task void set_trx() Fask function used to change the transceiver stdtis. function
is called from an asynchronous event making it€eten synchronous.

« task void signal_loss(} Task function used to signal the synchronous ipvien
MLME_SYNC_LOSS.indicatiomdicating a synchronization loss. This functia i
called from an asynchronous event making its exacsynchronous.

« task void pd_data_confirmQ Task function called when the MAC layer receittes
PD_DATA.confirnprimitive.

« void create_data_request_cmd¢) Function used to create a data request command
frame. The created frame is inserted in the sefffétband will be ready to send;

e void create_beacon_request_cmd() Fanction used to create a beacon request
command frame. The created frame is inserted irs¢ine buffer and will be ready to
send;

* void create_gts_request_cmd(uint8_t gts_charadiesls—Function used to create a
GTS request command frame. The created frameeastatsin the send buffer and will
be ready to send;

e void create_data_frame(uint8 t SrcAddrMode, uintl6SrcPANId, uint32_t
SrcAddr[], uint8_t DstAddrMode, uintl6_t DestPANLWINt32_t DstAddr[], uint8_t
msdulLength, uint8_t msdu[],uint8 t msduHandle, &int TxOptions,uint8_t
on_gts_slot,uint8 t pan) +unction used to create a data frame. This funcigon
called from the MCPS_DATA.request primitive thatsyareviously requested by the
MAC upper layer. The created frame is insertechendend buffer and will be ready to
send;

* void build_ack(uint8_t sequence,uint8_t frame_pegpt Function used to create an
acknowledgment frame. The frame is created in tlae_rack variable and its send
directly without any CSMA/CA.

* void list_mac_pib()— Function used to list the MAC PIB attributesotigh the
UART. Debug propose only.

Association functions

* void create_association_request_cmd(uint8_t CoodilMdde,uint16 t
CoordPANId,uint32_t CoordAddress[])) Function used to create an association
request command frame. The created frame is imkartthe send buffer and will be
ready to send. This function is used only by theas that want to associate;

e result_t create_association_response_cmd(uint32_t evid@Address|],uintl6 _t
shortaddress, uint8_t status) ) Function used to create an association response
command frame. The created frame is inserted irs¢he buffer and will be ready to
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send. This function is used only by the PAN coaathn in the response of an
association request;

e void create_disassociation_notification_cmd(uint32_ DeviceAddress[],uint8_t
disassociation_reason) ) -“unction used to create a dissociation notification
command frame. The created frame is inserted irs¢ine buffer and will be ready to
send. This function is used only by the devices déna associated;

* void process_dissassociation_notification(MPDU *pdurunction used to process
the disassociation request. This function will sigihe MAC upper layer with the
MLME_DISASSOCIATE.indicatigorimitive;

GTS functions

* void process_gts_request(MPDU *pdd)Function used to process a GTS request.
This function will signal the MAC upper layer witthe MLME_GTS.indication
primitive;

« void init_available_gts_index Function used to initialize the available indegés
the GTS send buffer. The available indexes willedepon the
GTS_SEND_BUFFER_SIZHriable. This function is only used by the PAN
coordinator.

« task void start_coordinator_gts_sendunction used to send the GTS messages of
the coordinator GTS send mechanism. This funcsaralled when the coordinator
has a transmit GTS time slot allocated. The sendguture of this function will only
send if there are messages to send. This fundionly used by the PAN coordinator;

* result_t remove_gts_entry(uintl6_t DevAddressTyd@)nction used to deallocate a
GTS time slot. The remaining allocated time sloilt lve rearranged. This function is
only used by the PAN coordinator;

 result_t add_gts_entry(uint8_t gts_length,bool dii@n,uint16_t DevAddressType)
Function used to allocate a GTS time slot. Thisfiom is only used by the PAN
coordinator;

* result_t add_gts_null_entry(uint8_t gts_length,bdioéction,uint16_t
DevAddressType) Function used to add deallocated GTS descripttre GTS null
database. This function is called when the PAN dimator deallocates a device
adding in its beacon a null descriptor with theidevaddress and an allocated length
of zero. This function is only used by the PAN aboator;

« task void increment_gts_nul)Function used to increment the GTS expiratioreti
(measured in superframes) of the GTS deallocateideke This function is only used
by the PAN coordinator;

» task void start_gts_sendf)Function used to send GTS messages. This funistio
called when a non-coordinator device has a transmé slot allocated. The send
procedure of this function will only send if theaee messages to send. This function
is only used by non-coordinator devices;

* uint32_t calculate _gts_expirationf) Function used to calculate the expiration tirhe o
the allocated GTSs. Each allocated GTS will exjpitleere are no transmissions
during a calculated superframe count. This funcisoonly used by the PAN
coordinator;

« task void check_gts_expiratior{)Function used to verify if the allocated GTSdim
slots are expired or not. If a GTS expires it Wil placed in the GTS null descriptors.
This function is only used by the PAN coordinator;
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« void init_gts_slot_list(}- Used to initialize thgts_slot_elemeriuffer array of the
GTS allocated time slots. This function is onlydibs the PAN coordinator;

* void init_GTS_null_db() Used to initialize th&TS_null_dlbuffer array of the GTS
deallocated time slots. This function is only ubgdhe PAN coordinator;

* void list_gts_null()- Function used to list the GTS null descripto&T$_null_dbp
through the UART. Debug propose only.

« void list_gts()- Function used to list the GTS allocated desorg{GTS_db through
the UART. Debug propose only.

* void init_GTS_db(} Function used to initialize the GTS allocatedcdigsors
(GTS_db. This function is only used by the PAN coordimrato

« void list_my_gts() Function used to list the device allocated GTS taho¢s through
the UART. Debug propose only.

CSMA/CA functions

« void init_csma_ca(bool slotted)Function used to initialize the CSMA/CA
mechanism variables;

« void perform_csma_caf) Function used to start the CSMA/CA mechanism,;

« task void perform_csma_ca_unslotted(runction used to execute the final steps of
the application of the unslotted version of CSMA/@®chanism;

« task void perform_csma_ca_slotted(JFunction used to execute the final steps of the
application of the slotted version of CSMA/CA megisan;

« task void start_csma_ca_slottedfunction used to execute the first step (STESf 2)
the application of the slotted version of CSMA/CA&chanism;

Indirect Transmission functions

« void init_indirect_trans_buffer() Function used to initialize the indirect transsion
buffer. This function is only used by the PAN caasator;

* void send_ind_trans_addr(uint32_t DeviceAddressfunction used to search and
send an existing indirect transmission messages. fliniction is only used by the PAN
coordinator;

* result_t remove_indirect_trans(uint8_t handleBunction used to remove an existing
indirect transmission message. This function iy aisked by the PAN coordinator;

« void increment_indirect_trans()Function used to increment the transaction
persistent time on each message. If the transaiiti@nexpires the messages are
discarded. This function is only used by the PANrdmator;

« void list_indirect_trans_bufferg Function used to list all the handles in therecti
transmission buffer. Debug purposes only;

Receive functions

* task void message_ou{)Task function used to increment therent_msg_out
pointer of the receive messages buffer when a mgessarocessed,;

» task void message_ir{()fask function used to increment therent_msg_irpointer
of the receive messages buffer when a messageeived,;
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* task void data_indication§ Task function called when the MAC layer receifresm
the PHY the asynchrono®d_ DATA.indicatiorprimitive. This function will
synchronously process the type of message recancewill call the appropriate
function to process it;

* void indication_beacon(MPDU *pdu, int8_t ppduLink&lity) — Function called from
thedata_indication()function and is used to pre-process a beacon franeved;

« void indication_cmd(MPDU *pdu, int8_t ppduLinkQug)i— Function called from
thedata_indication()Jfunction and is used to process a command frapeved;

* void indication_ack(MPDU *pdu, int8_t ppduLinkQush— Function called from the
data_indication(function and is used to process an acknowledgedn@ceived;

* void indication_data(MPDU *pdu, int8_t ppduLinkQitg) — Function called from
thedata_indication(Jfunction and is used to process a data frameveder his
function will signal the MAC upper layer witiCPS_DATA.indicatioprimitive.

Reception and Transmission functions

« task void send_frame_csma{JFunction used to start the send mechanism of the
messages that are in the send buffer during the fi&%Bd of the superframe and
using the CSMA/CA algorithm;

» uint8_t check _csma_ca_send_conditions(uint8_t frdemgth,uint16 t
frame_control)} Function used to compute the conditions necessagnd a
message in the CAP period. This function will ctdéelis a message can be send by
adding the frame length and the correspondenyifosls or also adding the
acknowledgment length and the respective turnartiomelif the message requires an
acknowledgment. The function will return true iétk is enough time to send the
message otherwise it will return false;

 uint8_t check gts_send_conditions(uint8_t framegtl®- Function used to compute
the conditions necessary to send a message inogated transmit GTS time slot.
This function will calculate is a message can beld®y adding the frame length and
the correspondent ifs symbols or also adding thke@eledgment length and the
respective turnaround time if the message reqamescknowledgment. The function
will return true if there is enough time to send thessage otherwise it will return
false;

 uint8_t calculate_ifs(uint8_t pk_length)Function used to calculate the ifs symbols.
The ifs will depend on the frame length;

Beacon management functions

» task void create_beacon{JFunction to create the beacon. This functiomiy ased
by the PAN coordinator;
« void process_beacon(MPDU *packetfunction to process the beacon information.
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3.5. Implementation of the protocol functionalities

3.5.1. Buffers

The IEEE 802.15.4 protocol has no reference comgthe implementation of
the buffer mechanisms. The buffers implementatias &n important role in the good
performance of the protocol. On one hand, the pmtmust avoid excessive memory
copy operations because it can cause synchromzgioblems and is very time
consuming. On the other hand, the buffers haveetarball and very well managed
because of the devices memory constrains. The MI@Ates only have approximately
4 Kbytes of RAM memory available and the maximuroked length is about 127 bytes
if we increase the buffer size the free memoryhefrhote will decrease rapidly.

This implementation uses 4 buffers:

« buffer_msg- Used to store the received messages;

« send_buffer Used to store the messages that are readystenioe

* indirect_trans_queue- Used by the coordinator to store the messagssatie
send using the indirect transmission procedure.massages stored need to be
requested by the destination device in order tedred. The coordinator sends
one of these messages by transferring it te#mel_buffequeue.

* gts_send_buffer Used to store the messages that are ready seriiein one
GTS during the CFP.

Sending and Receiving

The buffers used for receiving and sending are HIHEt In First Out) buffers. The
implementation consists on an array with a conskamgth, the buffer size, and two
pointers. The first pointer (in) point to the nextailable slot to store a new message,
and the second (out) points to the oldest messagbe queue. There is also one
variable that contains the current message coutiteirbuffer, if its equal to the buffer
size it means that the buffer is full.

The next figure explains the implementation of éhbsffers.

IR | e |
— H —

in=0 in=1
out=10 out=0

buffer count =0 buffer count = 1

o102 o 5 g B |

—t |A|B|C — B B|C —

in= g in=a
out=0 out=1

buffer count = 3 buffer count =2

Figure 7 - Buffer management example.
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There are two ways for sending a message, usm@8MA/CA algorithm or
sending the message without any channel assessihtensecond way is only used to
send beacons and acknowledgments frames. The CSMi&/Used to send command
and data frames. If the sent frame requires anadetigment the sender must wait for
it before sending a new message. The wait or tin@n@mnission mechanism consists on
a timer that is activated after a transmission tieguires an acknowledgment. This
procedure is described in detail in [1 pag 157]e BwentT_ackwait.fired() is used to
activate the retransmission of the last sent aricaoknowledge frame. If the frame is
acknowledged in the available time frame Theackwait()event is stopped, otherwise
the event will fire until the frame is acknowledge until is reaches the maximum
allowed retransmissions (the number of retransonssi is defined in the
aMaxFrameRetriesonstant).

The time frame available for the acknowledgemest defined in the
macAckWaitDuratiorvariable of the MAC PIB. This value is very impamt because
we must take into account the processing time efdigvice, otherwise the device could
be pre-processing the message after sending tmewatddgment and the source of the
message may try to retransmit it again.

The next charts illustrate the MAC-PHY interactiwhen sending messages,
either from the originator and the receiver. [1 18§-186].
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Figure 8 - Data transmission sequence chart - origator.
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Figure 9 - Data transmission sequence chart - redgnt.

Indirect Transmissions

The buffer used for the indirect transmissionseBneéd as a structure. When the
coordinator needs to send an indirect transmissioeeds to search in the buffer the
correct message to send. This procedure goes thralghe positions of the message
array comparing the destinations addresses utiitilds the correct message or, ignores
the indirect transmission request if there are egsages for the requested address.
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The structure defined is the following:
typedef struct
{
uint8_t handler;
uintl6_t transaction_persistent_time;
uint8_t frame[127];
}indirect_transmission_element;

Code Example 1 - Indirect transmissiton structure @finition.

Each indirect transmission element has a uniquedlba to identify each
position. Thetransaction_persistent_timegariable is used to count, in number of
superframes, the time that the message is storn inuffer. If this number reaches the
macTransactionPersistenceTimefined in the MAC PIB the message is discarded. Fo
a more detailed explanation of this procedure ref¢t pag 155].

The functions used for maintaining the indirea@nsmission buffer are the
following:

» void init_indirect_trans_buffer(> This function is used to initialize the indirect
transmission buffer, all the positions of the buféee reset to the initialization
values.

* void send_ind_trans_addr(uint32_t DeviceAddress[Phis function is used to
search and send an existing indirect transmissiessage. If the message does
not exist the request is ignored, if it exists, thessage is inserted in the
send_buffeland will be removed from the indirect buffer. Théme message is
treated like a “normal” message to be sent by thece.

e result_t remove_indirect_trans(uint8_t handler} This function is used to
remove an existing indirect transmission message.

e void increment_indirect_trans(} This function is used to increment the
transaction persistent time on each message, ifrémsaction time expires the
messages are discarded. This function is calléueagnd of every superframe on
thesd_firedevent.

« void list_indirect_trans_buffer(} This function list all the handlers in the
indirect transmission buffer and is used for depurgposes only

The different transmission scenarios are desciingt pag. 158].

GTS Buffer

The GTS buffer is used in two different ways.Hétdevice is not a coordinator
the buffer is FIFO and its used like the send asckive buffer with two pointers
indicating the in and out of the messages andaffa¢ mumber of messages in the buffer.
The messages are sent in the appropriate GTS @tbttansmit time slot. If the device
is a coordinator the buffer is maintained by anilaary structure with index pointers
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pointing to the appropriate message in the buff&lso the auxiliary structure
gts_slot_listis indexed with the available timeslots that cam bised for GTS
transmission. This mechanism is used to avoid pmifgy sequential and time
consuming searches in the buffer to find the ddsipacket. Along with the
gts_send_buffer buffer there is also one auxiliary array declareas
available_gts_index|GTS_SEND_BUFFER_SI&Hring the available indexes in the
GTS buffer. TheGTS_SEND_BUFFER_SIZEonstant variable defines the GTS
maximum size. If the coordinator wants to send datine GTS, it must check if there
are available indexes to store the message. When ntlessage is send, its
gts_send_buffeposition becomes available by inserting in dvailable_gts _indekist
thegts_send buffendex.

o1 2 3 14 g 1 2 3 2"
avallable gls Index=0123 available gls Index=0
available gis index count=4 available gis index count=1

i 0 1 2 3 i 0 1 2 3 o %
— |D|C Al — — |D G E| — H
available _gts index = 2 available gtz index =2
available_gis index_count = 1 available_gis_index_count= 1
e
— E|] —

available gts Index = 201
available gts- index count=3

Figure 10 - GTS buffer management - PAN coordinatar

Thegts_slot_listis defines as an array gfs_slot_elemenfThegts_slot_element
is defined in thenac_const.lile and has the following structure:

typedef struct gts_slot_element
{
uint8_t element_count;
uint8_t element_in;
uint8_t element_out;
uint8_t gts_send_frame_index[GTS_SEND_BUFFER_SIZE]

}ots_slot_element;
Code Example 2 - gts_slot_element structure defindn.

Each element in thgts_slot_listarray represents one GTS time slot, up to the
maximum of seven, defined in the protocol as th&imam number of GTS time slots
available for GTS allocation. Tigts_slot_elemerdefines a FIFO buffer used to store
indexes that reference positions in tte_send_buffeand it is maintained as the send
and receive buffers.
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3.5.2. Data Reception

The SFD pin going high means that the transcesvstarting to receive a frame.
If the frame check sequence is ok (hardware candiimplemented by the CC2420
transceiver and all the IEEE 802.15.4 complianhgcaivers) the PHY layer will be
signalled by the FIFO interrupagync event result_t HPLCC2420.FIFOPIntr(Ypon
the reception of this event, the PHY will signalethMAC layer with the
PD_DATA.indicationprimitive, which will copy the received frame thetbuffer_msg
buffer. The functions tasksnessage_outnd message inare used for the buffer
management queue operations. These functions mestasks because of the
asynchronous processing of tiD_DATA.indicationevent. After the message is
copied to the buffer, the MAC will call the#ata_indicationfunction to pre-process the
frame headers, selecting the frame type receivedorder to call the appropriate
function to fully process the frame. Thaata indication function also do a pre-
evaluation, stating if the message can be acegtadtoFor example, if the MAC is in
the middle of the CSMA/CA algorithm or performingchannel scan the frame will be
discarded.
Depending on the frame type tata_indicationfunction will select one of the

following functions:

* indication_data- if the frame type is a TYPE_DATA,;

* indication_ack- if the frame type is a TYPE_ACK;

* indication_cmd- if the frame type is a TYPE_CMD;

* indication_beacon- if the frame type is a TYPE_BEACON.

According to the IEEE 802.15.4 the MAC will onlgeept frame if the satisfy
the following requirements [1 pag 155]:

* The frame type subfield of the frame control fisldall not contain an illegal
frame type;

« If the frame type indicates that the frame is acbeaframe, the source PAN
identifier shall matchmacPANIdunlessmacPANIdis equal toOxffff, in which
case the beacon frame shall be accepted regaadlss source PAN identifier;

» If a destination PAN identifier is included in thame, it shall matcimacPANId
or shall be the broadcast PAN identifioxffff);

» If a short destination address is included in tfemg, it shall match either
macShortAddressr the broadcast addred3xffff). Otherwise, if an extended
destination address is included in the frame,atlshatchaExtendedAddress

» If only source addressing fields are included ohaga or MAC command frame,
the frame shall be accepted only if the device BAN coordinator and the
source PAN identifier match@sacPANId

Some of these conditions are verified after daga_indicationfunction selects
the proper function.
The next figure illustrates the data receptionrapens.
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Figure 11 - Data reception flow chart.

3.5.3. TimerAsync and Synchronization
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An important aspect of this protocol is the syncieation. A first difficulty in
the implementation of the beacon-enabled mode alated to the TinyOS management
of hardware timer provided by the MICAz motes, whidoes not allow having the
exact values in millisecond of the beacon intergaperframe, time slots and backoffs
durations as specified by the IEEE 802.15.4 stahddo accomplish a precise
synchronization a timer component was developeth &h asynchronous behaviour
regarding the code execution, based on the hardu@clk

Considering that there are two different typesimiets in this implementation.
The synchronous timers are used in the implememtgtr events that doesn’t need
precision and the asynchronous timers that are @& se due to their asynchronous
behaviour.

The synchronous timer use the TinyOS provided tiomenponent, th@imerC
and the asynchronous use our custom timer, baseldednmerJiffy timer component,
the TimerAsyncC This timer is uses the TinyOS Clock componentated in the
contrib.hurray.tos.systemdirectory. This component uses the hardware clock
componenHPLTimer2Clocated in theontrib.hurray.tos.platform.MICAdirectory.

The TimerAsyncC component is located under tbatrib.hurray.tos.system
directory and the  TimerAsync interface is located nder the
contrib.hurray.tos.interfacegirectory.

TimerAsyncC Component
This component is used to wire the TimerAsync fase with the

TimerAsyncM of the timer implementation.
The next figure represents the component graph.

Tirnerfsyne
----- Sty "

Figure 12 - TimerAsyncC component graph.

TimerAsyncM Component
Implementation notes:

The TimerAsynccomponent is one timer that is used to triggesyhehronous
timer events. The events signalled are used mdimty maintaining protocol
synchronization related to the slotted version.

All the events are signalled inside thiener.fire() event that is generated by the
usage of the hardware clock timers in the HPLTirGec®mponent. The protocol
events have the following purpose:

signal TimerAsync.bi_fired§ Timer used to signal the end of the beaconvater
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signal TimerAsync.before_bi_fired{) Timer used to signal a time defined constant
(BEFORE_BI_INTERVALbefore the beacon interval fired. This is usetuta the
transceiver on before the beacon interval firestisat if the device is a pan
coordinator the transceiver will be ready to traitighe beacon and if the device is a
normal node the transceiver will be ready to reed¢ine beacon.

signal TimerAsync.sd_fired§ Timer used to signal the end of the superframe
duration. This is used for the device to entergleep period (if applied) It's also
used to disable the time slot and backoffs eveatalise during the sleep period
there is no activity (if applied).

signal TimerAsync.time_slot_fired{)Timer used to signal each time slot. This is
used for the GTS mechanism.

signal TimerAsync.before_time_slot_fired()Timer used to signal a time defined
constant BEFORE_BB_INTERVALbefore the time slot fired. This is used to
switch the transceiver state before each timesslahat the transceiver is ready to
transmit/receive when the time slot starts.

signal TimerAsync.backoff_fired) Timer used to signal each backoff. This is used
for the CSMA/CA algorithm.

signal TimerAsync.sfd_fired® Timer used to signal the start-of-frame delimite
upon the arrival of data. This is used to know #yawhen the transceiver starts
receiving data and is prior to the FIFO interrupittis triggered only when the full
length of the frame is received.

The next figure represents the timer events irstiperframe structure.

bi fired time skt fired before time slol fired  backoff fired sd fired before_bi fired
% % as i s
ir T

|
i (I |
| CAP 1111 Inactive |
|
|

|

15
| |
| 5D = aBaseSuperframeDuration * 2°” symbaols | |
': k

|

|

|

| i |-
ID-I1]2|3|4|5|E|T|8|9 |iD|i1|12113i14

|
Bl = aBaseSuperframeDuration * 2% symbals

Figure 13 - Timer events in superframe structure.

This timer component is based on the hardwarekclooer configuration
defined in two constants:

¢ SCALE - This constant defines the scale division thé ATMEL
microprocessor.

 INTERVAL - This constant defines the number of &dacks per clock
firing.
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The clock tick granularity of the MICAz mote thatdi fit our requirements is equal

to 69.54 microseconds, which approximately corradgo to four

symbols

(configuration with SCALE equal to 4 and INTERVAIlgeal to 1). In fact, the four

symbols duration have a theoretical value of 64roseconds which leads to a

cumulative effect on the discrepancy with theoedhjc values of beacon interval,

superframe durations and time slot durations irlisetond for high superframe and
beacon orders. For instance, the theoretical tifreesuperframe duration with SO=3 is
equal to 122.88 ms, while it is equal to 133.36 uss)g the MICAz motes and the

TinyOS time management of the clock granularity.

MICAZ
Effective Teorical
Backoff Symbols 20 20
Symbol Duration (us) 17,362 16
Backoff Duration (us) 347,24 320
Granularity (us) 69,54 64
Backoff Clock Ticks 5 5

Table 9 - MICAZz clock ticks granularity comparison.

MICAz Time Slot Durations (Effective Values)
SO | Symbols Backoff Periods Timeslot Duration (us) Clock Ticks
0 60 3 1041,72 15
1 120 6 2083,44 30
2 240 12 4166,88 60
3 480 24 8333,76 120
4 960 48 16667,52 240
5 1920 96 33335,04 479
6 3840 192 66670,08 959
7 7680 384 133340,16 1917
8 15360 768 266680,32 3835
9 30720 1536 533360,64 7670
10 61440 3072 1066721,28 15340
11 122880 6144 2133442,56 30679
12 245760 12288 4266885,12 61359
13 491520 24576 8533770,24 122717
14 983040 49152 17067540,48 245435
Table 10 - MICAzZ time slot durations - Effective vdues.
MICAz Time Slot Durations (Theoretical Values)
SO | Symbols Backoff Periods Timeslot Duration (us) Clock Ticks
0 60 3 960 15
1 120 6 1920 30
2 240 12 3840 60
3 480 24 7680 120
4 960 48 15360 240
5 1920 96 30720 480
6 3840 192 61440 960
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7 7680 384 122880 1920
8 15360 768 245760 3840
9 30720 1536 491520 7680

10 61440 3072 983040 15360
11 122880 6144 1966080 30720
12 245760 12288 3932160 61440
13 491520 24576 7864320 122880
14 983040 49152 15728640 245760
Table 11 - MICAz time slot durations - Theoreticalvalues.
MICAz Beacon Interval Durations (Effective Values)

BO | Symbols Backoff Periods Duration (us) Clock Ticks
0 960 48 16667,52 240
1 1920 96 33335,04 479
2 3840 192 66670,08 959
3 7680 384 133340,16 1917
4 15360 768 266680,32 3835
5 30720 1536 533360,64 7670
6 61440 3072 1066721,28 15340
7 122880 6144 2133442,56 30679
8 245760 12288 4266885,12 61359
9 491520 24576 8533770,24 122717
10 983040 49152 17067540,48 245435
11| 1966080 98304 34135080,96 490870
12| 3932160 196608 68270161,92 981739
13| 7864320 393216 136540323,8 1963479
14| 15728640 786432 273080647,7 3926958

Table 12 - MICAz beacon interval durations - Effecive values.
MICAz Beacon Interval Durations (Theoretical Values)

BO Symbols Backoff Periods Duration (us) Clock Ticks
0 960 48 15360 240
1 1920 96 30720 480
2 3840 192 61440 960
3 7680 384 122880 1920
4 15360 768 245760 3840
5 30720 1536 491520 7680
6 61440 3072 983040 15360
7 122880 6144 1966080 30720
8 245760 12288 3932160 61440
9 491520 24576 7864320 122880
10 983040 49152 15728640 245760
11 1966080 98304 31457280 491520
12 3932160 196608 62914560 983040
13 7864320 393216 125829120 1966080
14 15728640 786432 251658240 3932160

Table 13 - MICAz beacon interval durations - Theoréical values.
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Required Interfaces
The required interfaces of the TimerAsyncM comparaga the following:

« Clock Timer
+ Leds

Provided Interfaces
The provided interfaces of the TimerAsyncM compdrage the following:

* TimerAsync

Variables

« uint32_t ticks_counter current number of clock ticks on each beacoervat.

« uint32_t bi_ticks— number of clock ticks needed to reach the beactmmval
boundary.

« uint32_t bi_backoff_periods number of backoffs in one beacon interval.

« uint32_t before_bi_ticks number of clock ticks needed to reach the boynda
defined by théi_ticks— BEFORE_BI_INTERVAI[constant).

« uint32_t sd_ticks— number of clock ticks needed to reach the supad
duration interval boundary.

« uint32_t time_slot_backoff_periodshumber of backoffs in one time slot.

« uint32_t time_slot_tickstotal number of clock ticks needed to reach ts&cbn
interval boundary.

« uint32_t before_time_slot_ticks number of clock ticks needed to reach the
boundary defined by tha_ticks—BEFORE_BB_INTERVA(constant).

« uint32_t time_slot_tick_next_fire number of clock ticks needed to reach the
next time slot boundary.

« uint32_t backoff_symbolsnumber of symbols in one backoff.

+ uint32_t backoff_ticks number of clock ticks in one backoff.

« uint32_t backoff ticks_countercurrent number of clock ticks on each backoff.

« uint8_t current_time_slot current time slot number.

« uint32_t current_number_backoff _on_time_slotcurrent backoff number on
each time slot.

« uint32_t current_number_backoff current number of backoff on each beacon
interval.

+ bool backoffs- enable/disable backoff events .

+ uint8_t previous_sfd temporary variable that stores the SFD pin readi

« uint8_t current_sfd- temporary variable that stores the SFD pin readi

« uint32_t process_frame_tick_countercurrent number of clock ticks needed to
fully receive a data frame.

+ uint32_t total_tick_counter current number of clock ticks.

Function description

async command result_t TimerAsync.start (void)
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Command used to start the component.

command result_t TimerAsync.init (void)
Command used in the initialization of the compdnen

async command result_t TimerAsync.stop (void)
Command used to stop the component.

async command result_t TimerAsync.reset (void)
Command used to reset the global timer variablgs Tunction zeroes the
tick_countervariable.

async command result_t TimerAsync.reset_procesaefrack counter (void)
Command used to reset the process frame timeahtariThis function zeroes
theprocess_frame_tick_counteariable.

async command uint8_t TimerAsync.reset_start (Rirtt8tart_ticks)
Command used to reset the global timer variabkes Tunction initializes the
tick_countervariable with the values of tistart_ticksargument.

async command result t TimerAsync.set _bi_sd (uint3Bi_symbols, uint32_t
sd_symbols)

Command used to set the duration, in symbols,hef leacon interval and
superframe.

async command result_t TimerAsync.set_backoff_dgmbo (uint8_t
Backoff Duration_Symbols)
Command used to set the duration, in symbole@backoff interval.

async command result_t TimerAsync.set_enable Hadkafol enable)
Command used to enable/disable the backoff ewetaisupts.

async command uint32_t TimerAsync.get_current_{iohisl)
Command used to read tberrent_ticksvariable.

async command uint32_t TimerAsync.get_sd_tickd)voi
Command used to read the ticksvariable.

async command uint32_t TimerAsync.get_bi_ticksljvoi
Command used to read the ticksvariable.

async command uint32_t TimerAsync.get_backoff (iakd)
Command used to read thackofft_tickssariable.

async command uint32_t TimerAsync.get_time_sl&s (\oid)
Command used to read ttime_slot_tickyariable.

async command uint32_t TimerAsync.get_current_nurbbaekoff (void)
Command used to read tberren_number_backotfariable.
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async command uint32_t TimerAsync.get_time_slokdfgeriods (void)
Command used to read ttime_slot_backoff periodsariable.

async command uint32_t TimerAsync.get_current_sioe (void)
Command used to read tbarrent_time_slovariable.

async command uint32_t TimerAsync.get_current_nurbbaekoff_on_time_slot (void)
Command used to read tberrent_number_backoff_on_time_slatriable.

async command uint32_t TimerAsync.get_total_ticknt (void)
Command used to read ttwal_tick_countewariable.

async command uint32_t TimerAsync.get_process_frisekecounter (void)
Command used to read thecess_frame_tick_counteariable.

async event result_t Timer.fire (void)

The Timer.fire event is triggered by the Clock component if tiheerrupts
notification is enabled. Th&imerAsynanodule maintains several variables in order to
create as many timers as needed based on onefiegdniThe next diagram represents
the computation flow chart for every timer firedeet.
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Figure 14- Timer.fire flow chat of the TimerAsync @mponent.

TimerAsync Interface

This component exposes the function implementetthériTimerAsyncMand is
used to wire thd&lacM to theTimerAsyncC
The commands provided by this interface are tHeviing:

* result_t start(void)
* result_t stop(void)
* result_t init(void)
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e uint32_t get_current_ticks(void)

e uint32_t get_sd_ticks(void)

e uint32_t get_bi_ticks(void)

* result_t reset(void)

e uint8_treset_start(uint32_t start_ticks)

e uint32_t get_time_slot_ticks(void)

* result_t set_backoff_symbols(uint8_t symbols)

e uint32_t get_backoff_ticks(void)

e result_t set _enable_backoffs(bool enable backoffs)

e uint32_t get_current_number_backoff(void)

e uint32_t get_time_slot_backoff_periods(void)

e uint32_t get_current_time_slot(void)

e uint32_t get_current_number_backoff _on_time_sladjvo
* result_tset bi_sd(uint32_t bi_symbols, uint32_tsyanbols)
» result_treset process_frame_tick_counter(void)

e uint32_t get_process_frame_tick_counter(void)

e uint32_t get_total_tick_counter(void)

3.5.4. MAC Timer Events

Asynchronous Timers
TimerAsync.before _bi_fired()

The implementation of this timer is used to turhe ttransceiver on
receive/transmit mode before the fired event. The time before is defined in the
TimerAsyncMcomponent in the variabBREFORE_BI_INTERVALBecause of the time
needed to switch the state of the transceiver befending or receiving data this event
tries to minimize that effect. If the device is@adinator the transceiver is switch to the
transmit state so that the beacon frame, thatready constructed, is sent when the
bi_fired event is triggered. If the device is not a cooattin the transceiver is switched
to the receive mode, therefore, when lhefired event is triggered the device will be
ready to receive the beacon. The exception incémse is when the beacon order (BO) is
equal to the superframe order (SO) and there haage in the transceiver state.
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Figure 15 - before_bi_fired event flow char.

TimerAsync.bi_fired()

This event indicates the beginning of a new sugeTé. If the device is a PAN
coordinator it must transmit a beacon, otherwigedévice will receive the beacon and
process it. The devices that are trying to syndaeonvith the PAN will have the
findabeacon variable enabled. If the device cannot find a beaafter the
aMaxBeaconLostthe MAC layer issues theILME_SYNC_LOSS.indicatigorimitive
with the status oMAC_BEACON_LOSTThe same procedure occurs if the device is
associated with the PAN and tracking the beacdrikelbeacon is received, it must be
processed before the verifications of these caohti The synchronization procedures
are described in [1 pag 151].

After the synchronization processing, the devialiscthe send_frame_csmal)
function to start sending the frames that couldstoeed in thesend_buffethat could
not be sent in the last superframe
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Figure 16 - bi_fired event flow chart.

This timer event indicates the end of the actieiqud of the superframe
duration. In this event if the device is not onmprscuous mode and the BO is different
than the SO, the transceiver is switched to idlelendf the device is a coordinator the
following maintenance procedures are triggered:

* increment_gts_null(} if there are deallocation GTS descriptors therdimator
need to check their transaction persistence tincedihg if the keep showing in
the beacon or not;

* check_gts_expiration§ if there are allocated GTS time slots that wengsed
the coordinator must calculate and evaluate thgpiration time. If one
allocation expires the corresponding GTS descrifitaroved to the deallocated
GTS descriptors. This procedure is described pgd 162];

» create_beacon(}- the device created the beacon that will be dtonatil the
bi_fired event is triggered.
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Figure 17 - sd_fired event flow chart.

TimerAsync.before_time dlot fired()

The implementation of this timer is used to turhe ttransceiver on
receive/transmit mode before the time_slioed event. This event is used when the
device, being a coordinator or not, has a GTS Shoeallocated and when the time slot
starts the transceiver is already ready for trassiom or reception, depending on the
allocated time slot. The time before is definedha TimerAsyncMcomponent in the
variableBEFORE_BB_INTERVATIhis event is needed because of the time necessary
to switch the state of the transceiver before sendr receiving data.

The variablesnext_ on_s GTandnext _on_r GTSletermine that the next slot
will be available for transmission and for receptrespectively.
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Figure 18 - before_time_slot_fired event flow chart

TimerAsync.time_dot_fired()

This event is triggered on every time slot anch&nly used to perform the GTS
management. On every execution of the timer, nibenber_time_slotvariable is
maintained with the current time slot informatidhen the time slot number reaches a
GTS slot, the device will try to send data if theme packets to transmit. After the
activation of the send mechanism the device wélleate if the next slot is also a GTS
slot. In this event there are two distinct operatioodes: the coordinator operation and
the non-coordinator operation. The GTS managemethese two modes is different, if
the device is a coordinator it must be ready todmait or receive on every GTS slot to
and from the appropriate device. If the deviceasarcoordinator it only needs to check
the time slot number, previously allocated on tlerdinator and confirmed in the
beacon GTS descriptors, and take the appropridtenadransmit data if it has an
allocation for transmission or receive data.

Thes GTSsandr_GTSssvariables indicate the timeslot number of the devi
allocated send/receive GTS slot. Thamber_backofivariable keeps count of the
number of backoffs in the time slot.

For a more detailed explanation about the GTS gemant refer to the GTS
Management section.
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Figure 19 - time_slot_fired event flow chart.
TimerAsync.sfd_fired()
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This event indicates that the transceiver is is@rto receive data. Currently
there is no processing in this event.

TimerAsync.backoff fired()

This event is triggered on every backoff during thctive period of the
superframe. The code processing is related to rtiementation of the CSMA/CA
algorithm. This event maintains tmeimber_backoff/ariable counting the number of
backoffs in the time slot and a number of statest #re defined in the functions
concerning the CSMA/CA implementation algorithm.

For a more detailed explanation about the CSMAI@@lementation refer to
the CSMA/CA section.

Synchronous Timers

T_ResponseWaitTime.fired()

This timer event is activated each time the dewieeds to execute a procedure
involving a request command or a response witldefaned time frame. This event will
trigger if no response is received, executing thpr@priate actions depending on the
procedure being executed. For example, if the @elvies to associate, the coordinator
must respond to the request inside the respongddimai frame.

The constant variablResponseWaitTindefines the time frame in symbols for
a device to receive a response for its request.

In the current status of the implementation, #&ponse wait time event is only
used when the device wishes to associate with A édordinator. If the device does
not receive an association response command, th€ NM#er will signal the upper
layer by issuing theMLME_ASSOCIATE.confirmprimitive with the status of
NO_DATA

T_ackwait.fired()

This event is triggered when a device sends astmé&sion requesting an
acknowledgment from the destination. The variahkc_PIB.macAckWaitDuratioim
the MAC PIB defines the maximum wait time in syn¥oto receive an
acknowledgment, before initiate a retransmissioreport a transmission failure.

The main purpose of this event is to control theadetransmission and inform
the upper layer about a possible data transmigaiture.

The variables used to control the retransmissionguures are the following:

« send_ack check variable stating that the current transmissieguires an
acknowledgment;

e retransmit_count number of retransmissions of the current frammesimission;

* send_indirect_transmission variable stating that the current transmissgoan
indirect transmission and doesn’t require a retrassion if the first
transmission fails;

* ack _sequence_number_chec&urrent transmission frame sequence number.
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The functionsend_frame_csma(s used to send the next frame in the send
buffer. When the frame is being send the variablesend_ack check
send_indirect_transmissiandack_sequence_number_check initialized.

T_ackwsit-fired

refransmil_count ==
aMaxFrameRetries OR
send_indirect_ iransmission-=

associaling =@
signal MLME.ASSOCIATE confim

send. buffer count —
send_buffer_msg_ouit+

M

send_buffer_msg out ==
SEND BUFFER_SIZE

send_buffer msg._ out=0

post send. frame_csmal) I

send_ack check =10
retransmit_count =0
ack sequence number_check =0

y
I post sendframe csmal) I

y
return function

Figure 20 - T_ackwait.fired event flow chart.

3.5.5. Frame Construction

The frame formats are composed of a MHR, a MAC gayland a MFR. The
fields of the MHR appear in a fixed order; howewbe addressing fields may not be
included in all frames. The general MAC frame shalliformatted as illustrated in next
figure. [1 pag. 112].
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Octets: 2 1 0/2 0/2/8 0/2 0/2/8 variable 2
Destination Destination Source Source
. PAN . PAN .

Frame Sequence identifier address identifier address Frame FCS

control number payload ’
Addressing fields
MHR MAC MFR
payload

Figure 21 - General MAC frame format.

The structure definitions and structure size camist used to construct all the
frames are defined in thrame_format.hfile under thecontrib.tos.systemin the
mac_func.h file there are auxiliary functions usedconstructing/retrieving fields that
require bit operations.

The frame control field is 16 bits length and @am$ information defining the
frame type, addressing fields and other contr@sflahis field in constructed using the
following set function located in the mac_funcle fi

uintl6_t set _frame_control( uint8_t frame_type,
uint8_t security,

uint8_t frame_pending,
uint8_t ack_request,
uint8_t intra_pan,
uint8_t dest_addr_mode,

uint8_t source_addr_mode)

{
uint8_t fc_b1=0;
uint8_t fc_b2=0;
fc_bl = ((intra_pan << 6) | (ack_request <9 b(frame_pending << 4) |
(security << 3) | (frame_type << 0) );
fc_b2 = ((source_addr_mode << 6) | (dest_addodm << 2));
return ( (fc_b2 << 8)| (fc_bl << 0));
}

Code Example 3 - Mac frame control construction funtion.

Bits: 0-2 3 4 5 ] -9 10-11 12-13 14-1%
Frame Security Frame Ack. Intra- Reserved Dest. Feserved Souree

type enabled pending | request PAN addressing addressing
mode mode

Figure 22 - Format of the frame control field.

Because of the variety of combination that can $&dun constructing a frame
we adopted the strategy of using a generic frammadbstructure for all frames that we
defined as MPDU. The MPDU structure is the follogvin
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typedef struct MPDU

{
uint8_t length;
uintl6_t frame_control;
uint8_t seq_num;
uint8_t data[121];
IMPDU;

Code Example 4 - MPDU structure definition in the fame_format.h.

The strategy used for the construction of the &ahes on pointing the
corresponding structure to the position zero of ghéit data array in the MPDU
structure and so on, so that the frame is builbaiing to the needs. The constants
defined in this file are used for associating the@&spondent structure to its byte length.

The main problem constructing frames is the nunadfgrossible combinations
of the Addressing Fields. The definition of thesdds is very time consuming due to
the different possibilities, especially in the netten of the frame where the device must
be prepared to process all the different addresstegarios. The next graph illustrates
the possible combinations with the indication @& #udress field length in bytes.

INTRA PAN | No INTRA PAN
Address Field Size (Bytes) Source
No Short Long No Short Long
No - 2 8 - 4 10
Intra/No intraPAN Destination | Short| 4 6 12 4 8 14
Long 8 12 18 10 14 20

Table 14 - Address fields - possible sizes and coimations.

Size (Bytes)
Addressing Short 4
Addressing Long 10
Intra PAN Source Short 2
Intra PAN Source Long 8

Table 15 - Address fields - size reference.

For example (nesC code), if we want to build a datene with a short
destination address and a long source addressweeth@reate first an MPDU variable
and its correspondent MPDU type pointer. Then, Ve &ave to create a structure
pointer for the short destination and anotherHierlong source addressing fields.

The next code example shows the relevant structienitions in the
frame_format.h relevant for this example.

#define DEST_SHORT_LEN 4
#define SOURCE_LONG_LEN 10

typedef struct dest_short

uintl6_t destination_PAN_identifier;
uintl6_t destination_address;
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}dest_short;

typedef struct source_long

{

uintl6_t source_PAN_identifier;

uint32_t source_address0;

uint32_t source_addressi;
}source_long;

Code Example 5 - frame_format.h structure definition example.

MPDU frame_pkt;

MPDU * frame_pkt_ptr;
dest_long *dest_long_ptr;
source_short *source_short_ptr;

frame_pkt_ptr = (MPDU *) &frame_pkt;
dest_short_ptr = (dest_short *) &frame_pkt->dat&[0
source_long_ptr = (source_long *) &frame_pkt->dHEST_SHORT_LEN];

frame_pkt->length = data_len + msduLength + MPDUEADER_LEN;
frame_pkt->frame_control = set_frame_control(TYREATA,0,0,get_txoptions_ack(TxOptions)

,0, SHORT_ADDRESS, LONG_ADDRESS
frame_pkt->seq_num =/*Data Sequence Number*/;

dest_short_ptr->destination_PAN _identifier= /*Dawition PAN Address*/;
dest_short_ptr->destination_address=/*Destinatidddress*/;

source_long_ptr->source_PAN _identifier=/*Source WAddress*/;
source_long_ptr->source_address0=/*Source Addréss*
source_long_ptr->source_address1=/*Source Addréss*

Code Example 6 - Data frame construction example.

In the MacM.nc file all the functions that stantlhwcreate <something> are used
in the construction of frames.

The data frame format is illustrated in [1 pag]1#@e command frame format in
[1 pag.122] and the beacon frame in [1 pag.116].

3.5.6. Beacon Management

Creating Beacon (Coordinators Only)

The functioncreate_beacon(js used by the PAN coordinator to construct the
beacon frame that will be ready to send in the rexfired event, indicating the
beginning of a new superframe. The beacon contafosmation about the PAN, such
as beacon intervals, beacon orders and other iatowm included in the superframe
specification; information about the allocated/ttezdted GTS time slots on the CFP in
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the GTS fields; information about the devices tiate pending data in the coordinator
in the pending address fields and other data ité&aeon payload.

The next figure represents the structure of adreft pag. 116]

Orctets: 1 1 410 2 variable variable variable 2
Frams Sequence | Addressing | Superframs iﬁf&*___ Efiq&:}g Beacon FCS
confrol mumber fields specification (Flgure-iﬂj (1-'11;11?:1?3 0 payload

MHE MAC payload MER

Figure 23 - Beacon frame format

The beacon frame is divided into two parts: the RMtthat contains the frame
control field containing the general frame inforiat the beacon sequence number and
the addressing fields; and the specific beacon Mpa&yload that contains the
superframe specification field, the GTS fields, ¢ieg address fields and optional
beacon payload data.

The superframe specification field, as seen imid figure, can be constructed
using the functiorset_superframe_specificatiamplemented in thenac_func.Hile and
the values can be retrieved with the respectivefigettions implemented in the same
file.

Bits: 0-3 47 8-11 12 13 14 15
Beacon Superframe ELEE} Battery life Reserved PAN Aszzociation
order order <ot extension T coordinator permit

Figure 24 - Superframe Specification Format

The header of the GTS fields is composed by thiedds: the GTS specification
with the information of the number of GTS descriptin the GTS list and the GTS
permit; the GTS directions field with the infornati about the directions of the
allocations, if there are GTS descriptor on the &ad the GTS list of descriptors.

Octets: 1 /1 variable
GTS GTS GTS
specification directions hist

Figure 25 - GTS fields format.
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Bits: 0-2

3-0

GT5 descriptor

Feserved

GTS permit

count

Figure 26- GTS specification field format.

Bits: 0-6 7

GTS directions

mask Feserved

Figure 27 - GTS directions field format.

The GTS descriptors contain information aboutghert address of the devices
allocation GTS, the start slot in the CFP and timalper of slots allocated.

Besides the allocated GTS slots, the GTS descsifigi include the deallocated
GTS with the GTS descriptors containing informatadoout the device address and with
zero values in the start slot and length.

Bits: 0-15 16-19 20-13
Device GTS GTS
shoort address starting slot length

Figure 28 - GTS descriptor field format.

The pending addresses field contains informatibrthe data stored in the
coordinator. This data must be requested by theivecdevice in order to be sent. To
construct the pending address list tindirect_trans_queuéuffer is read and the
correspondent address is created for each valig.ent

Oectets: 1 variable

Pending A ddress

address st
specification o

Figure 29 - Pending addresses field format.
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Bits: 0—2 3 4= 7
MNumber of short i Number of extended i
. Feserved . Feserved
addreszes pending addresses pending

Figure 30 - Pending address specification field fonat.

The next flow chart represents the steps for mglca beacon frame in the
create_framefunction. The procedure for building the pendinddmesses list is
described in the Pending Data / Indirect Transmissection.
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Biuild the MHE fiekds
v
Sel the superframe specification fHield

Allocated GTS +
Deallocated GTS =0

Allocated GTS

L 4

Build (TS
descriptor list
GTS db

Dealkocated
GTs

4
Build GTS
descriptor list
GTS db null

#

Pending Addresses Y

count =0
v

] Build Pending
4 Addresses list

w

' Ready to send I

Figure 31 - Beacon creation flow chart.

After the creation of the beacon the frame is estorin the variable
mac_beacon_txmpdand will be ready to send.

The creation of the beacon only takes place ifdéece is a PAN coordinator
and after the next higher layer, above the MACuasstheMLME-START.request
primitive. The beacon generation procedure is dlesdrin [1 pag.100].

The next figure illustrates the sequence of messdgtween layers when the
PAN coordinator starts the beacon generation [11848.
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D D FID
et hwgher laver LT FEY
LM ME-FESET 1equest
MMVE-SCAMN reeuest
MLME-SCAN confim PE’“ETHE"
(SUCCESS) detect
Select PANTA
ShortAddrass, R
]’.{l_ﬂfl[] ] . I'.'_._I'.'_-ST.':\RIFEQ'.H =
FLIE-SET-TRCSESTATE vequest
(T om) .
PLNVE-SET-TEX-STATE confinu
" (SUCCESS)
FO-DATA raquest
Beacon N
FD-DATA confm (SUCCESS)
MIAVE-START confim 4
(SUCCESS)
FLME-SET-TESESTATE request
:E";'m\l I
PIME-SET-TRS-S5TATE confim
. (SUCCESS)
] ] [
Figure 32 - Beacon generation sequence chart.
The next figure shows a sample transmission segueinbeacons.

Time [uz] Lenath Frame contral field Sequence || Dest. Drest. Source Superframe specification GTS fields Lol E
+2132805 | Type Sec Pnd Ack req Intra PAN || number PAN || Address || Address ||BD S0 F.CAP BLE Coord Assoc | Len Permit
=10664021 ) 15 |[ECcHN 0 © i 1 0xa3 || 0x0001 || OxFFFF ||0x0001 |[07 06 15 0 1 il il 1 ||1zo| ox

Time [uz] Lenath Frame contral field Sequence || Dest. Drest. Source Superframe specification GTS fields Lol E
+2132804 | Type Sec Pnd Ack req Intra PAN || number PAN || Address || Address ||BD S0 F.CAP BLE Coord Assoc | Len Permit
=12796825| 15 |[BcN 0 © i 1 0xad || 0x0001 || OxFFFF ||0x0001 |[07 06 15 0 1 il il 1 |16 or

Time [uz] Lenath Frame contral field Sequence || Dest. Drest. Source Superframe specification GTS fields Lol E
+2132804 | Type Sec Pnd Ack req Intra PAN || number PAN || Address || Address ||BD S0 F.CAP BLE Coord Assoc | Len Permit
=14929629| 15 |[BCcN 0 © i 1 0xa5 || 0x0001 || OxFFFF ||0x0001 |[07 06 15 0 1 il il 1 ||1zo| ox

Figure 33 - Beacon transmission example.
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Processing beacon (Devices)

In the beginning of each superframe interval,déeices receive a beacon frame
in order to synchronize and to update the PAN mfation. After the processing of the
beacon, the upper layer is signalled with the miation retrieved from the beacon
processing.

The processing of the beacon information is madeeprocess_beacon(MPDU
*packet) function. This processing is divided into the doling steps:

1. Processing of the superframe specification fieldriter to read the values of
the beacon order, the superframe order and thiecipeslot;

2. Compute the superframe duration, the beacon irtah&time slot and the
backoff period in symbols;

3. Process the GTS characteristics and, if there ai® @scriptors in the GTS

list, compute each one in order to verify and de#ne correspondent device

address. If the address is present the device aesluthe descriptor

information and updates its own GTS informatiothes for an allocation,

deallocation or a confirmation of the current aditbon request. This update

is very important because the time slot(s) assigad¢de device may change

due to a reorder of the GTS descriptors on the Eddidinator;

Process the pending addresses information;

Build the PAN descriptor information to inform theper layer;

Synchronize the device asynchronous timer with RN coordinator. In

order to have a correct synchronization the dewiast take into account the

transmission time, transmission delay, the packegeption time and the

packet processing time. On eatimer.fire() event in theTimerAsync

component a counter is set to zero when the trarescgtarts receiving data

or the SFD pin goes high. When the device wansytachronize it reads the

SFD counter grocess_frame_tick_countevariable in the timer.fire()

function) to compute the processing time of thenigaThe synchronization

also takes into account the possible variablediabthe internal time of the

TimerAsynacomponent can be set with the appropriate stéutva

7. Signal the upper layer using thLME_BEACON_NOTIFY.indication
primitive with the PAN descriptor information.

o0 bs

The MLME_BEACON_NOTIFY.indicatioprimitive has the following semantic
[1 pag 75]:

event result_t indication(  uint8_t BSN,
PANDescriptor pan_descriptor,
uint8_t PenAddrSpec,
uint8_t AddrList,
uint8_t sdulLength,
uint8_t sdul));

Code Example 7 - MLME_BEACON_NOTIFY indication evert .

TheBSNis the beacon sequence number,gle_descriptoiis a structure with
the description of the PAN, thé&enAddrSpeccontains the pending addresses
specification field and théddrList the address list, theduLengthis the number of
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bytes in the MAC payload and tiseluis the MAC payload that will be transferred to
the upper layer.

The PANDescriptor structure is defined in theac_func.hfile under the
contrib.hurray.tos.lib.madlirectory.
The next table describes the PANDescriptor atte®(il pag 76]:

Attribute Type Range Description
CoordAddrMode| Integer | 0 x 02-0 x 03 The coordinator addressinderemrresponding to
the received beacon frame. This value can take one
of the following values:
2 =16 bit short address.
3 = 64 bit extended address.
CoordPANId Integer | 0 x 0000-0 x ffff The PAN identifier of the coordinator as specified
in the received beacon frame.
CoordAddress Device| As specified by The address of the coordinator as specified in| the
address| the received beacon frame.
CoordAddrMode
parameter
LogicalChannel | Integer| Selected frgriihe current logical channel occupied by the
the availableg network.
logical channels
supported by the
PHY
SuperframeSped The superframe specification asifigdl in the
received beacon frame.
GTSPermit Boolean TRUE or| TRUE if the beacon is from a PAN coordinator
FALSE that is accepting GTS requests
LinkQuality Integer | 0 x 00-0 x ff The LQ at whichhg network beacon was
received. Lower values represent lower LQI
TimeStamp Integer| 0 x 000000-0| Xhe time at which the beacon frame was received,
frffff in symbols. This value is equal to the timestamp
taken when the beacon frame was received
SecurityUse BooleanTRUE or| An indication of whether the received beacon
FALSE frame is using security
ACLEnNtry Integer | 0 x 00-0 x 08 The macSecurityMquerameter value from the
ACL entry associated with the sender of the data
frame
SecurityFailure | BooleanTRUE or| TRUE if there was an error in the security
FALSE processing of the frame or FALSE otherwise

Table 16 - PAN Descriptor attributes description.

3.5.7. Scanning through channels

This version of the implementation (v1.0) doesingilement the channel scan
mechanism. The scanning procedure is describetlpag. 145].
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3.5.8. Association and Disassociation

The association and disassociation proceduredesm@ibed in [1 pag 149].

The association procedure occurs when the devemgtsmo associate with a
PAN coordinator. To proceed with the associatiandbvice must scan all the channels
for radio transmissions, so that it can selectniost suitable PAN. The association is
necessary if the device wants to transmit dathenRAN. As a result of the association
mechanism, the device is assigned with a shorteaddallowing it to transmit in the
PAN and, depending on the network topology, trahsondther PANs and devices.

The association request frame command is consttuctin the
create_association_request_crivhction that is called after the upper layer esshe
MLME_ASSOCIATE.requegtimitive.

Besides the standard MAC frame fields, the frarae &n addressing field, a
command frame identifier field and the capabilitjormation of the device. The frame
is illustrated in the next figure [1 pag 124]:

octets: 17/23 1 1

MHE. fields Command Capability
frame identifier mformation
(zee Table 67)

Figure 34 - Association request frame format.

The capability information field, as seen in tlexinfigure, can be constructed
using the functiorset_capability _informatiommplemented in thenac_func.Hile.

hits: 0 1 2 3 45 6 7
Alternate . . ;
. Power Receiver Security Allocate
A Dev , ¥
PAR . Vice fype source on when idle Reserved capabality address
coordinator -

Figure 35 - Capability information field format.

Upon the reception of the association request canarirame, the coordinator
will process the command in thedication_cmdfunction that will signal the upper
layer using theMLME_ASSOCIATE.indicatioprimitive. The upper layer will process
the request and will issue the MAC layer with tMLME_ASSOCIATE.request
primitive stating the result of the request. If tleguest is successful the coordination
will call the create_association_response_crfuhction in order to construct the
association response command. The command is sioréte indirect transmission
buffer (ndirect_trans_queueand will be transmitted after a data request frima
associating device.

Besides the update of the MAC PIB, the MAC laykthe device stores the
association parameters in the following variables.

e uint8_t a_ LogicalChannel — Logical channel of th\P
e uint8_t a_CoordAddrMode — Coordination address mode
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e uintl6_t a_CoordPANId — Coordinator PAN id;

e uint32_t a_CoordAddress[2] — Coordinator addrespedding on the address
mode;

e uint8_t a_CapabilityInformation — Capability infoation of the device when the
association request was sent.

* bool a_securityenable — Security enable statitigeifdevice is using security or
not.

The next charts illustrate the MAC-PHY interactidmen association occurs,
either from the device that is trying to assocete the coordinator that is associating.

[1 pag 182-183].
Device - Device - - Device nesi
PHEY MAC higher layer

MIME-SCAN request (Passive)

Parform paesive scam MIME-SCAN confirm
(SUCCESS)

Salact 2 PAN based on
- - Est 0f PAN dhscriptors
MLME-ASSOCTATE raguest |

Parfomm C5MA algosishm
and emzbls menomiter
PD-DATA request

PD-DATA confim (SUCCESS)

PLME-SET-TRM-3TATE request
(Ex on)

Association reguest

PLME-SET-TRX-STATE confirm

(SUCCESS)

. Ak Waileraton
Ackewlodsmanr

PD-DATA irdication

2PaspocwWanTime i

L

Parform CEMA algosizhen
and smshls manomter
PD-DATA request

BD-DATA confine (SUCCESS)
PLME-SET-TRIM-3TATE request
(Fx om)

PLME-SET-TEX-STATE confirm
{SUCCESS)

Dara reguest

Ackow ledsment oAk Wailusaton

PD-DATA irdicarion

ATIQCIANAN FaIpOnsg DD-DATA indication

PLME-SET-TRX-STATE 1equest
{Tx on)

PLME-SET-TRX-STATE confirm

(SUCCESS)

PD-DATA request

Acimowledement

PL-DATA confirm (SUCCESS)

PLME-SET-TRIM-3TATE request
{THRx off)

PLME-SET-TRX-STATE .confirm

(SUCCESS)

MLME-ASSOCIATE confirm

Figure 36 - Device association message sequencercha
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FFD next FFD FFD
higher layer MAC PHY

PLME-SET-TRX-3TATE request

(Fx on)
PLME-SET-TRX-STATE.confirm
o (SUCCESS) .
- Aszoeciation reguasi

PD-DATA indication

PLME-SET-TRX-2TATE requast
(Tx on)

PLME-SET-TRX-STATE confirm
(SUCCESS)

PD-DATA request

Acknowiedzment

PD-DATA confirm (SUCCESS)

_MLME-ASSOCIATE indication

Check resources and allocats
am address, if required
MLME-AS50CIATE response PLME-SET-TRX-STATE requast
(F.x on)
PLME-SET-TRX-STATE.confirm
(SUCCESS)

Data reguest

PD-DATA indication

PLME-SET-TRX-STATE raquast
(Tx on}

PLME-SET-TRX-STATE confirm
(SUCCESS)

PD-DATA request

Acknowidgement

PD-DATA confirm (SUCCESS)

Perform CSMA alzorithm
and enable ramsmitier
PD-DIATA request

PD-DATA confirm

PLME-SET-TRX-STATE raquest
(Blx om)

Airociation response

PLME-SET-TEX-STATE.confirm
(SUCCESS)

PD-DATA indicafion
PLME-SET-TRX-STATE raquest

macAckWaitDuration X Acknowledgmant

(TEx off)
PLME-SET-TRX-STATE.confirm
. (SUCCESSE)
] ] ]

Figure 37 - Coordinator association message sequenchart.

The next figure shows a sample transmission seguesf a successful
association request followed by a data transmission
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Figure 38 - Association mechanism example.

Time [us] Length Frame cantral field Sequence || Dest. Diest, Source Superframe specification GTS fields Lo || Fos
+2132804 9 Type Sec Pnd Ack req Intra PAM || rumber PAN || Address || Address ||B0 80 F.CAP BLE Coord Assoc ||Len Permit
=14929623 15 BCN a o a 1 OxAS 0x0001 || OxFFFF || 0x0001 |(07 D5 15 a L a a 1 120 0K |

Time [us] Length Frame cantrol field Sequence || Dest. Diest, Source Source
+551545 & Type Sec Pnd ick req Intra PAN || rumber PAN Address PAN Address
=15781174 21 CHMD a o L o Ox5z 0x0001 || 0x0001 || 0xFFFF || 0x0000000200000002

Time [us] Frame caontral field Sequence
+1787 ||| Type Sec Pnd Ack req Intra paw|| rumber | L9|/FCS
=15762961 3 ACK a 1 0 a 0x52 120 || 0K

Time (0] || pr Frame control field Sequence |[ Source Source

+3328 9| Type Sec Pnd Ack req Intra PAN|| rumber PAN Address
=15786280 16 CMD a 0 L 1 0x53 0x0001 || 0x0000000200000002

Time [us] Frame contral field Sequence
+1261  ||"*""| Type Sec Pnd Ack req Intra paw|| rumber | L9]/FCS
=15787750 5 ACK a 0 0 a 0x53 lzan|| 0K

Time [us) Length Frame control field Sequence || Dest, Dest, Source Souice

+2100 g Type Sec Pnd Ack req Intra PAN || rumber PAN Address PAN Address
=15789850 29 CHMD a 1] 0x93 0x0001 || 0x0000000200000002 || 00001 || 0x0000000100000001

Time (us] Frame control field Sequence ||| oy |
41978 ||"*" | Type Sec Pna Ack req Intra paw| rumber | L3 |/FCS
=15791528 5 ACK a 0 0 a 093 112 || 0K

Time: [us] Lenath Frame control field Sequence || Dest Dest. Source Superframe specification GTS fields Lo || Fos
+1272132 Type Sec Pnd Ack req Intra PAN || rumber PAN || Address || Address ||ED S0 F.CAP BLE Coord Assoc ||Len Permit
=17063960 15 ECN a 1) a 1 OxA6 00001 || OxFFFF || 0x0001 |(07 D8 15 a L a a 1 124 0K |

Time: [us] Length Frame control field Sequence || Dest Dest. Source || Source || MAC payload Lot || Fes
+918052 9 Type Sec Pnd Ack req Intra PAM || rumber PAN || Address || PAN ] Addiess [Tl
=17983052 17 DATA O o L o Ox54 0x0001 || 0x0001 || 0x0001 || 0x000C il FF 112§ o |

Time [us] Frame control field Sequence
+1533 ||"*"@"| Type Sec Pnd Ack req Tntra Pam| rumber ||L0V[/FCS
=17984585 5 ||ACK a o o a Ox 54 120 OK |

Time: [us] Length Frame control figld Sequence || Dest Dest Source || Superrame specification | GTS fields Lal {|res
+1212596 9N Type Sec Pnd Ack req Intra PAm|| rumber FAN || Address || Addiess ||B0 80 F.CAP BLE Coord Assoc ||Len Permit||
=13187181 15 BCN a 0 a 1 0xA7 0x0001 || 0xFFFF || 0x0001 ‘D? 05 15 a L a | a 1 ‘120_ OE |

The disassociation request command frame can beraged either by the
device, trying to leave the PAN, or by the coorttimawishing that the device leaves
the PAN. After the disassociation procedure theiadewill lose its short address and
will not be able to communicate in the PAN and ¢berdinator will update the list of
associated devices, but it call still store the icevinformation for a future re-

association.
The

disassociation
create_disassociation_notification_criuvhction.

command

frame if

constructed

ithe

The next figure shows a sample transmission segueh a disassociation

request.

Time [ug] Lendth Frame contral field Sequence || Dest Dest Source Superframe specification GTS fields Lol ||res
+2129226 9 (| Type Zec Pnd Ack req Intra Pam|| number PAM || Address || Address |(B0 %0 F.CAP BLE Coord Assoc ||Len Permit
=23463206 15 ||ECN 0 0 o 1 Oxi9 0x0001 || OxFFFF || 0x000L |(07 06 15 1] 1 1} 1] 1 1an oK |

Time [us] Length Frame control field Sequence Dest. Diest. Source || Source ||MAC papload Lol |[Fos

+1954 9" || Type sec Pna Ack req Intra Pam || number PAN || Address || PAN || Address || 47 00
=23465160 17 DATA O 0 1 0 0x55 0x0001 || 0x0001 || 0x000L | 0x000C Al 23 116 || OK

Tirne [uz] Frame control field Sequence
Length LOl |(FCS
+1554 onoth || e Sec Pnd Ack req Incea pam|| number || ¥
=23466714 5 ACE o 0 0 o Ox55 132 || 0K

Time [uz] Length Frame control field Sequence || Dest Dest, Source || Source || MAC payload Lol |[Fos
+375703 "'\ Type Zec Pnd Ack req Intra FAN|| rumber PAN | Address || PAN || Address 40 07
=23842417 17 DATA O 0 1 0 Ox56 0x0001 || 0%0001 || 0x0001 || 0x000C 23 35 112 || 0K

Tirne: [Lz] Frame control figld Sequence |[| o |
+1552 e Type Sec Pnd Ack req Intra PAN number Lar||Fcs
=238439683 5 ACE o 0 0 o Ox 56 120 || 0K

Time [uz] Length Frame control field Sequence || Dest Dest. Source Superframe specification GTS fields Lol ||res
+1752735 9" || Type Sec Pnd Ack req Intra Pam || number PAM || Address || Address |(EQ %0 F.CAP BLE Coord Assoc ||Len Permit
=25596704 15 ||ECN 0 0 o 1 O 0x0001 || OxFFFF || 0x000L |(07 06 15 1] 1 1} 1] 1 1an oK |

Time [us] Length Frame control field Sequence || Dest Dest. Source Source

+2636 g Type Sec Pnd Ack req Intra PAN || number FPaM Address FaM Address
=25559340 27 CHD 0 0 1 1] 0x57 0x0001 || 0x0000000100000000 || 0x0001 || 0x0000000200000002

Time [uz] Frame control field Sequence
Length Lal |(FCS
+178L  ||"*"" | Type Sec Pnd Ack req Intra pan| mmber [ O
=25601121 5 ACE o 0 0 o Ox57 120 || 0K |

Time [us] Length Frame control field Sequence || Dest Dest, Source Superframe specification GTS fields Lo ||Fes
+2128604 9" || Type sec Pna Ack req Intra Pam || number PAM || Address || Address |(RQ %0 F.CAP BLE Coord Assoc ||Len Permit
=27729925 15 ECN 0 0 0 1 OxAF 0x0001 || 0xFFFF || 0x000L || 07 06 15 0 1 1] 0 1 124 || 0K

Tirne: [uz] Length Frame cortrol field Sequence || Dest Dest. Source Superframe specification GTS fields Lol ||Fcs
+2132804 9N || rype Sec Pnd Ack req Intra Fa|| number PAN || Address || Address ||BD SO F.CAP BLE Coord Assoc ||Len Permit
=29862729 15 ||ECN 0 0 o 1 Oxil 0x0001 || OxFFFF || 0x000L {07 05 15 1] 1 1} 1] 1 1la || 0K

Figure 39 - Disassociation mechanism example.
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3.5.9.CSMA/CA

The CSMA/CA algorithm is used when the device watat transmit frames
within the CAP. The transmission of beacon franaegnowledgement frames and data
frames in the CFP will not use the CSMA/CA algamthnstead they will be send
directly without any channel assessment. The CSMA@chanism is described in [1
pag. 144].

The application of the algorithm is illustratedtive following flow chart.
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Figure 40 - CSMA/CS algorithm.

The implementation of the CSMA/CA involves sevefahctions and global
variables used in conjunction with tlenerAsync.backoff_fired{imer events.

The function send_frame_csmas called to start the application of the
CSMA/CA mechanism and if the channel is clear dretd is data to be send it will
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send the frame. If there is no data in slead_bufferthe send procedure will abort. The
functionsend_frame_csmia called in the following cases:
« When a frame is created and it is already in timel sruffer ready to be
send;
* When the last frame was successfully transmittetithere is still data in
the buffer ready to be send;
* In the beginning of the CAP when thénerAsync.bi_fired(Jimer event
fires;
* In the retransmission of a frame requiring an aekadgment;
« After a failed transmission and there is still datahe buffer ready to be
send.

When the function is called, it will check if tidevice is in the CFP and if there
is data ready to be sent. If the conditions chegk,tthe function will set thBoolean
variable performing_csma_c&o true, meaning that the application of algoritismin
progress, and will call thperform_csma_ca(function to proceed with the application
of the algorithm. Although the receiver of the daevis enabled during the channel
assessment portion of this algorithm, the devicall sfiscard any frames received
during this time. At this point the algorithm isstep 1 (Last figure).

The functionperform_csma_cafyill choose the application of the slotted or the
unslotted version.

In the unslotted version the function will calletliunctioninit_csma_ca()to
initialize the variables NB (number of backoffs)daBE (backoff exponent). The
function will also initialize the variabldelay backoff_perioavith a random value and
will set thecsma_delayBoolean variable to start the delay mechanism]empnted in
theTimerAsync.backoff_fired{dmer event.

In the slotted version, the function calls thet insma_ca() to initialize the
variables needed for the application of the algamit namely the contention window
(CW), the number of backoffs (NB) and other auxjyligariables. The backoff exponent
(BE) is set depending on the battery life paramet€he boolean variable
csma_locate backoff _boundary set to true triggering the location on the bdicko
boundary implemented in tiémerAsync.backoff_fired{imer event.

At this point the algorithm is in step 2 (Lastuig).

The next steps of the algorithm will be triggerein the
TimerAsync.backoff_fired{)mer event depending on the state of the auyiNariables
of the implementation.

The next figure shows the flow chart for herform_csma_ca@unction.
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pertam_esnma_car)

g
init_cstra_cal’slotted") < BE=chEI;.ErmMinBE
eh N
¥ delay backoft. period = Rand()
o
I cama delay = 1 I
l
£
¥ / o

B

init_csma_ca( slotted™)

csma_cca_backoff boundary =0
\ csmia_locate backoff boundary = 0

N

BE = mini2, mac_PiB.macMinBE

BE = mac_PIB macMinBE

'J

L
cama_locate backofl_boundarny = 1

Figure 41 - perform_csma_ca() function flow chart.

The TimerAsync.backoff_fired§)mer event will be triggered on every backoff
of the CAP and will «call the functions start csma_ca_slotted() /
perform_csma_ca_slotted{r perform_csma_ca_unslottedr the application of the
slotted or unslotted version respectively.

The auxiliary variables used in the implementatodrnthe timer event are the
following:

* csma_delay- Used in the step 2 of the algorithm to trigdex tount down of
the delay backoff periods;

e csma_cca_backoff boundarised in the step 3 of the algorithm after thayel
period is over to perform the channel assessment;

« delay_backoff period Number of backoff interval of the delay period,;

e csma_locate backoff boundaryUsed to locate the backoff boundary of the
first channel assessment in the slotted versigheolgorithm.
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csina_lacate._backoff_boundary =0 I
l slart_cema_ca_slotted() I
|

_boundary == 1

perfarm_csma_ca_slotted() '

cema_defay == 1 peiformn_csma._ca_unslotied() I

csma_ delay =0
cama_cca_backoff_boundary = 1

h
dalay backoff paeriod -~ I
1]

nurmber_backoff ++

return function

Figure 42 - backoff_fired event flow chart.

The slotted version of the algorithm implementso twWunctions; the
start_csma_ca_slotted@nd theperform_csma_ca_slotted(Jhe first function is called
once when thecsma_locate backoff boundarng set to 1 and it is to set the

delay backoff periodvariable with a random value before entering ttep 2 of the
algorithm.

siarl csma ca siolied

Y

defay_backofl_period = Rand()

¥
csma_delay =1

refurn function

Figure 43 — start_csma_ca_slotted() function flowhart.

The function perform_csma_ca_slotted(nplements the final steps of the
algorithm. This function updates the global varesbbf the algorithm and sets the timer
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auxiliary variables, so that it can be called savBmes to accomplish the application of
the CSMA/CA. The functionfTOSH_READ_CC_CCA_PIN(vailable in TinyOS, is
used to perform the clear channel assessment ahdiaé if the channel is clear (1) or
not (0). The next figure illustrate the operatioh tbe perform_csma_ca_slotted()
function

pertarmy cima ca_slothed

¥ cw=2
! NE++
BE = min(BE+1,aMaxBE)
¥
delay.backolf_perad = Rand()
¥

I csma_delay =1 I

mac. PIB.machiax TS
ckoffs

cama_delay =0 l
cama_cca_backoff boundary =0

W

".‘{_ return function '
4

performing_csma_ca =0

) 4

[

send_ack_check =1
ack_sequance number_chack=send buffer[send buffer msg_out].seq num
send_ratransmission = send_buffar[send buffer msg out] relransmission
send_indirect _transmission = send_buifer[zend_buffer msg_out].indirect

CSMA/CA | SUCCESS

call PD_DATA raquest
{send_bufferfsend_buffer_msg_ o]}

CSMAICA ¢ SUCCESS

call PD_DATA request L
(send_buffer[send buffer._msg out]) I call T Ackwaitstart }

v

v

send_buffer msg cut==

send. buffer count — ) &
SEND_BUFFER_SIZE

send_bufer msg_out++

send_buffer_msg out=0 I

Figure 44 - perform_csma_ca_slotted() function flovzchart.
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3.5.10. GTS Management

The GTS Management procedures are describedgad1159].

The GTS is a dedicated time slot allocated inGA¢> by the PAN coordinator.
There are two types of allocations, for receptiod for transmission. Each allocation
can only be used for reception or transmission. PA& coordinator receives and
processes the GTS allocation requests up to thénmax of seven time slots allocated.
Each device associated to the PAN can only allocatereceive slot and one transmit
slot. The allocated receive slot is used for theepéon of transmissions by the PAN
coordinator and the allocated transmit slot is usettansmit to the coordinator. The
management of the GTS is made in the coordinatbitramsmitted to the devices in the
GTS fields of the beacon. The deallocation of a Gifit® slot can be requested by the
device or by the coordinator. The coordinator cealldcate a device by simply remove
it from the GTS list, without any reason or basethie inactivity of the time slot. Every
time a device is deallocated, the coordinator wgsl#tte GTS descriptor list with the
information of the device GTS descriptor with that $ngth of zero.

All the transmissions in an allocated GTS usetstbaressing fields. The device
allocates a GTS time slot by issuing MEME_GTS.requestp the MAC layer, with its
GTS characteristics descriptions that include tlewing information:

* The GTS time slot length;
* The direction of the allocation;
* Type of request (allocation/deallocation).

The functionset_gts_characteristiasnplemented in thenac_func.Hile is used
to construct the 8 bit GTS characteristics fiellse mac_func.halso implements the
respective get functions used to retrieve the gpmeinformation from the field.

GTS Allocation

Upon the reception of the GTS allocation requést, PAN coordinator will
update it GTS descriptors database, implementdteiGTS_db array.

The GTS_db contains all the device GTS descrigtmshave GTS allocations.
Each element of the array is defined in the GT&nfoyType containing information
about the incremental id of the GTS allocationtisgpslot in the CFP, number of slots
allocated, direction of the allocation, the addre$sthe allocated device and the
expiration counter.

typedef struct

{
uint8_t gts_id;
uint8_t starting_slot;
uint8_t length;
uint8_t direction;
uintl6_t DevAddressType;
uint8_t expiration;

}GTSinfoEntryType;
Code Example 8- GTSinfoEntryType structure definition.

The next charts illustrate the MAC-PHY interactiorhen GTS allocation
request occurs. [1 pag 84].
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Dewice next Devwice PAN coordinator PAN coordinator
higher layer MLME MLME next ki gher laver

MLME-GT3 request
g GT.S'reque.sf'

‘Acimwi cdgemert

I'u'IT_.I‘u'IE-('_‘rTS.1'.t1chu:atiuﬁb
‘Beacom (with GT3 descriptor)

‘MLME-GTS. confirm

Figure 45 - GTS allocation request flow chart.

The next figure shows a sample transmission segueh a GTS allocation
request.

Time [us] Lenath Frame control figld Sequence || Dest Dest. Source Superframe specification  GTSfields Lot |[Fes
+2132605 E Type Sec Pnd Ack req Intra FAN| number PAN || Address || Addiess ||BD 50 F.CAF BLE Coord Bssnc Len Termit
=12796828 | 15 |BCN o 0 0 1 0x55 || 0x0001 || 0xFFFF || 0x0001 |07 06 15 0 1 0 0 1 {124
Time fus] | Frame control figld Sequence || Dest Dest || Source || Supsifiame specficalion || GTS fields | Lt |[cs
+2132805 S Type $ec Pnd Ack reg Intre PAN|| number FAN || Address || Addiess ||BD 0 F.CAP BLE Coord Assuc"Len PErmlt \
-14929633 |15 |BEN 0 0 [ 1 0x56 || 0x0001 || 0xFEFF || 0x0001 |07 06 15 0 1 0 |14
Time sl [\ oo Frame control field Sequence || Source |[ Source
+346495 9" | Type Sec Pnd Ack req Intra PAN| number PAN || Address
=15276128| 1l |cMD 0 O 1 1 0x52 || 0x0001 || 0x0002
Time [us] Frame control field Sequence
#1417 || "M || Type Sec Pnd ack reg Tnora pam| rumber || W{[FCS
=15277545|_ 5 ||ALK_ 00 0 i ox52_ || 144
Time (us] |\ .o Frame control figld Sequence || Dest Dest || Source || Supsifiame specficalion I GTS fields IMar s
+1785257 9\ Type Sec Pnd Ack req Intra PAN|| number PAN || Address || Addiess ||B0 50 F.CAP BLE Coord Assoc ||Len Permit | Directions | List (addr/slot/length)
-17062802 |13 |BEN 0 0 [ 1 0x57 || 0x0001 || 0xFEFF || 0x0001 |07 06 14 0 1 o |l 1 | Ob0ODDOOOD | 0x0002/15/1 128
Time sl [\ oo Frame control field Sequence || Dest Dest. |[“Source |[“Souce |[MAC payioad | o | 0s
+399862 9" | Type Sec Pnd Ack req Intra PAN| number PAN || Address || PAN || Address 1D
=18062664|_ 15 |DATA 0 0O 1 0 0x53 || 0x0001 || 0x0001 || 0x0001 || 0x0002 pi] 11z || o
Time [us] Frame control field Sequence
+1ara || "M || Tepe Sec Pnd ack reg Tnora pam| rumber || W05
=18064078|_ 5 ||ALK_ 00 0 i ox53_||128 || 0K
Time (o] [\ o Frame control figld Sequence || Dest Dest || Source || Supsifiame specficalion I GTS fields IMar s
+1131945 9\ Type Sec Pnd Ack req Intra PAN|| number PAN || Address || Addiess ||B0 50 F.CAP BLE Coord Assoc ||Len Permit | Directions | List (addr/slot/length)
-1g196023|_ 13 |BEN 0 0 [ 1 0x58 || 0x0001 || 0xFEFF || 0x0001 |07 06 14 0 1 o |l 1 | Ob0ODDOOOD | 0x0002/15/1 i
Time sl [\ oo Frame control field Sequence || Dest Dest. |[“Source |[“Souce |[MAC payiad | o | 0s
+399807 9| Type Sec Pnd Ack req Intra PAN|| rumber PAN || Address | PAN || Address an
=20195830 |15 |DATA 0 O 1 0 0x54 || 0x0001 || 0x0001 || 0x0001 || 0x0002 z || ox
Time [us] Frame control field Sequence
#1456 || "M || Type Sec Pnd ack reg Tnora pam| rumber || W{[FCS
=z0197288|_ 5 ||ALK_ 00 0 i ox54 || 140
Time (us] |\ o Frame control fisld Sequence || Dest Dest [ Source |[ Souce |[MAS paylnad Lo |[Fes
+1259 S8 pe Sec Pnd Ack req Intra Pan || rumber || PAN | Address || PAN || Address
-20198547 |15 |DATA 0 O 1 [ 0x55 || 0x0001 || 00001 || 0x0001 || 0x0002
Time (us] Frame control field Sequence
#1458 || """ || Type Sec Pnd ack reg Tnora pam| rumber || WH0{[FCS
=z0z00006 || 5 JlACK_ 0 0 0 [i] oxss||Llzs || 0K
Time [us] Lenath Frame control figld Sequence || Dest Dest. Source Superframe specification Il GTS fields [ Lot |[Fes
+1129585 E Type Sec Pnd Ack req Intra FAN| number PAN || Address || Addiess ||BD 50 F.CAP BLE Coord hssoc |[Len Permit | Directions | List (addr/slot/length) ||
=21328581| 18 |BCcN o 0 0 1 0x59 || 0x0001 || 0xFFFF || 0x0001 | 07 06 14 1] 1 0|1 1 | 0h0ODOODOO | 0x0002/15/1 |[144 ]| oK
Time (us] | Frame control fisld Sequence || Dest Dest [ Source |[ Souce |[MAS paylnad Lo |[Fes
+999590 e Type Sec Pnd Ack reg Intra PAN || number PaM Address PAN Address
=22329481 |15 |DATA 0 O [ 0x56 || Dx0001 || 00001 || 0x0001 || 0x0002 [
Time (us] Frame control field Sequence
#1665 || "™ || Tepe Sec Pnd ack reg Tnora pam| rumber || SH0{[FCS
=z2331146|_ 5 |lALK__ 0 0 0 [i] oxs6 ||z || 0K

Figure 46 — GTS allocation mechanism example.

As seen in the above figure, the device succdgstduests a GTS allocation.
The GTS descriptors field of the next beacon camfis allocation information.

GTS Deallocation
The GTS deallocation procedure in described ipdd 162].

Upon the reception of the deallocation requesttA&l coordinator will update
the GTS descriptor list removing the previous ated slot and rearranging the
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remaining allocation starting slots. The arrangeinadrthe time slots is made in the
result_t remove_gts_entry(uintl6_t DevAddressTypegtion located in the MAC
layer. The arrangement of the CFP consists in isbiftight the allocated GTS
descriptors witch have a starting slot less thatrédtent deallocated GTS descriptor and
consequently the final CAP_slot variable is updaf€de next figure illustrates an

example of this procedure [1 pag. 163].

| C AP | CFF !
% ik ¢
I | G3Ts 3 TS 2 oTsl !
1y
-
& 10 14
| CAP | CFP |
i s ¢
| I 3TS 3 OTE 2 oTsy !
7
£ T
7
& 10 14
| CAF | CFF |
A >ie >
I | 3T33 oT31 !
3
-
12 14
- >

1 supetframe

Figure 47 - CFP defragmentation on GTS deallocation

In the above figure, the'loint represent the three allocated GTS. THeaint
shows the deallocation of the GTS 2 that starthenl" time slot and with duration of
4 time slots. The final point show the GTS 3 skifteght 4 time slots. The final CAP
slot that was 8 with on thé'point now is 12 on the'3

The PAN coordinator will monitor the GTS activignd if there are no
transmissions during a defined number of time dluesGTS allocation expires.
The expiration occurs if there is no data frameeteived and no acknowledgement by
the device or the coordinator respectively, on g&n superframes. The n is defined
as:
o n = 2@macBeaconOrden it o < macBeaconOrdet 8
* n=1,if 9< macBeaconOrdet 14

The deallocated GTS descriptor will move to theSGdeallocated descriptors
database, defined &TS_db_nulland will appear in the beacon with the starting sl
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equal to zero. Each element of théTS_db null array is defined as a
GTSinfoEntryType_nullariable that has the following attributes. A Giti®ntification
number, a starting slot equal to zero, the duratibhme slots, the deallocated device
address and the persistence time counter withuhebar of superframes after witch the
PAN coordinator will remove the descriptor from theacon. The persistence of the
descriptos is defined in tle&GTSDesPersistenceTiroenstant variable.

typedef struct

{
uint8_t gts_id;
uint8_t starting_slot;
uint8_t length;
uintl6_t DevAddressType;
uint8_t persistencetime;

}GTSinfoEntryType_null
Code Example 9- GTSinfoEntryType_null structure defnition.

The next charts illustrate the MAC-PHY interactiolen GTS deallocation
request occurs. [1 pag 84].

Dewice fext Device PAN coordinator PAN coordinator
higher layer MLME MLME riext higher layer

a) MLIME-GT 3. request
P T3 request |

Aclmowledgement
-+

‘MLME-GTS. confirin

-

MLME-G T3 indicati un.

LILME-G T3 indicati un..

1) Heaccw (with GTH descriptor)
_ MLME-G T3, indication 4
e |

Figure 48 - GTS deallocation request flow chart.

The next figure shows a sample transmission seguafng GTS deallocation request.

© IPP Hurray! Research Group 82
www.hurray.isep.ipp.pt



TR-061106 An IEEE 802.15.4 protocol implementation (in nesC/TinyOS): Reference Guide v1.0

Sequence
number

Dest Dest,
PAN Address

Saurce Superframe specfication ]
Address |(Ba 50 F.CAP

I ]
BLE Coord Assoc ||Len Permit | Directions | List (addr/siot/lengeh) | = ||7C°
1 o ||

ce | Source |[HAC palead [,
N || Addiess oF

uuuuuu

[
0K

21

nnnnnnnnnn

eeeeeeee
m

0x23

FCS
0K

I e I
Assoc ||Len Permit | Directions | List (addr/slot/length) ||
L1 1 | 0b000OOOOL | 0x000Z/15/1 |l116

ce || Souce |[HAC pavload
N || e ||| L [|Fos

116

nnnnnnnnnnn

xBF

0000000000000000000

Figure 49 — GTS deallocation mechanism example.

As seen in the above figure, the device succdgskuest a GTS deallocation.
The next beacon will not contain the deallocateds@e€scriptor and the device stops its
transmissions. Note that the GTS descriptors inkbib@con were rearranged and the
device 0x0002 that was transmitting in thd' Bt now is transmitting in the 15

3.5.11. Pending data / Indirect Transmissions

The pending data mechanism is used by the PANdowator to inform, the
devices associated, that they have data pending. pEmding data information is
described, in the beacon, on the pending datasfiédddevice will know that it has
pending data by examining the beacon payload. €k&d can request the pending data
by sending a data request command frame. Uponviegehe request, the coordinator
will search the indirect transmissions buffer foe tdestination address and send the
frame if it finds it. The coordinator ignores thequest if it does not find the correct
address.

The data extraction mechanism is described iraffl f#55].

The indirect transmissions are stored initigirect_trans_queuduffer, on the
coordinator, and each message stays in the buwifer defined amount of superframes.

When the coordinator is constructing the beadotherre are pending addresses
to be send, it will construct a list containing rve@ddresses. The following diagram
illustrates the construction of the pending addredsst if theindirect trans_count
variable, containing the number of pending addiessegreater than zero. The variables
short_addr_pendin@ndlong_addr_pendingontains the number of frames with short
and long destination addressing fields respectivélye add processes in the next
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diagram, indicate that the address is copied tobicon payload and it length is
updated. In the final procedure the pending addeespecification field must be
updated with the short and long counters. In thdress list, the short addresses must
appear first and that is why the buffer is seardwéde, the first time is to count and
construct the short address list and the secofw the long addresses.

Build pending
addrass list

direct_trans queus{if
handler = 0x00

I short_addr_pending++ I
Y

add short addrass io list

I=

NDIRECT BUFFER._ S|

direct_trans gueue(il
handler > 0x00

LONG_ADDRESS

‘*Y
I long_addr_pending++ I
" v
update pending address :
( specification field add long address to list

Figure 50 - Pending address list construction diagm.

The next figure shows a sample transmission segueindata request.
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Figure 51 — Data request example.

3.6. Auxiliary Files (Under contrib.hurray.tos.lib.mac):

mac_const.h

This file contains data structures definition usedthe MAC and protocol
constants definition related with the MAC layerragawvith auxiliary constants.

The MAC protocol constants defined are the deedrib the next table. [1 pag.
134]. Note that some of these constants assignnmeate use of PHY constants
defined in thephy_const.Hile under thecontrib.hurray.tos.lib.phylirectory.

Constant Value Description
aBaseSlotDuration 60 The number of symbols formanguperframe
slot when the superframe order is equal to O
aBaseSuperframeDurat aBaseSlotDuration * The number of symbols forming a superframe
ion aNumSuperframeSIgtwhen the superframe order is equal to O
S
aMaxBE 5 The maximum value of the backoff exponent
the CSMA-CA algorithm.
aMaxBeaconOverheag 75 The maximum number of oeidded by the
MAC sublayer to the payload of its beagon
frame
aMaxBeaconPayloadLeaMaxPHYPacketSizé The maximum size, in octets, of a beacon
ngth - payload
aMaxBeaconOverhea
d
aGTSDescPersistenceT 4 The number of superframes in which a GTS
ime descriptor exists in the beacon frame of a PAN
coordinator.
aMaxFrameOverhead 25 The maximum number of octidedaby the
MAC sublayer to its payload without security
aMaxFrameResponseTi 1220 The maximum number of CAP symbols in a
me beaconenabled PAN, or symbols in | a
nonbeacon-enabled PAN, to wait for a frame
intended as a response to a
data request frame.
aMaxFrameRetries 3 The maximum number of retiiesvad after a

transmission failure.
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aMaxLostBeacons 4 The number of consecutive lestctns that
will cause the MAC sublayer of a receiving
device to declare a loss of synchronization.

aMaxMACFrameSize aMaxPHYPacketSiz&€éhe maximum number of octets that can

aMaxFrameOverhead

transmitted in the MAC frame payload field.

be

aMaxSIFSFrameSize

18

The maximum size of an MPDUctets, tha

(SIFS)

can be followed by a short interframe spading

aMinCAPLength

440

The minimum number of symbolsrimg the
CAP. This ensures that MAC commands
still be transferred to devices when GTSs

needed to perform GTS maintenance

can
are

being used. An exception to this minimum shall
be allowed for the accommodation of the
temporary increase in the beacon frame length

aMinLIFSPeriod

40

The minimum number of symbolsnfmmg a
long interframe spacing (LIFS) period.

aMinSIFSPeriod

12

The minimum number of symbolsmiog a
SIFS period.

aNumSuperframeSlots

16

The number
superframe.

of slots cordaine any

aResponseWaitTime

32*

The maximum number of symbols a dev

aBaseSuperframeDurshall wait for a response command to
ation

available following a request command.

ce
be

aUnitBackoffPeriod

20

period used by the CSMA-CA algorithm.

The number of symbols forgnthe basic time

Table 17 - Protocol MAC layer constants description

The next table describes auxiliary constants usekda MAC layer.

Constant Value Description
TYPE_BEACON 0 Beacon type definition.
TYPE_DATA 1 Data type definition.
TYPE_ACK 2 Acknowledg type definition.
TYPE_CMD 3 Command type definition.
SHORT_ADDRESS 2 Short address mode definition.
LONG_ADDRESS 3 Long address mode definition.
RESERVED ADDRESS 1 Reserved address mode definition
NUMBER_TIME_SLOTS 16 Number of time slots in thepstframe.
ACK LENGTH 5 Length of the acknowledge frame.
MAX_GTS BUFFER 7 GTS buffer maximum size.
INDIRECT_BUFFER_SIZE 2 Indirect transmission maximbuffer size.
RECEIVE_BUFFER_SIZE 5 Receive buffer maximum size.
SEND_BUFFER_SIZE 4 Send buffer maximum size
GTS_SEND BUFFER_SIZE 3 GTS buffer maximum size.
BACKOFF_PERIOD_MS 0.34724 Duration of a backoffipdrin milliseconds.
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| BACKOFF_PERIOD_US |

347.24 |

Duration of a backoff pdrin microseconds.

Table 18 - MAC layer auxiliary constants descriptia.

The next table describes the structures defindlisrfile.

Structure Name

Attributes

Description

macPIB

uint8_t macAckWaitDuration;

bool macAssociationPermit;

bool macAutoRequest;

bool macBattLifeExt;

uint8_t macBattLifeExtPeriods;

uint8_t macBeaconPayload
[aMaxBeaconPayloadLength];

uint8_t macBeaconPayloadLenght;
uint8_t macBeaconOrder;

uint32_t macBeaconTxTime;

uint8_t macBSN;

uint32_t macCoordExtendedAddressO;
uint32_t macCoordExtendedAddressl;
uint32_t macCoordShortAddress;
uint8_t macDSN;

bool macGTSPermit;

uint8_t macMaxCSMABackoffs;
uint8_t macMinBE;

uintl6_t macPANId;

bool macPromiscuousMode;

bool macRxOnWhenldle;

uint32_t macShortAddress;

uint8_t macSuperframeOrder;

uint32_t macTransactionPersistenceTime;

MAC PAN Information
Base. [1 pag. 135]

uintl6_t CoordPANId;
uint32_t CoordAddressO;
uint32_t CoordAddressl;
uint8_t LogicalChannel;

to store its characteristic |
pag. 76].

uintlé t SuperframeSpec;

ACLDescriptor uint32_t ACLExtendedAddress|[2]; ACL entry descriptor [1 pag.
uintl6_t ACLShortAddress; 138].
uintl6_t ACLPANId,; Not Used.
uint8_t ACLSecurityMaterialLength;
uint8_t ACLSecurityMaterial,
uint8 t ACLSecuritySuite;
macPIBsec ACLDescriptor macACLEnNtryDescriptorSetMAC PAN information Baseg
uint8_t macACLEnNtryDescriptorSetSize; security Attributes [1 pag.
bool macDefaultSecurity; 138]. Not Used.
uint8_t macDefaultSecurityMaterialLength;
uint8_t macDefaultSecurityMaterial,
uint8_t macDefaultSecuritySuite;
uint8_t macSecurityMode;
PANDescriptor uint8_t CoordAddrMode; Description of the PAN, use
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bool GTSPermit;
uint8_t LinkQuality;
uint32_t TimeStamp;
bool SecurityUse;
uint8_t ACLEntry;
bool SecurityFailure;

GTSinfoEntryTyp| uint8_t gts_id; Allocated GTS element type
e uint8_t starting_slot; of each position of the GTS
uint8_t length; database maintained by
uint8_t direction; coordinator.
uintlé_t DevAddressType;
uint8_t expiration;
GTSinfoEntryTyp| uint8_t gts_id; Dealocated GTS elemept
e _null uint8_t starting_slot; type of each position of the
uint8_t length; GTS database maintained py
uintlé_t DevAddressType; coordinator.

uint8_t persistencetime;

indirect_transmiss
ion_element

uint8_t handler;

Indirect transmission elemen

gts_slot_element

uintl6_t transaction_persistent_time; of each position in the
uint8_t frame[127]; indirect transmission buffer
(indirect_trans_queue).
uint8_t element_count; GTS element of each
uint8_t element_in; position in the gts buffer.
uint8_t element_out; Used by the PAN
uint8_t coordinator only.

gts_send_frame_index[GTS_SEND_BUFFE

R_SIZE];

Table 19 - Structure definitions on the mac_const.file.

mac_enumerations.h

This file contains the enumeration values usedhéMAC layer. The following
tables describe the enumerations and their usage.

General MAC enumeration description table [1 pa@]11

Enumeration

Value

Description

MAC_SUCCESS

0x00

The requested operation was caetpkuccessfully. For ja
transmission request, this value indicates a ssbtdes

transmission.

MAC_BEACON_LOSS | OxEO

The beacon was lost followangynchronization request.

MAC_CHANNEL_ACC | OxEl

ESS_FAILURE

A transmission could not take place due tavigton the
channel, i.e., the CSMA-CA mechanism has failed

MAC_DENIED

OxE2

The GTS request has been denietth&y AN coordinator

MAC_DISABLE_TRX_ | OXE3

FAILURE

The attempt to disable the transceiver hedfai

MAC_FAILED_SECUR | OxE4

ITY CHECK

The received frame induces a failed secuhigck according
to the security suite.

MAC_FRAME TOO L | OXE5

The frame resulting from secprecessing has a length th
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ONG is greater than aMACMaxFrameSize

D
o

MAC _INVALID_GTS OXE6 | The requested GTS transmissiailed because the specifi
GTS either did not have a transmit GTS directionvas not

defined
MAC_INVALID _HAND | OXE7 | A request to purge an MSDU from the transactjoeue was
LE made using an MSDU handle that was not found in| the

transaction table.

MAC_INVALID_PARA | OXE8 | A parameter in the primitive is out of theigabnge
METER

MAC_NO_ACK OxE9 | No acknowledgment was receivedraddaxFrameRetries.
MAC_NO BEACON OXEA | A scan operation failed to findy network beacons
MAC NO_ DATA OXEB | No response data were availablofeing a request.

MAC_NO_SHORT_AD | OXEC | The operation failed because a short address mot
DRESS allocated.

MAC_OUT_OF_CAP OXED | A receiver enable request wasuacessful because it could
not be completed within the CAP.

MAC _PAN ID CONFL | OXEE | A PAN identifier conflict has been detected dan
ICT communicated to the PAN coordinator.

MAC_REALIGNMENT | OXEF | A coordinator realignment coramd has been received

MAC_TRANSACTION_ | OxFO | The transaction has expired and its infornmaticcarded.
EXPIRED

MAC_TRANSACTION_ | OxF1 | There is no capacity to store the transaction.
OVERFLOW

MAC _TX ACTIVE OxF2 | The transceiver was in the tramer enabled state when the
receiver was requested to be enabled

MAC_UNAVAILABLE | OxF3 | The appropriate key is not available in thd,AC
_KEY

MAC_UNSUPPORTED | OxF4 | A SET/GET request was issued with the idetiéif a PIB
_ATTRIBUTE attribute that is not supported.

Table 20 - General MAC enumeration description.

Disassociation enumeration reasons descriptide falpag 127].

Enumeration Value Description

MAC PAN COORD_LEAVE| 0x01 | The disassociation reaseas that the coordinator
wishes the device to leave the PAN.

MAC_ PAN DEVICE_LEAVE | 0x02 | The disassociation reason was that the deglees to
leave the PAN.

Table 21 - Disassociation status enumeration dectipn.

Command type enumeration description table [1128].

Enumeration Value Description
CMD_ASSOCIATION_REQUEST 0x01 | Association requasnmand type.
CMD_ASSOCIATION_RESPONSE 0x02| Association respamamand type.
CMD_DISASSOCIATION_NOTIFICATION| 0x03 Disassociation notification command

type.
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CMD_DATA_REQUEST 0x04 | Data request command type.
CMD_PANID_CONFLICT 0x05 PANID conflict notificatio command
type.
CMD_ORPHAN_NOTIFICATION 0x06 Lost synchronization notification
command type.
CMD_BEACON_REQUEST 0x07 | Beacon request commane.typ
CMD_COORDINATOR_REALIGNMENT | 0x08 | Coordinator regfiment command type.
CMD_GTS REQUEST 0x09 GTS request command type.

Table 22 - Command type enumerations description.

Association response enumerations descriptiom fdbpag 126].

Enumeration

Value Description

CMD_RESP_ASSOCIATION_SUCCESSFUL 0x00

The assoaiatias successful.

CMD_RESP_PAN_CAPACITY 0x01 | The association was €éénbecaust
the PAN is at full capacity.
CMD_RESP_ACCESS_DENIED 0x02| The association wasiedebecausg

the PAN denied access.

Table 23 - Association response status enumeratiodsscription.

Mac PIB attributes enumerations description taisked in the MLME_GET and

MLME_SET primitives.

Enumeration Value Description
MACACKWAITDURATION 0x40 The GET/SET reference of he PIB
macAckWaitDuration.
MACASSOCIATIONPERMIT | 0x41 The GET/SET reference of the PIB
macAckWaitDuration.
MACAUTOREQUEST 0x42 | The GET/SET reference of thB PmacAutoRequest
MACBATTLIFEEXT 0x43 The GET/SET reference of theBRhacBattLifeExt
MACBATTLIFEEXTPERIODS | 0x44 The GET/SET reference of the PIB
macBattLifeExtPeriods
MACBEACONPAYLOAD 0x45 The GET/SET reference of the PIB
macBeaconPayload
MACMAXBEACONPAYLOA | 0x46 The GET/SET reference of the R
DLENGTH macMaxBeaconPayloadLength
MACBEACONORDER 0x47 The GET/SET reference of thB RlacBeaconOrder
MACBEACONTXTIME 0x48 The GET/SET reference of the |IBP
macBeaconTxTime
MACBSN 0x49 The GET/SET reference of the PIB macBSN
MACCOORDEXTENDEDADD | Ox4a The GET/SET reference of the R
RESS macCoordExtendedAddress
MACCOORDSHORTADDRES| 0x4b The GET/SET reference of the R
S macCoordShortAddress
MACDSN Ox4c The GET/SET reference of the PIB macDSN
MACGTSPERMIT Ox4d The GET/SET reference of the RIBcGTSPermit
MACMAXCSMABACKOFFS Ox4e The GET/SET reference of eth PIB
macMaxCSMABackoffs
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MACMINBE

OxA4f

The GET/SET reference of the PIB maaBE

MACPANID

0x50

The GET/SET reference of the PIB mabid

MACPROMISCUOUSMODE 0x51

The GET/SET reference of eth PIB
macPromiscuousMode

MACRXONWHENIDLE 0x52 The GET/SET reference of the IBH
macRxOnWhenldle
MACSHORTADDRESS 0x53 The GET/SET reference of tH& lAacShortAddress

MACSUPERFRAMEORDER 0x54

The  GET/SET  reference of e th PIB
macSuperframeQOrder.

MACTRANSACTIONPERSIST| 0x55

ENCETIME

The GET/SET reference of the =
macTransactionPercistenceTime

Table 24 - MAC GET/SET reference PIB enumerations dscription.

GTS direction enumerations description table.

Enumeration Value Description
GTS_TX_ ONLY 0x00 GTS direction from device to cooator.
GTS_RX ONLY 0x01 GTS direction from coordinatordevice

Table 25 - GTS direction enumeration descriptions.

Auxiliary Files (Under contrib.hurray.tos.system):

frame _format.h

This file contains the frame structure definitioAdl the frames structures used
by the protocol, being command, data, acknowledgraed beacon frames are defined

in this file.

The next table describes the structures definghigrfile:

Structure Name

Attributes Description

MPDU

uint8_t length;

uintl6_t frame_control;

uint8_t seq_num;

uint8_t data[121];

beacon_addr_short

uintl6_t destination PAN _idemtifi
uintl6_t destination_address;
uintl6_t source_address;
uintl6_t superframe_specification;

beacon_struct

uint8_t length;

uintl6_t frame_control;

uint8_t seq_num;

uintl6_t source_PAN_identifier;
uintl6 _t destination_address;
uintl6_t source_address;

uintl6_t superframe_specification;
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beacon_addr_long

uintl6_t source_PAN_identifier;
uint32_t source_address0;
uint32_t source_addressl;
uintl6_t superframe_specification;

ACK

uint8_t length;
uintl6_t frame_control;
uint8 t seq_num;

cmd_association_red
uest

uint8_t command_frame_identifier;
uint8_t capability information;

cmd_association_res
onse

puint8_t command_frame_identifier;
uintl6_t short_address;
uint8_t association_status;

cmd_disassociation |
otification

nuintl6 t destination_PAN identifier;
uint32_t destination_address0;
uint32_t destination_addressli;
uintl6_t source_PAN_identifier;
uint32_t source_addressO;
uint32_t source_addressl;
uint8_t command_frame_identifier;
uint8_t disassociation_reason;

cmd_beacon_reques

t uintl6_t destination PAN _identif
uintl6_t destination_address;
uint8_t command_frame_identifier;

cmd_gts_request

uintl6_t source_PAN_identifier;
uintl6_t source_address;
uint8_t command_frame_identifier;
uint8 t gts_characteristics;

dest_short uintl6_t destination_PAN_identifier;
uintl6 _t destination_address;
dest_long uintl6_t destination_PAN_identifier;

uint32_t destination_addresso0;
uint32_t destination_address1;

intra_pan_source_shouint1l6_t source_address;

rt

intra_pan_source_lof
g

1uint32_t source_addresso;
uint32_t source_addressl;

source_short

uintl6_t source_PAN_identifier;
uintl6_t source_address;

source_long

uintl6_t source_PAN_identifier;
uint32_t source_address0;

uint32_t source_addressl;

Table 26 - frame_format.h structures descriptions.

The next table describes the constants defindusifile.

Constant Name Values Description
MPDU_ HEADER_LEN S
DEST_SHORT LEN 4
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DEST LONG_LEN 10
INTRA_PAN_SOURCE_SHORT_LEN 2
INTRA_PAN_SOURCE_LONG_LEN 8
SOURCE_SHORT_LEN 4
SOURCE_LONG_LEN 10

Table 27 - frame_format.h constants descriptions.

mac_func.h

This file contains auxiliary functions used in tihgplementation of the protocol.
Some functions are used in the construct or regremme particular fields in the frame
construction, like the frame control field, thatjuére bit operations.

The functions defined are the following:

uint8_t set_capability_information(uint8_t  alterealPAN_coordinator, uint8_t
device_type, uint8_t power_source, uint8_t receigar when_idle, uint8_t security,
uint8_t allocate_address)

Function used to build the 8 bit capability infation of the device requesting
an association.

uintlé t set_frame_control(uint8_t frame_type,uiit8  security,uint8_t
frame_pending,uint8_t ack request,uint8_t intra ,pan8 t dest addr_mode,uint8 _t
source_addr_mode)

Function used to build the frame control of the ®&ames.

uint8_t get_frame_control_dest_addr(uint16_t fracwntrol)
Function used to return the type of destinatiodress specified in the frame
control.

uint8_t get_frame_control_source_addr(uint16_t fearmontrol)
Function used to return the type of source addpssified in the frame control.

bool get_security(uint8_t frame_control)
Function used to return the security parametecipd in the frame control.

bool get_frame_pending(uint8_t frame_control)
Function used to return the frame pending paramstecified in the frame
control.

bool get_ack_request(uint8_t frame_control)
Function used to return the acknowledge requesanpeter specified in the
frame control.

bool get_intra_pan(uint8_t frame_control)
Function used to return the Intra PAN request patar specified in the frame
control.
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uintl6 t set_superframe_specification(uint8_t beacwder,uint8_t
superframe_order,uint8_t final_cap_slot,uint8_t tbay_life_extension,uint8_t
pan_coordinator,uint8_t association_permit)

Function used to build the 16 bit beacon superérdoration field.

uint8_t get_beacon_order(uintl6_t superframe)
Function used to return the beacon order paransgtecified in the beacon
superframe specification.

uint8_t get_superframe_order(uint16_t superframe)
Function used to return the superframe order patemspecified in the beacon
superframe specification.

bool get_pan_coordinator(uint16_t superframe)
Function used to return the PAN coordinator patamspecified in the beacon
superframe specification.

bool get_association_permit(uintl6_t superframe)
Function used to return the association permiampater specified in the beacon
superframe specification.

bool get_battery_life_extention(uint16_t superframe
Function used to return the battery life extensp@mameter specified in the
beacon superframe specification.

uint8_t get_final_cap_slot(uintl6_t superframe)
Function used to return the final CAP slot paranepecified in the beacon
superframe specification.

uint8_t set_txoptions(uint8_t ack, uint8 t gts, t8irt indirect_transmission,uint8_t
security)

Function used to build the 8 bit transmit optioreld used in the
MCPS_DATA. request primitiv issued by the MAC upjseyer.

bool get_txoptions_ack(uint8_t txoptions)
Function used to return the acknowledgment pammgiecified in the data
transmission options.

bool get_txoptions_gts(uint8_t txoptions)
Function used to return the GTS parameter spdcifiethe data transmission
options.

bool get_txoptions_indirect_transmission(uint8 dgtons)
Function used to return the indirect transmisgiarameter specified in the data
transmission options.

bool get_txoptions_security(uint8_t txoptions)
Function used to return the security parametecipé in the data transmission
options.
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uint8_t set_pending_address_specification(uint8_t umber_short, uint8_t
number_extended)

Function used to build the pending addresses fsgmn fields used in the
beacon payload

uint8_t get_number_short(uint8_t pending_speciiorgt
Function used to return the number of short adeesf the pending addresses
list.

uint8_t get_number_extended(uint8_t pending_spadtidin)
Function used to return the number of extendedresdds of the pending
addresses list.

uint8_t set_gts_specification(uint8_t gts_descriptount, uint8_t gts_permit)
Function used to build the 8 bit GTS specificatitaid included in the beacon
payload.

uint8_t get_gts_permit(uint8_t gts_specification)
Function used to return the GTS permit paramédtdreoGTS specification field.

uint8_t set_gts_descriptor(uint8_t GTS_startingt,alnt8_t GTS_length)
Function used to build the 8 bit allocation/ deedition device descriptor that is
included in the beacon GTS descriptor list..

uint8_t get_gts_descriptor_len(uint8_t gts_des )art
Function used to return the length parameter@fGM'S descriptor.

uint8_t get_gts_descriptor_ss(uint8_t gts_des_part)
Function used to return the start slot paramdtéteoGTS descriptor.

uint8_t set_gts_characteristics(uint8_t gts_lengthint8_t gts_direction, uint8_t
characteristic_type)
Function used to build the GTS characteristidsl fissed in the beacon payload.

uint8_t get_gts_length(uint8_t gts_characteristics)
Function used to return the GTS total length patem of the GTS
characteristics field.

bool get_gts_direction(uint8_t gts_characteristics)
Function used to return the GTS direction list apaeter of the GTS
characteristics field.

uint8_t get_characteristic_type(uint8_t gts chagaistics)
Function used to return the characteristic typeamater of the GTS
characteristics field.
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4. Example Applications

This section refers to the example applications ated under
contrib.app.<AppName>Exampléirectory. The objective of these examples is to
provide a demonstration/testing of the protocolctionalities and allowing a simple
understanding of the implementation functions.

On every example the yellow led is on during thiévageriod.

4.1. AssociationExample application

This simple application is used to illustrate asaxiation/disassociation of a
device. The device starts by trying to synchromath the beacon. Then it sends an
association request and waits for the associatespanse. After the association
procedure the device already has a short addreserables a timer to start sending
data messages to the coordinator. At the sametltiendevice enables another timer that
will trigger a dissociation request to the coordima

This application is linked directly to the MAC ky The next figure illustrates
the component wiring to the Mac component.
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StdContiol

MLME _BEACON_NOTIFY

MLME COMN_STATUS

MCPS_DATA

StdContiol
@ AssociationExampleld

MCPS_PURGE

MLME_ASSOCIATE

MLME_DISASSOCIATE

MLME_SYNC_LOSS

Figure 52 - AssociationExample component graph.

To complete this example there must be a PAN coatdr device, with an id 1, and
several devices. The PAN coordinator will accemoarmtion requests and will reply
with an association response.

The following sniffer output shows this interaction

© IPP Hurray! Research Group 97
www.hurray.isep.ipp.pt



TR-061106 An IEEE 802.15.4 protocol implementation (in nesC/TinyOS): Reference Guide v1.0

Time [us] Lty Frame control field Sequence || Dest Dest, Source Superframe specification GTS fields Lot | s
+2132604 Type Sec Pnd Ack req Intra PAN || rumber PN || Address || Address ||BO &0 F.CAP BLE Coord issoc ||Len Permit
=14929623 15 BCN o a o 1 OxAS 0x0001 || OxFFFF || 0x000L |(07 06 15 o L o a 1 lz0
Time (us] [, Frame control field Sequence |[ Dest Dest. | Source Source ol
+851545 9 Type Sec Pnd Ack req Intra PAN || rumber PaM Address PaM Addiess
=157&1174 21 CHD 1] a 1 0 0x5Z 0x0001 || 0x0001 || 0xFFFF || 0x0000000200000002 112 || 0K
Time [us] Frame control field Sequence
+1787 || (| Sype Sec Pna Ack req Intra paw|| number [|LOV|FES
=15782961 5 ACK 0 1 o o 0x5z 120 || 0K
Time [us] Frame control field Sequence || Source Source
vaszs | ) Type Sec Tnd Ack req Tntra pAK|| nomber || PAN Address LariFcs
=15766289 16 CHD o a 1 1 0x53 0x0001 || 0x0000000200000002 1la || OK
Time [us] Frame control field Sequence
+1a61 || """ (| Sype Sec Pna Ack req Intra paw|| rumber [|LOV| FES
=157&7750 5 ACK 0 a 0 0 0% 53 120 || 0K
Time [us] Length Frame control field Sequence || Dest Dest. Source Source Lo || Fos
+2100 eng Type Sec Pnd Ack req Intra PAN || number PaMN Addiess PaN Address
=15789550 29 CHD o a 1 0 0x93 0x0001 || 0x0000000200000002 || 0x0001 || 0x0000000100000001 120 || 0K
Time [us] Frame control field Sequence
w1978 || (| sype sec Pna Ack req Intra paw| rumber || L0V FES
=157916268 5 ACK o a o o 0x33 lla || 0K
Time fus] [, Frame control field Sequence |[ Dest Dest. | Source Superframe specilication Grsfels | o rcs
+1272132 M pe Sec Pnd Ack req Intra PAN|| rumber FaM || Address || Address ||BD S0 F.CAP BLE Coord Assoc |[Len Permit
=17063960 15 BCN 1] a 0 1 03 AG 0x0001 || 0xFFFF || 0x0001 |[07 06 15 0 1 0 a 1 124
Time [us] Length Frame control field Sequence || Dest Diest, Source || Source || MAL pavload Lo || Fos
+919092 9" I Type Sec Pnd Ack req Intra PAN|| rumber FaM || Address || PAN || Address o0 0o
=17353052 17 DATA 0 a 1 0 0x 54 0x0001 || 0x0001 || 0x000L | Ox000C Al FF 11z ) oK |
Time [us] Frame control field Sequence
+1533 nath | ope Sec Pna Ack req Intra oaw|| rumber | L9 |[FCS
=17954585 5 ||ACE o a o o 0x54 120 OK |
Time [us] Length Frame control field Sequence || Dest Dest. Source Superframe specification GTS fields Lal | Fos
+1212596 M pe Sec Pnd Ack req Intra PAN|| rumber FaM || Address || Address ||BD S0 F.CAP BLE Coord Assoc |[Len Permit
=19197181 15 BCN 1] a 0 1 03 AT 0x0001 || 0xFFFF || 0x0001 |[07 06 15 0 1 0 a 1 120 || O
Time [us] Length Frame control field Sequence || Dest. Dest. Source Superframe specification GTS fields Lol E
+2132804 || Type Sec Pnd Ack req Tntra PaN || number P& || Address || Address ||BO0 30 F.CAP BLE Coord Assoc ||Len Permit
=21329985 | 15 |BCN 0 0 i 1 OxAG || 0x0001 || 0xFFFF ||0x0001 |02 06 15 0 1 0 ] 1 ||izo] o
Time [us] Lty Frame control field Sequence || Dest Dest, Source || Souwce ||MAC pavioad e
+2437 Type Sec Pnd Ack req Intra PAN || rumber PaH || Address || PAN || Address 47 00
=21332422 17 DATA 0 a 1 o 0x55 00001 || 0x0001 || 0x000L |(0x000C Al Z3 113 || 0K
Time [us] Frame control field Sequence
+1558 || (| Type Sec Pna Ack req Intra paw| rumber [|LOV|FES
=21333980 5 ||ACK 0 a a a 0x55 124 0K |
Time [us] Length Frame control field Sequence Drest. Dest. Souce || Souwce ||MAC payload Ll ||Fos
+2437 e Type Sec Pnd Ack req Intra PAN || number PAN Address PAN  |f Address 47 00
=21332422 17 DATs 0 0 1 0 0x55 0x0001 |{0x000L || 0x0001 | 0x000C Al 23 112 || OE
Time [us] Frame contral field Sequence
Length Lol |[FCS
+1555 || """ Type sec Pnd Ack req Intra pa| number |8
=21333980 5 ACE 0 0 1} o 0x55 124 0K |
Time [us] Frame control field Sequence || Dest Dest. Source Superframe specification GTS fields
Length Lal [[FCs
42129226 Type Sec Pnd Ack req Intra PAN || number P&N || Address || Address |[Bo S0 F.CAP BLE Coord Assoc ||Len Permit
=23463Z06 15 ECH 0 0 o 1 O0xa8 0x0001 ||0xFFFF |[0x0001 |(07 05 15 1] 1 1] 0 1 120 [ OF |
Time [us) Length Frame control field Sequence || Dest Dest Source || Source || MAC papload Lal ||Fes
+1954 9| Tepe Sec Pnd Ack reg Intra Pan|| number | FAN | Addess || PAN | Address (| 47 0o
=23465160 17 DATA 0O 0 1 0 0x55 0x0001 || 00001 || 0x0001 || 0x000C Al 23 116 || OE
Time [usg] Ll Frame contral field Sequ?]nca Lal ||res
+1554 Type Sec Pnd Ack req Intra PAN|| number
=23466714 5 ACE 0 0 1} o 0x55 13z || 0K
Time [us] Length Frame contral field Sequence Drest. Dest. Source || Source || MAC payload Lol ||Fos
+375703 Type Sec Pnd Ack req Intra PAN| number || PAN | Addess || PAN || Address (|- ag 07
=23842417 17 DATA 0O 0 1 0 0x56 0x0001 || 0x0001 || 0x0001 || 0x000C 23 35 112 | OE
Time [us] Frame contral field Sequence
Length Lol |[FCs
+1552 0 (| re Sec Pnd Ack req Incra paw|| numbsr |8
=23543969 5 ACE 0 0 1} o 0x 56 l1za0 || 0K
Time [ug] Length Frame control field Sequence [Drest. Dest. Souce Superframe specification GT5 fields Lol || Fos
+1752735 Type Sec Pnd Ack req Intra PAN| number || PAN || Addwess || Address | B0 &0 F.CAP BLE Coord Assoc [|Len Permit
=25596704 15 ECH 0 0 0 1 Ox Al 0x0001 || 0xFFFF || 0x0001 || 07 06 15 o 1 o 0 1 120 || DK
Time [us) Lenath Frame control field Sequence || Dest Dest Source Source Lal ||Fes
+2636 g Type Sec Pnd Ack reqg Intra PAN || number Pah Address PAM Address
=25599340 27 CHD 0 0 1 0 0x57 00001 |{0x0000000100000000 || 0x0001 || 0x0000000200000002 116 || DK
Time [us] Frame control field Sequence
41781 || " [ Type Sen Pna Aew req Tarra oaw| number || WG [|FCS
=25601121 5 ACE 0 0 1} 1] 0x57 120 || 0K
Time [us) Lenath Frame control field Sequence || Dest Dest Source Superframe specification TS5 fields Ll || Fes
+2128804 9" Type Sec Pnd Ack reg Intra Pam|| number || PAN || Addwess || Addess || B0 80 F.CAP BLE Coord Assec | Len Permit
=2T729925 15 EBCH 0 0 0 1 0xAB 0x0001 || 0xFFFF {|0x0001 || 07 06 15 i} 1 i} 0 1 124 | 0K
Time (sl |[| | Frame control field Sequence || Dest Dest. Source Superframe specification GTsfieids |\ o |[rmc |
Length Lal [[FCs
42132804 Type Sec Pnd Ack req Intra PAN || number P&N || Address || Address |[Bo S0 F.CAP BLE Coord Assoc ||Len Permit
=Z986Z723 15 ECH 0 0 o 1 OxaC 0x0001 ||0xFFFF |[0x0001 |(07 05 15 1] 1 1] 0 1 116 || 0K

Figure 53 - AssociationExample sniffer output.

4.2. GTSManagementExample application

This simple application demonstrates the usagb@fGTS allocation request.
The device already has a manually assigned shdressi and tries to request a transmit
GTS allocation. After the allocation is successfuicknowledge and the PAN
coordinator updates the GTS descriptors list inkidacon, the device will start to send

© IPP Hurray! Research Group 98
www.hurray.isep.ipp.pt



TR-061106 An IEEE 802.15.4 protocol implementation (in nesC/TinyOS): Reference Guide v1.0

data messages to the coordinator. After 10 supeefreounts the device will cease to
transmit data and send a GTS deallocation reqlidse device with the short address
0x0002 requests a receive GTS allocation the coatdr will start to send data frames
to that device.

This application is linked directly to the MAC ky The next figure illustrates
the component wiring to the Mac component.

StdControl

MLME BEACON _NOTIFY

MLME_COMDM_STATUS

‘ MCPS_DATA
MCPS_PURGE

StdContral

GTEManagementExample

MLME_START

MLME_ASSOCIATE

MLME DISASSOCIATE

Figure 54 - GTSManagementExample component graph.

To complete this example there must be a PAN coatdr device, with an id 1, and
several devices. The PAN coordinator will acceptS@€quests up to 7. The devices
will try to allocate a GTS time slot to send dafde allocation will last for 10
superframe periods after which the device will beate the time slot. During the
period of the allocation the device will light tjeeen led. The following sniffer output
shows this interaction.
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Time (us) Frame contiol feld Sequence|[ Dest || Dest |[ Gowes || Superirame specification

GTS fields

Length I ILQ\ FCS
+2132815 Type Sec Pnd Ack req Intra Pal [ number PAN || Address || Addiess ([0 S0 F.CAP BLE Coord Assoc |[Len Permit ||
=10664073|| 15 |[BEN 0 0 0 1 0x54 || 0x0001 | 0xFFFF |[0x0001 |07 06 15 0 1 [ 1 |19z oK
Tirme [us] Frame cortiol fisld Sequence |[ Source |[ Souice
+339754 ||"" (| Type sec Pnd Ack req Intza pam|| number || PAN | Address La fiFes
=11003827|_11 |clb 0 0 1 1 ox52_||0x0001 || 0x0002 z08 || 0K
Time [us] Frame cortrol field Sequsnce
41435 ||""" [ Type Sec nd Ack req Intra pan|| numoer | LOV|IFCS
-11005z62|_ 5 ||ACK_ 0 0 [ i ox52_ || 196 || 0K
Time [us] |\ Frame cortiol fisld Sequence | Dest Dest || Source || Supsiirame specification I GTS fields I [[Fes
+17919832 9| Type Sec Pnd Ack req Intra Pan || number FAN || Address || Addiess (B0 S0 F.CAP BLE Coord Assoc |[Len Permit | Directions | List (addr/slot/length)
=12797251 | 15 ||lBCR 0 0 0 1 0x55 || 0x0001 || OxFFFF [[0x0001 |07 06 14 0 1 0|1 1 | 0b0ODDOODD | 0x0002/15/1 188 || 0K
Time [us] |\ Frame cortiol fisld Sequence | Dest Dest. |[Source |[“Souce |[MACpaioad | o |[rcs
+090668 9| Type Sec Pnd Ack req Intra Pan || number PAN || Address || PAN || Address F7
=13796513 |15 |[DATA 0 0 1 0 0x53 || 0x0001 [ 0x0001 || 0x0001 || 020002 15 208 || 0
Time [us] Frame cortrol field Sequsnce
41406 ||""" [ Type Sec Pnd Ack req Intra pan|| numoer | LOV|IFCS
-13798325|_ 5 ||ALK_ 0 0 [ i 0x53 || 188 || o
Tirme [us] Frame cortiol fisld Sequence |[ Source |[ Souice
41002378 ||""%" || Type Sec Pnd Ack req Intra pan|| mumber || PAN || Addiess La fiFes
=14810704|_ 11 |clb 0 0 1 1 ox10 || 0x0001 | 0x0003 144 || 0K
Time [us] Frame cortrol field Sequsnce
41165 ||""" [ Type Sec Pnd Ack req Intra pan|| numoer | LOV|IFCS
-14811872|_ 5 ||ALK_ 0 0 [ i ox10_ |21z || 0
Time [us] |\ Frame cortiol fisld Sequence | Dest Dest || Source || Supsiirame specification I GTS fields I [[Fes
+118958 9| Type Sec Pnd Ack req Intra Pan || number FAN || Address || Addiess (B0 S0 F.CAP BLE Coord Assoc |[Len Permit | Directions | List (addr/slot/length)
=14930830| 15 |lBCK 0 0 0 1 0x56 || 0x0001 || OxFFFF [[0x0001 |07 06 14 0 1 | 1 | 0b0ODDOODD | 0x0002/15/1 192 || 0K
Time [us] |\ Frame cortiol fisld Sequence | Dest Dest. |[Source |[“Souce |[MAC paioad ][ o |[rcs
+092678 9| Type Sec Pnd Ack req Intra Pan || number PAN || Address || PAN || Address 28
=15930508||_15 ||[DATA 0 0 1 0 0x54 || 0x0001 || 0x0001 || 0x0001 || 020002 57 208 || 0
Time [us] Frame cortrol field Sequsnce
41395 ||""" [ Type Sec Pnd Ack req Intra pan|| numoer | LOV|IFCS
-15931806|_ 5 ||ALK_ 0 0 [ i ox54_ || 182 || o
Time [us] |\ Frame cortiol fisld Sequence | Dest Dest. |[Source |[“Souce |[MAC paioad ][ o |[rcs
+1294 9 Type Sec Pnd Ack req Intra PN || number PAN Address PAN Address 28
=15933200 | 15 |[DATA 0 0 1 0 0x55 || 0x0001 || 0x0001 || 0x0001 || 020002 57 208 || 0
Time [us] Frame cortrol field Sequsnce
41410 ||""" [ Type Sec nd Ack req Intra pan|| numoer | LOV|IFCS
-15834610|_ 5 ||ALK_ 0 0 [ i ox55 || 200 || 0
Time [us] |\ Frame cortiol fisld Sequence | Dest Dest || Source || Supsiirame specification I GTS fields I [[Fes
+1129881 9| Type Sec Pnd Ack req Intra Pan || number FAN || Address || Addiess (B0 S0 F.CAP BLE Coord Assoc |[Len Permit | Directions | List (addr/slot/length)
=17084491 || 2z ||lBCK 0 0 0 1 0x57 || 0x0001 || OxFFFF [[0x0001 |07 06 13 0 1 Lz 1 | 0b0OOOOODD | Ox0002/15/1 0x0003/1471 | 200 | OK
Time [us] Lenath Frame control field Sequence || Dest Dest. Source Superframe specification GTS fields [ Lo ||Fcs
+1129537 E Type Sec Pnd Ack req Intra PAN || rumber PAN || Address || Address ||B0 S0 F.CAP BLE Coord hssoc ||Len Permit | Directions | List (addr/slot/length) ||
=29871237 22 EBCN 0 0 o 1 05D 0x0001 | OxFFFF IJxIJEIIJl"EIT 06 13 0 1 0 | 2 1 | 0b0O0O0O0O0 | 0x0002/15/1 DXDDD3/14/1||192 0E
Time [us] Lenath Frame control field Sequence || Dest Dest. Source || Source ||MAC payload Lo ||Fcs
+934153 E Type Sec Pnd Ack reg Intra PAN || rumber PAN || Address || PAN || Addess c5
=30805390 | 15 [DATA 0 0 1 i 0x1D || 0x0001 | 0x0001 |{0x0001 || 0x0003 76 152 || oK
Time [us] Frame control field Sequence
raan |[Lenath Lol |[{Fcs

Type Sec Pnd ick req Intra PAN || number
=30806827|_ 5 ||ACK_ 00 i 0 ox1D_ || 200 || 0K

Tie (sl [ Frame cortrol field Sequence [ Dest Source |[MAC payinad [ 1 1Mecs
+1277 90\ Tvpe Sec Pnd Ack req Intra PAN| number PAN Address Cs
=30808104| 15 [DATA 0 0 1 [ Ox1E || 0x0001 0x0003 76 15z || o
Time [us] Frame control field Senusnce
+1420 Lenath Type Sec Pnd Ack req Intra PAN || number Lol Fes
=30809524|_ 5 |lALK__0_ 0 [i] 0 ox1E _||132 || K
Tie sl |[| o Frame cortrol field Sequence [ Det Dest. |["Source | Souce |[MAC pavioad | oy | s
+62145 9 | Type Sec Pnd Ack req Incra PAN| number PAN || Address || PAN [ Address c3
=30871663 |15 [[DATA 0 0 1 [i] 0x63 || 0x0001 ||0x0001 |{0x0001 || 0x0002 75 208 || 0
Time [us] Frame control field Sequence
wass || (Tope Sen Prd Aok req Tarrs || nowbsr | D[S
=30873127 5 ACK 0 0 0 0 0x53 192 || 0K
Time [us] Lenath Frame control field Sequence || Dest Dest. Source || Source || MAC payload Lo ||Fcs
+1250 9 | Type Sec Pnd Ack req Intra pam| rumber || PAN | Addiess || PAN || Address | c3 |
=30874377 |15 [DATA 0 0 1 i ox64 || 0x0001 || 0x0001 |{0x0001 || Dx0002 75 205 || 0K
Time [us] Frame control field Sequence
41358 ||"""|[Type Sec Pnd ack req Intra pan|| mmber ||W9TS
=30875635|_ 5 ||ACK_ 00 i 0 oxsd || 200 || 0K
Tie sl || Frame cortrol field Sequence [ Dest Dest || Source || Supeiframe speciication I GTS fields I |[res
+1129813 90\ Tvpe Sec Pnd Ack req Intra PAN| number FAN || Address || Address ||B0 S0 F.CAP BLE Coord dssoc ||Len Permit | Directions | List (addr/slot/length)
=32005648 | 2z [BCH 0 0 [ 1 0xSE || 0x0001 || 0xFFFF [[0x0001 |(07 06 13 0 1 o |z 1 | 0b00ODOODD | 0x0002/15/1 0x0003/14/1 192 || 0K
Time (us] Frame cortrol field Sequence [ Source |[ Source
47073 ||"" |l type sec Pnd Ack req Intra pan| number || PAN || Addiess Lar | Fes
=3z0lzrzl| 1l (b o 0 1 1 0x67 || 0x0001 [|0x0002 208 || 0K
Tirme [us] Frame control field Sequence
w1250 || (Tope Sen Frd Aok req Tarrs || nowbs | U [|TCS
=32013971|_ 5 |lALK__ 0 0 [i] 0 ox67_||1s2 || K
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e ) | Frame contol fisld Sequsnca | Dest || Dest |[ Sourcs | Soure |[MACpamead| o |rcs
+63336 9| Type Sec Pnd Ack reg Intra PAN || number PEN || Addess || PAN || Address c3
33006105 | 15 |DATA 0 0 1 ] ox65_ | oxn00l || ox00n1 || sxonol |[oxoo0z 75 208 || ok
Time (0] Frame contiol feld Sequence
+raan | % 1ype Sec Pnd dck req Intra pan|| number || W2 |FC
-33009554|_ 5 |AK_ 0 o 0 0 ox65_||192 | 0K
e ) | Frame contol fisld Sequsnca | Dest || Dest |[ Sourcs | Soure |[MACpamead| o |rcs
+1259 & Type Sec Pnd Ack req Intra PAN || number PaM Address PaM Address 3
-3a010813 |15 |DATA 0 0 1 ] ox66_ | oxn00l || ox0001 || sxonol |[oxoo0z 75 208 || ok
Time (0] Frame contiol feld Sequence
+1aa8 | =" Type Sec Pnd dck req Intra pan|| number ||S2|FC
-3s01zz61| 5 |AK 0 o 0 0 ox6s_||192 | 0K
e ) | Frame contol fisld Sequence |[ Dest | Dest | Scuce |[ Gouce |[MAE paylnad mllE:
+1259 SN Tope Sec Pnd Ack reg Intra PAN| rumber || PAN [ Addess | PAN || Addess
-33013520 | 15 |DATA 0 0 1 ] ox68_ | oxn001 || ox0001 || sxonol |[oxoo0z 75 208 || ok
Time (0] Frame contiol feld Sequence
41515 | =M | type Sec Pnd dck req Intra pan|| number || WO |FCS
-33015035|_ 5 |AK 0o 0 0 ox68_||192 | 0K
T2 ) | Frame contol fisld Sequence | Dest |[ Dest | Soucs || Supethiame speciication |l TS fields M lres
+1126539 9| Type Sec Pnd Ack reg Intra PAN || number FAN || Address || Addiess ||BO $0 F.CAP BLE cuum Assoc HLEn Permit | Directions | List (addr/slot/length] ||
-3a141574| 18 |BOH 0 0 0 1 0x5F | ox0001 || 0xFFEF | ox000L [[07 0614 @ 0 1| 0bOOODODOD | 0x0003/15/1 || 182 0%
Time [l Frame contol fisld Sequence |[ Soucs |[ Sourcs
+6955 || “""| Type Sec Pnd Ack req Intra PAN || rumber || PAN || Addess LQI FCS
-3a148532 | 11 | o0 o 1 0x23_ | ox0001 || 0x0003 143 DK
Time (0] Frame contiol feld Sequence
+1250 | "M | Type Sec Pnd dck req Intra pan|| number || W2 |FCS
-3a1a9782|_ 5 |AK_ 0 o 0 0 oxz3_||212 | 0K

Figure 55 - GTSManagementExample sniffer output.

4.3. DataSendExample application

These simple applications demonstrate the diftdi@ms to send a data packet
with several types of transmission options comiamst In this application the devices

already have a short address meaning they areiatesbevith the PAN coordinator.

When the application starts the short address lamdPANId is assigned to the device

and a repeat timer starts. On each execution oftither there are two different

operation modes depending if the device is thedinator or not. The application starts

to send a message by issuing MEPS_DATA.requegirimitive. The transmit options
or TxOptionsparameter, last argument of the primitive, defime transmission options

for the data frame, allowing the frame to be senthe GTS or during the CAP period
using the CSMA/CA or like an indirect transmissidie frame can also be send with
an acknowledgment request. The functsen txoptions(ack, gts, indirect_transmission,

security)is used to build the TxOptions 8 bit variable.
This application is linked directly to the MAC laydhe next figure illustrates the
component wiring to the Mac component.
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To complete this example there must be a PAN coatdr device, with an id 1, and up
to three normal devices with an id from 2 to 4. &N coordinator will send data
packets indirectly. The device descriptors will whio the pending addresses fields of
the beacon. The normal devices will send periodia gpackets and if their address is in
the pending addresses descriptor of the beacopwilerequest the data packet. Every
time the primitive MCPS_DATA.request is issued hg MAC upper layer the green

StdControl

MLME_BEACON_NOTIFY

MLME_COMM_STATUS

MLME_POLL

MCPS_DATA @

DatadendExamplel] MCPS_PURGE

MLME_ASSOCIATE

StdControl

MLME_DISASSOCIATE

Figure 56 - DataSendExample component graph.

led will toggle and when a message is receivedrédeled will toggle. The following
sniffer output shows this interaction.
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Time [us) Lenath Frame control field Sequence || Dest Dest Source Superframe specification GTS fields Lal ||Fes
+2132625 9 (Type Sec Pnd Ack req Intra PAN || rumber PN || Address || Address ||B0 0 F.CAP BLE Coord Assoc ||Len Permit
=8036172 15 ECH 1] 1] 0 1 Ox 50 0x000L || 0xFFFF || Ox000L (|07 06 15 0 1 1] 1] 1 204 || 0K |
Time [us] Length Frame control field Sequence || Dest. Dest. Source Superframe specification GTS fields Lot | Fos
+2132826 || Type Sec Pnd Ack req Intra Pan| number PAN (| Address || Addiess (B0 50 F.CAP BLE Coord Assoc ||Len Permit
=11165995 15 ECH 0 1] 0 L Ox51 0x0001 || 0xFFFF || 0x0001 (|07 05 15 0 1 1] 1] 1 208 || 0K |
Time [us] Length Frame control field Sequence || Dest Dest. Source || Source || MAC payload Lot || Fos
+948836 9| Type Sec Pna Ack req Intra Pan| number PAN (| Address || PAN [ Address || = 00 15
=12117534 17 DATA O o 1 o 0x10 0x0001 || 0x0001 || 0x0001 {|0x0003 83 07 180 || 0K
Time (usl [, .| Frame control field Sequence
Length Lal f{Fcs
+1567 || """ || Type sec Pna Ack rey Intre Pam | mumber || O
=12115401 5 ACE 1} o 0 0 0x10 204 0K |
Time [us) Length Frame control field Sequence || Dest Dest Source Superframe specification GTS fields Lal ||Fes
+1162769 9 Type Sec Pnd Ack req Intra FAN || rumber PAN || Address || Address ||B0 $0 F.CAP BLE Coord Assoc | Len Permit
=13302170 15 EBCH 0 i) 0 1 Ox52 0x0001 || 0xFFFF || 0x0001 {07 06 15 0 1 1] 1] 1 200 || 0K |
Time [us] Length Frame control field Sequence || Dest. Dest. Source || Source || MAC papload L ||Fes
+20016 9 Type Sec Pnd Ack req Intra PAN|| rumber PAN || Address || PAN || Address 00 15
=1332Z186 17 DATA O 1] 1 1] Ox5e 0x0001 || 0x0001 || 0x0001 (| 0x0002 583 07 164 | OF |
Tirne [us] Frame control field Sequence
Length Lal f{Fcs
+15a1 || | Tne Sec Pna Ack req Tncre Pam | rumber || O
=13323727 5 ACE 1} o 0 0 Ox52 205 || 0K |
Time (L) Length Frame control field Sequence || Dest Dest. Source Superframe specification GTS fields Lat |IFos
+2111685 Type Sec Pnd Ack req Intra PAN | number PAN || Address || Addiess (B0 50 F.CAP BLE Coord Assoc ||Len Permit
=15435412 15 ECH 0 o 0 1 Ox53 0x0001 || 0xFFFF || 0x0001 (|07 06 15 0 1 o o 1 204 ) 0K |
Time [us) Length Frame control field Sequence || Dest Dest Source || Source || MAC payload Lal ||Fes
+568339 d Type Sec Pnd aAck req Intra PaN | number P& || Address || PAN [ Address FF 00
=16023751 17 DATA O i} 1 i} Ox11 0x0001 [|0x0001 || 0x0001 (| 0x00035 24 D9 156 || 0K |
Time [us) Frame control field Sequence
Length Lal [ FCS
+1536 o0t | pe Sec Pnd Ack req Intra PaN|| number || O
=1602Z5257 5 ACE 1} 1] 0 0 Ox1l 208 | 0K |
Time [us] Length Frame contiol field Sequence || Dest Dest. Source Superfiame specification GTS fields Pending addiesses Lot || Fos
+1543306 | Type Sec Pnd Ack req Intra Pan| number PAN || Address || Addess (B0 30 F.CAP BLE Coord Assoc (|Len Permit | Short: 0x0004
=17568593 17 ECH 0 1] 0 L Ox 5 0x0001 || 0xFFFF || 0x0001 (|07 06 15 0 1 1] 1] 1 Ext: 200 | oK |
Time (L) Length Frame control field Sequence || Dest Dest. Source || Source || MAC papload Lot || Fos
+2366 Type Sec Pnd Ack req Intra PaN | number PAN || Address || PAN || Address FE 00
=17570959 17 DATA O o 1 o Ox53 0x0001 || 0x0001 || 0x0001 [|0x0002 oo o7 168 || 0K |
Time [us) Length Frame contol field Sequence || Dest. Dest. Source || Source ||MAC payload Lol | res
+2513 9 pe Sec Pnd Ack req Incra Pan| number PAN || Address || PAN || Address 06 &l
=32862978 17 DATA O o 1 a Ox58 0x0001 || 0x0001 || 0x0001 |(0x0002 06 4C 168 || OK |
Time [us] Frame control field Sequence
+1569 "0 | e Sec Pnd Ak req Tntra 7an | numoer || S8 [IFES
=32864547 5 ||ACE o o o o Ox 59 204 || OK |
Time [us) Length Frame contral field Sequence || Dest. Dest. Source Superframe specification GTS fields Pending addresses Lot || rcs
+1777201 9\ Type Sec Pnd Ack req Intra PAN|| number PAM || Address || Address ||ED 80 F.CAP BLE Coord Assoc || Len Pernmit |[$hort: Ox0004
=34641745 17 ECH 0 0 0 1 0x5C 0x0001 || 0xFFFF || 0x0001 |(0F7 06 15 0 1 a o 1 Ext: 204 | |
Time [us) Length Frame contral field Sequence || Dest. Dest. Source || Source |[MAC payload Lo | Fs
+912491 9| Type Sec Pnd Ack req Intra PAN|| number PAN || Address || PAN || Address FF 00
=35554239 17 DATA 0O 0 1 a 0xle 0x0001 || 00001 || 00001 |(0x0003 24 D8 160 || 0K
Time [ug] Frame contral field Sequence
th Lal || Fcs
+1472 "9 | Type Sec Pnd Ack req Intra 7AW || number ||
=35555711 5 ||ACK a a a 0 016 208 || 0K |
Time [us) Lenath Frame contral field Sequence || Dest. Drest. Source Superframe specification GTS fields Pending addresses Lo || Fes
+1219357 9N ope Sec Pnd Ack req Intra PaN| number PAN || Address || Address B0 30 F.CAP BELE Coord Assoc ||Len Permit | Short: 0x0004 0x0003
=36775065 19 EBCH 0 0 0 1 0% 5D 0x0001 || 0xFFFF || 020001 |(07 06 15 0 1 a 0 1 Ext: 204 || 0K
Time [us] Frame: contral field Sequence || Source Source
46600 || """ | Type Sec Pnd Ack req Intra Pan|| mmber || PAN Address Lol f[Fcs
=367E1665 16 CHD 0 0 1 1 0x17 0x0001 || 0x0000000300000005 160 || 0K
Time [usg] Frame contral field Sequence
+1a72  ||“*"9" (| ype Sec Pna Ack req Tntra paw|| numoer | 10| FES
=36783142 5 AR 0 0 o 0 0x17 208 || 0K
Time (][ e Frame conhiol field Sequence || Dest Dest. | Source || Souce |[MAC pavload |\ |[rrq
+2174 9 ope Sec Pnd Ack req Intra FaN| humber PAN || Address || PAN || Address 10 FB
=36785316 17 DATA 0O o 1 a Oxdd 0x0001 || 00003 || 0x0001 |(0x0001 00 0l 204 || 0K
Time [us] Frame contral field Sequence
11535 ||"="9 (| Type Sec pna Ack req Tntra paw|| numeer || SO FES
=36786854 5 ACE o o o o Ox84 156 || OK
Time [us) Length Frame contiol hield Sequence || Dest. Dest. Source || Source |[MAC payload Lol | Fee
+904237 g Type %ec Pnd Aok req Inrra Paw || rumber PAN || Address || PAN || Address FE 00
=376591091 17 DATA O o 1 a Ox 54 0x0001 || 0x0001 || 0x0001 |(0x0002 00 o7 166 || OK
Tmefusl [, | Frame control field Sequence ||| - |
+1272 || Tyne Sec tnd Ack req Tnra paw|| rumber || -0 ]/FCS
=37682563 5 ACE o o o o Ox 54 206 || OK

Figure 57 - DataSendExample sniffer output

4.4. SimpleRoutingExample application

This simple application demonstrates how to raldae&a messages in a cluster
tree topology. Each device sends data messaghes AN coordinator with the first 2
bytes of the data payload as a routing field witd tlestination address of the desired
device. When the PAN coordinator receives the fratae, it will read the payload and
create a new data frame with the destination scanlideess of the short address located
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in the 2 bytes of the data payload. The coordinafitirinsert in the data payload the

number of routed packets. The device already hamrually assigned short address.
This application is linked directly to the MAC layeThe next figure illustrates the

component wiring to the Mac component.

StdControl
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MLME_COMM_STATUS

MLME_POLL

MCPS_DATA @

& f
SuupleRnutugExampleM MCPS_PURGE

MLME_ASSOCIATE

StdControl

MLME_DISASSOCIATE

Figure 58 -SimpleRoutingExample component graph.

To complete this example there must be a PAN coatdr device, with an id 1, and
two normal devices one with an id 2 and 3. If tkgide has an id of 2 it will try to send
data messages to the coordinator, toggling thengle@ for each packet send. The
coordinator will read the data payload and willdarnpacket to the mote id 3. This mote
will toggle the red led for each packet received.

The following sniffer output shows this interaction
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Time [ug] Length Frame control field Sequence || Dest Dest Source Superframe specification GTS fields Lt | Fos
+2132818 9 Type Sec Pnd ick reg Imtra PAN|| number PAN || Address || Address ||B0 §0 F.CAP ELE Coord Assoc [|Len Permit
=EZ1332765 15 ECH o] 1) 1) 1 0x5E 0x0001 || 0xFFFF || 0x0001 ||07 06 15 o] 1 o] o] 1 28 | 14 |

Time [uz] Length Frame control field Sequence || Dest Dest. Source || Source ||MAC payload Latl ||Fos

+1962 g Type Sec Pnd ick reg Intra PAN || number PaM Address PAM Address oo
=21334727 15 DATA 0O 1) 1 o] 0x55 0x0001 || Ox0001 || 0x0001 || 0x0002 03 1lle | 0K |

Time [us) Frame control field Sequence ||| o |
Length Lal || FCS

+1411 snoth | ve Sec Pnd Ack req Incra PN number ||
=21336138 5 ACKE o] 0 o] o] Ox55 24 || 0K |

Time [us] Length Frame control field Sequence || Dest Drest. Source || Source || MAL papload Lo | os

+1951 g Type Sec Pnd Ack req Intra PAN || number PAN Address PAN Address 04
=21336059 14 ||DATA 0 0 1 0 0x5E 0x0001 || 0x00035 |{0x0001 || 0x0001 g 0K |

Time [uz) Frame control field Sequence
+1a60  ||"*" | Type Sec Fnd Ack req Tnora pam| rumeer || L3 [|FCS
=21339549 5 ACE 0 0 0 0 0x 56 152 || 0K |

Time [us] Length Frame control field Sequence || Dest. Dest. Source Superframe specification GTS figlds Lat || Fos
+2127006 S Type Sec Pnd ick reg Imtra PAN|| number P&N || Address || Address ||BD 80 F.CAP ELE Coord Assoc [|Len Permit
=Z3466555 15 ECH o] 0 0 1 0x5C 0x0001 || 0xFFFF ||0x0001 ||07 06 15 o] 1 o] o] 1 45 || 0K

Tirne: [uz] Length Frame control figld Sequence || Dest Dest. Source Superframe specification GTS figlds Lt | Fos
+2132819 9 Type Sec Pnd ick reg Imtra PAN|| number PAN || Address || Address ||B0 §0 F.CAP ELE Coord Assoc [|Len Permit
=E£5599574 15 ECH o] 1) 1) 1 x50 0x0001 || 0xFFFF || 0x0001 ||07 06 15 o] 1 o] o] 1 32 || 0K

Tirne: [uz] Length Frame control figld Sequence || Dest Diest. Source || Source || MAC payload Latl ||Fos

+1897 g Type Sec Pnd ick reg Intra PAN || number PaM Address PAM Address oo
=25601271 15 DATA 0O 1) 1 o] 0x56 0x0001 || Ox0001 || 0x0001 || 0x0002 03 1lle | 0K |

Time [us) Frame control field Sequence ||| o |
Length Lal || FCS

+1415 snoth | ve Sec Pnd Ack req Incra PN number ||
=25602685 5 ACKE o] 0 o] o] Ox56 36 || 0K |

Time [us] Length Frame control field Sequence || Dest Drest. Source || Source || MAL papload Lo | os

+2011 g Type Sec Pnd Ack req Intra PAN || number PAN Address PAN Address as
=25604697 14 ||DATA 0 0 1 0 0x50 0x0001 || 0x00035 |{0x0001 || 0x0001 40 | _0E |

Time [uz) Frame control field Sequence
+1363 ||"*" | Type Sec Pnd Ack req Tnora pam| rumeer | L8 [|FCS
=25606060 5 ACE 0 0 0 0 Ox5C 152 || 0K |

Time [us] Length Frame control field Sequence || Dest. Dest. Source Superframe specification GTS figlds Lat || Fos
+2127034 S Type Sec Pnd ick reg Imtra PAN|| number P&N || Address || Address ||BD 80 F.CAP ELE Coord Assoc [|Len Permit
=27733094 15 ECH o] 1) 1) 1 0x5E 0x0001 ||0xFFFF ||0x0001 )|07 06 15 o] 1 o] o] 1 36 || 0K |

Figure 59 - SimpleRoutingExample sniffer output.
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