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BACKGROUND: Electronic health records (EHRs) are
proliferating, and financial incentives encourage their
use. Applying Fair Information Practice principles to
EHRs necessitates balancing patients’ rights to con-
trol their personal information with providers’ data
needs to deliver safe, high-quality care. We describe
the technical and organizational challenges faced in
capturing patients’ preferences for patient-controlled
EHR access and applying those preferences to an
existing EHR.
METHODS: We established an online system for captur-
ing patients’ preferences for who could view their EHRs
(listing all participating clinic providers individually and
categorically—physicians, nurses, other staff) and what
data to redact (none, all, or by specific categories of sensi-
tive data or patient age). We then modified existing data-
viewing software serving a state-wide health information
exchange and a large urban health system and its prima-
ry care clinics to allow patients’ preferences to guide data
displays to providers.
RESULTS: Patients could allow or restrict data displays
to all clinicians and staff in a demonstration primary care
clinic, categories of providers (physicians, nurses, others),
or individual providers. They could also restrict access to
all EHRdata or any or all of five categories of sensitive data
(mental and reproductive health, sexually transmitted
diseases, HIV/AIDS, and substance abuse) and for spe-
cific patient ages. The EHR viewer displayed data via re-
ports, data flowsheets, and coded and free text data
displayed by Google-like searches. Unless patients re-
corded restrictions, by default all requested data were
displayed to all providers. Data patients wanted restricted
were not displayed, with no indication they were redacted.
Technical barriers prevented redacting restricted infor-
mation in free textnotes. The program allowed providers
to hit a “Break the Glass” button to override patients’
restrictions, recording the date, time, and next screen
viewed. Establishing patient-control over EHR data dis-
plays was complex and required ethical, clinical, data-
base, and programming expertise and difficult choices to
overcome technical and health system constraints.
CONCLUSIONS: Assessing patients’ preferences for ac-
cess to their EHRs and applying them in clinical practice
requires wide-ranging technical, clinical, and bioethical

expertise, to make tough choices to overcome significant
technical and organization challenges.
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INTRODUCTION

The Federal Trade Commission has called for those storing
consumer information online to comply with four widely
accepted Fair Information Practice Principles: notifying con-
sumers about the information being collected and how it is
being collected and used; offering consumers choice about
how their personal identifying information will be used; pro-
viding consumers access to their online information; and
protecting the security of the information being collected and
stored.1 Fully applying Fair Information Practice Principles to
electronic health records (EHRs) would require giving patients
the ability to control who has access to specific information
within their EHRs, which could have a number of important
clinical, ethical, and legal consequences.2

We have previously shown that most patients do desire to
have such control over their EHR information but have widely
divergent opinions about who should have access and
what information they should be able to see.3 We found that
100 % of patients without sensitive EHR information were
willing to provide their primary care physicians (PCPs) with
full access to their EHRs, as would 90 % of those with
sensitive information. However, only 90 % and 55 %, respec-
tively, would provide access to specialty physicians, 80 % and
40 % would provide access to nurses, and 20 % and 15 %
would provide access to researchers. Similarly, clinicians,
health system leaders, and patient advocates are also likely
to have divergent opinions of the benefits, risks, and impact on
patient care from patients’ having control over access to their
EHRs.2,4 Although scholars have identified clinical, ethical,
and legal challenges in providing patients with control of their
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EHR data,2 there is a paucity of literature describing technical
approaches to implementing such a policy. Under contract to
the National Coordinator for Health Information Technology,
we developed and implemented a system for obtaining and
following patients’ preferences for EHR access. In this paper,
we describe the technical approach we took, the challenges we
encountered, and how we dealt with them.

METHODS AND SYSTEM DESIGN PRINCIPLES

Setting

The Regenstrief Institute, established in 1969 to study and
improve health systems, was charged to design a “proof of
concept” program through which patients could record their
preferences for who can see specific information in their EHRs
and then implement that system in the Indiana Network for
Patient Care (INPC), one of the country’s oldest, largest, and
most comprehensive health information exchanges.5,6 We
modified Regenstrief’s existing program, called Careweb®,7

which is used to view data in the INPC and the EHR, and is
maintained by Regenstrief for Eskenazi Health, a large urban
public teaching health system. For this study, we targeted a
single Eskenazi primary care clinic where all physicians and
clinic staff are employed by Eskenazi Medical Group. No
residents or other trainees practice in this clinic.
Designing a program for patients’ controlling access to their

EHRs requires ethical, legal technical, , and clinical expertise.
We therefore created three multidisciplinary project teams: (a)
the Bioethics Team consisted of bioethicists and clinicians who
identified points to consider when designing and implementing a
system whereby patients could exercise their rights under Fair
Information Practices2; (b) the Patient Preference Team included
informaticists and behavioral scientists who assessed patients’
desires for controlling EHR access3 and designed a user-friendly
system for recording their preferences for displaying EHR infor-
mation8; and (c) the Technical Team was comprised of
Regenstrief Institute EHR developers who created CareWeb7

and designed and implemented modifications whereby patients’
preferences would govern display of their EHR data.
This project had two phases: the first was to design a system

for capturing patients’ preferences for who can see what data
in their EHRs, and the second was to revamp Careweb to use
those preferences when displaying EHR data. Although the
resulting program was created for the INPC, for this demon-
stration study we targeted it for use in one Eskenazi Health
primary care practice to assess its impact prospectively.

Capturing Patients’ Preferences for Displaying
their EHR Data

There are tens of thousands of clinicians and non-clinicians
who have HIPAA-compliant, password-controlled access to

INPC data. Because many patients are cared for by providers
in more than one health system, the INPC downloads and links
patients’ data across these health systems.9 Therefore, patients’
preferences could affect the display of data captured from
multiple health systems. For this study, we limited use to the
study primary care clinic.
The study clinic follows an open-access model10 where

patients have an assigned primary care provider (PCP) but
are cared for by other physicians, nurse-practitioners, physi-
cian assistants, nurses, and other staff. Because these providers
often refer patients to other Eskenazi Health providers and
clinics, we had to decide which providers would be included.
Due to the limited nature of this demonstration study, and to
minimize disruption to Eskenazi Health broadly, we limited
patients’ choices of providers to the nine physicians and 23
staff practicing in the study clinic, and all 23 staff as well as
eight of the nine physicians agreed to participate.
In our previous study, most patients wanted their PCP to have

full access to all information in their EHRs but wouldmore often
restrict access to specialty physicians and other staff.3 Because
our pilot study was conducted in a single primary care clinic, all
physicians belonged to a single primary care group, and we had
to decide how to display the list of clinic providers to the
patients. Most clinic patients know the names of their primary
care physicians and clinic nurses but not names of other clinic
physicians and staff, any of whommight care for them and all of
whom have access to their EHRs. We displayed the list of
providers by category and, within each category, by name and
allowed patients to select the whole category or each person
individually. For simplicity, we grouped providers into three
categories: physicians, nurses, and other staff. We arbitrarily
included nurse practitioners and physicians’ assistants with “oth-
er staff” because they fulfill various roles and differ from both
physicians and nurses. Careweb contains a provider file for the
INPC andEskenazi Health that includes a field for provider type,
which Eskenazi maintains for each provider. Other INPC insti-
tutions often do not submit provider details to the INPC, making
capturing patients’ preferences by provider type difficult.
We previously demonstrated that patients hold widely di-

vergent opinions about sharing their EHR data.3 Therefore, the
Bioethics and Patient Preference Teams recommended giving
patients a variety of options for controlling their providers’
access to their EHRs. Patients could provide full access to all
EHR data to all clinician and non-clinician providers. They
could grant access to specific providers and/or specific EHR
data. Or they could completely restrict access to all EHR data
to all or specified providers. Therefore, the Patient Preference
Team suggested giving patients two options: provide or restrict
access to all data, to all providers or specific providers, by
name or type; or provide/restrict display of only selected
sensitive data to all or specified providers.
We had to define “sensitive data,” knowing that patients

differ greatly in what they feel is sensitive.3 The recent JASON
report from ONC stated that EHRs were too broad and vari-
able for patients to document their preferences for sharing or
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redacting sensitive data.11 It suggested establishing categories
of sensitive data that could be used to tag individual EHR data
items. Following the recommendations by the National Com-
mittee on Vital and Health Statistics,12 we established five
categories of sensitive data: sexually transmitted infections,
HIV/AIDS, sexual health and pregnancy, mental health infor-
mation, and drug or alcohol use and abuse.
In our previous research,3 patients sometimes wanted to

restrict data access based on their age or a range of ages.
Because all health systems use birth date as an identifier,
patient-selected age ranges could easily be translated into dates
that could be compared to the date always attached to each
stored EHR item. However, restricting information in clini-
cians’ free-text notes is more difficult. Narrative text could
describe events at an age a patient might want to restrict.
Restricting such information requires natural language process-
ing (NLP) to “read” the note and redact the restricted informa-
tion. This is challenging because clinical notes often refer to
past historywithout specific patient ages. For example, a patient
having had a pregnancy “as a teen,” when the specific event
might fall within a restricted age range. For this pilot study, if a
patient restricted EHR access based on age, we used the date
each item was stored to redact data displays. We did not redact
free-text notes. Importantly, when recording their preferences,
patients were not told that data redaction would be incomplete,
as we felt that explanations of discrete data vs. free-text notes
and NLP would be difficult for patients to understand.
Knowing that framing and formatting can affect both patients’

and physicians’ understanding of risks and benefits,13 all three
project teams spent many hours debating details of displaying
patients’ EHR access options. For example, should we present
such options as “sharing data” or “restricting data access?” We
decided that the phrasing should be driven by the default condi-
tion: where the default is that clinicians have no routine access to
patients’ EHRs, the patient preference forms should ask them
about sharing their data: i.e. the patient provides access to
something that is ordinarily restricted. Where the default is that
providers routinely have full access to patients’ EHRs, the
patient preference forms should ask about restricting access to
their data. Prior focus groups with Eskenazi patients showed that
they expect their health care providers to have full access to their
EHRs.14 Furthermore, the INPC and all of its member institu-
tions have an opt-out policy: they send all data for all patients to
the INPC, where enrolled health care providers have full access
to them, unless, when providing consent for treatment, patients
opt out of sending their data to the INPC. Therefore, when
presenting display options to patients, the form listed providers
and categories of EHR data to which they could restrict access.

Modifying Careweb to Invoke Patients’
Preferences for Data Displays

Careweb builds displays of EHR data from individually stored
items, e.g., diagnoses, test results, medications, vital signs, and

other observations. From a technical perspective, redacting
discrete data was straightforward because Careweb could sim-
ply compare the data a provider has requested to an existing
table of patients’ preferences. For example, if a provider
wanted to view information for a patient with HIV/AIDS
who wished to restrict access to HIV/AIDS information for
all providers, Careweb could filter out and redact all HIV/
AIDS-related diagnoses, test results, and medications. To do
this, we had to tag each item in a patient’s EHR that fell into
the “sensitive” categories listed above. This tagging of sensi-
tive data items was accomplished when Chart Search,
Careweb’s open-source text indexing and search engine uti-
lizing Solr15 and Lucene,16 indexed each EHR term in the
patient record being viewed. The index and tags were updated
each time a patient’s record was opened for viewing. For
example, for HIV/AIDS, we tagged all relevant diagnoses
(including related diagnoses such as Kaposi’s sarcoma or
pneumocystis pneumonia that almost exclusively occur in
HIV-infected patients), HIV-related diagnostic tests (HIV an-
tibodies, viral loads, CD4 counts, etc.), and antiretroviral
drugs that are specific to HIV/AIDS. We also tagged all
provider notes written in Eskenazi Health’s HIV Clinic.
To restrict data displays for selected providers, we utilized

the Provider File maintained by both the INPC and Eskenazi
Health. This file contains an entry for all providers for each
health system and includes an indication of provider type.
Maintaining an accurate, up-to-date designation of provider
type can be challenging for large health systems,17 especially
academically affiliated systems where patients can have mul-
tiple primary care providers. Fortunately, Eskenazi Health has
a 40-year relationship with the Regenstrief Institute18 and
routinely captures provider type. To restrict data displays
based on provider, the table of patient preferences was
searched for each provider accessing Careweb. If the patient
had restricted access to any data for that provider, Careweb
invoked those preferences by applying the relevant data filters.
Redacting sensitive data in real health care settings is com-

plex and requires knowledge of clinical medicine, health care
delivery systems, and EHRs to make difficult and somewhat
arbitrary decisions. For this demonstration study, these deci-
sions were often driven by exigencies such as time and re-
sources available. For example, we could easily restrict display
of all HIV Clinic notes, but although Careweb’s NLP could
redact every mention of HIV/AIDS, its related diagnoses, or
antiretroviral medications from all notes and reports, it would
be time-consuming and beyond the scope of this project. Such
NLP programming would also be beyond the capabilities of
most commercial EHRs. Therefore, we chose to restrict dis-
plays of free-text notes and reports from restricted care venues
and provider specialties rather than the notes’ contents.
Medication records also presented challenges. Drugs often

have multiple indications, and the prescriber’s intention is
rarely recorded on electronic prescriptions or pharmacy re-
cords. For example, tricyclic antidepressants are sometimes
prescribed to treat neuropathic pain, and some antipsychotic
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drugs are sometimes taken as anti-emetics. For our demon-
stration project, when specific medications were only used in
sensitive conditions (e.g., HIV/AIDS), we restricted their dis-
play when patients’ preferences demanded. We did not redact
medications for which there were common indications outside
of the sensitive categories. If restricting the display of medi-
cations with multiple indications was deemed important, elec-
tronic prescribing systems could require physicians to record
an indication for such medications.
Diagnostic tests had different challenges. Restricting access

to sensitive tests was straightforward when the results were
positive, such as pregnancy, HIV, or chlamydia tests. Howev-
er, restricting access to only positive results could inform
providers that the result was positive. Therefore, we redacted
all results—positive, negative, and equivocal—for sensitive
tests when dictated by patients’ preferences. As above, we did
not redact test results mentioned in free-text notes.
Patient authentication was a serious challenge. Patients can

provide different names (maiden or married names, names
with or without middle names or initials, etc.) when register-
ing, and typographical errors occur. It can be challenging to
match patients’ preferences for EHR access with the correct
patient records. Although all commercial EHRs have algo-
rithms for identifying and combining duplicate patient records,
their effectiveness is variable. This is even more challenging
for health information exchanges storing data from multiple
health systems. This was less of a problem for this study in one
Eskenazi primary care clinic than the INPC, which imports
data from more than 100 hospitals and multiple other institu-
tions. The INPC maintains a Global Patient Registry that
stores the medical record numbers for all member health
systems in which a patient is registered. A highly accurate
patient-matching algorithm created by the Regenstrief Insti-
tute9 merges duplicate records within and among health sys-
tems for both Eskenazi Health and the INPC. But it is not
perfect, so patients’ preferences may not be applied to all of
their EHR data. Weeding out duplicate patients takes dili-
gence, and some health systems are more fastidious than
others, impacting the effectiveness of programs allowing pa-
tient control of EHR access.
We also had to decide whether to inform providers when

data was being withheld from Careweb displays. Because one
might infer the content of redacted data from knowing it was
not being displayed, we chose to redact data without notifying
the user. Thus, all Careweb displays appeared the same; pro-
viders could not tell whether CareWeb was redacting data
displays based on patients’ EHR access preferences. However,
all clinic providers were informed that some of their patients
may restrict access to some or all of their EHR data. Providers
were free to discuss this with their patients.
There was consensus among the investigators that patients’

preferences should sometimes be overridden, e.g., in emer-
gency situations where patients cannot communicate ade-
quately. Following the iconic statement “break glass in case
of emergency,”we created a button on Careweb’s data display

labeled, “Break Glass (Pt Preferences).” Clicking on this but-
ton displayed all patient data for that viewing session only.
This button was displayed for all patients, whether enrolled in
the study or not, but only for the 32 clinic providers enrolled in
this study. Otherwise, the button itself might bias the pro-
vider’s data viewing. For each “break glass” episode, Careweb
logged the date, time, patient ID, provider ID, and next screen
viewed.
Instead of modifying the basic Careweb program used by

all Eskenazi and INPC providers, we could have created a
shadow EHR for study patients and removed those items the
patient wanted restricted. This may have worked for this small
pilot study, but would be impractical for wider use. Having a
duplicate EHR for patients preferring to restrict data displays
would be cumbersome. Moreover, patients could prefer hav-
ing different restrictions for different providers, and their data
access preferences could change over time. Instead, we chose
to modify the Careweb EHR viewer to restrict data displays
for specified providers. Careweb contains a middle layer of
Core Services that is responsible for processing user data
requests (e.g., via Flowsheet or Chart Search), reading the
patient preference table and filtering the data displayed to the
provider. All the logic around providers, data categories, pref-
erences, and “breaking the glass” was maintained in
Careweb’s Core Services. The EHR itself was not altered.

RESULTS

Capturing Patients’ Preferences
This program was approved by the Indiana University Institu-
tional Review Board. The platform for the patient preference
program was the open-source OpenMRS.19,20 As shown in
Fig. 1(a), the form was divided vertically into three sections:
“Who,” listing participating clinic providers by category (Doc-
tors, Nurses, and Other Staff); “What,” giving options to restrict
no information, all information, or information in the five
sensitive categories listed above; and “When,” allowing the
patient to enter an age range. A fourth-year medical student
with considerable clinical knowledge guided the patient through
this form, following a formal written script but also answering
questions. The medical student did not explain the potential
impact of patients’ preferences on health care unless patients
asked, which was infrequent. In such instances, he/she merely
said that restricting the display of data could affect their care.
Patients used a computer mouse to select their preferences

for restricting EHR displays. The Patient Preference Program
then displayed the preferences selected on a second page, as
shown in Figure 1(b). The two tabs at the top of this form each
displayed all of the patients’ preferences, sorting them by data
categories or people (providers). Each preference was follow-
ed by a delete button. If the patient clicked it with the mouse,
the display restriction was removed. Final selections were
stored in Careweb’s preference table.
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Figure 1. (a): Patient preference program (note: all names are fictitious). (b): Display of patient preferences, displayed at end of dialog (note: all
names are fictitious).
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As described in detail in the article by Schwartz et al. in this
JGIM supplement,21 slightly more than half of the 105 patients
enrolled wanted all physicians, nurses, and clinic staff to view
all of their data. Five patients wanted no one to view any
information in their EHRs. The remainder restricted access
by provider and/or categories of sensitive information. Three
patients restricted access to information based on age (late teen
years to early-mid adulthood). Providers were not informed
which patients were enrolled in the study, or of their
preferences.

Applying Patients’ Preferences to Careweb
Data Displays

Figure 2(a) shows the Careweb main screen. Note that the
main menu at the top of this page contains a “Break Glass
(Pt Preferences)” button that, once hit, will override any
patient-entered data-viewing restrictions for that Careweb
session. The data shown in Fig. 2(a) were displayed using
Careweb’s Chart Search program, a Google-like search
engine that searches for terms in discrete data and free-text.
Patients’ preferences would guide data displays whether
using Chart Search, Flowsheet (a chronological flowsheet
of all or selected data), or Results (a vertical chronological
display of all data). This figure shows the Chart Search
display for a patient with no data display restrictions. The
search term was “alprazolam,” an anti-anxiety medication in
the “mental health data” category, which was found in three
pharmacy records, two full-text discharge summaries, and a
visit note.
Figure 2(b) displays data for the same fictitious patient and

the same search term, this time where the patient restricted the
display of all “mental health data” to all clinic providers. All
alprazolam pharmacy records were redacted. However, the
display still contains the three free-text notes containing refer-
ences to alprazolam.
Figure 2(c) displays data for the same patient and the same

search termwhere the patient restricted access to all EHR data.
The resulting display is empty, as if the new patient were new
to the health system.

DISCUSSION

Giving patients granular control over who can view their EHR
data is complex, requiring clinical, bioethical, informatics, and

Figure 2(a): Chart search screen showing data for a patient allowing
access to all data (search term = “alprazolam”) (note: all names are
fictitious). (b): Chart search screen showing data when “Mental
Health” data were restricted (search term = “alprazolam”) (note: all
names are fictitious). (c): Chart search screen showing data when all
data were restricted (search term = “alprazolam”) (note: all names
are fictitious).

b
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programming expertise. Difficult choices are necessary
concerning the level of data granularity, how to identify and
manage data displays for various types of health care providers,
and how to balance clinicians’ needs to provide safe, high-
quality care with patients’ rights under Fair Information Practice
Principles. One of this project’s investigators (Dr. Schwartz)
practiced in the study clinic and helped make sure that the
arbitrary decisions we made were consistent with local customs,
beliefs, and expectations. Organizational and technical decisions
were made easier because this pilot study was conducted in a
single clinic. If patient-controlled EHR access were to be imple-
mented for all of Eskenazi Health or the entire INPC, these
decisions would require input from health system leaders. They
could be applied consistently throughout each health system or
could vary for different care venues (inpatient, outpatient), ser-
vices (e.g., hospital medicine, primary care, specialties, and
subspecialties), or providers.
Eskenazi Health and the INPC both use Regenstrief’s data-

base platform and data viewer, and the developers were en-
gaged with leaders in both Eskenazi Health and the INPC. (Dr.
Tierney was Eskenazi Health’s Chief of Internal Medicine and
served as Vice Chair of the Board of Directors of the Indiana
Health Information Exchange, which manages the INPC.)
Without such close partnerships, making decisions for
assessing patients’ granular EHR control and implementing
them would be difficult. This may explain why some health
systems are defaulting to “all or none” patient-controlled EHR
access, e.g., by patients’ entering passwords during visits. The
information presented above outlines the difficult decisions
and compromises we had to make and that every developer
and hosting health system would have to make to implement
more thoughtful, granular patient control of EHR access. Such
decisions could help strike a balance between meeting pa-
tients’ preferences for EHR access and providers’ needs to
provide safe, effective care.
This study had limitations. First, it was performed in a

single health system and health information exchange that
uses the Regenstrief Institute’s unique EHR and data viewing
system. Many of Careweb’s unique capabilities are not cur-
rently available in most commercial EHR systems. However,
the Regenstrief Institute has been a pioneer in a number of
aspects of EHRs, such as computer-based provider order
entry22 and decision support,23 that have become required of
EHRs to meet meaningful use criteria. By demonstrating
Careweb’s data management and display capabilities, we hope
they will become widely available in commercial EHRs and
health information exchanges.
We also found that complete redaction of EHR information

as per patients’ wishes was impossible. Tagging and redacting
discrete items such as diagnoses, tests, and medications was
straightforward and should be available in most commercial
EHRs. However, redacting information embedded in free-text
notes is substantially harder. Although NLP has improved
dramatically over the past several years,24 it is still in its
infancy and has not been broadly implemented to extract

discrete data locked in free-text notes and reports. Until NLP
capabilities are more well-developed and broadly available,
complete granular control of access to patients’ EHR data
will continue to be impossible.
Capturing patients’ preferences is not trivial. Health care is

complex, with patients visiting multiple providers and systems
that may or may not share data. And EHRs are complex,
variable, and constantly changing in content and scope. There-
fore, simplification is necessary. We relied on the National
Committee for Vital and Health Statistics’ list of sensitive
types of data, but our research suggests that there is no con-
sensus among patients about what is sensitive and should have
restricted access.3,8 Future patient-controlled access systems
might query individual patients about aspects of their record
that they feel are sensitive and should be restricted. A program,
with the help of a clinician, could translate those preferences
into a specific set of data items that could be tagged and then
updated each time it is opened. (Chart Search updates indexes
and tags in less than a second per patient record.) Over time,
patients’ opinions of what are sensitive data will yield a more
comprehensive list.
It will be important to decide what patients should be told

when expressing their preferences for EHR access. They
should know the completeness of data redaction and have
some understanding of the consequences of withholding data
from providers. Given that NLP is in its infancy and the risks
and benefits of patient granular EHR control are mainly un-
known, much urgent research is needed.
Ultimately, overcoming technical and organizational bar-

riers to patient control of EHR access will require a dialog
between patient and provider advocates, biomedical
informaticians, and regulators such as the National Coordina-
tor for Health Information Technology. Engagement and open
dialog are key to balancing patients’ desires to control access
to their health information with providers’ needs for data to
deliver high-quality, safe care. Organizational decisions and
technical solutions can then follow to balance care manage-
ment and patient privacy to enhance patient–provider trust and
communication.
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