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Abstract

We have recently proposed a design process frarketvar assists the practitioner in tackling thergcy
and security issues of ubiquitous computing (ubigpapplications during their development. In this
report, we discuss a design study to evaluatedhmprehensibility and usability of the design method
The study was conducted with six graduate studsrdsr institution. Students were given the optibn
using the design method for completing a semesteg-tiesign exercise of a ubiquitous computing
application of their choice. Researchers analykeit tritten deliverables using quantitative mestrénd
conducted follow-up interviews. Results suggest tia design method is comprehensible and usable by
inexperienced designers. Participants commentedHh@anethod might help especially in the design of
exploratory applications with diverging stakehokjéroadening the coverage of the design proceks an
generating stronger rationales for design decisions
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Introduction

We have recently proposed a design process frarketvar assists practitioners in making reasoned and
documented design choices in the design of ubigsitmmputing applications with privacy and security
implications [7]. This design method is called ladter theproportionalitymethod because it is based on
the principle of proportionality used in the legald data protection communities in reference teagsi

and technology.

We have applied the proportionality method to seame studies of ubicomp applications developed by
our research group. In a first case study, we tlseg@roportionality method to analyze the desiga of
potentially contentious application, and to planuser evaluation. The results of this exercise,
documented in [7], suggest that the design methayghmave contributed to a high-quality design of the
user interface and information policies and imprbuaderstanding of the uses and risks associatbd wi
the application, along with the corrective measmexessary during its deployment.

Based on this experience, we claim that the desigithod may increase the coverage of security and
privacy requirements analysis and improve desiglityuIn order to understand whether the design
method is actually usable by others, we testednhinod with external designers. This paper desgribe
this test, which involved six graduate volunteedsnts in the Information Security Strategy claalsl lat
our institution during the Spring 2005 semester.
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Related Work

Privacy and Security are significant concerns anuhicomp community, raised both by researchers [13
and non-technical observers [10]. Over the pasteavs there have been several attempts to provide
design guidelines for the development of privacgpeting ubicomp applications.g, Langheinrich’s
application of some of the Fair Information Praesi¢FIPS) [12] to ubicomp design [9] and Jiabgl’'s
proposal of using economic and information theaiwesiodulate flows of personal data in these system
[8].

However, there are very few proposals for systanmu#sign approaches or methods. Bellotti and Sellen
have proposed a design framework for multimediaramess applicationg (g.video teleconferencing)
based on feedback and control [1]. Hat@l. proposed to use a structured risk analysis prdoesisl the
design of these applications, but have not evaduiditeir method [5, 6].

To the best of our knowledge, the only design metthat has been evaluated in this domain is Cleting
al.’s set of design patterns for ubicomp design [2ley propose the use of design patterns, developed
through iterative refinement with the help of sedvéeams of designers who tested the patterns in a
design study. Among other patterns, they also @&llb patterns specifically aimed at the privasyés

in ubicomp. However, they report that their pap#sits did not use the privacy-specific design pasten
any meaningful way to complete the design exerdissswere proposed. According to the researchers,
the probable causes of this are that the proposterps were too abstract, that privacy issues natre
emphasized enough in the design exercises’ baatsjn general that patterns might not be suited fo
addressing non-functional requirements such asqyiv

To cater to the non-functional nature of privacd apcurity requirements, our design suggestionssfoc

on design process rather than specific solutiorsnglkified by patterns. We also believe that eviahgat

the method’s performance is fundamental to undedstg whether the proposed method is usable by the
intended target group, and if, and in what circamses, it is useful.

Process
The objective of this study was that of verifyiing tfollowing two theses:

The proportionality method is understandable toasable by inexperienced designers.

2. Inexperienced designers reach similar conclusisrexperienced designers. The hypothesis is
that they would identify the same main design issaara reach similar conclusions on these
issues as the expert designers.

We recruited three groups (of two students eachiplinteer Master’'s students in the Information
Security Strategy class at our institution to perf@a design exercise using the proportionality meths

a semester-long design assignment. Recruitmenmadse by sending emails of the descriptions of two
projects to the whole class, prior to a lecture/ivich the recruitment would be made.

During this lecture, the researchers introducedydreeral domain of ubicomp, its security and prjvac
challenges, described design method and relevhlibdpiaphic and legislative resources. Project gjoal
were to design (but not implement) their choiceMeein two ubicomp applications with known privacy
and security issues. Participating students weeda® take on, as their main semester-long assgtsnm
one of these projects instead of other projeceredf by the instructors of the class or projecis tie
student proposed him/herself. We asked voluntegicfmants to form groups of two. We chose to have
small groups instead of individuals participate thuthe potentially complex and unfamiliar problem
domain and large amount of effort necessary to ¢et@phe assignments.

The first proposed application consisted in a n@pérson finder running on a cell phone. This
application allows users to ask the location okodtand respond to location requests. The apmicati
supports users in meeting up, either in persorepppone, assessing the availability of the otleesgns,



or coordinating joint activities. The project brifessed the use of the tool fmrsonaluse, as opposed
to location systems for commercial settings suclogistics and trucking. Students were providedesom
references to relevant resources, including exjstirsstems such as AT&T Find People Nearby and
legislation regulating location-enhanced wirelessises.

The second application we offered consisted inséegy that records behavioral data of a child in an
educational primary school setting (including aualn video). The system’s purpose is to support
teachers and other school personnel in recordisgrahtions about a child before, during and after
critical incidents (e.g. escaping the classroompier tantrum). This system is loosely inspired by a
system currently being designed by members of esgarch group [4].

Each group was asked to design (not to implembat)riformation management, organizational policies
and privacy- and security-sensitive aspects ofife interface of a system to support the respectiv
application. The groups were asked to justify tiethnical and organizational design choices and to
reference legislation, local regulation, and othaicies as appropriate. In addition, they wereoceinaged
to follow the proportionality design method for thiealysis of security and privacy requirements. afse
the design method was not mandatory, however.diatits were asked to justify their choice if they
opted not to use the method.

At the beginning of the study, each participantsitjconsent forms and completed a questionnaire
assessing their experience with requirements eagimgetechniques, information security standards, |
legislation and the ubicomp domain.

Participants had roughly two months to completeagmgnment. After one month, each group was asked
to make a short presentation (20 minutes) in @assit their project progress. They also turnedhin a
intermediate reporinfid-project milestornje which was neither graded nor analyzed but heipgate that
students would be on track with the assignment.iiifaeterm presentation and deliverables had to
include an initial review of design options, listevant literature, legislative and other resouraed

identify all stakeholders of the application. Dgitheir presentation, students also received fezdina
other students in the class, by the instructortandne researcher.

At the end of the second month, all groups turmea final deliverable in which they were asked to
include at least the discussion of the followiregris:

- Regulatory constraints.

- Experience from similar applications.

- Description of system design.

- Discussion of the selected design for the system.
o Information management policies.

o0 Technical safeguards for securing data and pemaleiding relevant aspects of the user
interface €.g, how the system is operated, accessgy,

- Organizational measures to be adopted contextwélysystem use.

We evaluated the design products, by comparingiélsegn documents produced by the students with
similar designs produced by an expert designer ¢btige researchers).

After the end of the course, we interviewed paptaits to understand how they had used the
proportionality method. This semi-structured intevwincluded questions pertaining to:

— The understandability of the description of theigiesnethod (which consisted in a previous
published paper [7]);



— The application of the design method (includingibjective assessment of time required to
complete the assignmérind the impact on the quality of the end product);

— The resources they had accessed during the desidrieedback on specific design choices.

The interview lasted between 30 and 45 minutesasagiconducted one group at the time. The
participation in the interview was voluntary angh@eate from the rest of the study (all participaititsse
to take part in the interview). Since the intervigi not provide credit for the class curriculurack
participant received a USD10 gift card as a tokerparticipation.

Results

Clearly, with this study we did not intend to obtatatistically significant data. Rather, our okijgewas
that of pointing out potential benefits of the dgsimethod and aspects needy of improvement.

Demographics

Participants did not have professional experienagbicomp design. Some participants in groups 13and
had some professional experience with informatagugty issues. All participants were studentshef t
Information Security MS program at Georgia Techskuarticipants had a technical background, except
for one participant in group 3, who had a technglpglicy background.

Analysis

We identified 10 quantitative metrics to evaludite tcompleteness of the written final reports (wkruit
consider the oral presentations in this analy$is¢se metrics are based on the number of occugearice
the followinganalysis elements

— expressed threats;

— usage scenarios;

— comparisons with existing similar applications;
— identified stakeholders;

— stated requirements;

— stated design choices;

— open design issues (that is, design points that vaésed by the participants but no conclusion
was reached, pending more information or the \eatiibn of some other hypothesis);

— architectural components of the design;
— specific items of legislation referenced;
— indications of the need for extended evaluati@ng, (further surveys, interviewsfc).

The first four metrics were selected to measurdahtbmughness of the analysis performed by the
participants. The following four metrics measure tomplexity of the resulting design. Finally, tast
two metrics reference external resources that badrbe necessary during the design prodess (
stakeholders’ opinions, legislatiostc).

We counted the occurrence of each type of metriartajyzing each statement or paragraph in theenritt
reports. Guidance provided to the participants esggl a specific organization of their reports. Eosv,
only groups 2 and 3 loosely followed these suggestiFor this reason, the identification of coulgab

! The interview was performed after they had reakvgrade for the assignment. The researchersotligrade the
assignment.



occurrences of the analysis elements is not asatigoas would be desirable. In many cases, elements
were not explicit and had to be extrapolated. Hisetbelow synthesizes these results. In all three
groups’ reports, the report size (in number of geaphs) is roughly proportional to the sum of all
analysis elements.

The numbers in the table should be taken at falcevaand not compared across columns because they ar
the result of different analysis processes wittaayt control on the amount of time used in the aisly

In addition, these bare numbers do not tell whettmeidentified analysis elements were pertineiihéo
specific analysis. To control this variable, wetfigr examined each design choice made by the three
groups to assess whether it had a strong impastadeholder privacy or security.

Table 1 Deliverables Coverage At A Glance

Group 1 Group 2 Reference Group 3 Reference
Application Person Finder Person Finder Person Firjder Video Video
Recording Recording
Used Method No Yes Yes Yes No
Analysis Elements
Threats 0 3 3 13 5
Scenarios 0 3 0 0 0
Comparisons with 2 0 2 2 7
Similar Apps
Stakeholders (1) 2 3 7 5
Requirements 12 5 5 9 12
Design Choices 8 11 11 15 13
% Of which relevant %6 %6 %11 % 13 % 13
to privacy / security
Open Design Issueg 4 6 2 7 2
Architectural 4 4 1 5 NA
Components
Legislation 2 4 2 2 3
Extended 0 0 3 3 NA
Evaluation
TOTAL 33 38 31 63 47
Report Sizé 98 102 106 197 145
Discussion

All three groups provided strong evidence of havingerstood the method'’s core concepts well enough
to use the method or to make a justified decismrtmuse it. Group 1 did not use the design method
claiming that the existence of very similar comnmrapplications voided the need for applying a
detailed design method. Both group members hadhmial background and started the analysis from a
feasibility assessment. They based their analysth® comparison with two other similar applicason

2 The number of stakeholders was not indicated eiili
% Report size is expressed in number of paragraptreidocument.



The comparison process, in their words, “jumpstiirtiee design process and “gave a feel for what's
possible.”

Group 2 did use the design method but skippeditsiepghase (which requires to balance application
usefulness with stakeholder privacy concerns), ieethese “requirements were already given” ang the
“did not feel necessary to justify that the apglimawas useful”. The existence of similar servioaghe
market might have influenced this assessment.

Group 3 stated that they applied a cyclic desigregss to discover design issues and decide upon the
as suggested by the proportionality method. Therdthio groups used a top-down type of design, in
which broad architectural decisions were followgdibtailed design.

The groups using the design method provided eviglehengaging in more elaborate—and more time-
consuming—evaluation of alternative design optioakyjng less on existing applications’ critiquehig
fact is reflected in part by the numbers in thégaBarticipants in group 1 concentrated theirysislon
the user interface of the application, specifytsgliesign (hence the high number of Requirements).
same group did not spend as much effort in identifyhreats to stakeholders’ privacy.

All participants who used the design method agtkatithe application of the method had not incréase
the design time by itself, but they also indicateat they were induced to explore more design
alternatives, and with greater depth, which reglinereased effort and time. Group participants tha
used the method commented in the interviews ttet tlesigns were more thorough because of this than
they would have otherwise been.

This was reflected by the completeness of the dasigumentation provided by the three groups. The
group that did not use the method explored onlytenknological solution, mainly basing their design

a comparison with, and enhancement of, similartiegjservices, whereas the groups that did use the
design method generated more detailed designsgrblugs that used the design method identified a
higher number of design issues (summing open déssgies and design choices) than the group that did
not.

One member of one of the groups which used thgdesethod stated that the hardest part in its
application concerned the balancing of applicatisefulness with the risks on stakeholder privaay an
that “the hard part was playing both roles [invalwe the balancing].” The balancing of cost-
effectiveness, usefulness and privacy was alsd byeone participant as a challenging, but useful
exercise. In particular, the participant indicatieak this process help him in reaching decisionsram
alternative design options with privacy implicaton

Finally, one group indicated that initially the #ipation of the method had seemed “silly and redumd
but that eventually, the output of the analysipss, especially the documented evaluation of akver
alternative technical solutions, had been veryulsef acommunication toolThis group had talked about
their design with potential stakeholders (two indiials with professional experience in education) a
had found that the design output had been hanpstify and describe a particular solution in that
context. Participants in one group commented tlatesign method would be most appropriate for
exploratory applications, and less so for estabtisiechnologies.

Regarding the similarity of the participants’ arsdyoutcomes to the reference analyses of the fesxpe
we did not observe sufficient evidence to supparttbesis (see Table 2). Two groups, including the
group that did not use the method, produced rethdtsvere quite different from the reference asialy
(i.e. there was little overlap between the design @widentified by the participants.those identified
by the experts), whereas the third group produagesiagn similar to the reference design (there was
higher degree of overlap). This might also be &tion of the available literature and of the tyfe o
application at hand.



Table 2 Overlap of participants' design with expers' design

Group 1 Group 2 Expert Group 3 Expert
Design Choices relevant 6 8 11 13 13
to privacy / security
Overlap with Expert* 21% 27% N/A 53% N/A

Conclusions

Although it is not possible to infer guantitativenclusions from just three sources of qualitatigsign
process data, this study encouragingly suggestshigroportionality method is usable for its mded
purpose. In particular, based on participants’ cemisiand evaluation of the final deliverables, ae c
draw the following tentative conclusions:

— the method may be particularly fit for exploratarynovel applications, that lack prior
deployment history;

— the method may be most useful in case of multigkeholders with diverging interests;
— the method may induce designers in evaluatinggefarumber of design alternatives;
— the method may add little overhead to the desigongss.

— the application of the method may be useful to wéth stakeholders about the validity of the
design choices made (it produced goatibnale [11]).

We did not gather sufficient evidence to supportsgcond thesis, that the design process can pgoduc
repeatable outcomes across experienced and inerped designers. However, this study is a pilat of
larger planned study involving up to 70 studemtsyhich we might have enough control to reach aemor
conclusive answer to this question.

This follow up study will benefit from the experisngained with the present study: we verified the
usability of the quantitative metrics for the arsidyof the design products; we developed a sirylari
metric of two designs documents, based on the rimatci raised design issues; and we developed a
guestion set for semi-structured interviews.
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