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This paper reports a mixed methods study with frontline peacekeepers that aimed to explore values in relation to 
effective peacekeeping and ICTs. A quantitative study and field visit identified that even in peace keeping areas 
with poor infrastructure there is considerable access to the Internet with ICT in regular and frequent use. 86 
civilian and military peacekeepers participated in 11 focus groups that discussed potential ICT improvements and 
innovations for peacekeeping at a United Nations base. Analysis identified 4 horizontal themes (User Experience, 
Integration, Connectivity and Privacy) across 3 use contexts (work performance, personal physical safety and 
well-being). Core values were being safe, maintaining relationships, doing work well and being cared for by their 
organisation. Recommendations highlight the urgent need to deploy existing apps on everyday ICTs rather than 
any real requirements for innovation or significant R&D spend.  

Digital Peacekeeping, ICTs for Peace, Military and Civilian Peacekeepers 

 

1. Introduction 

United Nations Peacekeeping began in 1948 and is 
a unique and dynamic instrument developed by the 
UN as a way to help countries torn by conflict to 
create the conditions for lasting peace (UN 
Peacekeeping, 2021). More than a quarter of the 
world’s population live in fragile, violent, and conflict-
stressed environments. Peacekeepers monitor and 
observe peace processes in post-conflict areas and 
assist ex-combatants in implementing the peace 
agreements including legitimacy, burden sharing, 
and an ability to deploy troops and police from 
around the world.  

Military peacekeepers are integrated with civilian 
peacekeepers to address a range of mandates set 
by the UN Security Council and General Assembly. 
Although ICTs could clearly support and add value, 
peacekeeping suffers from several significant 
problems (Van Wie 2020) such as the absence of 
intelligence-gathering and information-processing 
capabilities between the field and field headquarters 
and the UN headquarters in New York (Salun 2019), 
as well as insufficient access to, and use of digital 
technologies (Fidler, 2015; Stauffacher et.al., 2005).  

The United Nations has on average launched one 
peacekeeping mission a year since 1948 (Jett, 
2019). Currently, 14 peacekeeping operations are 
underway that employ nearly 100,000 people at an 
annual cost of almost $7 billion (UN Peacekeeping, 
2021). Despite being backed by rich and powerful 
countries, the UN missions have mostly failed on 
their mandates (Mugabi, 2021).  Since, the Brahimi 
Report (Brahimi et al., 2000), which argues 
peacekeeping has to be brought into the information 
age, operations have used ICTs, but struggled to 
capture their full capabilities (Fidler, 2015). All too 
often when UN peacekeepers are deployed, peace 
is waged by primitive or obsolete methods and 
devices (Dorn 2021; 2016; Shaker 2015). For 

example, shortcomings in modern techniques of 
information-gathering and early warning have 
accounted for many failures in UN missions (Salaün, 
2019; Sigri & Basar, 2014).  

According to Wählisch (2019), the UN is still in the 
early stages of exploring data-driven and new 
technology–based solutions. Despite the benefits, 
the use of data and technology faces technical and 
operational challenges to support the peace process 
or crisis management (Garber & Carrette, 2018). 
Limited internet access and restrictions at UN base 
camps impede digital sentiment analysis or opinion 
mining. Data privacy has not matured for 
peacekeeping, which poses ethical dilemmas 
(Wählisch 2019). As with many sectors, the value of 
data – collection and usage – is only just being 
recognized and applied. 

Field missions often lack peacekeeping simulations 
to help train their soldiers (Dorn & Dawson 2020). 
Nor have advances in monitoring and surveillance 
technology been leveraged significantly by the UN, 
resulting in a distinct disadvantage for the world 
body responsible for the maintenance of 
international peace and security. Further issues 
include inadequate training for UN peacekeepers  to 
fulfil their mandates in counter-terrorism (Curran, 
2016) with little know-how of digital technologies. 
Figure 1 briefly outlines this challenging context. 



 

 

 

Figure 1. Fishbone Analysis: Cause and Effect 

Dorn (2016) aptly remarked that the UN's power to 
protect depends on its power to connect. In an age 
when peace operations are mandated for the 
protection of civilians, it is essential to connect with 
them. Friedman & Kahn Jr, (2003) argue that digital 
technologies can no longer stand apart from human 
values which reside with the user. Value Sensitive 
Design focuses on questions of human welfare, 
security and productivity providing a pertinent 
approach to consider peacekeeping. Values are at 
play in all spheres of envisioning, designing, 
developing, implementing, deploying and 
reinvention of ICT. Values Centred Design aims at 
making human values a part of technological design, 
research and development (Friedman, 1997; 
Friedman & Kahn Jr, 2003; and Van den Hoven, 
2007). It is a theoretically grounded approach to 
designing technology (Friedman, Kahn, & Borning, 
2006) that brings human values to the forefront of 
the technical design process; providing 
technologists, designers, and others involved in 
developing technology with strategies for identifying 
and incorporating human values into the design and 
development process.  

By basing future ICT inventions and interventions for 
peacekeepers on extant human and technical 
values, there is a considerably greater chance for 
effective systems that ultimately improve 
peacekeeping operations. The intention of this 
project was ultimately to design and co-develop 
novel ICT solutions for effective peacekeeping, 
through prioritising these technical and human 
values. This initial study assessed the potential to 
introduce technologies and concepts to the field 
missions and to determine what values frontline 
peacekeepers held in relation to effective 
peacekeeping and ICT design. 

2. ICT FOR PEACEKEEPING 

Digital technologies can enhance people’s capacity 
to acquire truthful information (Van Wie 2020); 
strengthening their resilience to cope with conflict 

(Bertschek, Polder & Schulte (2019); illiteracy (Khan 
2019); poor health infrastructure Tran Ngoc et al., 
(2018); and discovering means towards 
reconciliation (Al-Dajani 2020), community building, 
and empowerment (Ullah 2017). However, Shaker 
(2015) shows how outdated UN technology used to 
be by saying: “…if villagers wanted to alert troops 
that they were in danger, they had to bang their pots 
and pans together.” According to Dorn  
(2021) when UN peacekeepers are deployed today, 
peace is waged by technologies of the 1980s or 
older. Advances in monitoring and surveillance 
technology have so far been unleveraged by the UN, 
resulting in a distinct disadvantage for the world 
body responsible for the maintenance of 
international peace and security.  

This should not be the case in our modern globalized 
world with cost-effective technologies available to 
increase the efficiency and effectiveness of military 
operations so they can better achieve the ambitious 
mandates set out by the Security Council. Of course, 
innovation is not   just about technology, but about 
people and processes as well (Dorn 2016). Ideas 
must percolate continually. Research and 
development (R&D) need to be carried out. Field 
testing and pilot projects complete the R&D cycle 
before procurement and deployment, but the UN 
has very little experience in researching, developing, 
and testing new technologies (Dorn 2016). 

In considering the ways to maximize technology and 
innovation in peacekeeping, the Expert Panel on 
Technology and Innovation in UN Performance 
Peacekeeping (2014) has prioritized how 
technology could be leveraged for mandate 
implementation, including the protection of civilians; 
interoperability, as a prerequisite for effective 
operations; federated mission networks, to enable 
information sharing; medical support; camp and 
installation security; and mobile communications 
and information platforms. However, the UN is still in 
the early stages of exploring data-driven and new 
technology–based solutions (Wählisch 2019). 
Despite the benefits, putting data and technology to 
work for peace process and crisis management 
continues to face technical and operational 
challenges (Garber & Carrette, 2018). Limited 
internet access and restrictions at UN base camps 
impede digital sentiment analysis or opinion mining. 
Data privacy has not matured for peacekeeping, 
including ethical dilemmas (Wählisch 2019).  

The UN field missions lack peacekeeping 
simulations to help train their soldiers (Dorn & 
Dawson 2020). As with many sectors, the value of 
data – collection and usage – is only just being 
recognized and applied. Such innovation is 
expected to be a game changer for peace 
operations (Hansen 2020). To encourage 
collaborative learning and innovation capacities 
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across peace operations, a 3-phase research 
design was developed. 

Peace is an important value for the Human-
Computer Interaction (HCI) research community, yet 
it has not resulted in the development of a research 
sub-community or even a research agenda 
(Hourcade & Bullock-Rest, 2011). This is due to the 
fact that the space technology in-habits are still 
being debated, and the ways in which it is and can 
be used for peace-building and development are in 
flux (Firchow et al., 2017). There is a need to 
understand peacekeepers, in relation to how they 
are supported, augmented or constrained by 
technology, and how this may have an impact on the 
way we design human computer interactions. In this 
paper, we seek to address this void by motivating 
the need for HCI research in peacekeeping space.   

As the field of Human Computer Interaction has 
matured, an increasing trend of HCI research has 
concerned itself with human values (Mahamuni, 
Kalyani & Yadav, 2015; Borning & Muller, 2012). At 
the same time, a number of approaches for 
systematically considering human values in 
information technology have also emerged (Brey, 
2015; Van den Hoven, 2007). A more principled 
approach that can clarify issues of both theory and 
practice is Value Sensitive Design (Friedman, Kahn 
& Borning, 2006), It is an established theory and 
method for addressing issues of values in a 
systematic and principled fashion in the design of 
digital technologies. While some projects have 
employed Value Sensitive Design (VSD) in the 
military space, there is a paucity of research 
applying VSD to design issues in peacekeeping.  

The paper reports a preliminary study that assessed 
the potential to introduce technologies and concepts 
to the field missions and to determine what values 
frontline peacekeepers held in relation to effective 
peacekeeping and ICT design. The investigation 
aimed to design and co-develop novel ICT solutions 
for effective peacekeeping, through prioritising these 
technical and human values. The insights gained 
into important value dimensions of different 
peacekeepers and the subsequent value framework 
can help in closing the information gap between the 
system developer and peacekeepers by offering the 
relevant values that coincide with the value desired 
by the potential user. Thus, providing technologists, 
designers, and others involved in developing 
technology with strategies for identifying and 
incorporating human values into the design and 
development process. By basing future ICT 
inventions and interventions for peacekeepers on 
extant human and technical values, we hope there 
is a considerably greater chance for effective 
systems that ultimately improve peacekeeping 
operations. 

The best peacekeeping research addresses, both, 
practical problems confronted by the peacekeepers 
and advances the development of scientific theory 
(Castro, 2003). This project was partly factual (thus 
practical), as it dealt with what peacekeepers were 
experiencing with ICTs and how they were 
responding or adapting (Harris & Segal, 1985) to 
change and technological innovation. Furthermore, 
it also rested on normative theory as it sought to 
introduce change into the existing situation, either 
totally or partially, in order to improve the well-being 
of the peacekeepers and the success of their 
mission (Bartone et al., 1998). These two general 
models apply to all successful peacekeeping 
research (Castro, 2003); it is impossible to 
recommend changes for improvement unless one 
knows the facts on the ground. Likewise, Maslow’s 
Hierarchy of Needs Theory (Maslow, 1943) offered 
valuable insights into the inner dynamics of 
peacekeeping, sources of conflict, and thus possible 
resolutions, see table 1.  

TABLE 1: KEY CHARACTERISTICS 

Factual - Describe Reality 

- Intuition 

- Description, Categories and 
Classification 

Normative - Change or Improve Reality 

- Intuition 

- Description, Categories and 
Classification 

Maslow’s 
Hierarchy of 
Needs 

- Physiological, Security, 
Information,  

- Social, Motivational 

Communication - Simplicity, Generality and 
Quant ability 

Design  - Pragmatic, Grounded & 
Interactive 

- Iterative, Flexible. Integrative 
& Contextual 

 
Applying this to the specifics of ICTs entailed a 
communication frame that examined the: (i) 
channels of communication flows between the 
different entities; (ii) tools or platforms; (iii) spheres 
of activity; and (iv) functions that ICTs can play in 
promoting peace and preventing conflict 
(Communication for Peacebuilding: Practices, 
Trends and Challenges, 2011; Weaver and 
Shannon, 1963). In addition, design thinking or 
design theory (Brown & Wyatt, 2010) provided 



 

 

guidance to collaborate with the stakeholders in 
order to innovate high-impact solutions, rigorous 
creativity and critical inquiry that bubbled up from 
below rather than being imposed from the top.  

3. METHOD 

This research was conducted with the 
Multidimensional Integrated Stabilization Mission in 
Mali (MINUSMA) established by Security Council 
resolution 2100 (UNSC 2013) to offer support in 
political and security processes, for the stabilization 
of the country. The mandate of MINUSMA 
(MINUSMA Fact Sheet, 2013) included among 
others: security-related stabilization tasks, 
protection of civilians, human rights monitoring, 
support to the extension of state authority in northern 
Mali and the preparation of free, fair and inclusive 
elections. MINUSMA is the fourth-largest UN 
operation with a personnel strength of 14,321 with 
12,815 uniformed personnel and 1,342 civilian and 
164 volunteer personnel (MINUSMA Fact Sheet, 
2013).  

The research question to be explored was “What 
values are important to frontline peacekeepers 
in relation to effective peacekeeping using 
ICTs.” A mixed methods approach was taken 
including an initial quantitative survey and a 
MINUSMA field visit followed by 11 Focus Groups.  

The quantitative survey explored demographic 
characteristics (age, gender, nationality), role and 
experience (uniformed/civilian roles, length of 
service, participation in prior peacekeeping 
missions). Participants were to be asked about their 
access to the internet (on base / off base / via 
mobile, need for internet access for work) and ICTs 
(generic devices and their uses (e.g. laptop, mobile) 
and specialist comms devices in use at MINUSMA: 
DECT (Digital Enhanced Cordless Tele-
communications) and TETRA (Terrestrial Trunked 
Radio). 

Focus groups were drawn from frontline 
peacekeepers, uniformed and civilian staff at 
MINUSMA. Participants were to be selected by 
management and engagement criteria which 
included being well-informed on ICT issues such as 
resources, ICT needs, challenges etc., as well as on 
the importance of digital technologies, innovation 
and learning in the peacekeeping space. The focus 
groups were semi-structured, with the following 
questions used to start discussions: 

How do peacekeepers envision the role of ICTs in 
peacekeeping operations? 

What are the most promising areas for innovation 
and experimentation in the peacekeeping space? 

What are creative ways in which ICTs for 
peacekeeping can be designed, test deployed, 
experimented with and scaled? 

How can UN Peacekeeping institutions be best 
organized for innovation and experimentation? 

The Focus Groups were to be recorded and 
transcribed. They would be analysed using 
Template Analysis (King & Brooks, 2017), an 
approach to thematic analysis that involves the 
development of a hierarchical coding template from 
initial data analysis that can be further refined as it 
is applied to the full data set (Brooks et al. 2015). 
Template Analysis offers the following features that 
made it suitable for this analysis: (i) the use of initial 
templates and building up; (ii) lack of prescription or 
hierarchical coding; (iii) ability to use a priori themes; 
(iv) iterative focus on trying to develop the template.  

Template Analysis follows a process of reading and 
conducting preliminary coding on a subset of 
transcripts and from surrounding evidence. 
Critically, Template analysis allows for the definition 
of a priori themes and these were based on the ICT 
for Peace literature and from the United Nations 
University’s online portal - Pelikan. As the initial 
template is applied to the data, it can be modified 
and reorganized as needed through repeated 
readings of literature and transcripts. Quality checks 
are included with researchers coding independently 
and revising their codes with the project leader and 
team.  

4. RESULTS 

47 participants responded to the survey. Most 
respondents were aged between 28-42 (72.1%) and 
were male with only 10.6% of the sample being 
female. 61.7% were from Africa and 23.4% from 
Asia. 59.6% of respondents were uniformed 
peacekeepers and 40.4% civilian staff. The mean 
length of service at MINUSMA was 22.89 months for 
civilian peacekeepers and 9.39 months for 
uniformed peacekeepers. With longer employment, 
civilian peacekeepers had typically engaged in more 
missions than their uniformed colleagues. 95.7% of 
respondents had internet access via their mobile. 
76.6% of respondents had access to the internet on 
base although only 34.04% of respondents required 
internet access for working purposes, with staff 
using facilities such as the cyber cafe. 83% were 
able to access the internet outside of MINUSMA.   

There was good accessibility of ICTs at MINUSMA. 
63.83% of respondents had laptops available to 
them. Laptops were used for research, work, self-
development and entertainment. 29.78% used 
DECT and 51.06% used TETRA with significantly 
less usage than of the mobile phone with 93.61% 
using the mobile phone, clearly the most popular ICT 
device for peacekeepers at MINUSMA. The results 
from the survey highlighted that the user group 
demographics, particularly age, with most users 
between 28-42, and tech-savvy. From the results, 
staff can already be seen to be significant ICT and 
internet users. The most used and thus, presumably 



 

 

the preferred device is the mobile phone. The survey 
also highlighted that the internet is available and 
device access ubiquitous with clear potential for 
providing innovation via ICTs with concerns about 
access removed.  

Eighty-six participants took part in 11 focus groups. 
Five groups composed from the 30 civilians and six 
groups from the 56 uniformed peacekeepers 
participated in the discussions (with quotes 
identified as MC and MU respectively in the results). 
These two groups were heterogeneous in 
composition (incl. African, Asian, European and 
American) and served in different contexts and 
echelons of the UN missions. 10 of the civilian 
peacekeepers were female. All of the military 
peacekeepers participating were male.  

As detailed in the following sections, the template 
analysis of the 11 sessions resulted in the 
identification of four horizontal themes (User 
Experience, Integration, Connectivity and Privacy). 
These were sub-themed through three contexts 
where staff felt that ICTs could have an impact – 
supporting work, personal physical safety and staff 
wellbeing. These results are summarised in Table 2 
and further discussed with illustrative quotes below. 
Figure 2, at the end of the results section, presents 
a Venn diagram depicting Design and Human 
values emerging from this analysis with red arrows 

indicating where both categories are intertwined 
whereas, grey arrows represent other values 
important for respondents.  

4.1 User Experience 

Participants identified several common attributes of 
positive user experiences in peace keeping contexts 
including simplicity, small-sized, appealing, mobility, 
portability, automation, smart, predictive etc. The 
preferred device was the mobile phone, confirming 
the survey results.  

4.1.1. Work Performance 

Civilian participants highlighted that “people use 
these [smart devices] for everything, official work 
and side by side… everything every feature I think 
we can do it with this smart device (MC-17).” Military 
participants criticised hard to use devices comparing 
them unfavourably to everyday technologies 
“TETRA which is very complex … it would take you 
14 to 15 minutes [to set up]...... Whereas, if you buy 
a phone, somebody who doesn’t even know how to 
use the phone, is able to use it (MU-19).” 
Participants did recognize the value of the TETRA 
phone in allowing communication in emergency 
situations, however, it was clear that issues with its 
size and usability inhibited full use: “TETRA radios

Table 2: Summary of Results from Focus Groups 

 Work/Performance Personal Physical Safety Wellbeing 

Positive User 
Experience 

• Automation of processes 

• Ease of existing 
systems: COSMOS and 
FSS but  

• Challenges with Umoja 
impacting on morale and 
staff productivity  

• Size and portability 
issues with TETRA 

• Simple devices for 
emergency reporting 

• Personal development 

• Connection with family 

• Medical emergency reporting 

Integration • Consolidation of different 
platforms 

• Shared info across 
departments 

• Centralized dashboards 

• Situational awareness 

• Quicker, more accurate 
responses 

• Simple integrated health 
records 

• Crowd-sourced info for 
basics around the city 

• Easier onboarding 

CONNECTIVITY 

• Remote Office 

• Network issues 

• Situational awareness 

• On the ground 
communication 

• Connecting with family and 
friends 

• Boosting morale 

• Network issues 

Privacy • Access issues 

• Data sharing 

• Cyber-security 

• Data protection 

• Confidentiality 

• Issues with misuse of 
information 

are good, they are best … but, if it could still be a 
little bit smaller (MC-21)”.  

Participants, like any users, wanted a simple system 
that would be easy to setup and intuitive to use: “a 



 

 

solution where you just have a radio with the 
features of a satellite instead of having all these 
gadgets installed (MC-19).” Automation of basic 
processes was proposed in all groups, from 
troubleshooting “you just click one button and then it 
executes all these commands every time and it fixes 
it. So, it saves 2 to 30 minutes to sending out security 
alerts (MC-2).” Some participants already had 
positive experiences of automated alert systems 
with one participant no longer receiving “phone calls 
ten times a day from ten different people for the 
same question (MC-22).” The medium in which 
alerts were provided was also raised by military 
participants: “When you are driving like 5km and you 
have this broadcast after two minutes of your 
departure, how are you going to read it? (MC-9)”. 
ICTs were highlighted in some groups as having 
potential for the transfer of medical information and 
related gains in health staff performance, with 
participants keen to extend this to support work: 
“scan the fracture in the ambulance, send … so that 
they'd know earlier that this case is coming and they 
could respond to it properly (MUG-6)”. 

4.1.2. Personal Physical Safety 

Several groups discussed how having simple, 
portable and small ICTs would enhance physical 
safety in risky situations. Participants provided 
examples of what they would prefer: “Simple 
powerful handsets … go on patrol everything 
secured … having a facility that gives us emergency 
like the Tetra radio frequency (MU-27).” Wearables 
were proposed by some groups as a potential way 
to enhance physical safety: “you don't even have to 
press it [watch] to send an alarm … it has to sense 
your level of anxiety (MC-27)”. A key innovation to 
improve physical safety was by ensuring all staff 
were aware of alerts, such as assaults on the base, 
was proposed in several groups: “everybody, 
disregarding level, disregarding the contract 
structure, disregarding the type of work should be in 
a single loop, to at least to be alerted at the same 
time these types of alert come in (MC-27)”. 

4.1.3. Wellbeing 

ICTs were reported as contributing to peacekeepers’ 
wellbeing in different ways. A key factor for staff was 
being able to easily and regularly connect with 
families and friends via ICT: “I have a little child … 
she gets to feel that she is actually seeing her 
parent, because here it is a non-family duty station 
(MC-27).”  

Others highlighted their use of ICT for recreation and 
enjoyment: “For me mobile phone is my fun ICT 
(MC-14).” Participants also highlighted the potential 
for ICTs to support self-development: “with new 
technologies’ scope we never stop learning … 
improving personal development (MU-23).” ICTs 
were also viewed as having a key role in supporting 
staff health and welfare: “it would be really cool, if we 

had an ICT system that cares about me as an 
individual... and even if I'm moving across missions, 
this is the information that the doctors have (MC-
27).” 

4.2 Integration 

Integration, or rather the lack of integration, 
emerged as a key theme, with a need for systems to 
be centralized, for information to be shared and 
applications consolidated. 

4.2.1. Work Performance 

The productivity and holistic performance of 
individuals and the organization can be improved 
through an increase in system integration. The 
recent launch of Umoja system, designed to help the 
UN Missions streamline recordkeeping, workflow, 
and communications among its myriad departments, 
infuriated some participants who were struggling to 
master the complex system: “who says its easy or 
user-friendly? Rather, I’d say it is fundamentally a 
flawed system... It is damaging both our morale and 
productivity (SUB-2).” “I find Umoja system non-
intuitive, labour-intensive and full of glitches and 
distractions (NICTP-3).” The majority of civilian 
participants who used back-office systems raised 
issues related to a lack of integration of basic 
information, requiring duplication of effort. 
Participants identified that integrated facilities would 
improve the productivity and efficiency of the UN 
mission. Participants explained how different offices 
often use different applications so when people 
move from duty station to another: “they struggle to 
again learn another application to do the same job 
(MC-20).” Groups also expressed frustration over 
the current on-boarding process: “your information is 
supposed to be transferred but you are still required 
to do all your input again. There is lot of forms and 
you have to fill it up, have to scan it, you have to load 
it (MC-21)”.  

Some groups discussed the need for integration 
between departments, “so the work of human rights 
could be integrated with the work of political affairs 
and this means sharing information on you know just 
basic [information] (MC-35)”. However, in addition to 
the lack of information sharing, there was a 
recognition that participants were unaware of what 
was available: “we don’t have a comprehensive 
solution because we don’t understand the problem 
because we can’t see even what we have (MU-15).” 
Were staff able to share information and data 
participants felt that it would enhance their problem-
solving capabilities at work: “Imagine the power … 
quantifiable to say that this area needs more police 
assistance, more guys going to help them or I have 
more human rights violations; maybe I need more 
legal aid (MU-15).” 

 



 

 

4.2.2. Personal Physical Safety 

Many participants were of the view that integrated 
data and access to real-time data can improve 
personal physical safety: “we need a tool that help 
us integrate information as quickly as possible and 
make us able to synchronize (MU-23).” Proposals 
included centralised dashboards to highlight 
incidents and show no-go zones or to track the 
current situation of a convey and “in case of incident 
they would send feedback automatically and alert 
the respective departments involved (MC-24).” 
Participants had seen and were positive about 
existing systems: ”[Track 24] can be integrated into 
whatever system that personnel are given, what 
vehicles are given. It alerts you, okay you are in the 
no-go zone, better get out of there (MC-7).” 
Similarly, proposals for planning and making UN 
security information more accessible included an 
app that was “a map and then the actual security of 
UN updates - information saying that this particular 
road is off limits today (MC-14).” 

4.2.3. Wellbeing 

Groups also discussed ways in which integrated 
systems could help with common issues they face 
that relate to but are not exactly work. Several 
expressed the need for consolidated medical 
records and a system to help keep track of 
appointments and medical history: “having a kind of 
repository let’s say with all the[health] information 
that the person [can] carry with him also (MC-24).”  

Another common suggestion from participants was 
a mobile application or resource centre that could 
easily crowd-source information from the staff on 
basics for life in the city: “this kind of system to 
support the human life, if it can be developed it 
would be great (MC-25).” Participants identified that 
this could be especially helpful for new employees 
while they are on boarding: “…where to eat, where 
to get staff, these kinds of basic things for example 
it can be connected with an information package and 
it should be available from day one of the mission 
(MC-20).” Again, some participants had already 
experienced systems that provided support: “in 
Darfur it was very easy because we used to have an 
app like that (MC-19).” Participants from the military-
side of the mission raised challenges in accessing 
common cultural knowledge held by the civilians: 
“[civilian staff] have been here for three years in the 
mission. They will have a breadth of knowledge, but 
that breadth of knowledge is here (pointing to his 
head), it's not on a document, it's not shared (MU-
15). 

4.3 Connectivity 

A key issue for participants was connectivity. 
Whether it was for communicating with the rest of 
their force or with their families, having a stable way 
of connecting was seen as essential for their work 

performance, personal physical safety and 
wellbeing. Currently, network issues remain a big 
hurdle whether for work or in allowing members to 
communicate with their families. 

4.3.1. Work Performance 

Connectivity brought significant communication 
benefits in the work context, allowing staff: “to chat 
all over the world with other UN missions and I can 
also connect via internet to contact, to chat with my 
projects (MC-16).” The UN like other organisations 
is moving to the cloud: “The UN is becoming more 
accessible via the internet you have more and more 
apps that are in cloud that's the direction we are 
heading (MC-7).” Several civilian participants 
brought up the idea of a “remote office” in which they 
would be able to connect to the office and solve 
issues remotely. This in turn would allow them to 
handle work more efficiently while providing them 
with flexibility in terms of location. Proposals 
included: “manage systems remotely… you can 
monitor how the parameters, how the packets are 
going to and fro, instead of you rushing back to the 
office, just log in … and you can fix them remotely 
(MC-19).” 

Connection issues were seen as limiting work 
performance: “if you have network problems, it is not 
possible to share your documents (MC-36)” and also 
were often a harbinger of significant issues: 
“sometimes we have emergency situations and we 
don't know if the government want to kill the network 
(MC-36).” Participants were positive about systems 
that could work offline as well as relying on 
connectivity such as the Field Suit Support system, 
“which is really very user-friendly even without 
network it always works through most of the time 
(MC-34).”   

4.3.2. Personal Physical Safety 

For some participants being “able to communicate 
[emergencies] all the time” was important “for the 
sake of our security (MC-3).” Participants identified 
that physical safety could be enhanced by greater 
integration of information when calling in physical 
alerts: “the other information that they need from 
you, what is your location, who you are and all those 
things, the technology could help to give them 
immediately (MC-24).” Military participants 
highlighted the need for instant communications with 
troops on the ground or security forces at the base: 
“we have patrol but in addition to that, we could have 
CCTV, … moving of personnel from this point to that 
point could be monitored through the CCTV and if 
something, they will come to action rapidly (MC-9).”  

ICTs were seen as a way to provide greater support 
in action, reducing the dangers and uncertainty: 
“there are situations you forget everything... [if] they 
are monitoring these things from the room and then 



 

 

they will come out for the action immediately ideally 
(MC-9).” Military participants felt that all the different 
troops in mission should be connected with a 
universal network, whether the person was on foot 
patrol or vehicle patrol: “We are completely blind at 
certain moments, which is really uncomfortable 
position to be in. You have to make crucial 
decisions, you know, time critical on information that 
is not there. … we are talking about people’s lives 
here (MU-13).” 

4.3.3. Wellbeing 

When speaking about the need to stay connected, 
both civilian and military participants brought up 
video calling their families as a way of alleviating 
some of the strains of working in the mission. This 
need to ensure connection with families was 
highlighted by those who managed others, “they 
need to make a real good effort in making sure that 
these people are able to reach out back to their 
families (MU-13).”  And “the mission affects family 
men and if you are in a mission you should stay 
connected to your family. The mission should think 
or UN should think how to keep people connected to 
their families (MU-25).” Connecting with families and 
friends was seen as key to boosting morale: 
“because of this ICT we are able to constantly get in 
touch with our family that making life a little better 
than if we hadn't heard from them (MU-51).” For 

many participants, connecting with their family 
members was listed as one of their most favourite 
uses for ICTs. And the most popular technologies 
were smartphones: “I carry it all the time, so that's 
the most used item in ICT. I use it for emails, I use it 
to for the news, I communicate with family and 
friends and also for work related (MC-14).” 

4.4 Privacy 

With regards to privacy, cyber security and secure 
data, connections were seen as lacking in current 
ICTs. Several participants were concerned about 
being hacked or having information intercepted. 
However, there were no actual experiences of such 
problems reported. 

4.4.1. Work Performance 

With information sharing, there were several issues 
with transparency and privacy settings. However, 
concerns lay not in the use of ICTS but rather on the 
protocols about future information use and sharing: 
“Basically, I work on information. Some sections give 
information you don't want to share with other 
sections. It’s quite sensitive because the information 
you give becomes national (MU-45).”  

 

 
 

 

Figure 2 - Venn Diagram of intertwined values



 

 

Cybersecurity was raised in all groups: “Without data 
protection there's no way to have fairness. Because, 
if I send information to someone that, surprise, is lost 
and someone is there to hack this information, it’s 
not fairness in the ICT (MU-46).” A lack of 
awareness was also flagged: “[major issue] work 
wise, is ICT security. I have to teach my clients I 
have to tell them the basics of how to protect their 
data (MC-4).” 

4.4.2. Personal physical safety 

Although both civilian and military participants could 
see the benefits of monitoring and surveillance, 
these benefits also raised issues: “But then, tracking 
everyone, I think it is a bit of a privacy, a human 
privacy issue (MC-25).” The transition to online and 
digital raised issues for some participants who were 
concerned about the security of their personal data: 
“yeah, from a cyber protection or security point of 
view… a big gap that could be filled (MC-7).” 

4.4.3. Wellbeing 

The most common concern from participants when 
discussing information and surveillance was the 
importance of confidentiality and making sure that 
information was not misused: “But it is not only the 
confidentiality of the things I have seen in the past 
that there has been a misuse by managers (MC-
24).” 
5. VALUES & RECOMMENDATIONS 

The main values that emerged from the Focus 
Groups that should help to tailor ICT adoption and 
use strategies for missions such as MINUSMA are 
provided in figure 2 and summarised into four main 
themes as detailed in the following sections, ending 
with recommendations. 

5.1 Being Safe  

Safety was the most important and a core value for 
self, others and the mission. Multiple layers of safety 
enabling ICTs were identified, from the automatic 
panic button to the provision of up-to-date and timely 
geographical information in the field. Safety was a 
ubiquitous value, of importance at all times and in all 
places. A key facet was the constant sense of 
danger that emerged with UN missions based in 
unsafe environments, in contexts that evoke fear. 
This, in itself, is profoundly unhealthy for staff. 
However, it could be reduced through providing all 
staff with several means that made them safer, such 
as the sending out of all-person alerts on everyday 
devices. With safety the core value for the majority 
of staff, it is critical that existing and proven 
technologies, some already in use in other missions 
in the UN are deployed in all contexts thereby saving 
lives.  

As well as physical safety, there was also the quasi-
traditional values and unsubstantiated concerns 
about cybersecurity. As with physical safety it is the 
sense of imminent and potential danger that 
pervades the value. Informing staff in induction 
about excellent ICT security, etc. and the protocols 
for information sharing should aim to establish a 
valid sense of security. Notably, values related to 
ICT/data security were limited to the work context, 
with almost no concerns about personal data 
security. Even the focus on health records and 
appointments was fundamentally related to work, as 
being regularly medically assessed is part of the job.  

5.2 Maintaining Relationships  

The potential to maintain relationships was one of 
the main values for participants. ICTs were seen as 
already adding value to maintaining relationships, 
meeting the need to communicate with family, 
friends and colleagues. Beyond ensuring access to 
internet and devices (almost all staff have a 
smartphone) there is no need to develop 
technologies or applications to support this, as they 
are all mainstream, already available and being 
used.  

5.3 Doing Work Well 

Working well was intrinsically linked with safety and 
increasing automation that impacted on safety, such 
as health information provision across bases and all-
staff alerts. Beyond safety, working well, was 
frequently frustrated by the lack of integration of 
information and systems. There was also a lack of 
training via online or digital approaches. Engaging 
with everyday apps and technologies highlights 
what should be possible and has raised participants 
expectations.  

5.4 Being Cared for by UN 

This sense of care could be manifested through 
targeted onboarding and in particular, information 
continuity, so that personal information, such as 
health records, followed staff across missions and 
bases. In additional organisational care requires the 
establishment of appropriate practices for 
information sharing, data access and training. 

5.5 Recommendations 

Based on this analysis, the following 
recommendations were made to inform future 
design decisions in ICT development and 
deployment at the MINUSMA base and in other 
similar contexts.  

1. To adopt individual personal mobile devices 
as the prevalent platform on which to 
develop ICTs for staff. This should include 
the use of mobile apps for work purposes as 



 

 

well as for information provision, health, 
onboarding, communication, and most 
importantly as a way to receive alerts. 

2. To improve personal physical safety 
through increased situational awareness, 
achieved through increased integration of 
information and data sharing further 
supported through surveillance ICTs such 
as sensors and cameras. Providing 
centralized dashboards indicating 
safe/unsafe zones, allowing ways of 
reporting emergencies in a simple and 
efficient manner, and providing easier on-
the-ground communication are seen as key. 
Wearables that provide information on 
where staff are, that can be ‘pushed’ to 
register concerns and that can sense if you 
need support and are unable to ask for help 
would seem an appropriate future direction.  

3. To integrate and consolidate information 
and systems, increasing automation where 
possible, with automated approaches to 
health information provision across bases 
and all-staff alerts essential. In parallel, to 
establish appropriate practices for 
information sharing, data access and use 
with training via mobile phones. 

Although ICTs are becoming visible in peace-
building literature, yet there has not been any 
overarching account that hold out human values 
with ethical import as a central design criterion for 
peacekeeping. In this study, we have offered such 
an account, emphasizing VSD theory and method to 
enhance the digital peacekeeping in which values 
arise, encompassing not only the wellbeing of 
peacekeepers, but also their work-related 
productivity and security. As mentioned in Britt & 
Adler (2003): ‘the proper study of peacekeeping is 
the peacekeeper…...the human dimension factors 
may either improve or slow down the wellbeing or 
performance of the peacekeepers.’ It implies that we 
should focus on peacekeepers’ values vis-à-vis 
technical design which are determinants of 
improved performance. The goal of Digital 
Peacekeeping is to create an enabling environment 
for peacekeepers that maximally improves their 
well-being as well as their capacity to function 
efficiently and effectively in the conflict-zones. This 
can only be achieved if the human and value 
dimension of the frontline peacekeepers is given 
due consideration. 

6. CONCLUSION 

Understanding how technology can be used for 
sustainable peace and social change is essential 
(Firchow et al., 2017). With technology, an “amplifier 
of human intent” (Toyama 2011) expanding the base 
of knowledge increases the understanding of the 

circumstances under which technology amplifies 
peace supporting a holistic discussion of the ways 
that technology can impact contentious social and 
political processes. The study reported in this paper 
highlights that the core values for frontline 
peacekeepers are: safety, relationships and the 
reciprocity of doing work well for an organization that 
cares for them. Providing ICTs that meet all these 
values does not need to wait for technological 
advances, rather everything needed already exists. 
Appropriate, value-based ICTs will increase user 
ability to focus on their peacekeeping roles, feeling 
safe, loved and cared for, something clearly 
essential in a conflict zone.  
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