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A Framework for Biometric and Interaction
Performance Assessment of Automated Border
Control Processes

Joshual. Robertson, RichardM. Guest, Stephen J. ElliottandKevin O’Connof

Abstract—Automated Border Control (ABC) in airports  manual inspection route for travellers wivere refusedentry
and land crossingsutilise automated technology to verify (either correctly or erroneouslig].
passenger identity claims.Accuracy, interaction stability, While variation in legal frameworks and entry requirements
user error and the need for a harmonised approach to may prevent globdiarmonisatiopall ABC systems should aim
implementation is required. Two modelsproposed in this  to provide auserfriendly experienceTravellers will judge how
paper establish a global path through ABC processes. The usable an implementatiois basedon prior knowledge of
first, the Generic Model, maps separately the enrolment and systems and the success of previous interactions. Their
verification phases of an ABC scenario This allows a perception of convenience, confidence and their (subjective)
standardisation of the process and an exploration of satisfaction of the overall use of thgystem should be
variances and similarities between configurations across consideredvhen evaluating the efficiency and effectivenes
implementations. The second, thedentity Claim Process, ABC systems. All setBervice systems (such as ATMs) require
decomposes the verification phase of the Generic Model tothe user to draw upothe previous experience of similar
an enhanced resolution of ABC implementations. automated interacti@n Contrary to many other sedtrvice
Harnessing a Human-Biometric Sense Interaction systems, ABC systems typically are encountered less
framework allows the identification and quantification of  frequently. On averagen individual only travels abroad once
errors within the system’s use, attributing these errors to or twice a yeaf3] which means experience and knowledge may
either system performanceor human interaction. Data not be adequate to ensure a smooth process through the system
from a live operational scenario is used toanalyse on future journeys-or the casual flyer, issues may arise due to
behaviours, which aid inestablishing what effect these have unfamiliarity with the systemwhich canbe influencedby
on system performanceUtilising the proposedmethodwill  cultural, language and other ergonoffaictors.
aid already established methods in improving the To evaluatethe performanceof ABC systemswe propose
performance assessment of a systerithrough analysing two modes to identify process flowA routemap of system
interactions and possible behaviouralscenariosfrom the components, modalities and requiremesats beestablishedor
live trial, it was observed that 30.96% of interactions gn implementation. W then utilise the HumasBiometric
included some major user error. Future development using  Sensor Interaction (HBSI) evaluation methodology tokatte
our proposed framework will see technological advances for system performance taser interaction and technologially
biometric systems that are able to categorise interaction pased errors.
errors and feedback appopriately. The contribution of these proposed methods will entiide
design and research of ABC implementations to identify
Index Terms— Biometrics, Border Control, Human performamerelated issues throughout tpeoduct life cycle.
Error , Human-Biometric Sensor Interaction (HBSI), User, Thisresearch will establisthe process flow of border control
Performance Assessment system, identifying each step of the process involaad
therefore,enablethe formal mapping of systems worldwide.
. INTRODUCTION The novelty of this research lies in the attribution of the HBSI

utomatedBorder Control (ABC) cabe definedas the use framewgrkt_o an identity claim gcenario, whiahill allow the

of automated or sergiutomated systemwhich can verify c_atggorlsanonof user presentatios made to a sensofhe

atravelleris crossing the border at a control point withoutiMitéd researchin biometric performanceassessment has
the need for significant (or any) human interventiph The highlighted aneed for a precise method of analysihgse
system aims to authenticate the traveller's claim of identifjPlementationsreyond a system leveApplying HBSI will
using a combination dfiometric data, tokens or permits. Thefake the first steps to providingfall range of performance
system will also attempt to establish whether the traveller is tAetrics which will ultimately improve the precision of
rightful owner of a document/token, query border contrdliometric testing and reporting.
recor(_JIs and Wgtch lists, anpl then det_ermine eligibility for rorde 1 Automated Border Control
crossing permission. Thenplementation must also guarantee
border security preventing multiple subject entries from a At a verification stage/arrival at the border, an ABC scenario
single transaction (scalled tailgating). There should also be awill require a traveller to undergo identity verification through

1 J.J.Robertsoand R.M.Guest angith the School of Engineering & Digital 28, J. Elliott and K.O’Connor are with the International CenteBfometric
Arts at the University of Kent, Canterbury, Unitethgdom, CT2 7N (e-mail: Research at Purdue University, West Lafayette, IN 4790A ($Smail:
{j.j.r obertsonr.m.guegi@kent.ac.uli {Elliott, koconnor @purdue.edu).
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a series of interactions. Upon entering the system, the user valttorsthat affectbiometric performance and user experience.
initiate an interaction through the use of an electronic trav&his research demonstrates thahile there are many
document (such as passports or identity cards), commomlgrameters to consider throughout usability evaluations, these
known as a ‘toke’. The token contains, or make reference togonditions may affect the user presentation at an interaction
an enrdled biometric sample against which a verificationlevel.

sampleis comparedTypically the biometrics emplofacial or i i ) )

fingerprint technologieg4]. Tokens are authenticated and Biometric components in bder control solutions can cause
checked forfraudulencg5]. Upon successful verification, the Problems.In somecases the sample quality captured by the
system will allow border crossing usually through the openirfometric component is insufficient, resultingganuinetoken

of a gate.Regardingtopology, Frontex2] dassifies current holder_s being demed access. In o@her mstance_s, travellers found
ABC systems into three categories: a particular modality awkward arnine-consuming to use (as

e OneStep Process: when the token verification, identit oltgjmented by lis%er eﬁpﬁ]rienrc]:e”study onft_mw retired_lt_!K .
verification and the border crossing happens in one sin progranme[17] and the challenges o Ins recognition in
process. AE [18].) Furthermore other systems exhibited issues of

... . inaccessibility resulting inproportion of the population unable
Yo use an implementation being unacceptably 1§ge- [19].
A study on multiple verificationystems conducted by the UK

anga i ezufcedsi;furl’nih? |Qe?lt1|ty Vr?]”f'cﬁt'oin lplroceiissn Passport Service also revealsdme usability issueswhich
conducedata ditierent stagen the same physicallocation. e e system performance at an interaction |R@!

e Segregated Tw&tep Process: when the process of
traveller verification and the border crossingare An importantissuefor travellers usingABC would be the
completely separatedA further token is sometimes system’s ability to be able to communicate with people
required to link both processes, sometimes in the form ofragardless of native language. Implementations that utilise a
biometric sample or ticket. Segregated Tw&tep Processith an interactive kiosk have an
Systemstypically use physical barriers, full page token readergasier task of deploying (limited) language optifld, while
visual displays for instructions, biometric ¢afe devices and onestep solutions offerlittle to no choice [2]. These
systemmanagement hardware and software. The systems ntaynfigurations &en rely on icons or simple pictorial
also include uniqueness and liveness detection techno[6ies instructions. If the user has previously experienced ‘slow’
i systemperformanceor has eroneouslybeen deniedaccess,
1.2 Interaction Aspects these negative experiences may cause the traveller to avoid the

Performance assessment concerning the interaction wifpcess in the futur¢l7]. How the systemexperienceis
devices (including biometric systenisjassessettom either a conveyed through publicity documentation and to the public
user perspective tiy theeffect on system performance througHhrough thenewsmediacan alsoaffect the user presentation
incorrect interactionThe usablity community will assess the [22]. A positive user experience is usually based
efficiency, effectiveness and user satisfact[@h of systems Cconvenience, confidence that the system is functioning
from a user point of viewOther methods aim tgrovide correctly, and its perceived utilifg3].
valuable iput into the design of systems througjigoromics,
instructions and feedblc The work was undertakenin this
current study purposefully takes a systpenspectivein that
we aim to establish the effect time performanceof a system
when an erroneous interaction occurs.

The term usability is defined B8O 924111 [7] by theextent

and eligibility to se the systeris performedin advance

There are also questions of user acceptance within biometric
systems.The British Standardslinstitute (BSI)[19] found
although most participants rated four systems they tested
either satisfactory opositive manyraised severalisability
and acceptance issues. Fexample, within a fingerprint

hich q bi : herwi b q lg\gi]stem, subjects commented on hygiene and the visible dirt
to which a product, blometric or otherwise, can be use ich was highlighteddue to illumination on the sensor.

subjects to achieve their goalscanbe assesseaccording to | ,rent global consortiums such as the Fastf24sand
three criteria:efficiency, effectiveness and user satisfactionagcapy [25] projects have noted the need to find
Regardingan ABC systemit is possible to define task giangardise and counteontechnical factors. Theseften

performance_ azeffect_ive when an interactiomppqrtsusers result in sporadic behaviour such as general csiofu and
who can achieve their goal of successfully crossing a bord%fnfamiliarityin differentsystens.

(including the sulbasks of token reading and biometric
verification). The interaction with the systeisi considered  To enhanceacceptancand to improve the user experience,
efficient if the traveller can pass through the progeesiptly, an ABCimplementationmeeds to accommodate: a population
which is subjective to an individual user but averages at arouwith different demographicslanguage barriers and travellers
15-20 seconds for European ABC configurati¢8s—[2]. A from a variety of cultural backgrounds through the
user’s gubjective) satisfaction can depend on the level of ttetandardisation of signage and instimts. Also, to travellers
physical or mental workload that they may encountaghoseinteractions may be affected by strefigue and a
throughout the process. reaction to unfamiliar surrounding&.urthermore a system
Research in the area of usability evaluation has beenyled must exhibit an ability to convey errors and to offer solutions
National Institute of Standards and Technology (NIST), whigading to a more efficient process for all travellers. Moreover,
hawe contributed significantly to studying the assessment tifis must be able t@accommodate s performanceand
usability in biometric systenf9] [10] [11] [12]. Otherstudies acceptance concerns, accountingdonfidence andphysical
[13] [14] [15] [16] have investigated the influence of usabilityor mental workload
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1.3 Human-Biometric Sensor Interaction (HBS)

Defective
< Interaction
N\ DI

/ Concealed "\
( Interaction
cl

In traditional testing,system metrics such dsailure to
Acquire (FTA), a measurement of the percentage of invalid
presentations thaitre incorrectly acceptexs valid, can indicate
issues ofuser performancd26]. Furthermore, Failure to Enrol

Presentation
detected by the
biometric system

False
Interaction
FI

Presentation
processed correctly by
biometric system

(FTE), the rate at which attempts to create a template from an K8 dereoed by e rocoed oty ety
. . . . . . tati . biometric system
input are unsuccessful, will point to the success of individuals “4u¥ ”ym P e
to interact with a system.Conventionally the owall \ Failure to ) i

[]

Detect Process

performance of all biometric systems, including ABC s o

implementations, monitor two key rates:
piementations, monito O key rates Fig. 1 The HBSI Evaluation Method

False Rejection Rate (FRR)the percentage of incorrect
rejections made by a systeffalse Acceptance Rate (FAR)
the measure of performance thatbametric system will
incorrectly accept an access attempt by aangthorised user

This process allows for an understanding of coreead
incorrect behaviours typically occurring withia biometric
system. Correct presentations for a particular interactian
be categoriseds either Failure to Detect (FTD), Failure to
f Process (FTP) or a Successfully Processed Sample (SPS). SPS
é%the‘correct’ transaction which is the ultimate goal of using a
system. FTDs areorrectpresentations that are not detected by
the system. FTPs within biometric systems can oatug to
reasons such as problems in segmentation, feature extraction or
quality control and is a system error generated by the biometric
system.

Erroneous presentatiomghich may be caused ynwanted There are three possibleategorisationsof incorrect
user behaviour may result iejectionof the system Correct presentations. Defective Interactions (DI) which occur when a
presentationare rewardedvith swifter processing times amd Piometric sample is incorrectly presentel is not detected by
fasteroverall process. lfincorrectuserpresentations coulde the system. Concealed Interactions (Cl) occur when an
categorisedthroughout the capturprocess then appropriate NCOITeCt presentation 1Is detected by the system but is not
algorithmic adjustments can be maBevelopment in this area handled correctly as an error. An example could be in
couldmonitor andprovidefeedback to the user in an attempt tdingerprint recognition Wwere a user, for whatever reason, uses
reduce overall error ratings. Eye tracking or image processifigdifferent finger from that of thenroled one but is still
elements may be useful to identify when a usenaking an accepted by the system. I_:a!st_a Interactions (FI) occur when a
incorrect behaviour, e.g. not looking at the camera. Travellgf§€ Presents their biometricanincorrectway, and the system
may often be tired or stressed when interacting with ABeorrectly identifies the error as an incorrect presentaienent
systems, which may also have an effect on the proeesgous work on the HBSI Model has investigated token presentations
HBSI research hadiscussed the effect of human interaction Made to a sensor, creating a process chart that atluavs
the biometric systerf28], identifying that there is a relationship categorisationf False Claims anBotentialAttacks[32].

between user presentation and system performance To enable an evaluation of ABC system performaroe,
propose the use ofgeneric method ahe procesdlow. Onto

The HBSI Evaluation Method presents1 assessment this modelwe can establish where HBSI errors ocaueither
method for determining systems’ performance using meltip@ System or useinteractionlevel and propose metrics for
facets technologies and interactiefi29]. By doingso, this ~ evaluatingoerformane assessment.
enablesan investigation of the effect ofser interactiomwhen The proposed model assess system performance at a task
accounting for overall system performance. Ignorthgse leve. Our researchis partidly built uponthe success of task
issues may cause the system not to achieve optinglalysis utilised in usability evaluatiof&3]. Thetool is used
performance, causingrrors such as FTAand FTE and 10 identify usability concemfor individual steps throughout a
impacting the FRR. process.The success obur proposed modeWwill take on a

systems approach tmderstandingnteractionsThis will allow

Therefore HBSI also aims tocharactese the interaction system  administrators to identify  bottlenecks in
between multiple components; the human and the sensmplementations that can be attributableetther ICTFbased
(ergonomics), théhumanand the biometric system (usability), algorithmic performance or user interaction errors
and the sensor tihe biometricsystem (sample quality)¥hen In addition to studying HBSit atask level, sability metrics
reporting on usability, the interaction between the human anen also be establishedhrough performance assessment and
the biometric system shoulask describedUsers will engage postusage questionnaires. The results ttenbe referenced
with a biometric system beyonthteracting with multiple  back to the HSBI errors within a transaction. Deviation from a
sensos. INABC systemsfor exampleother components of the generic model may give indicators to user performance being
systen auchas thegate mechanisms atite feedbackisplayed affected bya newtransaction sequence.
on the monitor must also be consideredRegarding an Section Il describesa Ceneric Modd (GM) for ABC
individual interactionmade to abiometric sensoy the HBSI  enrolment and subsequent verificatietages Section IlI
useghePresentation Framework (Figure[3D] —[31]. defines the outcomes within therification process defined in

These statistics, however, do not attribute the causleeo
error, merely wrapping user and system performance within
individual metric.Performanceesults havéeenreportedfor
several Ebbased ABC implementatiorf27] which identified
that FRRs were foundo differ greatly between separate
deployments
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the GM. The Identity Claim ProcesdCP) utilisesthe HBSI TABLE |
frameworkto identify poss@le_system an.dntera(.:tlon €ITOIS  EvALUATION POINTS, OUTCOMES ANDACTIONS FORVERIFICATION STAGE
The use of these two modaessillustrated in SectiohV using

Point Outcome
V1 Traveller Isthetraveller's  Yes (A2), No FTD/DI
Il.  GENERICMODEL Presence presence (Reject/Assist
detected? )

ABC systemsacross the globe uséeadrange of biometric  v2 Token Is the token Yes (A3), No FTD/DI
devices combining eithesingle or multiple sensors and token Presence detected? (Reject/Assist
readers. Requirements differ from country to country and have
different usige implications for travellers depending on the V3 Token Was the token  Yes(A4), No  SPS,
configuration. To facilitate the application of the HBSI Read successfully read? §Reject/A53|st FTP/CI
Z;ie:tﬁ]rgatlosr;slt:éﬁ]n;ewoélg Cf’:(l)p SACJ ?acti’ng\]Ne E;Syt dep:g:;ﬁm ?’;lfcros V4 Biometric  What biometric Identify All
. . ! . . . SCapture data is required? Modality (Iris,
|mpIemt_antat|ons. P_erformlng cros$mplementabn Finger,Faces)
comparisons are possible

V5 Data At what point Database or  N/A

To encourage¢he development of oM, we have analysed Verification does identification Local level

21 global ABCimplementationsncludingthe eGatefrom the take place?

EoKnaSsWsigriz éi?%ﬁh%%ls éAsliztr?;/'\% fég%aﬁggoigdugggglt also permit the identification of the automated steps within
gsy ystem 9 each system, and where possilthe ability to identifyerrors

a segregated twstep processvhile the remaining 19 were \{vhich may occur throughout the presentation stag#3SI

comk_)ined onastep sol'ution.s. 16'syst§3ms U.S.Gd gsingle r.n.Oda"an)pliesto all outcomes of point evaluatid&B (‘Biometric Data
for biometric verification (six usintacial verification, five iris, Capture’) buts not applicable to E1 (‘Traveller Eligible?”) or

mﬂ{timgigr('gﬁu;?% f?r?geerkp])?;?ar?c?% r:eez)tt[?:rl]lr?orgvgeie:sed E2 (‘Biometrig Data Required?Our GM includes provision

' for the detection of a traveller's document (V2) and thus the

Three configurations were pregistered systems and did notPresentation Framework can also be used to identify successful

require a tokenll usedePassporas therequiredtoken The or unsuccessful token rgsentations. If the user had
remaining severused a combination of electronic IDs andsuccessfully entered their token, reading (V3) is performed
electronically registered travellers’ programme cards. Althrough a sulsystem process, and the ressilfedback to the
configurations involvea level of enrolment However pre- user. Upon successful validation of the token (if appropriate),
registeredprogranmes using iris or fingerprintmodalities subsequent biometric capture (A4) aretification at a local
requiredtravellers tgprovidedata at enrolment centres. (token) or noHocal (database) level (V5) of the traveller will

_ . . , lead to eitheauthorisatioror rejection to cross the border
Although deviations do exist acrosinplementations, a

general process flow can be seiém the enrolmentand The Verification Stage (Figure 3) begins agpassengr
verification stages. Systenase comprisef both automated enters an ABC system. Configurations may contain liveness
(using technologies that do not require intervention by humaletection components which can identify massengrs
operation) andnanualelementsA GM of these automated and presence (V1). The detection of the traveller banassessed
manual sectionareshownin Figures 2 an@. In our GM, grey through an adapted version dhe HBSI Presentation
sections refer to areas where manual intervention is requirédamework. Wherebiglentifying conditions such aghenever
while processesotatedby awhite section are automated (e.g.@ user has entetehe system aeectly, too quickly,if another

a biometric capture is algorithmically assessed, or a compon@assenger is detectedi if the traveller isusing the system
can automaticallyletect movements within a gat&@he white already. Detection of such conditions are vital in the first stages
node indicates the starting poifar interaction. Exit points of the process as this may alter how the systeoeeds

within the GM, where travellers malye rejectedirom the
system, are shown in blagkhile white nodeswith anoutline
denotesuccess or approval through a proc€ssynodegefer
to processes where a border guard may need to assist if
traveller is havingdifficulty with a certain action. For our
definition of GM, we have constrained ououte mapto the
major biometric modalities found in ABC systems.

Table 1 shows # evaluation points throughouthe
Verification Stage of the GM, highlighting possible outceme
d HBSI categorisations. Although there are obvious points at
ch HBSI can be applied to improve thategorisatiorof
errors there are furthesteps where we cagxamine theGM
further to enable an understandingf behaviours at
presentation.

_The first stage of the GM will require thenrolmentof The verification stage of the GM can be decomposed further
biometric datdo generate a token. After being approved @to i, ingividual interaction outcomes, mapping a clear process

borderaccessprogranme (E1), the traveller may be asked 104t interaction behavioursna sysems steps throughout the

provide biometric data at ra enrolmentcentre or via self - Agc verification process. Doing so then allows the application

captured samples (E2). Enrolment diffeflsom each o he HBS| Presentation Framework to specitepsand

configuration reflecting the specific requirements  angqrefore the userand system performanaan be assessed

modalities. through understanding anchtegorsing traveller belaviours
into scenarios.
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TABLE Il
IDENTITY CLAIM PROCESS ANDRELATING GENERICMODEL EVALUATION POINTS
Step Title Definition GM
1 System Requires a Claim of The gstemmay or may not require the user to make an identity V1
Identity claim.
2 User Correctly Makes The user either presents their tokerswlomt their travel documents V2
Identity Claim to the reader. The user mgstomt their token in such a way that the
system should be expected to accept it.
3 Identity Claim Accepted by If the token can be redten it should be accepted by the systéim. V3
System this step failsit is a failure of the token or the system, not the user.
4 Identity Claim Corresponds  The token exists in theatabaseor the token has a valid enrolment V3
to Valid Identity sample, digital signature, expidate The token has ndteen revoked
5 Claimed Identity belongs to a The wsermay be using a false identity; for example, the token may V3
different user have been (accidentally) swapped with a friend or travel companion.
If the intent wasnalicious then this counts as an attack.
6 UserCorrectly Presents A correct presentation can be defined when the user presents their V4
Biometric to System biometric corresponding to the requirements of the system. It also

means that they shousdibmt the correcbiometric trait e.g. the
correctfinger, iris which the system expects.

7 Biometric Subsystem Detects The biometric system correctly detects the biometric dataamd V4
Presentation perform subsequent processing.

8 Biometric Subsystem Biometric subsystem determines that the quality of the biometric V4
determines that presentation samplebesufficient andcanextract features to enable biometric
is suitable fobiometric matching to take place.
matching

9 Biometric matching validates If the system isn identification system, then this means that the us V5

user against claimed identity is determined to be anroleduser. If it is a verification system, then
the identity claim of the user is verified.

Upon identifying these scenarios, the performance of
recognition algorithms, humasomputer interfaces and the
There are nine proposed steps for an Identity Claim Procegsgonomics of the systems damanalysedn further detail.
(ICP) which occur throughout the Verification Stage as
suggestdin the GM. In Table, a definition of each proposed
step and the related evaluation points from theiGtktailed We present acase study to illustratthe application of the
For example, p 1 (System Requires a Claim of Identity) HBSI method to the analysis of performance. Using the
occurs during evaluation point V1. When a traveller enters th&martGate/SmartGate+ configuration based in Australia and
ABC interactionarea we cancategorise if the system detects New Zealand, we apply both models to identify the
the traveller and if they are required to make an identity claimrequirements and differences between the origieipand the
Another example istaStep 3 (Identity Claim Accepted by next generion of SmartGate (denoted as ‘SmartGate+’).
System) which can only occur after V3 Token Read has been The travellers were observed entering the system from both
successful. sides of the gate through live video footage. A clear view of the
To facilitate our work we begin to categorise user entire transaction coulde seerfrom both feedsThe footage
interactionwithin the ICP.While many of these scenariase = was recordedver a peod of two days.
directly attributedo the user'gresentationthere can also be
algorithmic faults within a system sydvocess that can lddo 4.1 SmartGate and SmartGatet
a particular error. TableiBustratesthe possible outcomes for ~ The original SmartGate system was an Australian and New
ascenario where the user has already entered the ABC systeRealand airport ABC implementation employing a segregated
In this example, the user haiccessfully hadhis or hertoken  two-step configurationUpon arrival, the traveller approaches
read (Steps 3 and)) but has failed the step where they area standalone kiosk and enters hiserelectronic passport to
requiredto present correctlfStep 6) to the sensoin this  be read An electronic ticket solely used for the gate
situation, various outcomesan be attributed through HBSI interactionis then issuetb the passenger. At the second stage,
categorisations bunhay beperceived differently ithe system  the passenger insertés or herelectronic ticket into a gate
response. reader, after which a biometric facial verification subsystem
In the illustrative scenarjmnly the system categorisation matches the traveller’s live photo with the reference image
would be in effect in conventional assessment metrics. Theead fromhis or hepassportin 2013,SmartGate extended its
inclusion of HBSI can helptestablisicases where thgstem  services to UK and US citizelf34].
was correcin the identification ofthe scenario as erroneous
(False Interaction). Therefore, we can indicaierectsystem
performance or highlight potential securityeatswhere the
biometric is notdetected but the system grants access
(Concealed Interaction).

Ill. IDENTITY CLAIM PROCESS

IV. CASESTUDY OF ABC PERFORMANCEASSESSMENT
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TABLE IlI
AN EXAMPLE OF AN IDENTITY CLAIM SCENARIO
ICP Step
System Categorisation HBSI Categorisation
6 7 8 9
N N Y Y True Match Concealed Interaction
N Y Y N E:E’IS NorMatch (User Concealed Interaction
N Y N N/A Failure To Process False Interaction
N N N/A N/A Biometric Not Presented Defective Interaction
TABLE IlI
AN EXAMPLE OF AN IDENTITY CLAIM SCENARIO
GM ICP SMARTGATE SMARTGATE+
STEP
V1 1 No Liveness component Liveness componen
ePassport at SmartGate Kiosk ePassport
V2 2 Detection component Detection component
SmartGate Ticket issued by Kiosk  ePassport
V3 3 Token Read Token Read
4
5
V4 6 Facial Verification Facial Verification
7
8
V5 9 Local Local

In 201Q a report from Frontex Eurof8] noted that over A total of 367 userg81.73%)were acceptedhrough the
one million travellers had used SmartGatall airports since  system Theremaining82userg18.26%) had to leave the ABC
opening in 20070f the 200travellers whowere interviewed implementation and queue for manual inspecti¢®.of the
in the report,98% agreed that the process was easy, 97%ejectedusers (10.91%jvere observednot to contributeany
agreed that they were extremely likely to recommendhoticeableuser erros during their attemptWe can therefore,
SmartGate and 96% agreed they would use SmartGate agaattribute this taitherineligibility or system errorhaintenance.
Typical causes of false rejections include users notihgok A total of 33 userg7.35%)were correctly rejectefbr making
directly the camera guoor quality photos stored in electronic clear erroneouspresentationsuch as not facing the camera
passports. During peak traffic, passenger interactions tendetiiring facial acquisition(24 users)r taking the passport out
to improve with individuals learning from other users and therbefore reading hfinished(6 users) However the systentan
repeating the learnt behaviours. compensate for minor deviations in performarid subjects

In 2013, the next generatiorf the Smart Gate system, who wereacceptedmadenoticeable user errors such as face
SmartGate+, was trialled at Auckland Airport in New Zealandnovementg64) and reentering thepassportduring reading
The configuration changed from two to a etep (32).
configuration which removed the kiosk component and Of the 449 interactionsgdequired some form of assistance
matched a configuration similar to the standard EGate from personnelwhile 78travellers failed tstepincorrectly on
system (an arrangement that accounts for 43% of globahe foot signs (marks on the floor of the gate illustrating where
deployments)35]). Table 4 describes the major verificationto place feewhilelooking at the camera). Of those 78 subjects,
differences between the SmartGate and SmartGaté4were acceptetbr facialverification which meant the system
configurations using the GM and ICP. was able to identify an acceptable biometsgmple. The

In an18 hour period of SmartGate+ operation, 400 uniquemaining 24vere not in range of the camera which resulted in
usersmadea total of 449 separate interactions (some users iBefective Interactions.
entered the system afterejection- subsequent attempigere  Conventionally the SmartGate+ system waelgortanFRR of
countedas separate interactions)l travellers using the system 18.26% However, througtobservation we have concluded
werearrivals who werenot preselectecbeforehand. The only that10.92% includedsystemerrorwhile userinteractionerrors
requirement was that travellers using the system weretbe caused 7.35%f the rejectsimplementing the full HBSI Model
age of 18 and were eith@wstralian or Nw Zealandcitizens would allow a further breakdown of these performance
with a biometric passporAirport personnel were ehand to measures detailing specific categorisations in  system
provide assistanceefore and during the ABC system use processing which we were unable to deterndimeng the trial
Traveller interactionsvere observedt a distance using CCTV It is also important to note thatvitas assumethat every user
camerasThe instructions displayed on the monitor were cleavas genuine for thistrial, and hence the FAR metngas not
from a front view of the gate. Noticeable user behaviours acalculated
defined when the user makes a mment or gesture that cha
clearly seerand should have an impact on their performance.
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TABLE V
CATEGORISINGUSERBEHAVIOUR WITH ICP AND GM

GM ICP Desired Behaviours Cautious Behaviours Undesired Behaviours

Enter boothpromptly (424) Ente.r booth too quickly after Block gate with luggage/leave
. : previous traveller (25) .

V1 1 Adjust to stand on foot signs, pose Jugaling passoorts. ticketgas luggage outside of gate (8)
correctly and follow instructions (414) (13)9 g passports, 9 Try to enter through closed gate (4)
Locatepassport425) No search foPasspor{15)
Traveller makes correctpresentation (e.g
Machine Readable Zone downwardsta . L Enterthewrongtoken, entered .

V2 2 Moving passport within reader  plane ticket, entered token upside
readey passport cover off). )

. L . (a6) down/incorrectly- not aware of

Checking token that it is fully inserted this (7)

(402)

3 Traveller patiently watches/listefar the Moves hand to token reader in Takes passport out befpre reading

V3 ; - S is completed or before instructed
next instructions (415) anticipation (12) (24)

V3 4 Internal System Processehaviours the same as Step 3

V3 5 Internal System Procesdehaviourghe same as Step 3

. Hser is searching for the camera The wseris distracted for too long

User understands where the camera is an -

) or does not understand where theand system times out. (18)

is aware of where to look o ; )

. ¢ Verification is taking place (49)  Theuseris unaware of process and

V4 6 User faces camera and keeps head still fo[J S P ;

. : ser is distracted throughout verification fails. (12)

a system determined amount of time (419} . : > .
nteraction and loses focus on ~ The wseris continually moving
looking at the camera (32) throughouthe process(26)

V4 7 Internal System Procesdehaviours the same as Step 6

V4 8 Internal System Procesdehaviours the same as Step 6
Userexits booth when prompted (425) tés)er waits for more information

V5 9 User does not move (6)

passp

User spends time putting away

ort, sortinluggage(25)

4.2 Categorising User Behaviour

Observing a total of 449 interactions we noted traveller
behaviour throughout the SmartGate+ trial. In Table 5

harnesshe ICP and GM to establish desirable, cautious an

undegrable behaviours for each step of the procddw table
highlightsobservedehaviourdor a particular stegstatirg the
number of instances a behaviowas witnessedduring a
particular task

While many users performed desirable behaviothrere
werea relatively high number of ‘badiehavioursperformed
There were clear instances w$ers who made no action or

showed no knowledge of the system process (for examp

someusers tryto enterthrough closed gates were unaware
that they had to present their passjo$teps 13).
Categorising potential behaviours and noting the nuraber
occurrenceshroughout a trial will help to identify theystem’s
ability to handle that specific behavicamd in the future, allow
options for feedbackFor example, if a system was able t
classify that 26 users ammntinually moving throughouthe
facialinteraction, then appropriate feedback could be display
in anattemptto correct the presentatidnkewise, if a user was

smiling or were wearinglassesan image processing element
could relay the information to stop smiling and/or removerthej

glassedo comply with ISO standards
4.3 Applying the HBS Presentation Framework

By using the GM and ICP, we can categorispaténtial user
behavioursand possible system handlinggthin a particular

scenar. Once we have determined the possible outcomes fo

particular behaviour, it ifeasible to apply the relevant HBSI
Presentation Framework categorisatidreble 6presentsome

W,

scenarios where user behaviour has been defigeslystem
handling and thecorespondingHBSI metrics. In the first
scenarig for example,an unwantedbehaviourof the user
f%cing away from the camera and rm¢ing aware of this
interactionoccurredtwelve times throughout the SmartGate+
trial. We observed these scenanighen the information on the
monitor was requesting the user to look at the caniére.
system can handle this situatimntwo possible ways. The first
instanceis where the systeman identify correcty that the
biometric was not presented and therefbye appying the
HBSI framework; classifthe presentation aan FI. If the
é{stem incorrectly determines the user kabmited their
ibmetric a system process should flag the sampleas
unsuitablefor the next sige HBSI indicates @I (as this was
a user error)

The development of this model would allder reattime
feedback. For example, in this scenario, a DI categorisation
could alert and train the user how to perform the correct

ODehaviour, therefore reducing the likelihood of éneorin the

flélure If anFI were categorisedhen an appropriate response

Fom the systentan be made. Feedbashkouldassistthe user

in correcting theipresentation

In this scenario, the users were correctly rejedigdhe
system for not providing suitable biometric sampl®&ine
travellerswere observed to either repeat the entire process (as
they were completely unaware of tHacial verification
process) and three withdrew from the ABC sysiefavourfor
manual control. For False Interactions, we were able to
determine seven instances where the user took out their passport
b&fore reading, eight who faced away fréauial verification

and five forvarious other reasons, but were all successfully
detected by the system as erroneous.
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TABLE VI
AN EXAMPLE CATEGORISINGUSERBEHAVIOUR WITH THE HBSI FRAMEWORK

Possible System

GM ICP  Behaviour - HBSI Notes
Handling
Unaware of process, Biometric Presented  Defective Interaction It is evidentin this example that the
facing away from camera ) user made an incorrect presentation.
V4 6 12 Biometric Not .
(12) False Interaction
Presented
In thisexampleit is evidentthe user
User understands where . . Successfully Processer makes a correct presentation. The
. i Biometric Presented . X
the camerasi and isaware Sample. ideal outcome is a Successfully
of where to look (409) Processed Sample however if there
isanFTA or FTP errothe system
va 6 will determine this
User faces camera and Biometric Not Failure To Acquire or
keeps head still for a Presented Failure To Process
systemdetermined amount
of time (419)
. . Successfully Processet
Biometric Presented Sample, FTA or FTP
Cautious behaviours are difficult to
User is distracted classify as a correct or incorrect
throughout interaction and . . behaviour. The outcome of this
V4 6 . . . Defective Interaction, . .
loses focus on looking at  Biometric Not . action will largely be dependent on
Concealed Interaction .
the camera (32) Presented the capture time of the camera and

or False Interaction depending on the sample taken,

wherever it meets the templates
requirements.

A total of 367 traveller§81.73% were acceptethrough the the gate. 35 subjecparticipatedproviding comments which
gate 213 travellers§8.13% were accepteavith little or no  wereused to measure ussatisfaction
issues (and, therefore were categorised as Successfully Effectiveness was measured using the total numbemorfs
Processed SamplesyVe recorded86 (23.61%) users were made which wasl39 30.96%) out of the 449 interactions
accepted but made noticealiiteractionerrors. Although some observed The numberof assistavas at66 (14.92% and 367
of thesamistakes were minor in the sense that the sensor shouiders (81.73%) completeithe taskof the border crossing.
be able to account for a particular behaviour, we estimate tlfiency in terms oftask timewas measuredn average at 17
some these interactions should havébeen classifiedas seconds. Users who made no errors during taskcompleted
Concealed Interactions. Over the course otilag the system on average in 10 secondilst travellers who made incorrect
accepted noticeable erroneous presentatbonsix occasions presentations saw task times extended to on average 26
In these instancesratvellers werelooking away from the seconds.
camera throughout the facial capture. The researchers observed/hile reportingusability performance provides owerful
that traveller’s faces were yanwstated in sucta way from the tool for measuringhe quality of the user experiendkese tests
camera that successful capture was unlikélgwever the are often performed a contolled environment whereby a
systemaccepted the sample aatiowedfor succesful border researcher is preser@omponents of usability evaluationave
passing several disadvantages; for example, durmpglementationit
Ideally, a Successfully Process Sample (SPS) is expectsdot feasible for user satisfactiort® capturedn a consistent
when a user performs a sequence of desired behaviours foalsis. Usability assessments can be fairly complex and time
token and biometric presentatidnsa sensoiThe ultimate goal consuming to analyse. Travelleray also b tired, stressed or
for an ABC system therefore,is for all users to perform in a rush to check through the border and therefore not willing
optimally. However, due to whatever reasdncautious or to participatdn anyopenendedquestionnaes
undesired behavioumre madethen they carbe addressedt It is imperativethat errors, user or system generated, are
each step of the GM and ICRppropriatecategorisationsan classified and analysed throughout the entire sysliésugcle.
thenbe madeand steps can be takenr&solvethese ssues in - Assessingncorrect interactioffrom a system perspective will
future implementations. aid in highlighting where potential problems can occur
- . : : method spergieswith otherusability evaluationd=or example,
Il\l/.litﬁggqumg Usability Assessment with the HBS Evaluation through_usability assement we measure tljaiometravellers
are having problems with passport readihngour proposed
During this datacollection dl travellers were offeredthe approach the framewornkill attempt to explain why this may
chance to participate in a questionnaire after passing througg occurring It coud bedue toa sensopor processing fault or
perhapdecause of an incorrect user interaction. Ultimately this
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will enable a deeper analysiof the performance A  eye tracking or image processing elements pyitivide many
combination of HBSI and usability performance assessmemtnefits For example, forthe tired or stressed traveller
will only advancefuture design and implementation of theseintroducing an automated feedback system to relay information
systems. to the user on how toorrect th@ presentatione.g. look up,

The models proposed in this study outline cleappen eyes, Mlibegin the first stepsnto offsetting incorrect
methodologies to categorise incorrect user interactions abehaviours. Further work will be needed to identify common
system errors. Defining potential cautious or unwantegresentations and appropriate methods in responding to users
behaviours usingracking hardware such as tiMdicrosoft making incorrect interactions. Current HBSI work is
Kinect or image processing elemeintshese complex systems investigating the use of skeletal tracking and image processing
will allow future implementations to adapt to the usern an attempt to improve user presentatidiso, research is
improving the user experien@nd therefore,reducing error studying the different processes of communicating this
rates. feedback back to the user (e.g. through text or icons)

The poposed research method systematically decorspose
an ABC system anddentifiesthe process flowThe models

Border contra$ across the globe are progsively instiing ~ Proposedn this paper build upon live dataptured from the
ABC systems to improve security, streamline the travellingjial of the next generation ofborder control applicaticn
processand working towards facilitating a better passengegimulating ideal experinmtal conditions.The results of our
experience. In this paper, we hadentified system andiser ~assessmerhus have externaalidity. Theimplemenationof
interactionproblems anavhere processing faultaaylie. the well-established HBSIframework builds upon on

We have proposed a Genektodel, which can be used to Successfulestingof singlebiometricmodalities This paper has
standardise the mapping of ABC configurations to identif{aken he first steps inteomplexmulti-modal reporting. An
where variations and similarities lie between configurationgdvantage HBSI has overothers performance assessment
Having defined a systemwe can investigate individual Methodsdoes not only does allow a deeper understanding of
interactions withinthe verification process by applying the@ reason behind a failuréut with the right technological
Identity Claim ProcessAllowing the studyof each step of the @dvancements, can be used throughout the produetsytfe.
verification process to identify conditions where the HBSI Further workwill be regired, howeverto attribute HBSI to
Presentation Framework cabe implemened Identifying the use ofoken presentatiorend other processes suctaaser
common scenarioand noting how a pacular system handles entering or exiting the systedditionally, further data will be
certain behaviours will be useful in highlighting bottlenecksrequired from a wider range of participants aruthe live
within a processThe HBSI evaluation methaalso considers implementatiosto validateourapproachMore workis needed
usabilityand ergonomic variablebatalsoatribute tosygem  in categorising user behaviours and the effifeise haven the
performance. system What constituteasa ‘noticeableuser error’ must also

Standard measures such asTK, FTE and FRR can be considered, especially within an image processing
sometimes masthe truereason behind why an error occurredenvironment Care must also be takendperationatesting to
Harnessing the HBSI method allows for a fidtegorisatiomf make sure that the livecenarioof border controls replicated

a range of metrics which will benefit in analysing systerAS closelyas possible. In a_controlled_environment, influencing
performance. factors such as stress trednesswill not be able to be

We have measured usability metricam the SmartGate+ eplicated.
trial through analysing user satisfaction, effectiveness and!n conclusionthis research may contribute itoprovement
efficiency to understand how the system performs at a humah the accuracy of reporting of system performance in ABC
biometric level. 139 interaction8§.96%) of the 449included Systems The application of the HBSI framework will allow a
some majoruser interaction errorssuch as travellers ho range of metrics, defining set ofinteractionmeasurements
knowing what to do, facing away from the camera or taking oMthich must bea priority (while adhering to the systems
their passporbefore the read process was compl&easons intended usein the design and implementation of thesiblic
behind these behaviours could be tirednessess orthat SystemsReporting on the six HBSI presentation metrics will
travellerssimply do notunderstandhe processOut of the 139 allow a deeper understanding of where problems lie within a
interactions, 33were correctly rejecteftom the system for SystemThe models preosed will enable the breakdaevof the
making an incorrect presentation to #ystem 86 interactions Processo that each stage che assessdskyond the traditional
were accepted when undesired/cautious behaviowese reporting ofasystem leveérror. In defining aprocessnap user
presentedTherefore 20 interactions contained minor erraits b and system handlingse measuredt each key component
were stillaccepted by theystem.

Evaluating user behaviofor each tasland mapping out all [1] M.Nuppeney;Automated Border Control State of Play and Latest
possible scenarios within the system will be crucial to  Developments,”inNIST IBPC 2014. Dnling. Available:

fi . d adanti t Vi th http://www.nist.gob/itl/iad/ig/ibpc2014.cfm
configuring and adapting system respond®s applying the [2] Frontex Europa, “Best Practice Operational Guidelines for Automated

V. CONCLUSIONS

HBSI framework Fhis may lead to an enhaced system Border Control (ABC)ystems,” 31 August 2012. [Online]. Available:
performance, helping to reduegrors, and enhance overall http://frontex.europa.eu/assets/Publications/Research/Bestice_Op
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