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25 ZAYN?(How Useful is the Theory of Disruptive
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internet), ADIE I(smart devices), HA= AtZ(connected
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& (physical computing), TIXIZ &l (physical Internet), AtO]
H-T|X|Z Al A8 (cyber—physical systems), ARLE ZZHsmart
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BHEQIE{Y (Internet of Everything), HEAE a#%(pervasive
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World), MMM U EQI 3 (Wireless Sensor Networks), A& Z4
F&(Situated Computing), AFEZt #l(web of things), A|ITHE!
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1 ofl Y (Internet of things: potential risk of crime and
how to prevent it);, 2015.3.10. https://www.gov.uk/govern—
ment/uploads/system/uploads/attachment_data/file/410117/
Internet_of_things_—_FINAL.pdfOll A 0|2 7}5.

43 Z50| YihstA ExistR e, Tt £2 o= J. Singh-T.
Pasquier—J. Bacon—H. Ko-D. Eyers, 222 =7} XIQE|= At
SOIE{Ulof 2Het 207FX|Q] HOF HEAEHTwenty security con—
siderations for cloud—supported Internet of Things),, Internet
of Things Journal, A|= ™7|™X7| =X+ 3|(IEEE), 2015, 99, 1.
2 =22 98 Y| 2lde 2A =25k =0t s
Z: Hon, W. Kuan and Millard, Christopher and Singh,
Jatinder, TAFSQIELI0| &5 207kX|9] A HE(Twenty Legal
Considerations for Clouds of Things);(January 4, 2016),
Queen Mary School of Law Legal Studies Research Paper, No.
216/2016. http://ssm.com/abstract=27169660A 0|& 7t5.
SH=0o| N[ & X ES ol gt Zo|(TE¢d CXHEFES
2 0|8 MEQIHY ZEA & (Master Plan for Building the
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OECD, 1tgt, 7|& d2|1 &) X|®(Science, Technology and
Industry Scoreboard 2015);, 2015.10.19. http://www.oecd.org/
sti/oecd-science-technology—and—industry—scoreboard-20
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10) P. Mell=T. Grance, "E2tRE ZFH0| 25t 0|2 IEET|
=29 Hof. 0= RYEFI|E2 #1(The NIST Definition
of Cloud Computing. Recommendations of the National
Institute of Standards and Technology);. NIST Special
Publication 800-145, 2011, 2. http://csrc.nist.gov/pub—
lications/nistpubs/800-145/SP800-145.pdfof| A 0|8 7ts.
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ZQHDraft Framework for Cyber-Physical Systems);
eptember 2015)0lM AtS S FolsiH, E2/X 240 s
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http://www.cpspwg.org/Portals/3/docs/CPS%20PWG%20D
raft%20 Framework%20for%20Cyber—Physical%20Systems %20
Release%200.8%20September%202015.pdfof| A 0| 7ts.
=H| EZ317| 7 (International Organization for Standardization,
1S0)2t =X F 7| EZ= Y 3|(International  Electrotechnical
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21) FTC (4), 5001 mE mf; “AFSQIE{Hl0| S48 2Ho| 2Rt
2 OfX|BH 1 A& 937t LEHHQIl
1] derdo '( PE'°|51"*'01| 5#
g NEE LRt JUtk= £ st SAHIF AL
Pierre-Jean Benghozi JL—.—" O|7*0| IAO| A2t LTt
(O= ®7I5423](Autorité de Régulation des Communications
Electroniques et des Postes, ARCEP)2| 2/20|C}).
23) X2 53 YA MU FERSO| &1} &0, HAY
oM HMHOI Hetg GESC J2{L o] FHl= £ THE ¢
TOA CHXOF & Zi0IC},
McCarthy, D. & Morling, P., &SR 2AM9 oA RHLH
ol MZEAlol ooy st HIHUsing Regulation as a Last
Resort: Assessing the Performance of Voluntary
Approaches); (2015), 2& x5 2358 3|(Royal Society for the
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Aoty 2d] ARERIE Yl wsto] UnkA]

ALETF AFE FALE AslE A Al
oAgAl # S 2 Z7W ol Hek BH A}
gl olgtelolola ZlolE 4=
© HT AFEETHM2M) Fa200] sk 2el9]d s
7} A=A

fragel s

i

sk

2

im

I

oIk, olekejofeiA

o714 A7} Febse] 15

Protection of Birds). 22| Xt7| x| A& 2 82%2| 0|Z0]|
JA|3D QUCH HHH FTC (4) 490] ME mf, O|=9 47|12
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50|10 QUCH SEAE ALY, MEQAEUS FE(loT
Architecture), . http://ec.europa.eu/information_society/news
room/cf/dae/document. cfm?doc_id=17500iA 0|8 7+5.
Machine Type Communication (MTC)2t2E Szl AFEZt
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._6 SN SMEZESEE(TU-T), "AEZH S H|
PAFEZH ZHIY OjoJE O{E2AH0]M9] 2HIY U ES|F0) of

H&H(Impact of M2M communications and non-M2M
mobile data applications on mobile networks);, 2012.6.15.
http://www.itu.int/dms_pub/itu-t/opb/tut/T-TUT-I0T-2012~
M2M-PDF-E.pdfol A 0|8 7}5.)

AMEZH S0| AFZQIESIS] MR H2Z 0|5 =|0{0F SF
X Ee= AFSUHSO YF22Z 0[s=0{0F SH=X|0)| £+5t0]
9|7H0] YR[=Of UX| Tt S SH, WIS e 7
CHUA|E 1 HAE TS (a Connected Continent)2| &dg 9Ist
Je|1 K& 2002/20/EC, 2002/21/EC 12|11 2002/22/EC,
Jelx % (EC) No 1211/2009 and (EU) No 531/2012
{COM (2013) 627 final} {SWD (2013) 332 final},
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o @ o
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11.9.2013, SWD (2013) 331 final, 8.2.28 WFst= XA
of 2ot RE AR HAA] FHAE A3 o[AtES 73
of et MetMiof F&HE “REAY AR FFY

(Commission Staff Working Document Impact Assessment)’
of m=H, “HE o B2 F200M, FA|S0| HZE 1 1 HZE
g Sl 4=HEs=s MSQUH = MEZH S4 J|80| &
UE O FOICE” BHH, “AISQIHU 2, S2A &F0| 1 7|25
T AWM QB HAE ALESl AE RO & TS,
Iﬁ%! J2l2 A @elofl thistod ZHelsHA ol8%= &010]
fo[] AbE2t SA3 2|, AFSQIEUE ESH {5 AIAH
M'Hﬂ 2COb 2Helet QB AZEO Act= A, d2|1
YUHHOl QIELl 7|50| O|8%1 UCk=s A E£F BHEICL"(J.
Holler et al., "AtEZt SN ZRE AEQIEUCZ: X529 M2
2 AlCHol| st 7HAd (From Machine-to-Machine to the Internet
of Things: Introduction to a New Age of Intelligence), Oxford

(MA), 2014, 14.)
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27) 2015 11€ 259, ‘AEZH A3|(Comitato
permanente per i servizi di comunicazione Machine to
Machine)’ 7t Z&EstCt. 1 F4L, Autorita Garante delle
Comunicazioni (AGCOM, SAFA 7|&), the Autorita per
I'energia elettrica, il gas e il sistema idrico (R7|, 7tA, 2

F&t7| 2, the Autorita di Regolamentazione dei Trasporti

& e\ &), the Agenzia per I'ltalia Digitale (CIXIE 2|X|

S+7|2h and the Ministero dello Sviluppo Economico (ZA|

& A, AGCOM, Delibera n. 459/15/CONSS &tx35}2}.

http://www.agcom.it/documents/10179/2409164/Delibera+

459-15-CONS/6c9ac9f2-e46f-4df6-9f25-66205d6076207
version=1.00{ A 0|& 7t5.

IA=FE ASFOF N2 Wt 7|s

2ot B2|9F L2te] &0\t

Y5 UehEoF £ IDFE(GCSA), TAHEQIEL: H2x} CIX|

Ao Chgt F|Ci5te| &=2(The Internet of Things: making

of the Second Digital Revolution), 2014.12.18.,

9 (Blacket ReviewZ= 2{x UCH.

GCSA (29), 9.
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33) ‘MEE2RE'= 20154 108 26-270i Windsor0f|A] @2l ‘0t
O|3ZAZE Z2IRPCARYATME S M2kt Hejshach3|of
M O FH 2 ChR{RC. hitp://cloudofthings.org/ & L
ot AFZEEIRE ERES 70| XHEHES AZQIHY &

RS

EHE.

FHE = Ag Jtssk StHo{7|0l= & (endpoint)
Hx|of cHst AZEQ0of 7 7| E(SDKs), insight-driven 21H|0]

Ef 22tRE B0l =(insight-driven big-data cloud backend),
J2|1 2HIY Hof ofE2|AH oM E fItt AATES XISHCZ
M7= ATl EBHEICE hitps://www.cloudofthings.com/
welcome/g &ZE.). & ==0M ASQIE{Llol2t ot Eel ¢
MOt EX| Y= E2, ME2UREE XS A2Z Ofslst|
HFZHCE

Hon-Millard-Singh (7), 7.

ZXt= A. Botta et al., '22tRE HFE L ASQIHUS S8
(On the Integration of Cloud Computing and Internet of
Things)s (2014 OJ2f ARZQIE{IDt Z2tRE=0| 25 =/ 3|9
(2014 International Conference on Future Internet of Things
and Cloud, Barcelona, 2014.8.27-29., 23.)1} 9HS Z0|
Bt O] ER0ME ASQIEA 22t EE 22t 2 =25t
0 OUXEH MZ2R2 = YWEHO J|EIt He JEE(dE2
‘CloudloT’0|2t RELC}Ho| Sgtol ol H&s| sfjok & Zolct.
R.H. Weber and R. Weber, "AFZQIE{H, & AE oo &
(Internet of Things. Legal Perspectives),, Springer, Heidelberg
—Dordrecht-London—-New York, 2010, 17.
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37) Harvard Business Review, "AFZQIE{U: Tf&taM =2 A9
S 4 2(Internet of Things: Science Fiction or Business Fact?),,
Harvard Business Review Services Report, 2014, 1. J12{8t
Qas HAYo S50 2 3 MIMeL SN Eol AFstet B
| Osl=|0{0F BiCt.

38) Cf. M. Aazam et al, "AFES22IRE: AISQIHY Y 22RE &
FEol sg o A HWH(Cloud of Things: Integrating
Internet of Things and cloud computing and the issues in—
volved);, 2014 (Proceedings of 2014 11" International
Bhurban Conference on Applied Sciences & Technology
(IBCAST) Islamabad, Pakistan, 14th — 18th January, 2014,
414). ®7IM e, AFEQIELo] "1 =2 HAY ol w2t o|§ Zat
RE AFY SEcks A0l QXD ALt HUSHA, AE
QIE{HI0] WHAIZ 4 U= OOIHS ¥2Z 2lsiod, d2|10 X
8% U Jhyol Ao &2 EAQ 27 2|1 ASQIEUY
ol 2ot Md%|= HI0IHE 2Lt /&5t 0|85t O|EXIE 2
ok AOLE O{Z2|AI0|M 2 st 29 @72 Qg M 20| &
Ast7| mf2olch.” 1 X[Hste AUCH

39) OlE EH, Z2RET} Qo= Cho MM} Ch4o ‘AIE' 2R
B +&E OOIH2 40| A9 JHs5tA| kg ZioICh

40) Cf. L. Atzori et al., "AFSIH AEQIEY - AEH EQTSL AE

QIE{Hllol okt 7Y, & 2|1 W EYA(The Social Internet

of Things (SloT) - When social networks meet the Internet

of Things: Concept, architecture and network character—

ization);, in Computer Networks 56 (2012) 3594 and P.

Deshpande et al., M4M. TAZQIE{HIOIM AMUEST J|x

o 235 7ts5Hl st (A model for enabling social

network based sharing in the Internet of Things)s, in 7th

International Conference on Communication Systems and

Networks (COMSNETS), 6-10.1.2015 Bangalore, India, Ol

= MI|1™X7|&XE3|(IEEE) Proceedings, 2015. AFZQIE{Ul

o 7|2 W&o BHME http://www.social-iot.org/E EE.

o248+ &l &t of|7t A9 Z2tRE M4Kcloud manufactur—

ing), & ‘2EREI}L 7|2 J|&8 SOt JHRIAEE TIERZ2

o FIF )

Mtk
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iRk ek ofa}, See-Ert ooy A
=+ 7FsEithe AL B AHE o] AEEAY
3AEe] AT Hof Qlrhe Zolal, whA] o] &-
ZHZpD0] AR of = el U1 Afu|Ae) ofF
Aol HIEE 4= e Flo] AFH o= FQ
k4 8|3 A2 SR 7S w27
el £xR 73] FAFFE|(virtual machine)7} 2F
Ash= a1ke EolH, o= FeheErt vl At
1o Aol ALEE s 7FsshAl stk
e #He AEE deuklES AlEEEe s

Cloudlet,45) X1 ZFE(fog computing),40) 12|31

e

= S HYe It MEYe MER YEFOICHY.-K.
Lu-C.-Y. Liu-B.-C. Ju, Cloud Manufacturing Collaboration:
An Initial Exploration, 2012 Third World Congress on
Software Engineering, Wuhan, 6-8.11.2012, 163).
TAdvances in Clouds. Research in Future Cloud Computings,
Commission of the European Communities, Information
Society & Media Directorate—General, Software & Service
Architectures, Infrastructures and Engineering Unit (edited
by L. Schubert and K. Jeffery, 2012, 12.)0f| 2|5tH, 0|& 7}
sS4, ©@EY O2|0 A kit &, oHEo0|8d2 2
2tRE HAFYO 1/ §F SFO|CHhttp://cordis.europa.eu/
fp7/ict/ssai/docs/future-cc—2may-finalreport—experts. pdfoi|
M 0| 7t5). J2iLt E3 AFSQIE U0 HoiM e O]= H{S0
et

olof &8t E0|22 HAZE, Y. Benazzouz et al., E2IRE
9| &X| Sharing User loT devices in the Cloud,, Bl= ®7|&
Xt7|&XFe 3| (IEEE), World Forum on Internet of Things
(WF-loT), 2014, 373. JE2 S22 AFHO 7|=38t M8
QIEY SAo| AM FA| WEQAE Motst=0l, O HtZ, 1
SEAE g4, 1= MY Jd2[1 NS Hets X
= Iy HEo Tkt A3 40| M3E7| m=20|ct.

Cf. http://unikernel.org/.

S. Bouzefrane et al., Cloudlets Authentication in
NFC-Based Mobile Computings, in 2nd IEEE International
Conference on Mobile Cloud Computing, Services, and
Engineering (MobileCloud)(8—11 April 2014, 268-269.)0 2|
S, ol “Y¥HE| 22 MHO| SR S5 QlZ2iof| HA|
&l HE|Z0{(multicore) HFEOICE MEkA, H2 +F29 XA
I (F)UEES |KXStkE 7H20 cloudlete HUZS Hzbst
71 25t 2Hd FX|of ofsto] O|ZELCLE” 0] 80i= M.
Satyanarayanan et al.0ff 2|5t0{ QHEO{FCH '2HIY ZHFEO|
M ROl MEO| J|ETt E cloudletoll 28 AR, IEEE
Pervasive Computing 8 (2009), 14-23.). AF2QIE{SIn} 2
3104 cloudlets (= edge computing)2| 0|80 &g ¥&
29| HAF(7K, M. Satyanarayanan et al., "Edge Analytics
in the Internet of Thingss, in IEEE Pervasive Computing,
Volume:14 | Issue: 2, Apr.—June 2015, 24-31)= Giga Sight
TE, QIO edgedilA HIEI2 EAS f™sh=(m2tM St
RERo FY chdol thE 27E ZAATIE) THYQ AFEO
7|27t & cloudlete] HRAIARI0| 2t J|&5tal AT

42
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AR AEQIE UL

wxtHoMe| F=o| HEHSO} AH|XIH

Jfel Z2h$-S(personal cloud)47) o] WS
Al it

AFEEERET) 7 o84 A ol &
o}, o] FAPYl TSHEESH ClouT490l 2Jgh) &3
2HE FHEh o] g3l FHY Yo ¥ =
RAERA, STRFE AB|A 9 AR O] Rt
2 E 713 S 352 7Md3Hvirtualization)
SHE sk Adshs Zls HaEE skl ik
o} F-Slo] 53], AFEEE-E dxges AH
stal Be7h golahal QELAE V|ZE S T
g 7hsstal e EUE 9 AuAg AR

st

[e]

46) 0| 0{= 20121A Cisco HTALSO| O/510] THSOIFCE S35,
F. Bonomi et al., T£1 ZEED} AIZQIE{Ll0|AQ 1 Hg
(Fog Computing and Its Role in the Internet of Things),,
http://conferences.sigcomm.org/sigcomm/2012/paper/mcc/
p13.pdf. Ol MEM, “%7] AFE2 Z2RE ZFE Hict

AS LIERT VX &HSICE JH2ZM MER E2/7

O|M3t MH[AT} ASE £ JUEE S0 19 S, a) B2

3% X|H(latency) 2t 2471719 QIX|met ~RAIZH b) HHS

B XY 22X, ¢) 0184, d) e B2 9 k&, ¢) FH T

20| X[H{&QI Aets

2 HISE A, g) 0

. f) 2E2|UDt HAIZE O E2|AH 0|40
Hol oy &off ogt 74"

HOh 229 AR2E, S. Sarkar-S. Chatterjee-S. Misra,
TAFZQIE L MEtolMel 21 HRES HFgdol EIt
(Assessment of the Suitability of Fog Computing in the
Context of Internet of Things)s, in IEEE Transactions on
Cloud Computing, Volume: PP, Issue: 99, 1.10.2015, 1.

AAZE MHIAE Q7 ot= O{E2/A 01 7t Skl et
1 ARY o] J7|ES 22t HREE st
CHED AR MAAQI MH|A XA (latency)Ol 50.09%
ZAZCH. M2t AFSQIE{UIo] Mo A, X0 2IZst ofE
2[A[0]40| 2 HIEE AtK|ot= 7HEHO| 21 BRE
2tRE 7120 Hlst Hot 45 A22 &1 Ut
il SERE0] 2Ql0], AR Bao RHiY 2EE FRE
0] 0| Xt Z4lQ 22t ARY d82z Kot Lt 0
ZM O|ERE HESHA Che2 ALE'0l Ti5H0 YS S510]
Mol CRE Xt HIE 4 UATHA. Kazi-R. Kazi-R.
Deters, 7121 Z2tE0] Chst X (Supporting the personal
cloud)s, in 2012 IEEE Asia Pacific Cloud Computing
Congress (APCloudCC), 14-17 Nov. 2012, 25-30).
O|SEIH M JHol &t39] Aut=Ql ‘Oj2fo ArZSEt 2at
2E(Future Internet of Things and Cloud)'S &tx5tet
(http://www.ficloud.org).
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49) http://clout-project.eu/0IM & 4 U= A1t 20|, AIEZ22t2
Eo MAHl HE2, TAIE “ECt ANtESH” BHET| 9I510]
J2ln 850l ouX] 22|, AMEEn 4N 22 M2 ot
MEs Melsty| flsto] RE Jhst It 0|85 2850
SN - HY SUES FH6t, 224RE HARYEES 018510 M
HIA QIEUIS Salil AFSQIE{SI0] ‘AIRES| QIEU'3 HZEE
£ UEE ste ZIO|CHES, hitps://vimeo.com/112706883
g &%)
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gto] 7hssirh= Zlo] T E U0
A e A AR o= RHE A
Al’(sensing) ¥} -FH|FE] A dFo|o|El(actuating,
71715 2FsdtAl she Z) o2 oldish= el 9l
o} dids] HestALE, oE S0 “EER=st AF
ERIEYE WIIHA FEE AES HEYA
Z, 283 ARERIEYIC 25 E SEheER HHo]
B %54 AFS golaA & ZrEFsN I
Q7do] A7NE7] whiEell A= A7} st
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S48 A3 ek me Fehpci, 55 o

50) 53], P. Wright-A. Manieri, '22t2E0|M9| AFZQIEH. O
0|22} AZ(Internet of Things in the Cloud. Theory and
Practice)s, CLOSER 2014, 4" International Conference on
Cloud Computing and Services Science, Barcelona,
3-5.4.2014.

51) IEEE, Internet of Things Journal Special Issue on Cloud
Computing for loT.

52) O{7|M ‘22tRE'E, AEQEY SAO| OZHM Z ATt Ot 2,
Z2RE ZAREO 0|8 I AAHE 2nlsich S2HRETL AE

2 Hofst s B - BYS Safl AYH2=0[AH, HMAL
AEES SHEY M'E 7IEsks ZHEH YA ot R
0|71 - ‘22t =0f oist siZ’o] HMAQ 2oto| =X E 222
& Atks A2 =Yttt

53) F=YF ASHEOF 1 1R(GCSA)(29)2 F 7HR| oI HMAl
St ok XSte] 2N HSE HMoist= Alo|H 54, 12|
1 5717} baby monitor[OF7] &ERO 7| 7|20]7] <8t FHY

FER]E 0|85t EAt= Ob7[0A 1EE X2 ARl 12
Lt O] 2ol 2 ARISO0| EXetch 71, FRa 2HE,
http://www.theregister.co.uk/2015/02/11/anonymous_hacks_
fuel_station_monitoring_system/.

AtO[H Q0| 2H5H Ut o] =2tel0| L& m7HK| 7|C2{Ok
A2eLt, A2 European Union Agency for Network and
Information Security(ENISA)7F AO|H QIS ZHE ANIEE
24 g oSt st| elst o HE LHRCE O AAE HME
O 2IO|ZAMO|ES] ZE B0 HEE = ZHAQ AR ARIE
A5t QUCE ENISA, "Security and Resilience of Smart
Home Environments, 2015.12.1., https://www.enisa.europa.
eu/activities/Resilience—and—ClIP/smart-infrastructures/smart
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54) Singh et al. (6), 1

55) Ol £0{, K. Kreuzer, "AHEQIE{Ul 1} ARtEZO| Jt2 9t Q)
= 7|&E(Eclipse Technologies for the Internet of Things
and the Smart Home),, 2013.5.12., http://kaikreuzer.
blogspot.co.uk/2013/05/eclipse—technologies—for-inter—
net-of.html. 17} S2tRE &3 AIS0|2tl 22& 3101| st
o, di "0l 7Hl(gadget)S2 QB0 HAEO] U f 0l
ISR MY 45 HA0| 28| #A ULt 3’_ z
gLt J7F AISQHU S A7t S, 22tRE
1 AEQIERIICcR 3Feth e AR =Y
ot g2 &Z, B. Di
Ci4o] 2a12E

9 0:17<I7P AL,
Martino—G. Cretella—A. Esposito,
ko] 01 Z2|A 0| H2| O| A gt MH| A9 &%
HEnsofMo T2 (Advances in Applications Portability
and Services Interoperability among Multiple Clouds),, in
|EEE Cloud Computing, March/April 2015, 22. 1= 3], 0|
AdI 4SFEuEE ?I8 A 0|8 THsE £8M9 0|82

H|OFSHCHO|E5104, Docker, ElasticBox 12|11 Cloudify).
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2E Faehe ARE kS 3ARRI Nest7} &b 2F AFERIEIUI Y Al Eehe-to) #k #3719 T8
oA Algeh= A EA(egals)0 o] thet 254 AT shh= Bs Alo] AR el #7191 A 2
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5 7}

La Diega-Walden (15).
2tRE9| T StLtel RZ(9Z)0f et REHES =ME
5 FR% AS0 BOolF ECEtk, Directive 2011/24 on the
applwcatlon of patients’ rights in cross—border healthcare;
Green Paper on Mobile Health, 10.4.2014 (s. opinions
ECOSOC 14.9.2014, CoR 4.12.2014); EDPS, opinion
1/2015 on Mobile Health, 21.5.2015; Comm. Staff WD on
the existing EU legal framework applicable to lifestyle and
wellbeing apps, 10.4.2014; Council EU, Conclusions on
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Safe and efficient healthcare through eHealth, 1.12.2009;
29WP, Health data in apps and devices, Annex to the letter
to the Commission on 5.2.2015; 29WP, Opinion 3/2012 on
developments in biometric technologies, 27.4.2012; 29WP,
Working document on biometrics, 1.8.2003; 29WP,
Opinion 6/2000 on the Genome Issue, 13.7.2000;
Commun. “e—Health Action Plan 2012-2020 - Innovative
healthcare for the 21st century”, 6.12.2012 (s. Comm.
Staff WD 6.12.2012, opinions EDPS 27.3.2013, ECOSOC
22.5.2013 and CoR 3.7.2013); Commun. on telemedicine
for the benefit of patients, healthcare systems and society,
4.11.2008 (s. opinion ECOSOC 15.7.2009); Commun.
“e—Health — making healthcare better for European citizens:
An action plan for a European e—Health Area”, 30.4.2004
(s. opinion CoR 17.11.2004); Commission White Paper
“Together for Health: A Strategic Approach for the EU
2008-2013”, 23.10.2007; Commission Implementing
Decision “providing the rules for the establishment, the
management and the functioning of the network of national
responsible  authorites on  e—Health”, 22.12.2011;
Commission Recommendation on cross—border interoper—
ability of electronic health record systems, 2.7.2008;
Council conclusions on a safe and efficient healthcare
through e-Health, 1.12.2009; Council conclusions on early
detection and treatment of communication disorders in
children, including the use of e-Health tools and innovative
solutions, 2.12.2011; ETSI, Applicability of existing ETSI
and ETSI/3GPP deliverables to e-Health, May 2007; ETSI,
e—Health; Architecture; Analysis of user service models,
technologies and applications supporting e—Health,
February 2009; CoR, Opinion “Active ageing: innovation -
smart health - better lives”, 4.5.2012; eHealth Network,
Guidelines on ePrescriptions dataset for electronic ex—
change, 18.11.2014; eHealth Network, Guidelines on
minimum/non-exhaustive patient summary dataset for
electronic exchange, 19.11.2013; European Commission
Decision C (2015)6776, Horizon 2020 Work Programme
2016 - 2017.8. Health, demographic change and well-be—
ing 13.10.2015.
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8] EAskAP AzApoleta Slopi ol
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of, ‘AR’ s sk ARETell el ofe v Al
ZA7F AdS vk 2% wespAl sl Ak
o] EAshz Aol Azl FES Ax
shal Brtede ol ke & ofe AlEEel
Tk

TaAREe] Ao F 7
W= 7 3, 49 felM= B 714
9] FE7} ougA] ofsfsly] ofelw Zlo] K
ol & eIz Nestb el oJal Q1% the,
Calico, Google Capital, Google Fiber, Google Life
Sciences, Google Ventures, “12]3. Google X (©]
S o) 2159 A A SehE Aes
o4 7108719120 Alphabete] 2147} 51gick
Nest:= Nest (Europe) Ltd.5 A|9ls}a, ZH*
Inc. & Q1ainh. 24 APilo] Aloks
g PR A9 AE
o|3flal= o] AF A= ke Flojth

=4, 2uA R AR 719 44 719
A Aok S WEFoR s gt o]
HAEZlA Tl A DA} Fvl] 3 DA AJH]
27F SAIHEAE Aol 1 F8 o3l a1 7k
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Google
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Network

Other “third party
service providers to
enable some aspects
of the Services”

Developers

g 2ehE A e Ak el o83t
1 o FEAE redundancy (557 o= o
gl & 4 Qlok IS vldlolEel] Il B
“Hanalytics tool), 2e}Q1 A3AH A FaAl 18]
3L FaAuA FFA 55 Aok T8 AE] A (Nest
9] Bg ~AmtE A g, A7) @A)} A, A=
SR AR FrAR] AMHIAE Alwes
E 71958 st o& 5°] Nesti= Fd B
*H(Safety Rewards)’ AH|2of #3to] HE3|ALe}
HH3}1167) ‘2JA]o}e] HAKRush Hour Rewards)’
3} AlE¥H ZHoKSeasonal Savings)’ ol #3}] oy
A ALl FE e

TRkl tiE AR 19 s,
A= A} ok, QP o], Q)

N

= aMEge] A, AXEe] TFA, AR

67) Neste HIIEX|7|7F HR|EO] Q11 &E5t0 JUCts AS 2H
SIAPE SE= & Zio|ot 9 WEe R HEAlE B#EE0|
5% mof Z Zo|ct.

68) O] MH|AE2 J|H & &(machine leaming) 7|& (49 ‘Auto-

Tune’)oll 7| Z5t1 QiCt O|Z2FE E2tRE AFES 0|80] 7t
SoHEICH Auto-Tune'2 Athsh Q| MzZ2|, 7|A9&A| J2|1
AM2|5H(0152 25 Z2HRE0M fARZECHE L2 &
Ch”  https://nest.com/support/article/What-is—Auto-Tune).
QISR JASES2RE HYIEls HA MU 2H= 2 =
=9 He|E HlojLt= Zio|ct.

ird parties
outside of the
Works with Nest
program”

MEST
EUROPE AMAZON
WEB
SERVICES

MNest

technicians

MNest
employees

Rackspace
Mobile

carriers

AdRell
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Maobile 05
vendors

Certification

bodies Table 1. Nest smart home actors
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69) Aegis Systems Ltd-Machina Research, "AFSZF £41 {22
Alo|del St Fabscioll st FE, 1AM (M2M
application characteristics and their implications for
spectrum. Final report);, 2606/OM2M/FR/V2, 2014.5.13.,
http://stakeholders.ofcom.org.uk/binaries/research/tech—
nology—research/2014/M2M_FinalReportApril2014.pdfof| A
0| 7}5. 0| E1ME OfcomZHE| QY Hhof 2l Zio|C)
CtE2 #X. Department of Energy and Climate Change,
"Smart meters: a guides, 22.1.2013 (2013.10.8. 0|2t &
OIO|E), https://www.gov.uk/guidance/smart-meters—how—
they—work. The number is potential, given the opt=in sys—
tem chosen by the Government. See also Department of
Energy & Climate Change-Ofgem (Office of Gas and
Electricity Markets, UK regulator of energy), 'Smart meters:
information  for industry and other stakeholders,,
22.1.2013, available at https://www.gov.uk/guidance/smart
—meters—information—for—industry—and-other—stakeholders.
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and the Future Cities Catapulto] l210{, loTUKE ’S?:V#IQP

SEREENM =2 +F2 AZQHY J|E1 MH[ATL HOt B

O AEETF ot QUCt 2 ZHE0| = city demonstrator,

Hokup MElof o] H T M 5= (hub), a hardware ac—

celerator, 12|11 9| & test bed[M7]&9 MSAIE 40| Z&

EICh 2ot XIS 242 http://iotuk.org.uk/about-us/2 &ZE.

o] &EE 20154 1€ 320) O|F0{RCHhttps://www.ofgem.

gov.uk/publications—and-updates/ofgem—announces—62-8

—million—-deliver—smarter—energy—network-consumersS &%x.).

72



0e(H

) -

AEZaec : Saec 2

I
oTrTo

"ot AREQIEUe| mAFHoIMel E=o| YEESL AHIXIY

71e] HolE Sl “AFEJEYl F WA YxE 3
o] HfE-EHEA (=S ‘Blackett Review’ 2}l
© BUyE 20149 129 189 gkt o] 2
EAE ol A ET—E*(% YA, os, 54, A
FE)ol xaEo] la Al 9] Fo 5xE A
skal Stk 1 A= ARERIE Y] A1 A
A 7429 AdE flaEl Ao FolE AAE Al
7} k= Zloltk EAlE ARERIEYL o &g Aol
o] e AFY — Izt fAHE, FA An])e]
A W ARE] BS —& A7) flste] &

&

=

T A= S Ak Aotk A= of2fdt A}
FE28E AuAEERS AAEREE Aotk =gy
ApERtof a2 iy, Fartiel IES S,
R ] =3 A dHolH, el W, A, 1
a1 2ol weto] A 7 A5 Harskar Stk

] ﬁsl ]_%oﬂ 20141;] 7°J 240] oﬂ-TLo 5/\]

TFA713e] FAI=(Office of Communications,

Ofcom)-> “ARERIE o] thgtk Fatel gile] =
o= HauAoA AR - ode Alee &
HSHeIth o2 Fal AFRRIE oIS Ebs} o
A3 FEste], & T e ol(2ar A
o] JEh)& glstAl it “SHT o) % o
Aol gtk 7277971 2015 19 279 A&
YEL A oJ=’J(network addressing), TI=tl,
HIEL T Weldl resilience, TEFO|HA|2} AR RS
7} o Fe 71 L ol #AA =S FE 2
= 11 TRE7F molith). v Aol =l
Au AHEQIEIYL ZetoHA|, ARKS, T3l &
HIZPH el AAARD IS A St ol&
83T stk & AoMe 1 99 tE &
HEel sl EksiA dHaE gt
AL, AspHEr <ot AREQIEY
Azl QFEAE S 7 AT v AR

=)

73) E2EE EHEO0F A TR (GCSA)(29).

74) HIAE M| = http://stakeholders.ofcom.org.uk/binaries/con
sultations/iot/summary/iot-cfi.pdfo|l M & 4 QUC}.

75) O] SE9| 2922 http://stakeholders.ofcom.org.uk/bi—
naries/consultations/iot/statement/loTStatement. pdfoi| A 0| &
7ts.
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CIXE SHAAZ ME2HA Digital Single Market Strategy for
Europe)”, COM (2015) 192 final, 2015.5.6. Z&.
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A2]H(Consumer Rights Act 2015)) GA] A3t
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QUEIHl wstel 82 oA Th, A7]elX+= Al
= AEE] #Ade] HidEe] Qlal AnRbE 9t
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el side = 3tk
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78) 1CO, 'Data Protection Technical Guidance Radio Frequency
|dentificationy, 9.8.2006, https://ico.org.uk/media/for-or—
ganisations/documents/1590/radio_frequency_indentification_
tech_guidance.pdfo A 0|& 7ts.

The Smart Energy Code (SEC)& Data Communication
Company’s (DCC) &{7t7t £0{E 20134 98 232 L=5I
CHESHEEIL AOLE 0|E (smart meter) 20| Z31%
o, IS2 SRt THE GAKIS I 2HX 9 2EFA0 A
E 0|H 7] sS4l HSE MZR 57t Jhs8t =g
QiC}). SECE= DCCOl MH|A 35 R71E MAISH CHRpZE A Sk
EM, JtAQL ®I|9 ADIE Ol £F& ¢ Of tHend-to—end)
HAoz {5ty et #¥E F1 UL SECY AdE
MEAH gHs7] <8t xt20] & Zolct. Ofgem<l HHSE
https://www.ofgem.gov. uk/publications—and-updates/ofgem
—s—response—department—energy—and—climate—change—s—
july—2015-consultation—new—smart—energy—code—con—
tent—and-related—supply-licence-amendmentsg &x.
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FA19F AZFHrecombination)(7FE, FX] 1+ A
80) 9l IPv6e] AE8D)S] A7} ciFHTh mhA|
O%, A B FAPE Tl dkow weEa
Itk 2 3+ |7} Schrems ZAA o)tk o] AA oA
FHAPFA A A, SnowdenAlz182), <SAATE 7] =
(Passenger Name Record)s3)2] o]&of 93t 54
FAMNE), =] AR Fd Y Z8D 1
i G AR AFsAPA S 4] (automatic

% 4E 1o o

32

80) YW HAIEE 2YstH FHsPI| st 1+t soundE 0l
st= Ao 2stodE, C. Calabrese et al., "Comments for
November 2015 Workshop on Cross—Device Tracking.,
Letter of the Center for Democracy & Technology to the
Federal Trade Commission, 16.10.2015, available at
https://cdt.org/files/2015/10/10.16.15-CDT-Cross—Device
—Comments.pdf.

IPvaet &2, IPv6 H20| 2= ‘AtE'9 AH0| Jhsdl
& Qlslod JHelIdERMO MAS JHE Zio|ct,
Judgment of the Court (Grand Chamber) of 6.10.2015,
C-362/14, Maximillian Schrems v Data Protection
Commissioner, ECLI:EU:C:2015:650. ¢ €2 0|20 /4
Aol JHQIE 2ofl Chot HAES +&F2 255 MSotA Rt
Cta EAsICt

Proposal for a Directive of the Council and the European
Parliament on the use of Passenger Name Record data for
the prevention, detection, investigation and prosecution of
terrorist offences and serious crime, ST 14024 2015 INIT -
2011/023 (OLP). 2015 128 42, &9|7} O|FOIRCt. PNR
NARE Sof 524 FE(HY, AR, AZItE)o| s F2E
4 Tt REACRE SO{UL I28H ML= g5H 12|
13RS 2o SSEH2ZRH YEIL +EECE EU ZE2jo|H
Al FHR7|Hel ‘RE Y2 E S 252 European Data Protection
Supervisor)'0f EH, 0| “[SEAT FAIM A HIY = o|F
OXlz 2ol BAEXQl JHoIFE 27 0| siEETHN.
Nielsen, EU counter-terror bill is ‘indiscriminate’ data
sweep, in EuObserver, 9.12.2015, https://euobserver.com/
justice/1314570| Al 0|8 7ts). EDPS, Opinion 5/2015,
"Second Opinion on the Proposal for a Directive of the
European Parliament and of the Council on the use of
Passenger Name Record data for the prevention, de-—
tection, investigation and prosecution of terrorist offences
and serious crime; (2015.9.24.)8 &%, §3|, "SIy SHE
3 olo] ez YEE +HStL AMEsts A= Yt
ZX|9 &2 Z70|2t2 XAt UCHpar. 63).
Draft Investigatory Powers Bill, November 2015. https://
www.gov.uk/government/uploads/system/uploads/attach
ment_data/file/473770/Draft_Investigatory_Powers_Bill.pdf
2 &z, 53| mf2|of tiet 1ISILe 34 0|F LHE R7IS0M =
FAFSH Ho| MEE T ULt
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YL Fas AAgck ol “AAllA 7 o
TFELS] ZEAIA2E 718t shue] alfdsietes) 7k
A9 F7h= HE R 9F #aE Zlojgtal FE
ATt AAZ FHATS] W ARl sk 23970
o] A7} 2001304 2013 Atelef el =2}
= 85 skl AYEATE 5 887K WA T

o] Qli= 3lo]t}.80)

e ol gt A Asta gtk g &
o], 2016 44¥ 27 74 B 571 =|(General
Data Protection Regulation)’©] AEHIT) o] &
A12] Recital 30 ostelAl=, “ApIR1S 19] A,
ojZe|AlolA, e ZRES T4, F7] AHA
T 7NERe] AEAK7FY, RFID BiZn)el &ls) Al
= 2Rl Axtel| ofste] AEHEE 4 Qlrh
53] 553 2pdEar 9 A7t s e JRs)
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Hak= |2 7 Qlrks)

oo thgt v-e& FHAslslr] fl8) FolEtt
S A2 dlolE] HF - A Al destE RS
ok AR AR o] ™ AlshS A}t
slol] o7} Wol ARE7] wiite] o]F
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85 olUAE Wol ARSI R @3] Hokst

.
=
=
=
=

© oAl

R

=]

=
«0]
=

2
°f ]

3}
=
=

85) F=o ZAIZH 2t & o MEH, 0| OFFH HHSHH
X AHE g0 oLt QUCHhttp://www.v3.co.uk/v3-uk/
news/2437161/uk—-number—plate-monitoring—one-of-the—
worlds—biggest—surveillance—systems).

B. Hayes—C. Jones, "Report on how the EU assesses the
impact, legitimacy and effectiveness of its counterterrorism
lawsy, Statewatch SECILE report, December 2013, 28,
available at http://www.statewatch.org/news/2013/dec/se—
cile-how-does—the-EU-assess—its—counter—terror—
ism-law.pdfollA 0| Jt5. 53|, “CHE O|s A XS0 H|st
Of HEAT| 2T 2o 2A J|2e| Q70| 2ot 2 H|F0| F0of
FE ez HOICH” 11 X|Xsta lct.

Regulation (EU) 2016/679 of the European Parliament and
of the Council of 27 April 2016 on the protection of natural
persons with regard to the processing of personal data and
on the free movement of such data, and repealing Directive
95/46/EC (General Data Protection Regulation).
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o)== AKX K 3H(Data Protection Act 1998)°] 2]
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88) Cf. F. Rao-J. Tan, "Energy consumption research of AES
encryption algorithm in ZigBeey, in International Conference
on Cyberspace Technology (CCT 2014), 810 Nov. 2014,
Beijing, 1-6. &F&fEl AES Z12|F0| Z=9| 37|18 &Y # ot
L2t ZigBee IEAT2| MAMHQI oK 22 HA| Z2AIZ!
Che HE 20T Ut

2-Q4 YAl olE(authentication)2 ME Cf
2 Zio|Ct Ol E &Y, AEZ0|E FUHES 345t
Efof(malware)& A5 E At HAIXIE 7t2
HozM 25| 230| 2-24 2159 B HEjE DU =LY
U3 HIUHSE ZAl= S JHssSHAl &t "Consumer
advisory on malware targeting mobile banking, (2015.12.
1.)(http://www.abs.org.sg/pdfs/Newsroom/PressReleases
/2015/MediaRelease_20151201.pdf) S J2|1 EJ.
Kennedy-C. Millard, 'Data Security and Multi-Factor
Authentication: Analysis of Requirements Under EU Law
and in Selected EU Member States;, Queen Mary School
of Law Legal Studies Research Paper No. 194/2015
(2015.4.30.)(http://ssrn.com/abstract=2600795) 2} H| .
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90) K. Olmstead—-M. Atkinson, "Apps Permissions in the Google
Play Store;, 10.11.2015, available at http://www.pewinternet.
org/2015/11/10/apps—permissions—in—the—google—play-store/.
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7 AEZHRIEE setel= Zlo] Erbsst 49
7} Hhs] WS (EE R S FA o (information
flow control) 9} 72 =77 T2 E 4= A
A9, Grth, 8ERA L] EAE Stk wheba
TV A RE APsk#] s AAd = 9
Ok, TR (Ao wigket HH, 71 A% &
el digk Hls FAES sk 3 9Al 7hs
stk

ofehs ARBE Sl AGuA| ¢l el o
3], ICO= A3 = 7IEke] AW
9] =9 AR 54 el wgk Zlofx|ut
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91) O NRIHRLER

2015 128 72 Hans GrauxOl 23 Aot
QAL http://ec.europa.eu/newsroom/dae/document.cfm?
action=display&doc_id=12378. 7§&txtoj 2t o
Z40f CHollM= Ol22 oK 7} UCH
7F4, https://www.microsoft.com/microsoft-hololens/en-us
g X, Yo ddLHo2M9 22Ol 0|20 tofiME &
Ct 2 A7E QBT olE S0, 2203 7|2 ADIYR =
Moz o|8d 4 Uct o832 EXE: P.S. Diva-M.K. Sheeja,
"Security with holographic barcodes using Computer
generated hologramsy, in 2013 International Conference
on Control Communication and Computing (ICCC),
13-15.12.2013, |EEE, Thiruvananthapuram, 162-166.

7E dENEER0| 25tof 472 JHE0| MEA FAE H
=0, E2IH2 4HZ S5 4 U7 =JCH Directive (EV)
2015/2436 of the European Parliament and of the Council
(2015.12.16)2] M3x9| (b)&ES &ZXE. Ol= 3Y=E 7t 48
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93) T. Cook, "A Message to Our Customers;, 16.2.2016, at
http://www.apple.com/customer—letter/.
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94) 0| ARF2I2 Data Protection Act 19982| H|51Z0f 2|30
Information Commissioner®l 2lai 2016.2.2. LHEE AL}
“Privacy notices, transparency and control — a code of
practice on communicating privacy information to in—
dividuals” 2# AtZ0| & 50|M 2016.3.23. OtF2|E oY
O|C}. https://ico.org.uk/media/about-the~ico/privacy-notices—
transparency—and—control-=0-0.pdf.
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R ZEZP(53] URPgR1E 51%](General Data
Protection Regulation)’ ol o]t w] w1 jg]=h 1+
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I AHRE 7H FAl] 28 rhoe)

Htol g RaxE ARRP #elx] Al7E]
T B2 HAES AEs Utk elrgE AlE
o) g, A aiile) oks), A7 Aok 3, &
8730 Ao, Bae WA A9 = AEI Al
gloll X 9] lock-in (gH]go] 74 7]=dgle] <t
e A9, 18 Bk 597

<n]AE 2] %% (Consumer Rights Directive)’98)
& Al EER-EY W R At IS
Zo2 Heltk F3AQ mixel &Jste] (&
A, Azl Ete]) M E gAY Ful=s
oA ““dE(good) O TFYE I UTHARZE 3)F).
Akt oxd FHl= = “ofrE w2 Zloxd

AE WAl §84 viAle] )@ Zold of

EFe] & wRof osk Aol #AIYIo (Recital
19, Zzx= 2 tAd FHo=w At = AlE

€ ElolEE ouith sl b ek o'

96) The directives refer to consumer—trader relationship. Under
art. 2(1) of the CRD, ‘consumer’ means “any natural per—
son who, in contracts covered by this Directive, is acting
for purposes which are outside his trade, business, craft or
profession”, whereas ‘trader’ means “any natural person
or any legal person, irrespective of whether privately or
publicly owned, who is acting, including through any other
person acting in his name or on his behalf, for purposes
relating to his trade, business, craft or profession in relation
to contracts covered by this Directive” (art. 2(2) CRD).
Consumers International, Connection and protection in the
digital age. The Internet of Things and challenges for con—
sumer protection, April 2016.

Directive 2011/83/EU of the European Parliament and of
the Council of 25 October 2011 on consumer rights,
amending Council Directive 93/13/EEC and Directive
1999/44/EC of the European Parliament and of the Council
and repealing Council Directive 85/577/EEC and Directive
97/7/EC of the European Parliament and of the Council.
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