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Image Encoding Using Multi-Level DNA Barcodes

with Nanopore Readout

Jinbo Zhu, Niklas Ermann, Kaikai Chen, and Ulrich F. Keyser*

Deoxyribonucleic acid (DNA) nanostructure-based data encoding is an
emerging information storage mode, offering rewritable, editable, and secure
data storage. Herein, a DNA nanostructure-based storage method established
on a solid-state nanopore sensing platform to save and encrypt a 2D grayscale
image is proposed. DNA multi-way junctions of different sizes are attached to
a double strand of DNA carriers, resulting in distinct levels of current block-
ades when passing through a glass nanopore with diameters around 14 nm.
The resulting quaternary encoding doubles the capacity relative to a classical
binary system. Through toehold-mediated strand displacement reactions, the
DNA nanostructures can be precisely added to and removed from the DNA
carrier. By encoding the image into 16 DNA carriers using the quaternary bar-
codes and reading them in one simultaneous measurement, the image is suc-
cessfully saved, encrypted, and recovered. Avoiding any proteins or enzymatic
reactions, the authors thus realize a pure DNA storage system on a nanopore

and readout speed, ™™™ but it is almost
helpless for DNA nanostructure-based
storage. Even if the sequence is decoded,
it is still difficult to reproduce the whole
structure accurately, which indicates the
higher security of this storage method
from this perspective. Additionally, hard-
ware encryption with physical keys can
further improve the security of the infor-
mation saved by this strategy.l*"!
Solid-state  nanopore provides us
with a versatile tool to investigate the
biomolecules, such as DNA, ribonucleic
acid (RNA), and proteins, at the single-
molecule level.'*] We recently introduced
a solid-state nanopore sensing platform
to read bits encoded by 56 DNA hairpins

platform with increased capacity and programmability.

1. Introduction

Data storage in synthetic deoxyribonucleic acid (DNA) sequences
has proved to be a promising means due to DNA high storage
density, long-term durability, and low energy cost compared
to traditional storage media,™¥ however it suffers from slow
readout, high synthesis cost, and difficulty in rewriting. As a
natural molecule, besides carrying genetic information, DNA is
an ideal programmable molecule for the construction of nano-
structures from 1D to 3D.>! Storage based on DNA nanostruc-
tures offers a solution to achieve easily rewritable and editable
DNA storage.®% Data decoding of DNA nanostructure-based
storage is often based on gel electrophoresis, which severely
restricted the reading speed and data capacity. As an emerging
technique, nanopore sequencing has been utilized to decode
data saved in DNA sequences with advantages in terms of cost
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on a 7.2 kb DNA carrier."® Readout of the
structures required glass nanopores with
diameters of around 5 nm. Such a small
diameter complicates the fabrication pro-
cess and reduces the success rates compared to easily manufac-
tured >10 nm glass nanopores. The smaller diameter also leads
to more non-specific interaction and pore clogging.'”l In further
work, we used a streptavidin-labelled DNA scaffold to build a
secure data storage method with binary codes.™ While protein
labels can be used with larger diameter pores, they complicate
the molecular assembly and set an upper bound on the data
density through their defined size. Additionally, the number
of usable protein labels is limited due to the high monovalent
salt concentrations required for the readout. The presence of
proteins also reduces the lifetime of solid-state nanopores and
hence has a detrimental effect on the viability of the readout.

In this work, we replace protein barcodes with multi-way DNA
junctions to address the shortcoming and limitations of our
prior approaches. Inspired by the work of Wang and Seaman(?’!
we designed a multi-level storage architecture. Building on our
established DNA carrier-based rewritable storage system with
14 nm diameter nanopores,” we use three DNA junction struc-
tures of different sizes (4-way junction, 6-way junction, and
12-way junction) to generate a quaternary encoding system (0-3)
on the long linear DNA carrier, which increases the data density
compared to classic binary encoding. Through toehold-mediated
strand displacement reaction (SDR),223l the presence of nano-
structures on the carrier can be precisely controlled, allowing
data reading and writing. Based on this storage system, we suc-
cessfully save a grayscale image into the DNA nanostructures
on 16 different carriers and read out the information in the mix-
ture. Furthermore, using SDR the image information can be
easily encrypted and decrypted.
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Figure 1. Detection of single DNA three-way junction through a conical
quartz nanopore. a) Schematic of DNA carrier 1 consisting of a M13mp18
scaffold, 190 staples, and a three-way DNA junction bound in the middle.
The translocation of the carrier through a pore is shown below. b) Current
signal of carrier 1. ¢) Distribution of second current drop Al in the middle
of 622 unfolded events. The average Al is 0.039 £ 0.001 nA and dsDNA
current drop is 0.147 nA.

2. Results and Discussion

We initially investigated the design of DNA structures detect-
able on the =14 nm nanopore sensing platform.' As shown in
Figure 1a, the backbone of the DNA carrier is comprised of a
long M13mp18 scaffold (7228 nt) and 190 short synthetic DNA

www.small-journal.com

staples (38 nt).’) When the DNA carrier is driven through the
nanopore under an electric force in an unfolded configuration,
a first level current drop (Ieyent) is recorded (Figure 1b). In our
previous work, we found that a single short ssDNA or dsDNA
protruding out from the carrier is insufficient to induce an
obvious second level signal with the =14 nm diameter nano-
pore,? so we placed a DNA three-way junction (3WJ]) in the
center to create carrier 1 (Figure la, Figure Sla, Supporting
Information).”! The 3WJ structure on carrier 1is indeed detect-
able. About 84% of events showed a clear peak in the middle
and gave a second current drop (Al) centered at 0.039 £ 0.001
nA upon a backbone dsDNA level of 0.147 nA (Figure 1c). The
average Al and error are obtained by fitting a Gaussian function
to the data in Figure 1c.

In order to obtain a stable signal and generate more current
levels, we increased the arm number and length of the junc-
tion structures to build a multi-level system.?02%1 We first pre-
pared three different DNA multi-way junctions, 4WJ, 6WJ], and
12W (Figure S3, Supporting Information), then linked them
onto carrier 2 (Figure 2a, Figure S1b, Supporting Informa-
tion). A reference DNA structure composed of 11 DNA dumb-
bells was designed at one end to distinguish the translocation
direction and determine the relative presence time (At). In the
example event (Figure 2b), four downward peaks were clearly
observed, in which the first one is from the dumbbells, and the
following three with average AI at 0.041, 0.087, and 0.176 nA
are from 4WJ, 6W], and 12W], respectively (dsDNA current
drop Ieyen: is 0.140 nA). The second current drop and presence
time were normalized (AI/Ieen and At/teen) to eliminate the
influence of different pore sizes. Based on the analysis of 84
unfolded translocation events (Table S2, Supporting Informa-
tion), a plot showing the relationship between AI and At was
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Figure 2. Detection of different DNA multiway junctions through conical quartz nanopores and modification by toehold-mediated strand displacement
reactions. a,d) Schematic of carrier 2 with or without 12W|-deletion strand D12. The detailed design and more sample events can be found in Figure S1,
Supporting Information. b,e) Current signal of carrier 2 with or without D12. ¢,f) Scatter diagram of Al and At of 4W), 6W/) and 12W) on carrier 2 with
(c) or without (f) D12. The same number (84) of unfolded events were analyzed for both cases.
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Figure 3. Storage of a 4 x 4 grayscale image using 16 carriers with different DNA nanostructures. Each pixel of the image is saved through address and
intensity information, which are transformed into binary and quaternary codes and represented by DNA dumbbells and multiway junctions, respectively.
The design for Pixel 8 (highlighted by the red box) is shown as an example here. The mixture of P1-P16 is analyzed with a glass nanopore and a typical
event for P8 is shown. Measuring 20 unfolded events of P1-P16 allows for error-free decoding of the images. Details of the design and more example
events can be found in Figures S5 and S6, Supporting Information, respectively.

obtained (Figure 2c). At the three designed areas, three levels
of AI were observed as expected with occupied fractions above
70% for each binding site (Figure S2, Supporting Informa-
tion). Therefore, we can use 4WJ, 6W], and 12 W] to represent
three distinct digits. Based on the normalized average AI/Ioen
of the three DNA structures (0.29 for 4WJ, 0.62 for 6WJ, and
1.26 for 12W]J), two thresholds at AI/I.en = 0.46 and 0.93 were
set to separate them.

The next challenge is how to individually control each DNA
nanostructures independently, that is, to edit the information
content of the carrier at each site. This can be achieved by SDR
on the designed toehold end reserved on the DNA structures. In
Figure 2d, taking the 12W] as an example, the added invading
strand D12 (Table S1, Supporting Information) will bind to the
toehold end on 12W] and remove the whole structure from car-
rier 2. A typical example event is shown in Figure 2e, and the sta-
tistics are given in Figure 2f and Table S2, Supporting Informa-
tion. As expected, the occupied fraction of 12W7J at its designed
binding site has fallen to less than 10% (Figure S2, Supporting
Information), which indicates that the target DNA nanostruc-
ture can be accurately displaced by the relevant invading strand.
This feature can be applied to erase or encrypt data, and then
further addition of any specific DNA construct will rewrite or
recover the data.

Based on the above DNA nanostructures, we designed a qua-
ternary coding system to store information. A grayscale image
was stored as a proof of concept (Figure 3). The basic composi-
tion unit of a digital image is a pixel, and intensity information
is carried in each pixel. As a monochrome image, the intensity
of grayscale describes the brightness in each individual pixel on
a scale from black (zero) to white (full). For an 8-bit grayscale
image, 256 (278) levels of intensity can be provided to each
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pixel. In the example image in Figure 3, there are 16 pixels with
different intensities composing the square graph. The first step
for storage is the digitization of the address and intensity infor-
mation of each pixel as shown in Figure 3.

The second step of the storage system is the transformation
of digital information into our DNA nanostructures. We use
16 DNA carriers to save the information of 16 pixels. There are
two kinds of information for each pixel, address and intensity,
so the coding area on each carrier was split into two parts
(Figures S4 and S5, Supporting Information). In the address
information area, 4 binding sites for DNA dumbbells (11 for
each) are designed to establish a binary coding system, so
16 (2"4) codes for pixel addresses can be stored here. In the
intensity information area, another 4 binding sites are reserved
for the three different DNA multi-way junctions to establish a
quaternary encoding system (4W] for bit “1”, 6W] for bit “2”,
and 12W] for bit “3”), so 256 (474) codes for grayscale intensity
can be saved here. To distinguish the signal, three reference
structures, Ra, Rb and Rc, are designed on the carrier. Eleven
DNA dumbbells are used for Ra and Rb, and two groups of five
dumbbells are used for Rc. As an example, the design of carrier
P8 for information storage of pixel 8 (P8) is shown in Figure 3.
All designs are shown in the Supporting Information.

After preparing the 16 carriers separately and mixing them
into one solution, the final step will be reading and decoding.
One advantage of our method is that all the reading work can
be done in a simultaneous measurement, because we can
distinguish the current signals of 16 carriers by their unique
address codes. A typical example event of P8 is given in
Figure 3 and more example events of all carriers representing
the pixels can be found in Figure S6, Supporting Informa-
tion. After dividing the unfolded events into 16 groups based

© 2021 The Authors. Small published by Wiley-VCH GmbH



ADVANCED
SCIENCE NEWS

NANO - MICRO

smriill

www.advancedsciencenews.com

www.small-journal.com

[ Bit0 [ Bit1(4WJ) B3 Bit2 (6WJ) B Bit3 (12WJ) P7—m e j( 00 o
o) 20 0000 0100 0200 0300 1000 1100 1200 1300 2000 2100 2200 2300 3000 3100 3200 3300
2101 -
g I 1
_CCJ 0 100 pA
O P1 P2 P3 P4 P5 P6 P7 P8 P9 P10 P11 P12 P13 P14 P15 P16
TSRO, ool L L 05ms  Encrypt
2 +D6
g 20 0000 0100 0000 0300 1000 1100 1000 1300 0000 0100 0000 0300 3000 3100 3000 3300
s |
S 10}
3}
5 0 f\
= P1 P2 P3 P4 P5 P6 P7 P8 P9 P10 P11 P12 P13 P14 P15 P16 Encrypted |mage 05ms Decrypt
% SN NN NN RSN EN NN NS EN SRR RN SRR RN ER R RN RS .
E 20 0000 0100 0200 0300 1000 1100 1200 1300 2000 2100 2200 2300 3000 3100 3200 3300
S
S 10}
o
O

P2 P3 P4 P5 P6 P7 P8 P9 P10 P11 P12 P13 P14 P15 P16

DNA carriers determined by address code

Decrypted image

Figure 4. Nanopore results of the image storage (top row), encryption (middle row), and decryption (bottom row) using DNA nanostructures
and strand displacement reactions. First, the mixture of the 16 carriers was measured by the nanopore (top row). Second, strand D6 was added
into the mixture to remove the 6W| for encryption (middle row). Finally, 6W) was added to recover the information for decryption (bottom row).
The bar graph shows the proportions of each DNA multi-way junction at each designed coding site on the 16 carriers. The unfolded events were
classified by the address code into 16 groups, and then the intensity coding area of the first 20 events for each carrier was analyzed. Statistics can
be found in Tables S3-S5, Supporting Information, and more example events can be found in Figure S6, Supporting Information. The decoded
images are given next to the bar graph. Carrier P7, which carries the information of Pixel 7 highlighted by the red box in the image, is shown on

the right as an example.

on the address codes, we subsequently use the two thresholds
obtained from Figure 2c to analyze the signal and decode the
intensity information. To reduce measurement time and sim-
plify the analysis, we try to minimize the number of events
needed for correct reading on each encoding site. Based
on initial analysis on carrier P8 and P5, we find that a high
confidence level for nanopore readout can be achieved when
more than nine unfolded events are analyzed (Section S4, Sup-
porting Information). Herein, to ensure correct readout, twenty
unfolded events are analyzed for each carrier to decode the con-
tained information. After successful identification of the sec-
ondary current drops in the translocation events, the statistics
are given in the top row in Figure 4 and Table S5, Supporting
Information. The final digit depends on the DNA structure
with the highest frequency of occurrence on the corresponding
site. Based on the result reported from the nanopore sensing
platform, we can restore the image as shown in Figure 3, which
is the same as the original one.

The above storage strategy is straightforward and easy to read
out, but this of course raises another question: how can the data
be encrypted to ensure information security? This point can be
addressed in the design of the system. On each DNA multi-way
junction, a specific toehold end has been reserved for further
modification. The information can be easily changed by adding
invading strands as shown in Figure 2. In Figure 4, as a phys-
ical encryption key, invading strand D6 was added to the carrier
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mixture to remove the 6W] on the carriers and encrypt the data.
Taking P7 as an example (right side in Figure 4), the downward
peak of 6W] is missing after the addition of D6 and the inten-
sity code of pixel 7 changes from 1200 to 1000. As shown in the
middle row in Figure 4 and statistics in Table S6, Supporting
Information, the switch of “2 to 0” in the intensity code also
happened for all the other pixels, hence the image decoded
from the encrypted codes is distinct from the original one.

Decryption is an inverse process of the encryption in our
system. 6W] plays the role of a physical decryption key. As
shown in the bottom row of Figure 4 and statistics in Table S7,
Supporting Information, after the addition of 6WJ, the medium
size peak of 6W] reappears in the signal of carrier P7 This is
because the single-stranded overhang for 6W] binding is free
on the carrier as in the case of 12WJ in Figure 2d, and thus
adding excess 6W] “consumes” the D6 strand in solution and
reoccupies the binding site on the carrier. It is the same case
for the other carriers, so the intensity codes read out after the
decryption are restored to the original codes before encryption
(Figure 4), recovering the image. Furthermore, we took carrier
P8 as an example and conducted encryption and decryption
on it using the D4/4W] and D12/12W] systems, respectively.
The expected nanopore results for both systems are shown in
Table S8, Supporting Information, which proves the encryption
and decryption strategy works with different DNA invading
strands and nanostructures.

© 2021 The Authors. Small published by Wiley-VCH GmbH



ADVANCED
SCIENCE NEWS

Sl

www.advancedsciencenews.com

3. Conclusion

In summary, we have established an information storage
system based on the sensing of differently sized DNA nano-
structures with solid-state nanopores. Taking a grayscale
image as an example, we have shown how to design multi-way
DNA junctions to save, encrypt, and decrypt complex infor-
mation using quaternary barcodes on DNA carriers. Using
toehold-mediated SDR, the target structure on the scaffold
can be accurately removed and added. Thus, the encryption
and decryption can be easily realized on a molecular level, not
merely through an encryption algorithm. Even though only
a simple image is securely stored here, it serves as a proof of
concept for more complex encryption schemes based on more
complex molecular designs in the near future. This secure data
storage mode will be useful for the encoding and transmission
of confidential information and due to storage in DNA shape
being difficult to read by DNA sequencing. Benefiting from
the single-molecule nanopore sensing platform, the speed for
data reading is superior to sequencing, fluorescence, or gel
electrophoresis-based readout approaches. Combined with deep
learning techniques,?”) real-time nanopore data analysis may be
achievable in the near future.

Compared with our previous nanopore-based storage
work,[>18] the method reported here is a pure DNA system
using easily manufactured 14 nm nanopores. DNA multi-way
junctions as signal-inducing structures offer the advantage of
tunable size compared to protein tags such as streptavidin.
The quaternary encoding scheme doubles the storage capacity
compared to a binary system and given the signal-to-noise ratio
hexadecimal and higher are attainable. Their programmability
makes DNA multi-way junctions a powerful tool in the future
development of nanopore storage and sensing.

Supporting Information

Supporting Information is available from the Wiley Online Library or
from the author.
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