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Résumé

Dans cette thése, notre objectif est de développer des modéles d’apprentissage robustes et
fiables mais précis, en particulier les Convolutional Neural Network (CNN), en présence des
exemples anomalies, comme des exemples adversaires et d’échantillons hors distribution —
Out-of-Distribution (OOD).

Comme la premiére contribution, nous proposons d’estimer la confiance calibrée pour les
exemples adversaires en encourageant la diversité dans un ensemble des CNNs. A cette fin,
nous concevons un ensemble de spécialistes diversifiés avec un mécanisme de vote simple et
efficace en termes de calcul pour prédire les exemples adversaires avec une faible confiance
tout en maintenant la confiance prédicative des échantillons propres élevée. En présence de
désaccord dans notre ensemble, nous prouvons qu’une borne supérieure de 0.5 + € peut étre
établie pour la confiance, conduisant & un seuil de détection global fixe de tau = 0,5. Nous
justifions analytiquement le réle de la diversité dans notre ensemble sur 'atténuation du risque
des exemples adversaires & la fois en boite noire et en boite blanche. Enfin, nous évaluons
empiriquement la robustesse de notre ensemble aux attaques de la boite noire et de la boite

blanche sur plusieurs données standards.

La deuxiéme contribution vise & aborder la détection d’échantillons OOD & travers un modéle
de bout en bout entrainé sur un ensemble OOD approprié. A cette fin, nous abordons la
question centrale suivante : comment différencier des différents ensembles de données OOD
disponibles par rapport & une tache de distribution donnée pour sélectionner la plus appropriée,
ce qui induit & son tour un modéle calibré avec un taux de détection des ensembles inapercus
de données OOD? Pour répondre a cette question, nous proposons de différencier les ensembles
OOD par leur niveau de "protection" des sub-manifolds. Pour mesurer le niveau de protection,
nous concevons ensuite trois nouvelles mesures efficaces en termes de calcul a I'aide d’'un CNN
vanille préformé. Dans une vaste série d’expériences sur les taches de classification d’image
et d’audio, nous démontrons empiriquement la capacité d’'un CNN augmenté (A-CNN) et
d’un CNN explicitement calibré pour détecter une portion significativement plus grande des
exemples OOD. Fait intéressant, nous observons également qu’'un tel A-CNN (nommé A-CNN*)
peut également détecter les adversaires exemples FGS en boite noire avec des perturbations

significatives.
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En tant que troisiéme contribution, nous étudions de plus prés de la capacité de ’A-CNN
sur la détection de types plus larges d’adversaires boite noire (pas seulement ceux de type
FGS). Pour augmenter la capacité d’A-CNN a détecter un plus grand nombre d’adversaires,
nous augmentons I'ensemble d’entrainement OOD avec des échantillons interpolés inter-classes.
Ensuite, nous démontrons que I’A-CNN;, entrainé sur tous ces données, a un taux de détection
cohérent sur tous les types des adversaires exemples invisibles. Alors que la entrainement d’un
A-CNN sur des adversaires PGD ne conduit pas a un taux de détection stable sur tous les
types d’adversaires, en particulier les types inapergus. Nous évaluons également visuellement
I’espace des fonctionnalités et les limites de décision dans ’espace d’entrée d’'un CNN vanille
et de son homologue augmenté en présence d’adversaires et de ceux qui sont propres. Par
un A-CNN correctement formé, nous visons a faire un pas vers un modéle d’apprentissage de
bout en bout unifié et fiable avec de faibles taux de risque sur les échantillons propres et les

échantillons inhabituels, par exemple, les échantillons adversaires et OOD.

La derniére contribution est de présenter une application de A-CNN pour 'entrainement d’un
détecteur d’objet robuste sur un ensemble de données partiellement étiquetées, en particulier
un ensemble de données fusionné. La fusion de divers ensembles de données provenant de
contextes similaires mais avec différents ensembles d’objets d’intérét (Ool) est un moyen peu
cotiteux de créer un ensemble de données & grande échelle qui couvre un plus large spectre
d’Ool. De plus, la fusion d’ensembles de données permet de réaliser un détecteur d’objet unifié,
au lieu d’en avoir plusieurs séparés, ce qui entraine une réduction des cofits de calcul et de
temps. Cependant, la fusion d’ensembles de données, en particulier & partir d’'un contexte
similaire, entraine de nombreuses instances d’étiquetées manquantes. Dans le but d’entrainer
un détecteur d’objet robuste intégré sur un ensemble de données partiellement étiquetées mais
a grande échelle, nous proposons un cadre d’entrainement auto-supervisé pour surmonter le
probléme des instances d’étiquettes manquantes dans les ensembles des données fusionnés.
Notre cadre est évalué sur un ensemble de données fusionné avec un taux élevé d’étiquettes
manquantes. Les résultats empiriques confirment la viabilité de nos pseudo-étiquettes générées
pour améliorer les performances de YOLO, en tant que détecteur d’objet & la pointe de la

technologie.
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Abstract

In this thesis, our goal is to develop robust and reliable yet accurate learning models, particularly
Convolutional Neural Networks (CNNs), in the presence of adversarial examples and Out-of-
Distribution (OOD) samples.

As the first contribution, we propose to predict adversarial instances with high uncer-
tainty through encouraging diversity in an ensemble of CNNs. To this end, we devise
an ensemble of diverse specialists along with a simple and computationally efficient voting
mechanism to predict the adversarial examples with low confidence while keeping the predictive
confidence of the clean samples high. In the presence of high entropy in our ensemble, we prove
that the predictive confidence can be upper-bounded, leading to have a globally fixed threshold
over the predictive confidence for identifying adversaries. We analytically justify the role of
diversity in our ensemble on mitigating the risk of both black-box and white-box adversarial
examples. Finally, we empirically assess the robustness of our ensemble to the black-box and

the white-box attacks on several benchmark datasets.

The second contribution aims to address the detection of OOD samples through an end-
to-end model trained on an appropriate OOD set. To this end, we address the following
central question: how to differentiate many available OOD sets w.r.t. a given in-
distribution task to select the most appropriate one, which in turn induces a model
with a high detection rate of unseen OOD sets? To answer this question, we hypothesize that
the “protection” level of in-distribution sub-manifolds by each OOD set can be a good possible
property to differentiate OOD sets. To measure the protection level, we then design three
novel, simple, and cost-effective metrics using a pre-trained vanilla CNN. In an extensive series
of experiments on image and audio classification tasks, we empirically demonstrate the ability
of an Augmented-CNN (A-CNN) and an explicitly-calibrated CNN for detecting a significantly
larger portion of unseen OOD samples, if they are trained on the most protective OOD set.
Interestingly, we also observe that the A-CNN trained on the most protective OOD set (called
A-CNN*) can also detect the black-box Fast Gradient Sign (FGS) adversarial examples.

As the third contribution, we investigate more closely the capacity of the A-CNN* on
the detection of wider types of black-box adversaries. To increase the capability of

A-CNN* to detect a larger number of adversaries, we augment its OOD training set with



some inter-class interpolated samples. Then, we demonstrate that the A-CNN trained on
the most protective OOD set along with the interpolated samples has a consistent detection
rate on all types of unseen adversarial examples. Whereas training an A-CNN on Projected
Gradient Descent (PGD) adversaries does not lead to a stable detection rate on all types of
adversaries, particularly the unseen types. We also visually assess the feature space and the
decision boundaries in the input space of a vanilla CNN and its augmented counterpart in the
presence of adversaries and the clean ones. By a properly trained A-CNN, we aim to take a
step toward a unified and reliable end-to-end learning model with small risk rates on both

clean samples and the unusual ones, e.g. adversarial and OOD samples.

The last contribution is to show a use-case of A-CNN for training a robust object detector
on a partially-labeled dataset, particularly a merged dataset. Merging various datasets
from similar contexts but with different sets of Object of Interest (Ool) is an inexpensive way to
craft a large-scale dataset which covers a larger spectrum of Ools. Moreover, merging datasets
allows achieving a unified object detector, instead of having several separate ones, resulting
in the reduction of computational and time costs. However, merging datasets, especially
from a similar context, causes many missing-label instances. With the goal of training an
integrated robust object detector on a partially-labeled but large-scale dataset, we propose
a self-supervised training framework to overcome the issue of missing-label instances in the
merged datasets. Our framework is evaluated on a merged dataset with a high missing-label
rate. The empirical results confirm the viability of our generated pseudo-labels to enhance the

performance of YOLO, as the current (to date) state-of-the-art object detector.
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Introduction

The availability of very large-scale labeled data sets and the remarkable progress in computa-
tional power of Graphical Processing Units (GPU), allow modern deep learning models, e.g.
Convolutional Neural Network (CNN), to thrive by achieving performance near to human-level
performance on several machine vision tasks such as face detection [97], optical character
recognition [24], object recognition [95], and object detection [81, 78]. Due to the outstanding
performance of CNNSs in solving very complex tasks, they are increasingly used in automatic
decision-making in a wide range of sectors, from industry to medicine to intelligent homes,

among others.

Despite drastically high generalization performance/accuracy of CNNs, they may still suffer
from some small errors in their predictions. To make safe and reliable decisions, it is critical
to recognize which predictions are likely incorrect in order to discard them and avoiding
wrong decisions. Evidently, in security-sensitive applications, ( e.g. self-driving cars, medical
diagnostic systems [12, 103]), making any wrong decisions, even if they are rare-occurring,
may lead to irreversible disaster. In spite of this critical demand, unfortunately, the modern
machine learning models, particularly CNNs, have been shown to suffer from uncalibrated
predictions [29], meaning their predictive confidence for any given inputs is usually high,
whether the prediction is correct or not. Indeed, in addition to high generalization performance,
it is crucial that the CNNs can predict hard-to-classify instances (i.e the samples difficult
to process accurately) with low confidence, allowing to distinguish them. Then, we may use
human-in-loop for properly handling such difficult samples. This, ultimately, can reduce the

risk and enhance reliability of the decisions made by such state-of-the-art learners.

This challenge can be even more intense by knowing that the CNNs trained for a specific task
can actually classify confidently any given input instances into one of its pre-defined categories,
whether the input samples are related to the given task or not. For example, a CNN trained
on MNIST (handwritten digits) classifies confidently any given instances, whether they are
digits or not (e.g. random noise or even natural-scene images) into one of 10 digit classes.
The samples that are statistically and semantically different from a given task’s samples (i.e.
in-distribution data generation) are called Out-of-Distribution (OOD) samples as they are
drawn from unknown or irrelevant data distribution generations. The learner models that

output high confidence predictions for the OOD samples can jeopardize human’s security and



safety, especially when being deployed in real-world applications. In other words, the disability
of the standard CNNs to output uncertainty for the unknown situations (equivalent to "I don’t
know") reveals a serious risk for the safety and security. For example, if an automatic check
reader device, which designed to read digits on some checks, can be easily circumvented using
the OOD samples (non-digit examples), then, one can perform illegitimate money-transfer
transactions although they appear completely legitimate according to the predictions provided

by the underlying intelligent model.

Moreover, it has been widely demonstrated that CNNs are susceptible to hostile but imper-
ceptible changes to their clean inputs, a.k.a, adversarial examples. Indeed, CNNs have
been widely shown to be susceptible to the adversarial modifications as they classify a pair of
clean input and its adversarial counterpart into two distinct classes, regardless of their visually
identical appearance |96, 25|. In other words, while human observers can not perceive any
visible difference between an adversarial example and its clean counterpart, a CNN sees them
completely different, i.e. as coming from two distinct classes. The invention of a wide range
of algorithms for adversarial example generation [1, 70, 9|, as well as their transferability to
attack almost any ML models [96, 101] can reflect the severity of vulnerability of CNNs to the
adversarial examples. The adversarial examples generated by a proxy model, which can be
transferred and attack other unknown models, are known as black-box adversaries. While the
adversarial examples generated directly using a victim model to fool itself are known as the
white-box attacks'. Moreover, due to the uncalibrated nature of CNNs, unfortunately, they
confidently and incorrectly classify adversarial examples. Regarding benign-looking appearance
of the adversaries and their high confidence predictions by CNNs, identifying adversarial
examples from their clean counterparts is one of the main open problems in the field of modern

deep neural network.

In this thesis, our major goal is to develop robust and reliable yet accurate Convolutional Neural
Networks (CNNs) in the presence of adversarial examples and Out-of- Distribution (OOD)
samples. To alleviate the risk of adversarial examples, the first contribution is on calibrating
the predictive confidence using an ensemble of diverse specialists. The second contribution is
concerned with the metrics for characterizing and differentiating various OOD sets for training
a well-generalized CNN;, like an Augmented CNN [38] or a calibrated CNN [52, 36|, that is
also able to detect a large spectrum of unseen OOD sets, reducing the risk of OOD samples.
Besides OOD samples, in the third contribution, we aim to further assess the ability of A-CNN
(trained properly) to diminish the risk of adversaries, through detecting them. The fourth
contribution is on developing a robust object detector using self-supervised learning, inspired
by our second and third contributions. In the following, we elaborate on the research objectives

and questions of this thesis:

e Objective 1: Demonstrating the impact of diversity in the ensemble for adver-

!To read more on black-box, white-box, and gray-box attacks, see Chapter 3



sarial detection. Traditionally, it has been widely shown that diversity in the ensemble

of ML models has a definite impact on enhancing the generalization performance (i.e.

accuracy) [30, 8, 18]. Different from boosting generalization performance by ensemble

methods, our first objective is to propose a novel ensemble-based framework to provide
calibrated predictions, particularly for a large spectrum of adversarial examples.

The main research questions associated with this objective are:

1. Does diversity in ensembles of CNNs encourage calibrated predictions?

2. For calibration purposes, how can we promote effective diversity in the ensemble in a
computationally efficient way?

3. Using an ensemble of diverse CNNs (without adversarial learning), can we detect the
black-box adversarial examples based on their low predictive confidence, resulting in
minimization of their risk, while maintaining the generalization performance on the
clean samples?

4. Is such an ensemble of diverse CNNs robust to white-box adversarial examples?

Objective 2: Differentiating various accessible OOD sets for effective OOD
learning. It has been shown that vanilla CNNs can be trained to output calibrated predic-
tion on Out-of-Distribution samples with the aim of detecting (unseen) OOD samples |36, 5].
Alternatively, one can use an Augmented CNN (A-CNN)- a vanilla CNN with an extra
class added to its output— in order to directly classify the (unseen) OOD samples to its
extra class. However, there are several unaddressed questions about OOD learning of these
CNNs that we aim to answer in this objective:

1. Considering the availability of a large number of OOD sets, are they equal for training
a well-generalized CNN which in turn can detect a wide range of unseen and unknown
OOD samples?

2 What property(ies) of OOD sets are important for differentiating and recognizing the
most proper OOD set for the purposes of training?

3. Inspired by these properties, how could we design a collection of cost-effective metrics
to effectively identify the most proper OOD set, which can be used for training a
well-generalized CNN, robust to OOD samples?

Objective 3: Investigating the capacity of Augmented-CNN (A-CNN) for in-
creasing the robustness to adversarial examples. Our goal here is to quantitatively
and qualitatively investigate the robustness of an A-CNN, which is trained on a proper
OOD set recognized by our previous proposed metrics, to the black-box and the white-box
adversarial examples. To accomplish this objective, the following questions are answered:
1. Are ODD learning and widely-known "adversarial learning" equally effective to make

an A-CNN more robust to I) the OOD samples, II) the black-box adversarial examples?



2. By some qualitative results, observe where are the OOD samples and adversaries located
in the feature space of a vanilla CNN?7 How are their locations in the feature space
changed by OOD learning of an A-CNN?

3. How does OOD learning affects the learned decision boundaries and the fooling regions

(adversarial examples region) in the input space?

e Objective 4: Propose an application of OOD learning for training a robust
object detector from a partially-labeled large-scale dataset. Besides the application
of OOD learning of an A-CNN for detecting the OOD samples, we aim to showcase another
novel application of OOD learning, which is about training robustly an object detector on a
merged (partially-labelled) dataset. Merging several datasets, where each has a disjoint set
of Objects-of-Interest (Ools), is a cost-effective way to create a unified large-scale dataset
that includes a wider spectrum of objects of interest that appear in a larger spectrum of
conditions, e.g. light conditions, styles, among others. Compared to learning several object
detectors —each for one dataset—, another motivation for learning a unified object detector
on a merged dataset is that training and testing a single unified object detector incur lower
computational cost (in terms of computation and memory resources).

However, in such a merged dataset, there are a large number of missing-label instances,

and training on it leads to an object detector with an inferior performance. Our main goals

is to leverage the available labelled information in the constitutive datasets to automatically

label the missing-label instances in the merged one. This, in turn, allows us to train a

unified robust object detector with higher performance. To this end, we need to answer the

following questions:

1. How do the missing-label instances in a dataset negatively impact on the performance
of the state-of-the-art object detectors such as YOLO and faster R-CNN?

2. How to handle the missing-label instances that are emerged through merging various
datasets by the use of A-CNN trained on an OOD set?

3. To generate accurate pseudo-labels for the missing-label Ools, how to reduce the number

of wrong predictions, particularly for hard-to-classify instances?

This thesis is organized as follows. In the first chapter, we provide some background materials,
then review the renowned attack algorithms and the proposed defenses. The second chapter
covers our proposed ensemble of diverse specialist CNNs and our extensive experimental
evaluations. Then, in the third chapter, we propose three novel metrics for differentiating
an array of OOD sets w.r.t a given in-distribution task/set. Our metrics are then evaluated
using a diverse set of benchmarks and we show that A-CNN trained on our selected OOD
set can also detect FGS (Fast Gradient Sign) adversarial examples. In the fourth chapter, we
further investigate the capacity of different A-CNNs for detecting a wider range of black-box

adversarial examples through quantitative and qualitative empirical analyses. To showcase an



application of the A-CNN, in chapter 5, we propose a training framework that integrates an
A-CNN into the pipeline of YOLO (an object detector) in order to generate pseudo-labels for
missing-label instances in a merged dataset. Finally, we conclude the thesis by reviewing our

research findings in the conclusion chapter.



Chapter 1

Background Material

In this chapter, we briefly describe some preliminary concepts, particularly those used frequently
in the thesis, then we review some widely-known adversarial example attack algorithms and some
state-of-the-art defense strategies to adversaries. Finally, we close the chapter by discussing

OOD samples and the proposed methods in the literature for detecting them.

1.1 Preliminary Concepts

1.1.1 Notions and Definitions

For a K —class classification problem, a classifier h : X — ) is learned to classify a given
input instance x from input-space X to a label y in the label-space ). The samples of the
given classification problem are generated from an unknown joint data distribution D, i.e.
(x,y) ~ D. A neural network, as a classifier, maps an input image r € X = R” into the
conditional probabilities over K classes, i.e. h: X — [0,1]%, such that hy(x) +- -+ hg(x) = 1.
More specifically, a neural network (e.g. CNN) is a series of L nested functions, represented by
h(x; W) = softmax(h”(h*~1(... h'(x)))), where softmax function creates the final conditional
probabilities and W represents compactly the parameters of the learner!. Formally, a softmax
function computes the class-conditional probabilities for z € R¥, which is the output of L—th

layer for x,i.e. briefly shown as h’(x), as follows:

1
softmax(z) = ——— [, ..., e"K]. (1.1)

K )
Dz €
Each layer [ of the network is indeed a function h!(h!~1(.)) that is taking the output of the
preceding layer as its input.

Generally speaking, in machine learning, we aim at finding a classifier h with a small "true

error", which is defined as the expected loss of h on the samples randomly drawn from the

'We may drop W from h for simplicity in the notation.



given data distribution D:
Lp(h) = Exyyp(h(x) #y). (1.2)

However, computing the true error is not possible as the data distribution D is unknown. Thus,
we instead find a classifier through minimizing its loss over a given set of training samples.
This is known as Empirical Risk Minimization (ERM).

Consider a training set S = {(x;,y:)}}Y,, consisting of N independently and identically
distributed (i.i.d.) training pairs of input sample x; € R” with its associated ground-truth
label k € {1,..., K}, which is represented by a one-hot vector y; € [0,1]% with a single 1 at
its k-th element. The i.i.d. assumption means that each training sample (x;,y;) € X x ) is
freshly drawn from the joint data distribution D. A neural network h(-; W) is trained through
minimizing the cross-entropy loss function £(., ;W) : X x Y — Rt over N i.i.d. training

samples, formulated as follows:

N N
1 1
W* = argmin — » L(h(x;),y;; W) = argmin [ —— Y y;logh(x; W
gn N; (h(xi) ) = argn ( N; g h( ))

N (1.3)

1
= argmax — Y loghg(x;; W),
e & el
where hi(x;) is the estimated conditional probability of the k-th class corresponding to the

ground-truth label of a given sample x;.

1.1.2 Deep v.s. Shallow Learning Models

Many of conventional learning models, such as linear and logistic regression as well as kernel-
based models (e.g. kernel SVM) are regarded as shallow learning models as they have no more
than 2 layers. For examples, Gaussian Processes (GP) as a shallow ML model has two layers:
one layer is a kernel function and another is the expected responses of the kernel function for
each pair of a training example and the given test instance (i.e. K(xy,X;), where x; represents

the i-th training example and x; is the given test example).

Human’s brain—the most powerful and unique natural learning system— can be categorized
as a deep rather than a shallow learning model. For example, the visual cortex in human’s
brain, which is responsible for visual recognition, has 5-10 levels [88|, where each level in this
hierarchy presents a level of abstraction with some distributed representations [3|. Inspired by
such a brilliant natural learning model, the researchers devised Convolutional Neural Network
(CNN) that have several layers of hierarchy to mimic the way that human’s brain is operating
(Fig 1.2).

It has been argued that many of the shallow learning models, especially those that are based
on the kernel functions such as GP, kernel Support Vector Machine (SVM), and k-NN;, are

not truly able to model some high-varying functions from the input to the output space |[3]
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Figure 1.1: "local-smoothness" assumption by the kernel-based ML models (with one fixed
generic kernel function) is not sufficient to estimate a highly-varying target function [3|

as these shallow models are based on the "local-smoothness" assumption, which means "very
close" samples in the input space should be mapped nearby in the output space. Indeed, the
main issue of these shallow methods is rooted from definition of "closeness" or proximity, i.e.
how close two samples should be so that we expect their outputs should be similar? Can a
fixed generic kernel function captures all the variations of a highly varying decision boundary
or a target function? (Fig 1.1). In fact, one may require various kernel functions (with different
kernel widths) to model different level of variations of a target function in the input space. On
one hand, to attain a good generalization for such a high varying target function, e.g. a function
with 2K "turning-points", a shallow learning model needs at least K training examples [3].
Hence, as the number of turning-points are increased, the number of training examples should
be increased in order to attain a well-generalized learning model. On the other hand, the high
volume of training data can be a computational burden for the kernel-based methods (e.g.
Gaussian kernel SVM) as they need to compute a full kernel matrix N x N with N as the

number of training samples.

Unlike the shallow models, deep models aim to define the closeness of two given sample by
their similarity in the abstract level rather than in the raw input space or the conventional
kernel space [3]. To capture such abstract-level similarities, deep learning models leverage
the idea of hierarchical and distributed representation, where each layer represents a different
level of abstract, i.e. the lower layers in this hierarchy represent the distributed and local
spatial features of a given input while the higher layers offer more abstract representations of
it (Fig. 1.2).



Figure 1.2: The hierarchical features learned by the first, second, and third layers of a deep
learning model for human faces (1st column) and cars (2nd column). The early layer in this
hierarchy represents the distributed and local spatial features of a given input while the upper
layers offer more abstract representations of it. The image is adapted from [50].

1.2 Adversarial Example Attack Algorithms

Distributed and hierarchical representation learning empowered by GPUs and large-scale
datasets allow deep learning models (e.g. CNNs) to outperform the conventional shallow
counterparts on many vision tasks. Particularly, the deep models can perform nearly as good
as human, this biologically smart creature, on some tasks such as digit recognition and face
detection. However, Szegday et al. [96] revealed an intriguing phenomenon associated to deep
neural networks as they show that CNNs recognize two visually alike images (one is clean
image, another is its imperceptibly distorted one, named as an adversarial example) as two
different objects. More precisely, while a classifier A can correctly classify a clean input, its
adversarial counterpart, which is created by adding a small and imperceptible distortion to
it, is misclassified confidently by this model. Nevertheless, human observers perceive the
clean input and its adversarial equivalent as two identical instances (see Fig. 1.3). This finding
emphasizes a serious gap between the human’s perception system and that of its artificially
intelligent counterpart, i.e. CNNs, and question the security and dependability of deep learning

models in the presence of such potential threats. Later, Nguyen et al. [72] re-emphasized this



Figure 1.3: Some correctly classified clean images (left column) are distorted by some adversarial
noises, magnified 10x, (middle column) to generate some benign-looking adversarial examples
(right column). All the generated adversarial images are classified as "ostrich" by a victim
classifier |96].

gap by showing that in fact CNNs recognize some unrecognizable (i.e. meaningless or noisy)

synthetic images as perceptibly meaningful natural objects with high confidence.

Afterwards, a large body of researchers attracted to this new phenomenon, i.e. adversarial
examples, to understand it, to investigate the vulnerability and robustness of machine learning
models, and to defend them. Surprisingly, it has been shown that the machine learning models
are vulnerable to a wide array of adversaries, generated by distinct attack algorithms (we
elaborate later on these attacks). More interestingly, it has been also revealed that adversarial
examples not only attack deep learners, but also other machine learning models such logistic

regression [74] and K-nearest neighbors with small & [110].

It is worthwhile to note that while adversarial examples can break down a learning model at
test-time, there are training-time threats, too. These type of attacks aim to a low-performing
model at test-time by poisoning training data or illegally modifying the model itself. The
train-time attacks are out of the scope of this thesis and the interested readers are referred
to [73| for more details. In this thesis, our focus is on the test-time attacks, particularly

adversarial example attacks.
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MNIST

CIFAR-10

Figure 1.4: Various types of adversarial examples for an MNIST’s instance (first row) and an
CIFAR-10’s sample (second row). From left to right: the original image, T-FGS [47], FGS [25],
DeepFool [70], and C&W [10] (L2) adversarial examples.

Originally, adversarial example generation for deep learning models was proposed in [96]
through optimizing an objective function. More specifically, the following objective function
is minimized for a given quadruple con siting of a clean sample x, its true label ( i.e. class)
ke {l,...,K}, a target fooling class k' # k, and a classifier h:

minimize ||€||3
st. h(x+e)=Fk (1.4)
x+eecRP,

where € is the adversarial perturbation. As the generation of adversarial examples was initially
introduced for image data, the input space can be represented by [0, 1]D , instead of the
unbounded space of RP. It is important to note that the generated adversarial example
should be kept in the image space represented by [0, 1]D , where D is the image space’s
dimensionality, i.e. D = W x H with W, H as width and height of the images, respectively.
Minimizing exactly the above objective function is hard. To relax it, the following objective

function is optimized instead, which is approximate the adversarial perturbation € by:

mine - [lel3 + Lix+ &, K3 1) (15)
st.x+e€ 0,17, .
where ¢ controls the magnitude of adversarial perturbation (using /2-norm) and £(., .; h), which

is the loss of the classifier h the perturbed sample, i.e. x + €.

Optimizing Eq. 1.5 does not necessarily generate an optimal adversary due to the non-convexity
nature of deep neural networks. Furthermore, creating a single adversarial example using
Eq. 1.5 is very slow. To generate adversarial examples with smaller time complexity, many

novel adversarial example attack algorithms are proposed in the literature. However, for the
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brevity reasons, we only review the widely-known ones in this chapter. The interested readers
are referred to |76, 118] for an exhaustive review of a large spectrum of adversarial example

attack algorithms and defence methods.

Fast Gradient Sign (FGS) [25] can generate adversarial examples very quickly in one-step.
Inspired from the gradient ascend algorithm, the FGS algorithm modifies the clean image x to
maximize the loss function on a given pair composed of a clean image x and its associated true
label, represented by a one-hot vector y. Formally, a FGS adversary is generated as follows:

¢ n i (2L009)) 0o

where €, as the step-size, is large enough to achieve a misclassification in a single step. Note
that % and € indicate the direction for generating an adversarial example and the

magnitude of adversarial noise, respectively.

Targeted Fast Gradient Sign (T-FGS) takes a triple of (x, k, k') to perturb a clean sample
x from the true class k such that the victim classifier misclassifies it as the selected target class
k' # k. Therefore, contrary to FGS algorithm, a T-FGS adversarial example intents to fool
the victim classifier to a target class, thus it generates a T-FGS adversary by minimizing the
loss function of a classifier. Likewise [47], one can set the fooling target class as the least likely
class k' = argming gy h(x), or the second most likely class K’ = arg maxy4; h(x). Note

that the target class k' is denoted by a one-hot vector y’ with a single one at k’-th element.

Finally, a T-FGS adversary is produced by the gradient descent algorithm to minimizing the
loss function of a classifier w.r.t. the input data for a given triple of a clean input image x, its
associated true class y, and a fooling target class y’ (y #Zy’):

5L, W

/ .
X =X —€-sign
crue < ox

Iterative Fast Gradient Sign (I-FGS) is an iterative variant of the FGS algorithm [47].
The FGS algorithm finds an non-optimal perturbation as it takes a relatively large step-size,
i.e. €, in order to assure the generation of a successful attack in one step. Whereas, the I-FGS

algorithm tends to create more optimal perturbations by iteratively distorting a given clean

€
T>
where T" and € are the number of iterations and the total magnitude of noise, respectively.

sample by a smaller noise magnitude €¢’. Indeed, the step-size of I-FGS can be set to € =

Formally, an I-FGS adversary sample is generated as follows:

XO

adv — %
L (h(x! .
Xt—gl =x\,, + € X sign M 7
- 8Xadv

where t = {0,...7 — 1}. The iteration can be terminated once an adversarial example is found

or allowing the number of iterations reach to 7.
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Projected Gradient Descent (PGD) [64] is another iterative variant of FGS, but unlike
I-FGS, the total acceptable amount of distortion ( which is denoted by «) can be larger than
the multiplication of the step-size € and the number of iteration 7', i.e. € x T > «. It means
that the generated sample can be perturbed more than the allowed perturbation «, but in
order to keep the generated sample inside a—ball around the clean sample x, they used a
project operation. This aims to project back the perturbed sample at each iteration ¢ into a

a—ball around x:

0

Xadv = %
C(OL(h(xE,),y) (1.9)
1 adv/?
xt =« (xgdv + € x sign <8X2dv ,

where 7, x is the project operation to keep the generated sample in a a—ball around the clean
sample x. In addition, the initial samples (i.e. clean samples) can be perturbed by a random

noise before starting perturbation process by PGD.

Carlini and Wagner (CW) [10] as another targeted attack attempts to find a sub-optimal
perturbation through optimizing the following objective function for a given triple of an input

image x, its true label k, and a fooling target class k'

min. ||e|[, + ¢+ f(x+€)

1.10
x+ec[0,1]P, (1.10)

where f(x) = max (0, max;p h(x') — hy (x')) with X’ = x + € and p as the parameter of the
norm function can be set to 0, 1, 2, or oo, reflecting different distance metrics (i.e. lg, 11, l2, loo)-
Note that f(.) can be replaced by a range of other functions, to read more about them, interested

readers are referred to [10].

To remove the above explicit constrain (x + € € [0, 1]P), the authors used "change of variable"
trick. More precisely, instead of optimizing over € in Eq 1.10, they optimize over a new variable
w, where € = 1 (tanh(w) + 1) — x, satisfying automatically x + € € [0,1]P. Therefore, they

optimize the following objective function:
.t 9 1
min ]|§ (tanh(w) + 1) — x||5 + ¢ X f(§(tanh(w) +1)), (1.11)
w

where f(x') = max (max;zp b (x') — hf (x'), —k) with hf(.) is the k-th element of the output
vector by the last (i.e. L-th) layer of a CNN before the softmax activation. The hyper-parameter
of k can ensure achieving of a high confidence misclassification (by setting  to a large value).
A large k creates instances with larger amount of distortions with high fooling confidence that

can likely attack other learning models (i.e. high cross-model generalization).

DeepFool, as an untargeted attack, aims at efficiently generating (sub-)optimal adversarial

perturbation for a given clean sample through orthogonal projection of it onto its nearest
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decision hyper-plane. Initially, it is assumed that the decision boundaries are linear, thus in one
single step an adversary can be found as shown in Fig. 1.5. However, since the assumption of
linearity of hyper-planes does not hold true for the deep neural networks, the authors relaxed
it and took several orthogonal-projection steps toward the solution, i.e. until an adversary is

found. More details on DeepFool algorithm can be found in |70].

Figure 1.5: Deepfool creates an optimal adversarial example by orthogonal projection of a
given clean sample z( to its nearest (linear) decision boundary (i.e. hyper-plane), where
F ={x: f(x) = 0} represents the decision boundary of a binary classifier f [70].

1.2.1 Attack Models

As the aforementioned adversarial attack algorithms rely on a classifier/model for generating
the adversarial examples, attackers should thus have access to a model. They might have a full
access to the victim model (in white-box model), at all any access to it (in black-box model),
or have a partial information about the victim model (in gray-box model). In the following,

these attack models are briefly explained:

e Black-box Attack: In the black-box attack model, an attacker has no knowledge about the
victim model of an intelligent system, including its structure, parameters, training set, etc,
as the underlying ML models may be kept hidden from any external accesses. In this case,
the end-users, including attackers, can only access the predictions (decisions) of a model
such as online services ( face recognition or image tagging) provided by online platform
clarifai. Despite secrecy of the victim models, attackers can still attack and fool them by
leveraging cross-model generalization property of adversarial example attacks [96, 60, 74].
This property explains that the adversarial examples crafted by a different local model can
be easily transferred to mislead other learning models, showing the severity of vulnerability
of deep neural networks to the adversarial examples. Another possible way to craft black-
box adversaries, without knowing the exact information about the victim model, is to
approximate the victim model by learning a local proxy model on a set of collected clean
samples which are labelled by the victim classifier [74]. Most likely the proxy classifier

and the victim one predict similarly, since the proxy is trained to behave like the victim
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model. The adversarial examples crafted by such a proxy model, which is achieved through
reverse engineering, can be considered as a kind of black-box adversarial examples. Since
the attacker still does not know the real structure of victim model or its whole training
set that being used for its training, such reverse engineering attacks can be regarded as
black-box attacks.

e Gray-box Attack: In this model, it is often assumed that the attackers know some partial
information about the underlying ML model, such as structure of the model, i.e. the number
of layers and filters, filter size, and etc., or they are aware of the specific underlying defense
mechanism used to defend the ML model. However, the attackers do not have access to the
exact numerical values of the parameters of the (defended) ML model. Recall that in the
black-box model, the attacker has no knowledge about the victim classifier (its structure
and its parameter). In the gray-box attack model, by leveraging the available but partial
information about the victim model, the attacker can increase the chance of generating
successful attacks.

e White-box Attack: In the white-box model, we assume the attackers completely access to
the underlying victim model, including its architecture, parameters and hyper-parameters.
The adversaries generated directly from the victim model are called white-box adversarial
examples. Indeed, in this model, we may assume that the attackers are the developers of
an intelligent system, who have a full access to the underlying ML models, and they aim to
assess the robustness of the underlying model under a worst-case scenario, i.e. when the

attacker knows completely the victim model.

1.2.2 Defense Techniques

To defend the classifiers against adversarial attacks, two main tracks of approaches are active;
in the first track, which we call "correct classification track", the major goal is to robustify
the classifiers to adversarial example attacks such that any given adversarially perturbed
input samples can be correctly classified. In other words, a robust model in this track should
output the identical predictions for a clean sample and all of its adversarial counterparts, i.e.
h(x) = h(x + €). The other track, however, aims at reducing the risk of adversarial examples
by identifying them. Compared to the former track, the main goal of the latter one is not to
correctly classify the adversarial examples, but rather to detect and reject them to be classified.
This allows the system to be absent from making automatic but wrong decisions in the presence
of the misleading and hostile samples. Indeed, the cost of making wrong decisions in the face
of adversaries by an intelligent system, e.g. a medical diagnostic system, can be remarkably
higher than making no decision (by avoiding to make any decision). In the case of rejection
(denying to classify a given sample), a human operator can keep the system under his control
by safely handling such hostile situations. Carlini et al. [9] have meticulously shown that both

detection and correct classification of adversaries are equally difficult to address.
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1.2.3 Correct Classification of Adversaries
Adversarial Training

As the first and the most famous attempt for robustifying CNNs to adversarial example attacks,
researchers have proposed the methods that ultimately enable CNNs to correctly classify
virtually any kinds/types of adversaries. To this end, Goodfellow et al. [25] initially proposed
the "adversarial training” method, where the model is simultaneously trained on both clean
samples and their FGS adversarial counterparts. The rational behind adversarial training
is that a model should be able classify two samples (i.e. a clean sample and its adversarial
counterparts), which are locating very nearby in the input space, as the same output. Latter
on, many researchers followed the adversarial training method, but they generate various types
of adversarial examples in different settings (varying hyper-parameters) in order to enrich an
adversarial training set. This training set can either be generated on-the-fly (during training
time) by using the underlying model [47, 41, 64] or pre-generated from a single model [70, 82]

(which is different from the underlying model) or from an ensemble of models [101].

Although adversarially training a CNN can increase its robustness to some types of adversarial
examples, particularly those that are seen during training, the researchers demonstrated several
limitations of adversarial training method. The first and most important limitation is the
lack of guarantee of such adversarially trained models to the unseen or undiscovered types of
adversarial ezamples [119, 100]. In other words, adversarially training a CNN on one type of
adversaries, e.g. those generated by [, or I3 norms, does not necessarily bestow the models
robustness to other unseen adversarial examples [87, 61|. For example, Tramer et al. [100]
recently show a model robust to a specific type of adversaries, e.g. [, is vulnerable to other
types, e.g. lo type adversaries. Therefore, it seems that to achieve robustness to a large
spectrum of types of adversaries, accessing to an all-inclusive training set of adversaries from
different types is crucial. However, generation of such exhaustive adversarial training set is
computationally very costly or even impossible, which can also result in an increment in the

training time.

Denoising of Adversaries

Devising pre-processing methods [56, 27| to de-noise the adversarial instances is a sub-category
of correct classification adversaries. In [56], using a training set of adversaries, the authors train
a denoiser network for removing adversarial perturbation from the adversarial images before
feeding them to some the target CNNs. However, training an effective and well-generalized

denoiser network still requires a diverse set of adversaries.
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1.2.4 Detection of Adversaries

It is argued in [119, 100] that dversarially training a CNN (for classifying them correctly) may
cause a degradation in generalization performance as adversarial learning forces the model
to learn two seemingly visually similar but statistically different samples as the same class.
Despite of the visual resemblance of the adversaries to their clean counterparts, they are in fact
statistically different [26], meaning that they can be drawn from two different data generation
distributions. From manifold perspective, Tanay et al. [98] argued that the adversaries are not
lying on data manifold even though they are locating near to it. Therefore, considering these
arguments, it seems justified that the vanilla models (e.g. CNNs) classify clean samples and

their benign-looking adversarial counterparts very differently.

As a result, with the aim of reducing the risk of adversaries, one can devise a detector for
discriminating the adversaries from the clean ones, then rejecting to classify them [19, 63, 69, 67/,
instead of striving to train CNNs to correctly classify both adversaries and clean samples. The
methods categorized under this track, i.e. adversarial detection, aim to learn a classifier that
induces a minimum risk over the clean and adversarial samples. We can define the risk function
R:X xY — RT for a given input sample x € X and its true label y € Y w.r.t. a learning

model h as follows:

0 h(x)=y
R(x,y;h) =<1 h(x)#y (1.12)
0 h rejects x

where 0 < 6 < 1 ensures the risk of rejection is smaller than that of wrong prediction, which
is one. The empirical risk rate on a given set of labeled samples, e.g. S, w.r.t a classifier
h is computed by % Ef\; 1 R(xi,yi; h). Regardless of adversarial context, the rejection can
be obtained by using a threshold on predictive confidence of a classifier |2, 53|, an auxiliary
model |20], or explicit rejection to an extra class, which is added to the output of the original
classifier |14, 38].

Note that defining simply a threshold on the original predictive confidences of a CNN, with the
aim of detecting adversaries, does not perfectly work since the CNNs are generally uncalibrated
classifiers [29], meaning their predictive confidences on the adversaries are as high as those of
clean samples, leaving them indistinguishable. Therefore, it is essential to somehow process
the predictions of a CNN to create a gap between the predictive confidences of adversarial

examples and those of clean ones.

A large body of research work [2, 19, 26, 62, 67, 63, 69, 53] has been proposed to train
an auxiliary classifier /regressor on a joint training set of clean samples and their adversarial

counterparts in order to have a detector automatically identifying and distinguishing adversaries
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from their clean counterparts.

Given that the adversaries are not lie exactly on the sub-manifolds of clean samples [98], the
located samples far away from the sub-manifolds should be identified as adversaries. Considering
this hypothesis, Feinman et al. [19] proposed to compute the average kernel distance (using
a Gaussian kernel) between a given sample and each of K sub-manifolds (associated to each
class of a classification problem) in the feature space (i.e. the last convolution layer of a
pre-trained CNN). To automatically discriminating the samples according to their distance to
data manifolds, they trained a binary classifier on a joint set of adversarial examples (labeled

as positive class), clean (as negative class), and noisy samples (as negative class).

Similarly, Ma et al. [63] trained a logistic classifier for identifying adversaries according to
another metric, namely Local Intrinsic Dimentionality (LID). To train the classifier, the LID
of all samples, including adversaries, clean and random noise samples, are computed using the
penultimate layer of a pre-trained vanilla CNN. However, the LID metric can be computed
using all or a number of the intermediate layers. Using the LID value(s) of a give sample, the

trained classifier can discriminate adversaries from their clean counterparts.

Assuming multi-modal Gaussian distribution for the clean data in the feature space, Lee et al. [53]
proposed to use Mahalanobis distance in the feature spaces, which is obtained from some
intermediate layers of a pre-trained CNN. For each sample, to produce a final score by mixing
all Mahalanobis distances (scores) achieved by the layers, a regressor is used. This regressor
then is trained on a training set of clean samples and adversarial examples such that to create
a gap between the final confidence scores of the clean samples and those of adversaries. Finally,

using a threshold on these scores, the adversaries are separated from the clean ones.

Although these detectors (regressor/classifier) can detect some types of adversaries, the general-
ization ability of their detectors to detect unseen types of adversaries is not clearly investigated 2.
Thus, likewise adversarial training, training such auxiliary detectors might need a diverse set

of adversaries, which is expensive to attain.

Without training an auxiliary detector, Hosseini et al. [38] used a CNN with an extra class
added to its output, performing like an explicit rejection option. We call this CNN as augmented
CNN (A-CNN). Inspired from adversarial learning, the authors trained an A-CNN using a set
of adversaries such that they should be classified as the extra class (equivalent to rejection).
However, this proposed method of training A-CNN still suffers from the limitations of the
adversarial learning discussed in Section 1.2.3, such as the need of having a comprehensive set
of adversaries to ensure achieving the generalization ability for a wide-range of adversaries,

particularly the unseen ones.

2However, Lee et al. [53], have shown empirically the generalization ability of their regressor (mixing the
Mahlanobis distance based scores) on a some types of unseen adversarial example attacks.
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By the use of diversity in the ensemble of models, Sharif et al. [90] aimed to detect the
adversaries. More precisely, the authors ezplicitly trained the CNNs in the ensemble on a set
of training adversarial examples so that encourage the members to diversely predict these
samples, leading to prediction with higher uncertainty for them. Likewise the aforementioned
approaches, their approach is dependent on having access to a comprehensive set of adversaries.
Moreover, Kariyappa et al. [44] proposed an ensemble of CNNs where they explicitly force each
pair of CNNs to have dissimilar fooling directions for each given training samples, in order to
promote diversity in the presence of adversaries. However, computing similarity between the
fooling directions by each pair of members for every given training sample is computationally

expensive, resulting in a drastic rise in training time.

1.3 Out-of-Distribution Samples

In supervised learning, it is generally assumed that a training set and a held-out test set are
drawn independently from an identical data distribution, called an in-distribution set. While
this assumption can be true for many controlled laboratory environments, it rarely holds for
the real-world in which the samples can be drawn from both in-distribution and from any other
distributions, called out-of-distribution (OOD) data 3. The OOD dataset contains the samples
that are semantically and statistically different from those in-distribution ones. For instance, a
real-world image-based digit reader model may be exposed to an enormous types of images

that do not contain any digit, in which we expect to deny to classify such OOD samples.

Unfortunately, it has been demonstrated that CNNs are not robust to OOD samples, as they
are classifying them confidently to their pre-defined classes. For example, a three-layer CNN
trained on MNIST confidently classifies the exhibited OOD samples in Fig 1.6 as 0-9 digit
classes. Although OOD samples are not inherently adversaries or hostile samples, they still
can impose a high risk on the CNNs. Indeed, the CNNs as uncalibrated classifiers [29, 34| are
not generally able to predict OOD samples with low confidence, making them indistinguishable
from the clean legitimate instances. Identifying the OOD samples, then rejecting them, is
highly demanding for the security-sensitive applications in order to make reliable decisions as

well as to avoid some illegal actions, which are arising from such illegitimate instances [105, 51].

Interestingly, in addition to CNNs (as discriminative models), it has been shown that deep gener-
ative models also suffer from the existence of OOD samples as they produce higher likelihood for
OOD sets than the in-distribution set [13, 71, 80]. For example, Nalisnick et al. demonstrated
that likelihood of a deep generative model trained on CIFAR-10 creates higher likelihood on
SVHN than CIFAR-10. To explain this phenomenon, Ren et al.argued that deep generative

3There are the data distributions that are similar to the in-distribution but their samples are shifted, such
as M-MNIST and SVHN datasets for MNIST (as in-distribution). In this thesis, we do not consider the shifted
datasets as they are well-known in domain adaptation.

19



), 0. =
o Y

Figure 1.6: The OOD samples from NotMNIST (1st row) and CIFAR-100 (2nd row) are
confidently classified as digit 0-9 (left to right) by a three-layer CNN trained on MNIST.
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models focus heavily on background information rather than semantic information of a given
sample for calculation of likelihood (p(x)). To cancel the effect of background in likelihood
and focus on semantic information, they, instead, propose likelihood ratio; the ratio between
likelihoods of semantic part of an input sample which is computed by two trained deep genera-
tive models —one is trained on clean in-distribution samples and the other is trained on the
perturbed in-distribution samples. Then, regarding this ratio, they empirically shown that the
OOD sets have lower likelihood ratio than that of in-distribution, leading to detect them. As
the focus of this thesis is on discriminative models such as the variants of CNNs to detect OOD
samples, we skip to review other OOD detection methods based on deep generative models(e.g.
[13, 71].

1.3.1 Post-processing Methods

To tackle this challenge (i.e. very certain predictions for OOD samples), some post-processing
approaches [16, 35, 53, 55, 43| proposed to transform the predictive confidence of the OOD
samples, which are achieved by a vanilla CNN, to a lower confidence spectrum while keeping the
in-distribution samples at a higher confidence spectrum. Using a threshold on the confidence,

the OOD samples are then separated from the in-distribution ones.

Towards an open-set recognition [86, 85|, where the unknown samples, e.g. adversarial examples
and OOD data, can be detected, Bendale et al. [2] proposed a post-processing approach, where
the softmax layer of a pre-trained vanilla network is replaced by OpenMax, a new output-layer
that is incorporating an extra class (equivalent to a rejection option) to the usual class-outputs.
By adopting the nearest class mean method [99], OpenMax computes a mean for each class
in the feature space (achieved by the penultimate layer) using the training samples in order
to compute the conditional probabilities of being outlier w.r.t. each class. These conditional
probabilities are then used for detecting the unknown samples, thus took a step toward

addressing the open-set recognition problem.

To encourage more calibrated predictions, the renowned temperature scaling [29, 37| multiplies

the output of a CNN, before its softmax activation, by % (a temperature factor) and then
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re-computes new class conditional probabilities as follows:

oy ep(hE/T)
PIR) = S cp(h (/T

Temperature scaling leads to a more smooth class probabilities for a large T', meaning that

(1.13)

the larger T', the smoother the class probabilities will be. Therefore, by choosing a large T,
the conditional class probabilities become less spiky (i.e. uncalibrated) as they were before the
temperature scaling. By adopting the temperature scaling as a post-processing method as well
as modifying the input samples by adding a FGS-type noise, Liang et al. [55] aim to create a
gap between the predictive confidence of the OOD samples and that of in-distribution samples.

Then using a threshold on the new confidence scores, the OOD samples are detected.

Using the Gaussian assumption, Lee et al. [53] assume the class-conditional probability as a
Gaussian distribution function in the feature spaces, achieved by the output of each layer of
a given CNN. Then, the Mahalanobis distance between the given sample and each class is
computed for finding the nearest class to this sample (with the smallest Mahalnobis distance),
the smallest distance, then, represents a confidence score for this sample. As a CNN has L
layers, one can compute L confidence scores for each input sample. Combining these scores by
using an auxiliary regressor results a final confidence score, which is used then for discriminating

the OOD samples from the in-distribution ones.

Despite the simplicity and efficacy of the aforementioned post-processing approaches, their
performances are highly depend on several additional hyper-parameters such as temperature,
magnitude of additive noise, or the parameters of an auxiliary regression function, which should
be carefully tuned for each OOD set separately. However, in the reality, we do not have access

to all possible OOD sets apriori for tuning these hyper-parameters.

1.3.2 Calibrated Models

Unlike the post-processing methods, the end-to-end calibrated methods aims at training of
either a single model [65, 36, 52, 107] or an ensemble of them [48] for producing low confidence
predictions on any (seen and unseen) OOD samples while maintaining the confidence of

in-distribution samples high.

Lakshminarayanan et al. [48] have shown the effectiveness of a simple ensemble of deep neural
networks (initialized randomly with different values for their weights) as a calibrated method,
where diversity in the ensemble leads to low predictive confidence for OOD samples while high
confidence for the in-distribution samples. This creates a gap in their predictive confidences,
then the OOD samples can be distinguished from the in-distribution samples by setting a

threshold on the predictive confidence.
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To train an end-to-end calibrated model, Masana et al. [65] have incorporated an OOD set to
an in-distribution set to train a modified Siamese network in order to keep the in-distribution
samples nearby while pushing the OOD training samples away from the in-distribution ones.
Other researchers [36, 52, 107| proposed to train a vanilla CNN on an OOD set along with
the given in-distribution set in order to explicitly force it to output the calibrated predictions.
To attain such calibrated estimation for OOD samples, the common objective function of
CNN (i.e. cross-entropy in Eq. 1.3) is modified by adding a KL-divergent term; measuring
the distance between the predictive class-conditional probabilities and the expected class-
conditional probabilities, i.e. U = (%, ce %), for a given OOD sample x’ € Dy (where Dy is
an OOD data distribution). Thus, the loss function of a calibrated CNN is defined as:

~E(xy)enly log h(x)] + BExep, [KLU|h(x"))], (1.14)

where 8 > 0 is a penalty hyper-parameter. To train such end-to-end CNN-based models, one
can leverage a natural OOD set (as of Do) [5, 36, 65] or a set of synthetically-generated OOD
samples [52, 117, 34].

Apart from the computational cost of generating a set of synthesized samples, Hendrycks et al. [36]
have shown that a calibrated CNN trained on a proper naturalistic OOD set can outperform
that of trained on GAN-generated synthetic samples [52]. Although the natural OOD sets can
be more suitable for OOD training than the generated ones, it is not clear how one should
select a proper natural OOD set among the available ones in order to induce a well-generalized
model to detect unseen OOD samples that are drawn from any data distributions. In this
thesis, particularly in chapter 3, we propose three metrics to differentiate natural OOD sets for

the purposes of training such end-to-end calibrated models.
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Chapter 2

Ensemble of Specialists

2.1 Introduction

CNNs are strongly vulnerable to minor and imperceptible adversarial modifications of input
images a.k.a. adversarial examples or adversaries. While identifying such benign-looking
adversaries from their appearance is not always possible for human observers, distinguishing
them from their predictive confidences by CNNs is also challenging since these networks, as

uncalibrated learning models [29], misclassify them with high confidence.

In this chapter, we aim at detecting adversarial examples by predicting them with high
uncertainty (low confidence) through leveraging diversity in ensemble of CNNs, without
requiring any form of adversarial training. To do this, we define an ensemble of specialists so
as to encourage divergent predictions in the presence of adversarial examples, while making

consistent predictions for clean samples.

Some ensemble-based approaches [44, 94] have been shown to be effective for mitigating
the risk of being fooled by adversarial examples. Strauss et al. [94] demonstrated that the
ensembles of CNNs that are created by bagging and different random initialization are less
fooled by adversarial examples, compared to a single model. Recently, Kariyappa et al. [44]
have proposed an ensemble of CNNs where they explicitly force each pair of CNNs to have
dissimilar fooling directions for each given training samples, in order to promote diversity in
the presence of adversaries. However, computing similarity between the fooling directions by
each pair of members for every given training sample is computationally expensive, resulting in
a drastic rise in training time. As another ensemble-based method for detection of adversaries,
Sharif et al. [90] aimed to detect adversaries by use of an diverse ensemble, where its members
are explicitly trained to classify a set of training adversarial examples diversely in order to
have divergent predictions for adversarial examples. Although their approach is similar to ours
in spirit (divergent predictions by the members of the ensemble), they achieve this through

adversarial training of ensemble, need a training set of adversaries. However, our ensemble aims
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to achieve divergent prediction for adversaries without an explicit use of adversarial training.

To build a diverse ensemble, we propose making specialists ensemble, where each specialist
is responsible of classifying a different subset of classes. The specialists are defined so as to
encourage divergent predictions in the presence of adversarial examples, while making consistent
predictions for clean samples. In Fig. 2.1, using a toy example, we demonstrate the role of
diversity in our specialist ensemble for driving the prediction of black-box adversaries with low
confidence and hardening generation of high confidence white-box adversarial examples. We
also devise a simple and computationally efficient voting mechanism to merge the specialists’

predictions for computing final predictions.

As a result of our ensemble of diverse specialists and voting mechanism, we are enforcing a gap
between the predictive confidences of adversaries (i.e., low confidence predictions) and those
of clean samples (i.e., high confidence predictions). By setting a threshold on the prediction
confidences, we can expect to identify the adversaries properly. Interestingly, we prove that
the predictive confidence of our method in presence of disagreement (high entropy) in the
ensemble is upper-bounded by 0.5 + ¢ (see corollary 1), where ( = ﬁ with M is the size of
our ensemble (i.e. number of members of the ensemble). This upper-bound allows us to set
a global-fized threshold (i.e., 7 = 0.5), on the predictive confidence, eliminating the need to
fine-tune the threshold.

Using standard benchmarks in image classification, we empirically show that several types of
black-box attacks can be effectively detected with our proposal due to their low predictive
confidence (i.e., < 0.5). Also, we show that attack-success rate for generating white-box
adversarial examples using the ensemble of specialists is considerably lower than those of a
single generalist CNN and an ensemble of generalists (a.k.a. pure ensemble). These empirical
results demonstrate how, without adversarial training and only by diversity in the ensemble,

one may design more robust CNN-based classification systems.

2.2 Ensemble Construction

We define the expertise domain of the specialists (i.e. the subsets of classes) by separating each
class from its most likely fooled classes. We later show in Section 2.4 how separation of each
class from its high likely fooling classes can promote entropy in the ensemble, which in turns

lead to predicting adversaries with low confidence (high uncertainty).

To separate the most fooling classes from each other, we opt to use the fooling matrix of FGS
adversarial examples C € RE*K that reveals the clean samples from each true class have a
high tendency to being fooled toward a limited number of classes rather than uniformly toward
all of them (Fig. 2.2(a)). The motivation for using FGS adversaries is two-fold: their generation

is computationally inexpensive, and they are known to be highly transferable to many other
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Figure 2.1: A schematic explanation of ensemble of specialists for a 3-class classification. On
the left, a generalist Multi Layer Perceptron (MLP) (h(-)) trained on all 3 classes. On the
middle and the right, two specialist binary classifiers hi(-) and hy(-) are trained on different
subsets of classes, i.e. respectively (red,green) and (red, blue). A black-box attack, shown by
a black star, which fools a generalist classifier (left), can be classified as different classes by
the specialists, creating diversity in their predictions. Moreover, generation of a white-box
adversarial example by the specialists can create two different fooling directions toward two
unlike fooling classes. The fooling directions (in term of derivatives) are shown by black arrows
in zoomed-in figures. Such different fooling directions by the specialists can harden generation
of high confidence white-box attacks (section 2.4). Thus, by leveraging diversity in ensemble of
specialists, without the need of adversarial training, we may mitigate the risk of adversarial
examples.

classifiers. In other words, other classifiers, which have different structures and parameters
than a victim classifier, behave in a similar manner in the presence of FGS adversaries as they

are fooled to the same classes [60, 96, 11].

Using each row of the fooling matrix (i.e. ¢;), we define two expertise domains for i-th true
class so as to split its high likely fooling classes from its less likely fooling classes as follows
(Fig. 2.2(b)):

e The subset of high likely fooling classes of i: U; = U{j} if ¢ >, j€{1,...,K};
e the subset of less likely fooling classes of i: Ujyx = {1,..., K} \ Uy

where p; = Z]K:l cij (average of fooling rates of i-th true class). Repeating the above procedure
for all K classes makes 2K subsets (expertise domains) for a K-class classification problem.
We add another set, which includes all of K classes ({1,..., K}), to these 2K subsets (this
is done to add a generalist CNN to this ensemble of specialists). Thus, the number of the
expertise domains is M = 2K + 1. However, if there are some duplicated subsets among the
2K ones, we remove the duplicated subsets. Therefore, the number of expertise domains can
be less than 2K + 1, i.e. M < 2K + 1.

Afterwards, for each expertise domain (subsets), one specialist is trained in order to form
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Horse 0.92 0.36 6.40 566 1.62 0.00 0.98 4.46

Ship 11.10 4.12 20.94 442 712 010 1428 0.84 0.00 [eyfuL]

586 1.74 6.78

Truck 3.88 [23.92 7.24 264 1344 022 E¥ALN 1.74 486 0.00

Airplane Auto Bird Cat Deer Dog Frog Horse Ship Truck
(a) CIFAR-10 FGS fooling matrix (b) The expertise domains of “Airplane” class

Figure 2.2: (a) Fooling matrix of FGS adversaries for CIFAR-10, which is computed from 5000
randomly selected training FGS adversaries (500 per class). Each row shows the fooling rates
(in percentage) from a true class to other classes (rows and columns are true and fooling classes,
respectively). (b) An example of forming two expertise domains for class “Airplane” according
to the left fooling matrix. The bold (dotted) arrow shows that class "Airplane" is high (less)
likely fooled to the class indicated at the end of the arrow. Collecting its high likely fooled
classes (indicated in yellow zone) into one set forms one of the expertise domains and the rest
of classes ,i.e. the less likely fooled classes (in red zone), are forming another expertise domain.

an ensemble of specialist CNNs. Note that a CNN (called generalist CNN), which is trained
on all the classes, is also added to this ensemble. The ensemble involving of M < 2K + 1
members is represented by H = {h'(),...,hM ()}, where h/(:) € [0,1]¥ is the j-th individual
CNN mapping a given input to the conditional probability over its expert classes. Thus, the

probability of the classes out of its expertise domain is fixed to zero.

2.3 Voting Mechanism

To compute the final prediction out of our ensemble for a given sample, we need to activate the
relevant specialists, then averaging their prediction along with that of generalist CNN. Note
we can not simply use the generalist CNN for activating specialists since in the presence of
adversaries it can be fooled, so this causes the selection (activation) of the wrong specialists.
In Algorithm 1, we devise a simple and computationally efficient voting mechanism to activate

those relevant specialists, then averaging their predictions.
Let us first introduce the following elements for each class i:

e The actual number of votes for i-th class by the ensemble for a given sample x: v;(x) =
ij\il I (z = argmaxy hi (x)), i.e. it shows the number of the members that classify x
to i-th class.
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Algorithm 1 Voting Mechanism
Input: Ensemble H = {h!,..., hM}, expertise domains U = {Uy,..., Uy}, input x
Output: Final prediction h(x) € [0,1]%

L vg(x) Zj]\/il I (k‘ = argmaxg hj(x)) , k=A{1,...,K}
2: k* < argmaxh_; vy (x)

30 if e (x) = [%] > Agreement on k* as the winner class

4: Hy < {h' € H|k* € U;} > Activating the members voting for k*
_ L :

5: h(x) + izl S hicH,. M (x)

6: else > No agreement on a winner class

7 h(x) < 37 Yopicw M (x)

8: return h(x)

e The maximum possible number of votes for i-th class is [%] < K + 1. Recall that for each
row, we split all the K classes into two expertise domains, where class ¢ is included in one
of them. Considering all K rows, we have K expertise domains that include class 7. Given
these K expertise domains and the generalist domain ( with all the classes i.e. {1,...,K}),

we end up with a maximum of K + 1 subsets that involve class i.

As described in Algorithm 1, for a given sample x, if there is a class with its actual number of
votes equal to its expected number of votes, i.e. v;(x) = [%], then it means all of the specialists,
which are trained on i-th class, are simultaneously voting (classifying) for it. We call such a
class a winner class. Then, the specialists CNNs voting for the winner class are activated to
compute the final prediction (lines 3-5 of Algorithm 1), producing a certain prediction (with
high confidence). Note that in the presence of clean samples, the relevant specialists in the
ensemble are expected to do agree on the true classes since they, as strong classifiers, have

high generalization performance on their expertise domains.

If no class obtains its maximum expected number of votes (i.e. $i, v;(x) = [%] ), it means
that the input x leads the specialists to disagree on a winner class. In this situation, when no
agreement exists in the ensemble, all the members should be activated to compute the final
prediction (line 7 of Algorithm 1). Averaging of the predictions by all the members leads to a
final prediction with high entropy (i.e. low confidence). Indeed, a given sample that creates
a disagreement (entropy) in the ensemble is either a hard-to-classify sample or an abnormal

sample (e.g. adversarial examples).

Using the voting mechanism for this specialists ensemble, we can create a gap between the
predictive confidences of clean samples (having high confidence) and those of adversaries (having
low confidence). Finally, using a threshold 7 on these predictive confidences, the unusual

samples are identified and rejected. In the following, we argue that our voting mechanism
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enables us to set a global fixed threshold 7 = 0.5 to perform the identification of adversaries.
This is unlike some threshold-based approaches [53, 2] that need to tune different thresholds

for various datasets and their types of adversaries.

Corollary 1. In a disagreement situation, the proposed voting mechanism makes the highest

predictive confidence to be upper-bounded by 0.5 + €' with € = N -

Proof. Consider a disagreement situation in the ensemble for a given x, where all the members
are averaged to create h(x) = 45 >jjcq b7 (x). The highest predictive confidence of h(x)
belongs to the class that has the largest number of votes, i.e. m = max[vi(x),..., vk (x)].
Let us represent these m members that are voting to this class (for example k-th class)
as Hp = {W € H|k € U;}. Since each individual CNNs in the ensemble is basically a
uncalibrated learner (having very high confident prediction for a class and near to zero for the
remaining classes), the confidence probability of k-th class by those excluded members (i.e.
H \ Hj those that do not vote for k-th class) can be negligible. Therefore, their prediction
for k-th class can be simplified as hy(x) = & > hicH, hi(x) + 5~ D hicH, hi(x) (the
small term 57 is discarded). Then, from the following inequality ;¢ (%) < m, we have

7 Lnier, P (0) < 7 (D),

On the other hand, due to having no winner class, we know that m < [%1 (or m < 5 + %),
such that by multiplying it by ﬁ we obtain §; < % + ﬁ (II).

Finally considering (I) and (II) together, it derives ﬁZmeH;ﬂ hi(x) < 0.5+ 51;. For the
ensemble with a large size, e.g. likewise our ensemble, the term ¢ = ﬁ is small. Therefore,
it shows the class with the maximum probability (having the maximum votes) can be upper-

bounded by 0.5 + €.

O]

Using this corollary, we can fix a global threshold (7 = 0.5) to identify the unusual samples

that are causing entropy in the ensemble.

2.4 Analysis of Specialists Ensemble

Here, we first explain how adversarial examples give rise to entropy in our ensemble, leading to
their low predictive confidence (with maximum confidence of 0.5 + €'). As well, we examine

the role of diversity in our ensemble, which harden the generation of white-box adversaries.

In a black-box attack, we assume that the attacker is not aware of our ensemble of specialists,
thus generates some adversaries from a pre-trained vanilla CNN g(+) to mislead our underlying
ensemble. Given a pair of an input sample with its true label, i.e. (x, k), an adversary x’ = x+4§

fools the model g such that k = argmax g(x) while ¥’ = argmax g(x’) with &’ # k, where £’ is
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one of those most-likely fooling classes for class k (i.e. k' € U). Among the specialists that are
expert on k, at least one of them does not have k' in its expertise domain since we intentionally
separated k-th class from its most-likely fooling classes when defining its expertise domains
(Section 2.2). Formally speaking, denote those expertise domains comprising class k as follows
U* = {U; | k € U;} where (I) U; # U; YU;, U; € U* and (I1) K ¢ N U*. Therefore, regarding
the fact that (I) the expertise domains comprising k are different and (II) their shared classes
do not contain &/, it is not possible that all of their corresponding specialist models are fooled
simultaneously toward k’. In fact, these specialists may vote (classify) differently, leading to
a disagreement on the fooling class k’. So, due to this disagreement in the ensemble with
no winner class, all the ensemble’s members are activated, resulting in prediction with high
uncertainty (low confidence) according to corollary 1. Generally speaking, if {0 U*} \ k is a
small or an empty set, harmoniously fooling the specialist models, which are expert on k, is
harder.

In a white-box attack, an attacker attempts to generate adversaries to confidently fool
the ensemble, meaning the adversaries should simultaneously activate all of the specialists
that comprise the fooling class in their expertise domain. Otherwise, if at least one of these
specialists is not fooled, then our voting mechanism results in adversaries with low confidence,
which can then be automatically rejected using the threshold (7 = 0.5). In the rest we bring
some justifications on the hardness of generating high confidence gradient-based attacks from

the specialists ensemble.

Instead of dealing with the gradient of one network, i.e. a%(;) , the attacker should deal with the
gradient of the ensemble, i.e. ag(;‘), where h(x) computed by line 5 or line 7 of Algorithm. 1.

Formally, to generate a gradient-based adversary from the ensemble for a given labeled clean

input sample (x,y = k), the derivative of the ensemble’s loss, i.e. L(h(x),y) = — log hy(x),

w.r.t. x is as follows:

OL(h(x),y) 0L Om(x) 1 dy(x) 1 Ohi (x)
ox ) Ox () ox _5’7*’“';1;{ 2D
\’—'ﬁ k

Initially Hj, indicates the set of activated specialists voting for class k (true label) plus the
generalist for the given input x. Since the expertise domains of the activated specialists are
different (U* = {U; |k € U,}), most likely their derivative are diverse, i.e. fooling toward
different classes, which in turn creates perturbations in various fooling directions (Fig 2.1).
Adding such diverse perturbation to a clean sample may promote disagreement in the ensemble,
where no winner class can be agreed upon. In this situation, when all of the members are
activated, the generated adversarial sample is predicted with a low confidence, thus can be
identified. For the iterative attack algorithms, e.g. I-FGS, the process of generating adversaries
may continue using the derivative of all of the members, adding even more diverse perturbations,

which in turn makes reaching to an agreement in the ensemble on a winner fooling class even
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more difficult.

2.5 Evaluation Criteria

Consider h(-) : X — [0,1]¥ a classifier model that maps an input sample to class conditional
probabilities, i.e. h(x) = [h1(X),...,hx(x)] for a given input sample x . At inference time,
the threshold-based approaches, like ours, define a threshold 7 to reject the instances with
lower predictive confidence than 7 as an extra class K + 1. Therefore, given a fixed threshold

7 and the classifier model h, the decision function is defined:

argmaxy, gy h(x), if maxq,

d(x|T, h) = (2.2)

K+1, otherwise

To evaluate a predictor h(-) that includes a rejection option, we compute its risk rate Ep|r
on clean test set Dyt = {(x, yz)}f\il (containing M test samples with x; as an input sample
with its associated true label y; € {1,..., K}) at a given threshold 7. This risk rate reflects
the ratio of the (clean) samples that are correctly classified but rejected due to their confidence
lower than the given confidence-threshold 7 and those that are misclassified but not rejected

due to their high confidence, i.e. larger than 7!:

N
Ep|r = ]1[; < <]I[argmax h(xi) # yi] x I[d(x;|T) # K + 1])

{1,...K}

Non-rejected misclassified

(2.3)

+ (]I[argmax h(x;) = y;] x I[d(xi|7) = K + 1]) >
(.. .K}

Rejected correctly classified

In addition, we report the risk rate Ea|r on each adversaries set, i.e. A = {(x},y;)}; that
consists of the pairs of an adversarial example x; associated with its true label. This risk rate
shows the percentage of misclassified adversaries that are not rejected due to their confidence

larger than 7:

N
Eylr = % ; (H[d(XQIT) #K+1] x H[&ﬁ%ﬁlﬁfh(xg) # yd) : (2.4)

2.6 Experimentation

2.6.1 Evaluation Setting

Using two standard benchmarks, namely MNIST [49] and CIFAR-10 [46], we investigate

performance of our method for increasing detection rate of black-box attacks and reducing the

'Note that, for simplicity in notation, we drop the classifier h from d(x|r, h).
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success rate of creating white-box adversaries. Two distinct CNN configurations are considered
in these settings: a basic CNN (i.e. three convolution layers of respectively 32, 32, and 64
5 x 5 filters, each of these convolution layer being followed by a ReLLU and 3 x 3 pooling with
stride 2, followed by a final fully connected (FC) layer) for MNIST and a VGG-style CNN for
CIFAR-10 (details in |91]). For both CNNs, we use SGD with a nestrov momentum of 0.9,
L2 regularization (with 10~%), and dropout [93] (p = 0.5) in their FC layers. Experimental
comparision is made regarding our ensemble of specialists approach with a vanilla (naive)
CNN, and a pure ensemble approach, which involves five vanilla CNNs being different from

the random initialization of their parameters.

MNIST. This dataset is comprised of gray scale images of size 28 x28, where each image holds a
hand-written digit. The training and test sets have 60K and 10K samples, respectively. All the
images are scaled to [0,1]. A CNN is trained on the training set (without data augmentation)
for 150 epochs with batch size 128 and the initial learning rate 0.1 with momentum 0.9. The
learning rate is decayed by a factor 10 at epoch 50, then epoch 100.

CIFAR-10. This dataset consists of 50K RGB images of size 32x32 as training set and 10K
32x32 RGB images as test set. Each image contains one object from one of 10 classes. All the
images, either from train set or from test set, are scaled to [0, 1], then normalized by mean
subtraction, where the mean is computed over the training set. A CNN is trained on the
training set (without data augmentation) for 150 epochs with batch size 128 and the initial
learning rate is 0.01 with momentum of 0.9. The learning rate decays twice by a factor of 10

shortly before terminating training according to the training schedule {120, 130}.

We evaluate the detection rate of a vanilla CNN, a pure ensemble (consisting of 5 vanilla CNNs,
i.e. generalist CNNs), and our ensemble on four well-known types of adversaries generated
in the black-box model. Then, we investigate and compare the robustness of the mentioned
methods to the white-box adversarial attacks including FGS, I-FGS, and T-FGS. Finally, we

briefly investigate the capacity of our ensemble for detecting OOD samples.

2.6.2 Black-box Attacks

It is known that many types of adversaries generated from any models can be transferred to
other victim models, where these adversaries still fool (misclassified) them confidently. Due
to the transferability of the black-box attacks [25, 74|, they are hard to be suppressed and
detect. Moreover, the white-box attacks can occur less often than the black-box ones since the
system designers can securely protect their model’s information, such as its parameters and
hyper-parameters, and their defending mechanism from outside accesses. Even in this case,
such systems can still be threaten by the black-box adversaries. Therefore, as the black-box
adversaries are more important for examination of robustness of CNNs, we first evaluate our

deep specialists ensemble on them.
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To do this, we generate FGS [25], TFGS [47], DeepFool (DF) [70], and CW attack [10] using
a vanilla CNN, that has its random initialization of its weights different from that of all the
naive CNNs used in our experiments. For two variants of gradient sign attack (namely FGS
and T-FGS), we generate the adversaries with € = 0.2 and e = 0.03, for 2000 randomly selected
correctly classified clean test samples from MNIST and CIFAR-10, respectively. For CW attack,
due to its high computational cost, we generated 200 adversaries with x = 40, for which larger

K ensures generation of high confidence and highly transferable CW adversaries.
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Figure 2.3: Density of the predictive confidence of clean test samples and their adversaries

counterparts by a naive CNN, a pure ensemble and ours (ensemble of specialists) for MNIST
(1st column) and CIFAR-10 (2nd column).

In Fig. 2.3, a naive CNN, the pure ensemble, and our ensemble are compared according to the

distribution of their predictive confidences on the correctly classified clean test samples and the
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black-box adversaries, including FGS, DeepFool (DF), and Szegedy [96] (Eq. 1.5) for MNIST
(the first column) and CIFAR-10 (the second column). According to these observations for
MNIST, our ensemble ( 2.3(c)) successfully provides significantly lower confidence for most
of the adversaries of various types, in comparison to the naive CNN and the pure ensemble.
Similarly, we observed the same behavior for CIFAR-10 test set and its adversaries. However,
for the clean test samples of CIFAR-10, our ensemble shifts a small portion of these samples to
lower confidence. This perhaps is rooted from our voting mechanism. More precisely, once
at least one of the relevant experts misclassifies a clean sample, then the voting mechanism
average the prediction of all the experts in the ensemble. One might reduce the number of
the clean samples that are incorrectly predicted with low confidence through an adjustment
in the voting mechanism such that it can tolerate having a few of the relevant experts (for
example one or two of the relevant experts) misclassify the clean samples. In this case, we can
still average the relevant experts even though a few of them can not provide correct prediction,
resulting in a lower number of clean samples with low confidence. However, it should be
noted that, by this adjustment, the performance of detection of adversaries might be reduced.
Therefore, such adjustments in voting mechanism are a design choice and allow the user to
adjust our ensemble to achieve his/her desire result (accuracy on clean sample v.s. robustness

to adversaries).

As a result, Although our ensemble is not trained on any types of adversaries and only by
leveraging the diversity, it is able to automatically reduce the confidence of predictions for the
adversaries, which results in a lower adversaries risk rate (in Fig 2.4), while preserving the

confidence of the clean samples high.

Fig. 2.4 presents risk rates (Ep|7) of different methods on clean test samples of MNIST (first
row) and those of CIFAR-10 (second row), as well as their corresponding adversaries E4|7,
as functions of threshold (7). As it can be seen from Fig. 2.4, by increasing threshold, more
adversaries can be detected (decreasing E4) at the cost of increasing Ep, meaning rejecting

more the clean samples that are correctly classified.

To appropriately compare the methods, we find optimum threshold for the vanilla CNN and the
pure ensemble that leads to small Ep and E4 collectively, i.e. argmin_ Ep|T + E4|7. Recall
that, as corollary 1 states, in our ensemble of specialists, we can fix the threshold of our
ensemble to 7 = 0.5. In Table 2.1, we compare the risk rates of our ensemble with those of
pure ensemble and vanilla CNN at their corresponding optimum thresholds. For MNIST, our
ensemble outperforms naive CNN and pure ensemble as it detects a larger portion of MNIST
adversaries while its risk rate on the clean samples is only marginally increased. Similarly, for
CIFAR-10, our approach can detect a significant portion of adversaries at 7* = 0.5, reducing
risk rates on adversaries. However, at this threshold, our approach has higher risk rates on

clean samples than the two other methods.
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Figure 2.4: Risk rates on clean test sets and black-box adversaries as functions of threshold on
the predictive confidence.

Task Adversaries FGS TFGS CW DeepFool
Methods Ex / Ep Ex / Ep Ea / Ep Ex / Ep
Naive CNN 48.21 / 0.84 28.15 / 0.84 415 /0.84  88.68 / 0.84

MNIST Pure Ensemble 2402 /1.1 1835 /11  285/11 7273/ 11
Specialists Ensemble 18.58 / 0.73 18.05/0.73 24 /0.73 54.24 / 0.73
Naive CNN 59.37 / 12.11 2347 /12.11 51.5/12.11 28.81 /12.11

CIFAR-10 | Pure Ensemble 36.59 / 18.5 8.37 / 13.79 4.0 / 13.79 7.7 /185
Specialists Ensemble 25.66 / 21.25 4.21 /21.25 3.5 /2125 6.02/21.25

Table 2.1: Risk rate of clean test set (Ep|7+) along with risk rate of black-box adversarial
examples sets (E4|7%) are shown in percentage at the optimum threshold of each method. The
methods with lowest collective risk rate (i.e. F4 + Ep) is underlined, while the best results for
the two types of risk considered independently are in boldface.

Although many of FGS adversaries are rejected at threshold 7* = 0.5, some of them are hard
to catch as adversaries for the specialists ensembles. Looking closely at some of non-rejected
adversaries in Fig 2.5, it can be observed that recognizing their true labels are even difficult
for the human observers. This is because some non-rejected adversaries are visually similar to

a clean sample from the given fooling classes.

2.6.3 White-box Attacks

In the white-box model, we assume that the attacker has full access to a victim model. Using
each method (i.e. naive CNN, pure ensemble, and specialists ensemble) as a victim model,

we generate different sets of adversaries (i.e. FGS, Iterative FGS (I-FGS), and T-FGS). A
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) FGS adversaries, clean samples (1st row) and their
adversarles (2nd row)

b) DeepFool adversaries, clean samples (1st row) and
thelr adversaries (2nd row)

Figure 2.5: Illustration of some hard black-box adversaries that the specialists ensemble cannot
identify them. (a) 1st and second rows are clean samples and FGS adversaries, respectively.
Fooling labels of these FGS samples by our ensemble are (from left to right) 7, 8, 8, 5, 4, and 4.
(b) 1st and 2nd rows are clean samples and DeepFool adversaries, respectively. Our ensemble
predicts these DeepFool samples as 3, 3, 8, 5, 0, and 4, from left to right.

successful adversarial attack x’ is achieved once the underlying model misclassifies it with
a confidence higher than its optimum threshold 7*. When the confidence for an adversarial
example is lower than 7, it can be easily detected (rejected), thus it is not considered as a

successful attack.

We evaluate the methods by their white-box attacks success rates, indicating the number of
successful adversaries that satisfy the aforementioned conditions (i.e. a misclassification with
a confidence higher than 7*) during ¢ iterations of the attack algorithm. Table 2.2 exhibits
the success rates of white-box adversaries (along with their used hyper-parameters) generated
by naive CNN (7% = 0.9), pure ensemble (7% = 0.9), and specialists ensemble (7" = 0.5).
For the benchmark datasets, the number of iterations of FGS and T-FGS is 2 while that of
iterative FGS is 10. As it can be seen in Table 2.2, the success rates of adversarial attacks
using ensemble-based methods are smaller than those of naive CNN since diversity in these

ensembles hinders generation of adversaries with high confidence.

2.6.4 Gray-box CW Attack

In the gray-box model, it is often assumed that the attacker is aware of the underlying defense
mechanism (e.g. specialists ensemble in our case) but has no access to its parameters and hyper-

parameters. Following [33], we evaluate our ensemble on CW adversaries generated by another
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MNIST CIFAR-10
Adversaries FGS T-FGS I-FGS FGS T-FGS I-FGS
Methods €=0.2 €=0.2 €e=2x10"2 | e=3x10"2  €=3x10"2  €=3x10"3
Naive CNN 89.94 66.16 66.84 86.16 81.38 93.93
Pure Ensemble 71.58 50.64 48.62 42.65 13.96 45.78
Specialists Ensemble 45.15 27.43 13.63 34.1 7.43 34.20

Table 2.2: The success rate of white-box adversarial examples (lower is better) generated by the
naive CNN;, the pure ensemble (5 generalists), and specialists ensemble at their corresponding
optimum threshold. An successful white-box adversarial attack should fool the underlying
model with a confidence higher than its optimum 7*.

specialists ensemble, composed of 20 specialists and 1 generalist for 100 randomly selected
MNIST samples. Evaluation of our specialists ensemble on these targeted gray-box adversaries
(called "gray-box CW") reveals that our ensemble provides low confidence predictions (i.e.
lower than 0.5) for 74% of them (thus able to reject them) while 26% have confidence more
than 0.5 (i.e. non-rejected adversaries). Looking closely at those non-rejected adversaries in
Fig. 2.6, it can be observed that some of them can even mislead a human observer due to

adding very visible perturbation, where the appearance of digits are significantly distorted.
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Figure 2.6: The gray-box CW adversaries that confidently fool our specialists ensemble.
According to the definition of adversarial example, however, some of them are not actually
adversaries due to their significant visual perturbations. Each pair represents a clean image
(on top) and its CW adversaries (on bottom).

2.6.5 OOD Samples

In [48], the authors demonstrated the efficacy of generalists ensemble (an ensemble of vanilla
CNNs) for detecting Out-of-Distribution (i.e. unknown) samples as it can potentially predict
the OOD samples with higher uncertainty (i.e. low predictive confidence). Here, we also evaluate

our specialist ensembles on OOD samples detection, where NotMNIST (gray-scale images
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Figure 2.7: The first row shows the distributions of predictive confidences for NotMNIST
and CIFAR-100 samples, which are treated as Out-of-Distribution samples for MNIST and
CIFAR-10, respectively. Their corresponding rejection rates as a function of confidence are
exhibited at 2nd row.

of letters "A-J") and CIFAR-100 are regarded as the OOD sets for MNIST and CIFAR-10,

respectively.

In Fig. 2.7, the ensemble methods (i.e. the specialists ensemble and the generalists one) are
compared with a single naive CNN according to the distribution of their predictive confidences
for Out-of-Distribution samples as well as their rejection rates as a function of threshold. As
it can be seen in Fig. 2.7(a, top), while naive CNN confidently (confidence higher than 0.9)
classifies a significant portion of NotMNIST samples, the ensembles predict many of them with
lower confidence. Particularly, our ensemble shifts a major amount of the OOD samples to a
lower confidence interval [0,0.5]. Therefore, as shown in Fig. 2.7(a, bottom), our ensemble has
a higher detection (rejection) rate of NotMNIST at 7% = 0.5 than that of the pure ensemble
and the naive CNN at their optimal threshold (7 = 0.9).

Similarly, for CIFAR-10, one can observe that the specialists ensemble provides low confidence
predictions for a considerable amount of CIFAR-100 samples in Fig. 2.7(b, top) such that

~ T8% of them are rejected at threshold 7* = 0.5. However, the rejection rate of the pure
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ensemble at 7* = 0.9 (i.e. = 91%) is higher than ours (Fig. 2.7(b, bottom)).

Therefore, while a single CNN assigns high confidence prediction to the OOD samples, the
ensemble approaches are more capable to predict them with considerably lower confidence (or
higher uncertainty). This supports the crucial role of diversity in the ensemble for reducing
certainty of the predictions, particularly for the unusual samples, such as the OOD samples

and the adversaries ones.

2.7 Conclusion

In this chapter, we propose an ensemble of specialists, where each of the specialist classifiers is
trained on a different subset of classes. We also devise a simple voting mechanism to efficiently
merge the predictions of the ensemble’s classifiers. Given the assumption that CNNs are strong
classifiers and by leveraging diversity in this ensemble, a gap between predictive confidences
of clean samples and those of black-box adversaries is created. Then, using a global fixed
threshold, the adversaries predicted with low confidence are rejected (detected). We empirically
demonstrate that our ensemble of specialists approach can detect a large portion of black-box
adversaries as well as makes the generation of white-box attacks harder. This illustrates the
beneficial role of diversity for the creation of ensembles in order to reduce the vulnerability to

black-box and white-box adversarial examples.
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Chapter 3

Metrics For Differentiating OOD sets

3.1 Introduction

In the presence of OOD samples, it is important for a model to distinguish them to make reliable
decisions. However, due to the uncalibrated nature of (vanilla) deep neural networks (e.g.
CNN), their predictions for the OOD samples are nearly as confident as that of in-distribution

samples, making them indistinguishable from each other.

To tackle this challenge, apart from post-processing approaches,e.g. |55, 53|, recently other
researchers [5, 36, 52, 65, 66] have moved toward end-to-end calibrated CNNs, where they
explicitly train the models to output uncertain and certain predictions for OOD samples
and in-distribution samples, respectively. Then, by setting a threshold on these calibrated

confidence predictions, the OOD samples with low predictive confidence are identified.

Moreover, the classical idea of adding an explicit rejection class [2, 15, 28| is another kind of
end-to-end models for OOD detection task. Therefore, in addition to the calibrated vanilla
CNN, we exploit A-CNN, i.e. a vanilla CNN with an extra class augmented to its pre-defined
classes, as an end-to-end model for OOD detection task. Indeed, such augmented classifiers
can directly reject the OOD samples by classifying them to the extra class, while correctly
classifying the in-distribution samples to the rest of pre-defined classes. Interestingly, an A-CNN
can perform the OOD sample detection without introducing any auxiliary hyper-parameters
(e.g., threshold on the confidence score) as it explicitly rejects them by classifying them into

the extra class.

However, considering the existence of an enormous number of OOD sets, the fundamental
question here is: which of the OOD sets should be selected and used for training
well-generalized A-CNN and calibrated CINN? Obviously, without having a principle for
selecting an appropriate OOD set among those available, training well-generalized A-CNNs and
calibrated CNNs can be a challenging task. Since using a randomly selected OOD set does not

necessarily lead to a model with a high detection rate of unseen OOD sets (i.e., generalization
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ability) as empirically shown in [36, 52| as well as we later show in our experiments. Particularly,
Lee et al. [52] (in their appendix section) and Hendrycks et al. [36] argued that using SVHN
as an OOD set for CIFAR-10 does not lead to an A-CNN and a well-calibrated CNN with
high detection rates on unseen OOD sets, respectively. Moreover, simply using a union of an
enormous number of OOD sets not only creates an extremely unbalanced dataset, but also

makes training of these models computationally infeasible.

Without concretely answering the aforementioned question or providing a systematic basis for
the selection of an OOD set for training purposes, these CNNs are trained by leveraging a
naturalistic OOD set! that is selected manually from among many available ones [5, 36, 65, 66].
Although Hendrycks et al. [36] have conjectured a few clues (such as the role of diversity of
OOD sets) to differentiate them and characterize a proper OOD set for training purposes,
our main focus is to concretely answer this pivotal question: how to differentiate among
OOD sets to select a proper one for training a well-generalized calibrated model,

which can induce high detection rate of unseen OOD sets?

At first, we provide a formal criterion in the form of generalization errors of A-CNN for
differentiating OOD sets and selecting the most effective one. Using this, an OOD set is
recognized as a proper (effective) if it leads to training of A-CNN with low generalization errors
for both in-distribution and unseen OOD sets. However, directly optimizing this selection

criteria is computationally very expensive.

To overcome this computational burden, we, instead, propose that protection level of the
in-distribution sub-manifolds by each OOD set (explained in section 3.3.1) as a factor to
differentiate various OOD sets for a given in-distribution task. Indeed, under manifold
hypothesis [3, 7]?, we assume that each class of the given in-distribution data has an intrinsic
low-dimensional (sub)-manifold, which can be achieved by the last layer (before classifier layers)
of a pre-trained deep neural network |7, 3]. Then, we hypothesize that an appropriate
(effective) OOD set is the one that covers (protects) the sub-manifolds of an in-
distribution task, such that training a CNN (e.g. A-CNN and calibrated CNN [12, 66]) on it
allows to reject automatically the unseen OOD sets that are located relatively far away from

the protected (in-distribution) sub-manifolds 3 (as shown in Figure 3.1).

With the aim of differentiating OOD sets, then selecting the most proper OOD set, we introduce
three computationally inexpensive metrics (by the use of a vanilla pre-trained CNN) that are
measuring the degree of protectiveness of the sub-manifolds by the OOD sets. These metrics

are I) Softmax-based Entropy (SE) to measure how uniformly OOD samples are distributed

We simply call OOD set instead of naturalistic OOD throughout the thesis.

2Bengio expresses in [4]: "manifold hypothesis states that natural classes present in the data (e.g., visual
object categories) are associated with low-dimensional regions (i.e., manifolds) near which the distribution
concentrates, and that different class manifolds are well-separated by regions of very low density"

3Throughout the text, by sub-manifold, we mean in-distribution sub-manifolds.
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Figure 3.1: Illustration of properties of a partially-protective OOD set (middle) and a protective
one (right) and their effect on training Augmented Multi Layer Perceptron (A-MLP) for two-
moon classification dataset. (left) a vanilla MLP trained on two-moon dataset. The black-cross
samples are some test OOD samples and their predicted class and confidence scores by each
(A)-MLP are also indicated. All MLPs are made of three layers with ReLU activation function.

to the sub-manifolds; II) Coverage Ratio (CR), to measure how much of the sub-manifolds
are covered by the OOD samples (of a given OOD set); III) Coverage Distance (CD), to
quantify the distance between the OOD samples and the sub-manifolds.

Across various image and sound classification tasks, we assess our metrics for recognizing the
most protective OOD set as an appropriate set. We then show that the most protective OOD
set can lead to a calibrated CNN and an A-CNN (such A-CNN called as A-CNN*) with a
drastically higher detection rate of unseen OOD sets than those trained on the least protective
OOD set. Finally, we demonstrate that the A-CNN*, while never trained on any adversaries,
can detect the FGS adversaries with a large amount of noise, as they are locating far away

from the protected in-distribution sub-manifolds.

3.2 Characterizing a Proper OOD Set: A Formal Definition

Let us assume a hypothesis class H’ for a K + 1-class classification problem with K classes
associated for a given in-distribution task and the extra class (i.e., the (K + 1)-th class)
reserved for OOD samples. Moreover, St = {(x%,y%)} | denotes an in-distribution training
set consisting of N i.i.d. labeled samples drawn from data distribution Dy, with true label

yi €{1,...,K}. As an OOD training set, take Sp = {(x7,) jj‘il involving M i.i.d. unlabeled

samples drawn from a data distribution Do, which we label as (K + 1)-class.

The loss of a hypothesis i/ € H' for a given in-distribution sample can be defined as
LW (x%),yt) = I(W(x%) # yt) and its loss for an OOD sample is E(h/(xé), K+1)= I[(h’(xjo) #
K +1) % An augmented classifier ' € H' is evaluated using the following losses:

“Indicator function I(p) returns 1 if condition p is true, and 0 otherwise.
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The empirical loss computed on training set Sy and Sp:

Ls, (W) = Ze K (x

Ls (h Ze W(xh), K +1).

The true loss computed on the underlying data distributions D; and Dg:

Lp,(h) = Ex, yp)~p, (W (x1),y1);

LDO (h,) = EXO"’DO €(h,(xo), K+ 1)'

Before presenting our definition, we remark that there is a set of B “out” data distributions
DY (b= {1,..., B}) with their respective OOD training set S ~ D?,. Theoretically speaking,
B can be infinitely large. Moreover, we assume that generalization error of a vanilla classifier

(denoted by h € H), for the original K-class classification task, trained on Sy is small:
L, (k) = Lo, (h)| < .

Definition 1. : For a given OOD training set Sg ~ Dbo and in-distribution training set Sy
w.r.t. hypothesis class H', Dy and B “out” data distributions, we define two kinds of gaps for
the augmented classifier by € H' trained on Sy U Sg, i.e. minhg Ls, + Lsg :

‘C’SI = ‘le(h;)) - LD](hZ)L (31)

Lo =  swp |Lg (b)) — Lo (hh). (3.2
©  Doe{DY,.DE} °

The first term Lg, represents the gap between the empirical loss of classifier h; € H' on
in-distribution training set Sy (i.e. Ls,(hy)) and its true loss on Dy (i.e. Lp,(h;)). The second
term £ sp, concerns the largest (worst) gap between empirical loss of hj on the given OOD
training set S (i.e. Lsg(hg)) and its true loss on an “out” data distribution (i.e. Lp,(h})).
By restricting B to a manageable (finite) large number, we re-define £ st by upper-bounding
Eq. 3.2, i.e. sum of gaps on B finite “out” data distributions:

Lo= Y |Lg(hy) = Loy (hy)l. (3.3)
Doe{D},..DE}

As true data distributions are unknown, the aforementioned equations can be empirically

computed using validation sets. Then, a proper OOD set is the OOD set such that training
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a A-CNN on it should produce the lowest accumulation of generalization errors of both

in-distribution task and (un)seen OOD sets:

Sy = argmin  Ls, + AL, (3.4)
She(Sh,..S5} ©

where A > 0 is a balancing hyper-parameter. Directly using Eq. 3.4 to find a proper OOD
set is computationally inefficient as it involves training B individual augmented classifiers, i.e.
train each h) on a pair of S; USY,b € {1,..., B}. Particularly for the case of CNNs, this
incurs a huge computational overhead. To overcome this computational burden, we conjecture
that a protective OOD set can also provide a well-generalized A-CNN on both in- and unseen
OOD sets (an intuitive illustration is given in Sec. 3.1). Thus, instead of directly optimizing
Eq 3.4, we develop some cost-effective metrics to assess the protectiveness level of OOD sets

for identifying the most protective one.

3.3 Metrics for Characterizing a Protective OOD Set

3.3.1 [Illustrative Example

To give a high-level intuitive explanation of our proposed metrics for recognizing a proper
OOD set, we use an example based on the two-moon dataset (as in-distribution task), where
each moon is considered as a sub-manifold. Fig. 3.1(a) exhibits the challenge of OOD samples
for a vanilla MLP, which is trained on only in-distribution samples. As can be seen, this vanilla
MLP confidently classifies OOD samples (indicated with black-crosses) as either “class 17 or
“class 2”7 albeit they clearly belong to none of the in-distribution manifolds. In Fig. 3.1(b)
we demonstrate a partially-protective OOD set whose samples are almost collapsed and only
partially cover one of the sub-manifolds (i.e., the manifold with blue squares). An Augmented
Multi Layer Perceptron (A-MLP) trained on two-moon dataset along with this OOD set leads to
a classifier with a limited OOD detection performance. More precisely, OOD samples, e.g., the
unseen black-cross samples, which are laying around uncovered parts of the manifolds, are still
confidently misclassified by the underlying A-MLP. Whereas, in Fig 3.1 (c) a proper protective
OOD set whose samples better cover the in-distribution’s sub-manifolds (two-moon) is shown.
As can be seen, training an A-MLP on such protective OOD set (along with in-distribution
samples) leads to classifying unseen black cross OOD samples as class 3 (i.e., the extra class) as
well as classifying automatically the regions out of the manifolds as class 3. This results in an
A-MLP with high detection performance on unseen OOD sets (i.e., making the gap in Eq. 3.2
small). Therefore, the design of our metrics is driven according to this intuition that a proper
OOD set should be more protective of (i.e., closely covers) all in-distribution sub-manifolds in
the feature space. A similar intuition has been previously exploited by some researchers, e.g.,

[52, 117], with the aim of only generating synthetic OOD samples.
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Figure 3.2: An illustrative example of two different OOD sets for a given in-distribution set
with two different SE values; (left) an OOD set with the smallest SE (i.e. H = 0) since the
OOD samples are all collapsed to one of the sub-manifolds, the sub-manifold belong to class 1
represented by green triangles. Indeed the vanilla classifier h(-) classifies all of these samples to
class 1. (right) an OOD set with the highest SE (i.e. H ~ log 3) as its samples are distributed
evenly to all the sub-manifolds as the classifier classify an equal number of them for each of
the classes.

Note that like other researchers [19, 40|, we consider the penultimate layer of a vanilla CNN as
a function that transfers samples from high-dimensional input space into a low-dimensional
feature space, placing them on data (sub-)manifold(s) [4, 7]. Furthermore, using the manifold
hypothesis, we assume that for a standard multi-classification problem (with K classes), each
class has its own sub-manifold in the feature space where its associated in-distribution samples
lie. In the following, we propose our metrics to assess which of the available OOD sets has a

better and closer coverage of the sub-manifolds.

3.3.2 Softmax-based Entropy

We propose our first metric, namely Softmax-based Entropy (SE), to ensure the samples of a
given OOD set are distributed evenly to all sub-manifolds (of a given in-distribution task) such
that they have the chance of being covered by these OOD samples. For example, an OOD set,
whose samples are misclassified by a given vanilla CNN into only a few of in-distribution classes
(manifolds) instead of all of them, is deemed as non-protective OOD set. This is because the
sub-manifolds, which have no OOD samples being misclassified to them, are still uncovered
(e.g., Fig. 3.2 (a)), thus training A-CNN on such non-protective (or partially-protective) OOD
set may lead to limited detection performance of unseen OOD sets. In contrast, the samples of
a protective set are expected to be misclassified evenly to all the sub-manifolds, giving them a
better chance of being covered (Fig. 3.2(b)).

To quantitatively measure this incidence for a given OOD set w.r.t. an in-distribution set
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Figure 3.3: An illustrative example for two OOD set with the same high level of SE, but

different CR values. The OOD set in (a) has a lower Coverage Ratio with £ = 1-NN (i.e.

R = %) as it covers a lower number of in-distribution of samples, while the OOD set in (b)

has a higher CR with k = 1-NN, R = ..

and a vanilla CNN trained on it, we introduce Softmax-based Entropy (SE). First we define
p(c = k|So) as the conditional probability of k-th class given Sp as follows:

M
ple = k[So) = % 31, <argmax(h(xjo)) _ k) , (3.5)

where h is softmax output of the vanilla CNN trained on Sy and Ig(.) is an indicator function
for k-th class. It returns 1 if a given OOD sample ij € So is (mis)classified as class k by h,
otherwise it returns 0. Finally, SE is defined for an OOD set Sp as follows:

K

H(So) = =) p(c=k|So)logp(c = k|So). (3.6)
k=1

H(Sp) shall reflect how uniformly the samples of Sp are distributed to in-distribution sub-
manifolds (i.e., corresponding to each in-distribution class). Thus, the highest H(Sp) indicates
that all the sub-manifolds have (nearly) equal number of OOD samples, whereas the smallest
value of H(Sp) indicates some sub-manifolds have a few (or no) OOD samples i.e., :cjo € So

covering them. That is, a protective OOD set should have higher SE than non-protective ones.

3.3.3 Coverage Ratio

Although an OOD set with the high(est) SE confirms OOD samples are evenly distributed to all
the sub-manifolds, using solely SE is not sufficient to assure the coverage of these sub-manifolds.
Put differently, an OOD set with the highest SE might still be collapsed and only partially

cover some parts of the sub-manifolds (Fig. 3.3).
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Inspired by covering number notion [89], we introduce our second metric, named coverage
ratio (CR), in order to measure coverage of the sub-manifolds. Recall the sub-manifolds are
approximated using training in-distribution set in the feature space that is achieved by the
penultimate layer of h. We denote z} and zé as the representations of x} € Sy and xjo e So

in the feature space, respectively.

To formally describe Coverage Ratio (CR), we form a rectangular weighted adjacency matrix
W € RYXM for a given pair (S7,Sp) with N in-distribution and M OOD samples, respectively.
Wi = |z — zéHg is the distance (l-norm) between in-distribution sample z% and OOD sample
z{) in the feature space. The distance between a pair of (ziI,z{)) is computed only if z§ is

among k-nearest in-distribution neighbors of zjo7 otherwise W; ; = 0:

7t — 7] if zi € k-NN(z S
Wi, — 27 — z5ll2 T (24, S1) 37)
0 otherwise.

In other words, for each sample zgy we find its k nearest neighbors from the in-distribution set
Sy in the feature space. Then if the given z@ belongs to k-nearest in-distribution neighbors of
zz), we set W ; to their distance. From matrix W, we derive a binary adjacency matrix A as
A;; =1(W;; > 0). Now, using the matrix A, we define CR metric as follows:

N M

1
R(S1,80) = + Z;I[(Z;(Am-) >0), (3.8)
i= j=
where H(ij\il(Am) > () assess whether i-th in-distribution sample x% appears at least one

time among the k-nearest neighbors of j-th OOD sample xz) in the feature space. Basically,
this metric measures how many in-distribution samples (percentage) are covered by at least one
OOD samples from Sp in the feature space. Finally, we estimate an OOD set w.r.t. a given
in-distribution set as protective if it has both high SE and high CR, compared
those of the other OOD sets.

It is important to note that SE and CR are complementary. As mentioned earlier, high SE
of an OOD set without considering its CR is not sufficient for estimating the protective level
of an OOD set. Similarly, from high CR alone without having high SE, an OOD set cannot
be considered as protective. This is because, an OOD set with high CR but low SE is not
distributed enough among all sub-manifolds and might cover a large portion of only a few

sub-manifolds.
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3.3.4 Coverage Distance

Furthermore, to measure the distance between OOD set Sp and the in-distribution data
sub-manifolds, the following distance metric, named Coverage Distance (CD), can be driven:
Zi,j Wij

1
D(S1,50) = > Ay kM;Wij. (3.9)

D(S1,S80) shows average distance between OOD samples of Sp and their k nearest neighbors
from in-distribution set. Note between two OOD sets with the same level of high SE and
high CR, the one with smaller CD, which indicates its samples are located nearer to the

sub-manifolds, is preferable.

3.4 Experiments

We conduct a series of experiments on several classification tasks including two image bench-
marks namely CIFAR-10 and SVHN and one audio benchmark, namely Urban-Sound [84]. In
our experiments, we utilize VGG-16 and a CNN described in [83] (also precisely described in

Appendix B) for image and audio benchmarks, respectively.

Like in [55], for each of these in-distribution task, various naturalistic OOD sets are considered,
for image classification tasks, i.e., CIFAR-10 and SVHN, we regard LSUN, ISUN, CIFAR-100
and TinylmageNet as OOD sets and Gaussian noise as a synthetic OOD set. Note that
we discard the classes from a given OOD set that have a semantic overlap with those from
the in-distribution set, such as the overlap between the classes of CIFAR-100 and CIFAR-
10 (as an in-dist. task). For audio classification task with 10 classes, i.e., Urban-Sound,
OOD sets considered are TuT [68], Google Command [112] and ECS (Environmental Sound

Classification) [75], as well as white-noise sound as a synthetic OOD set.

3.4.1 Empirical Assessment of Metrics

First, to obtain in-distribution sub-manifolds, if in-distribution training set has more than
10,000 samples, we randomly select 10,000 samples from it, otherwise, we use the whole
in-distribution training set. Secondly, we pass the samples through the penultimate layer of
a pre-trained vanilla CNN to map them into the feature space. The same procedure is done
for the samples of an OOD set to transfer them to the feature space. To fairly compare OOD
sets according to the metrics, we also randomly select equal number of OOD samples (10, 000
samples ) from each OOD set. For OOD sets with various sizes, we take the minimum size
for making equal size OOD sets by randomly selecting from them. To compute CR and CD
metrics, we set our only hyper-parameter, which is the number of nearest neighbors, to k = 4
for all our experiments. Note that among our metrics, CR and CD are dependent on k (the

impact of k on our metrics is presented later).
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LSUN: 2.16
ISUN: 2.3
C100: 2.17
T-ImgNt: 2.21
C10: 2.23

Gaussian: 2.13

Gaussian: 2.23
SVHN: 2.39
C100*: 2.49
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Figure 3.4: Differentiating OOD sets for SVHN, CIFAR-10, and Urban-Sound for the purpose
of selecting the most protective one using our proposed metrics. Each sub-figure shows a bubble
chart with SE and CR as y-axis and x-axis, respectively. The size of bubbles is determined
by CD, also shown in the legend of the sub-figures. The least/most protective OOD sets are
indicated in caption of the sub-figures.



Using the proposed metrics, we differentiate OOD sets for each in-distribution set to select
the most protective OOD sets w.r.t. the given in-distribution. In Fig. 3.4, we demonstrate
the difference between OOD sets according to their SE, CR, and CD, in order to identify the
most and least protective OOD sets. The most and least protective naturalistic OOD sets
identified by our metrics (particularly by SE and CR) are indicated in caption of sub-figures
in Fig. 3.4. For SVHN task, for example, ISUN, among naturalist OOD sets, and Gaussian
noise, as synthetic OOD set, are identified as the least protective sets. Note that despite the
high CR of Gaussian noise, its SE is very small, indicating it as a collapsed OOD set, which
thus causes it to be identified as the least protective. The most protective OOD set for SVHN
is CIFAR-100 (i.e., C100) with the highest SE and CR. For Urban-sound, ECS is the most
protective, while Command and TuT datasets can be regarded as non-protective OOD sets

due to their significantly low SE with respect to the upper bound of SE (log 10).

To assess the sensitivity of our metrics to the choice of k, we show the CR of OOD sets for
varying k’s values in Fig 3.5. In our experiments, we observe that the relative ranking of OOD
sets according to their CR and CD is consistent with various values of k. Thus, CR and CD

are not sensitive to the choice of k.
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Figure 3.5: The effect of k£ (number of nearest neighbors) on CR of OOD sets for SVHN (left)
and CIFAR-10 (right).

3.4.2 Impact of OOD Training Sets on Performance of A-CNNs

Performance criteria As A-CNNs have an explicit rejection option (used to explicitly
classify OOD samples to the extra class), we consider three criteria to assess A-CNN performance
on in-distribution test set; (I) Accuracy rate (Acc.) 1: rate of samples classified correctly as
their true associated label (1 indicates higher is better), (II) Rejection rate (Rej.) |: rate
of samples misclassified as dustbin (| indicates lower is better), (III) Error rate (Err.) |:
rate of samples that are neither correctly classified nor rejected (Err. rate = 1- (Acc. rate +
Rej. rate)). A-CNN performance on OOD sets is evaluated by (I) Rejection rate (Rej.) 1:
percentage (rate) of OOD samples classified as dustbin, and (II) Error rate (Err.) |: rate of
OOD samples not classified as dustbin (Err. = 1 - Rej.)
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Recall that for OOD rejection (detection), we are not using any threshold on the predictive
confidence of A-CNN since it is trained to explicitly classifying OOD samples as the extra
class. Therefore, there are no AUROC and AUPR values as these are computed by varying the
threshold. Note, A-CNN’s OOD rejection rate and its in-distribution rejection rate are the
same concepts as TNR (True Negative Rate) and FNR (False Negative Rate), respectively.
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Figure 3.6: Rejection rates of different OOD sets (x-axis) by A-CNNs, where each A-CNN is
trained on a single OOD set, e.g. for SVHN in figure (a) the violet color shown an A-VGG
trained on SVHN as in-distribution and LSUN as the OOD set, then it is evaluated by different
OOD test sets on the x-axis.
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As Eq. 3.4 states, training an A-CNN on a proper OOD set should lead to a low average of °
error rates on (un)seen OOD sets (or equivalently high average of OOD sample rejection rates).
Therefore, for a given in-distribution task (e.g. SVHN), we train a separate A-CNN on each
OOD set. Then, the error rates of these A-CNNs on all of the OOD sets are evaluated. Note a

small error rate on a OOD set is equivalent to high detection rate.

In Fig 3.6, A-CNNs trained on the most protective set (identified by our metrics) across
various in-distribution tasks consistently outperform the A-CNNs trained on other OOD sets,
particularly the A-CNN trained on the least protective one. For instance, A-CNN trained for
CIFAR-10 with CIFAR-100* (the non-overlapped version of CIFAR-100) as the most protective
OOD set has 85% rejection rate on average while the least protective one, i.e. SVHN, delivers
A-CNN with the lowest average of rejection rates (21%) of OOD sets.

It is also interesting to note that even though one may expect Gaussian noise (i.e. white noise)
to have well distributed samples, SE metric shows that its samples are actually not evenly
distributed over all of the in-distributed sub-manifolds (having lowest SE) and sometimes (for
CIFAR-10 and Urban-Sound in-distribution sets) they even have a small coverage rate. As
a result, an A-CNN trained on Gaussian noise as an OOD set has the lowest average OOD

rejection rate.

Consequently, the results show that all of the OOD sets are not equal for training well-
generalized A-CNNs as they do not equally protect in-distribution sub-manifolds. Thus, we
highlight that protectiveness can be an important factor for differentiating OOD sets to ultimately
select the most proper one. Moreover, to select an such OOD set, we remark that our metrics
are computationally inexpensive than explicitly optimizing Eq. 3.4, which is equivalent to

searching exhaustively all A-CNNs, where each is trained on an OOD set.

In Table 3.1, in-distribution generalization performance of two A-CNNs, one trained on the
most protective OOD set (named A-CNN*) and another trained on the least protective one
(named A-CNN#), are compared with their standard (Vanilla) CNN. Although the accuracy
rates of the A-CNNs* drop slightly, their error rates (i.e., risks) are considerably smaller
than their counterparts, i.e., vanilla CNNs. This is because the A-CNNs are able to reject
some “hard" in-distribution samples, instead of incorrectly classifying them (similar to [20]).
Rejecting a sample rather than incorrectly classifying it is an important aspect, particularly

for security and safety concerns.

Impact of OOD Training Sets on Performance of Calibrated Vanilla CNNs

In order to verify the importance of accessing to a proper OOD set for training a well-performed
end-to-end CNN-based model on both in- and out-of-distribution samples, we perform another

set of experiments by replacing A-CNNs with calibrated vanilla CNNs. A calibrated vanilla

SInstead of summation in Eq. 3.4, we take the average.
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In-distribution OOD sets

In-dist. task Network Acc (1) / Rej () / Err ()  Avg OOD Rej. (1)
Vanilla VGG 95.53 / — / 4.47 -
SVHN A-VGG?* (ISUN) 95.11 / 0 / 4.89 47.23
A-VGG* (C100) 95.38 / 0.34 / 4.28 99.88
Vanilla VGG 88.04 / — / 11.95 -
CIFAR-10 A-VGG* (SVHN) 87.75 / 0.03 / 12.22 21.41
A-VGG* (C100%) 85.37 / 5.65 / 8.97 85.10
Vanilla CNN 67.27 / -/ 32.73 -
Urban-Sound ~ A-CNN* (Command) 65.05 / 2.02 / 32.93 26.07
A-CNN* (ECS) 63.13 / 12.02 / 24.85 55.40

Table 3.1: The influence of selected most and least protective OOD sets on inducing well-
generalized A-CNNs with high OOD detection rates.

CNN is trained to predict OOD training samples with uncertainty (i.e. uniform prediction)
while confidently classifying correctly in-distribution training samples (we call this vanilla CNN
as calibrated CNN). To achieve this, instead of cross entropy loss, we apply the modified loss
function used in [36, 52| defined in Eq. 1.14.

Evaluation criteria At inference time, by setting a threshold on the output predictions
of the calibrated CNN, one can distinguish OOD sets from in-distribution samples since the
predictive confidence of the calibrated CNN on OOD samples should be drastically lower than
that of in-distribution samples. Likewise [55, 53, 36|, for assessing performance of calibrated
CNNs trained on various OOD sets, we report AUROC (Area Under Receiver Operation
Characteristic), which obtains from the plot of FPR v.s. TPR at different threshold values,
and FPR at 95% TPR.

As it can be seen (table 3.2) that the most protective OOD set recognized by our metrics
is leading to a calibrated CNN with a considerable lower average of FPR at 95% TPR and
highest AUROC. While the calibrated CNN training on the least protective one has the higher
FPR and the lower AUROCS. The ROC curves of two calibrated vanilla CNNs (trained on the

most and the least protective OOD sets) on unseen OOD sets are demonstrated in Fig 3.7.

Consequently, we highlight that efficiently recognizing proper (i.e. protective) OOD sets among
the enormous available ones is a key for training a well-performed end-to-end model (either
the underlying model is A-CNN or calibrated vanilla CNN) for addressing OOD detection

challenge.
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Figure 3.7: Comparison of the ROC curves of two calibrated CNNs in each plot. Evaluation
(i.e. ROC curves) of the CNN trained on the most protective OOD set on varying unseen OOD
sets are shown by the solid lines. While the curves related to the CNN trained on the least

OO0D sets are indicated by the dashed line (Sec. 3.4.2).

In-distribution Seen OOD set Unseen OOD sets
Avg AUROC/ Avg FPR

1ISUN 94.73/31.97
LSUN 99.25/ 4.39
SVHN C10 99.75/0.41
T-ImgNt 99.75/1.10
*C100 99.86/0.07
ISVHN 86.38 /75.04
ISUN 86.20/77.03
CIFAR-10 LSUN 93.31/ 38.59
T-ImgNt 93.89/34.44
*C100* 93.03/26.13
fCommand 59.15/63.06
Urban-Sound ITuT 45.40/85.08
*ECS 71.41/60.67

Table 3.2: The effect of OOD set selection on the performance of calibrated CNNs, where
each trained on an OOD set, then evaluated on unseen OOD sets. We report the average of

AUROC and FPR of calibrated CNNs on unseen OOD sets and test in-distribution set.

3.4.3 Comparison with Related Works

We compare A-CNN* with three state-of-the-art methods, including baseline [35], ODIN [55],
and Mahalanobis-distance-based detector [53] (briefly called Mahalanobis detector)”. These

SFor brevity, we report the average of AUROCs and FPRs of unseen OOD sets.
"We use publicly-available Github codes of the state-of-the-art OOD detectors.
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In-dist. Task Methods In-dis Rej. (FNR)| / Avg OOD Rej. (TNR)T

Baseline 4.06 / 58.07
SVHN ODIN 4.71 / 69.34
Mahalanobis Detector 6.40 / 97.41
A-VGG* 0.34 / 99.88
Baseline 7.01 / 44.81
CIFAR-10 ODIN 5.81 / 65.74
Mahalanobis Detector 5.90 / 80.68
A-VGG~* 5.65 / 85.10
Baseline 22.83 / 40.96
Urban-Sound ODIN 27.38 / 47.45
Mahalanobis Detector 16.13 / 45.42
A-CNN* 12.02 / 55.40

Table 3.3: Comparison of A-CNN* with state-of-the-art approaches according to average
rejection rates (TNR) of OOD sets and in-distribution rejection rate (FNR). Details are given
in the supplementary.

approaches attempt to detect OOD samples according to a specific threshold on the modified
calibrated predictive confidence scores. As mentioned earlier, TNR and FNR of these methods

are the same concept as OOD rejection rate and in-distribution rejection rate, respectively.

To set all hyper-parameters of these baselines, including threshold, we use two validation sets
with 1000 samples each, for in-distribution and each OOD set. For ODIN, we find the optimal
magnitude noise from {0.0,0.0005,0.0014,0.001,0.01} and set temperature to 1000 for all
experiments. For Mahalanobis-detector, the optimal magnitude of noise is selected among
{0.0,0.005, 0.002,0.0014, 0.001,0.0005}. To set threshold for detection, we obtain a threshold
for each OOD task such that it achieves 95% TPR on the in-distribution validation set. Then,
using the optimal tuned hyper-parameters (including threshold), we perform OOD detection
process on OOD and in-distribution test sets for reporting TNR and FNR, respectively.

Note that Mahalanobis detector [53] and ODIN [55] have originally reported FPR (= 1-TNR)
(on an OOD test set) at the threshold that produces 95% TPR on the in-distribution test set.
However, more fair threshold setting would be finding the optimal threshold using separate a
pair of validation set (the in-dist. set and the OOD set), then applying it on the test set of
in-distribution and that of OOD task. Even by the use of a distinct validation set, we believe
that setting a separate threshold for each OOD task is still unrealistic since in real-world
scenarios, it is unknown the coming samples belong to which OOD task for setting its proper
threshold. Therefore, the major challenge for the threshold-based approach is setting a global
threshold, which shall lead to a global high detection rate on all OOD sets.

A comparison of the performances of the threshold-based approaches (which thresholds are
fixed using validation sets) and A-CNN (as non-threshold-based approach) presents in Table 3.3.
As it can be seen, A-CNN* performs significantly better than these threshold-based approaches
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when comparing average OOD rejection and in-distribution rejection rates.
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Figure 3.8: Performance of A-CNNs on FGS adversaries with various noise magnitudes for
SVHN and CIFAR-10 as two in-distribution tasks. Sub-figures (a, c) show error rates of vanilla
CNN, A-CNN* (trained on the most protective OOD set), and A-CNNt (trained on the least
OOD set) on FGS adversaries as a function of noise magnitude for SVHN and CIFAR-10,
respectively. Note Err rate = 1-(Acc rate +Rej rate). (b, d) Coverage Distance (CD) of FGS
adversaries (their average distance to in-distribution sub-manifolds) for SVHN and CIFAR-10,
respectively. In each sub-figure (b, d), the dotted red line is the Coverage Distance (CD) of
the most protective OOD set for the given in-distribution.
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3.4.4 Black-box Fast Gradient Sign (FGS) Adversaries

FGS adversaries with high noise level can be regarded as synthetic OOD samples. Even
though such FGS adversaries contain perceptible noise, i.e., noticeable by human eyes, they
can still fool vanilla CNNs easily |25, 101]. To explore the capability of A-CNN* in detecting
such non-optimal adversaries, A-CNN*, A-CNN{, and their vanilla counterparts are compared
w.r.t. their error rates on FGS adversaries with varying amount of noise. We generated 5,000
black-box FGS adversaries (from training in-distribution set) using another pre-trained vanilla

CNN (different from the one evaluated here). Some samples are displayed in Fig. 3.8.

As evident from Fig 3.8, error rates (i.e., 1-Acc) of vanilla CNNs escalate as the amount of
noise magnitude increases, showing the transferability of these black-box FGS adversaries.
In contrast, the error rates (i.e., 1-(Acc+Rej)) of the A-CNNs* approach zero (Fig 3.8) as «
increases since many of these FGS samples are rejected by A-CNNs*. Fig 3.8 (b) and (d) can
explain this phenomenon; larger o causes generated FGS adversaries to be further away from
the sub-manifolds of in-distribution classes (i.e., larger CD). When FGS adversaries enter the
protected regions by A-CNN* (starting at the distance denoted by CD of the most protective
OOD set, i.e., dotted red horizontal line), they are automatically rejected as OOD samples.

3.5 Conclusion

Our main goal is to differentiate OOD sets for recognizing a proper one for training an end-to-end
augmented CNN with high detection rate on unseen OOD sets while maintaining in-distribution
generalization performance. To this end, we feature an OOD set as protective if it can cover all
of the in-distribution’s sub-manifolds in the feature space. Then, we propose computationally
efficient metrics as a tool for differentiating OOD sets for the purpose of selecting the most
protective one. In practice, considering the increasing availability of new large-scale datasets for
different applications, it is essential to have a tool for efficiently leveraging them for detecting

unknown (OOD) samples.
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Chapter 4

On the Capacity of Augmented CNN

for Adversarial Examples Detection

4.1 Introduction

In [34, 36, 66], it is theoretically and empirically argued that a reliable CNN should reject
the samples that are located in the regions far away from the in-distribution data generation
distribution. In the previous chapter, we demonstrate that if an A-CNN is trained on a
protective OOD set (i.e. a set with high coverage of all the in-distribution sub-manifolds) can
detect a wide range of unseen unknown OOD samples as well as the FGS adversaries with a
large adversarial noise magnitude. Recall that the detection is performed by classifying these
samples into the extra class, which is called the "dustbin" class in this chapter. Using the
Coverage Distance metric, we showed that, by increasing the adversarial noise, the generated
FGS adversaries are distancing from the protected in-distribution sub-manifold, i.e. moving
into the protected region classified as dustbin (extra class of A-CNN)(Fig 3.8).

Motivated by our previous observations, in this chapter, our goal is to further analysis and
compare various A-CNNs, which are trained on different training sets for the dustbin class, in
terms of detection rate of a wide array of black-box adversaries and their robustness to the
white-box adversarial examples. Particularly, we aim to assess to what extent the A-CNN* (i.e.
trained on a protective OOD set) is able to detect not only FGS adversaries but also other
types of adversaries such as DeepFool and CW. Our ultimate goal is to achieve an A-CNN, as
a unified reliable model, that not only correctly classifies the clean samples but also identifies the
anomaly samples, such as adversaries and unseen OOD samples, without the need to introduce

an extra auxiliary regressor [53, 19, 63] or modifying its training objective function [52, 66].

To enhance A-CNN*’s detection rates on larger types of adversarial examples, particularly
those with the (sub)optimal amount of additive adversarial noises, e.g. CW, we augment the

protective OOD set with a set of inter-class interpolated samples, created by interpolating
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the samples from two distinct classes. Our motivation for interpolating the samples is that
while they are conceptually similar to adversaries, generating them is straightforward and
cost-effective. In other words, by imitating the adversaries, the inter-class interpolated samples
contain simultaneously the features from two classes — like the adversaries that have the
features from a fooling class and a true one. Other researchers have used the inter-class
interpolated samples in the input space [120] or in the feature space [106] mainly to increase
the accuracy rate of a vanilla CNN on the clean test samples. The latter approach, called
manifold mixup [106], also showed that the vanilla CNN trained on the interpolated samples in
the feature space can increase its robustness to adversaries (in terms of correctly classifying not
rejecting them). However, we use the inter-class interpolated samples in the input space while
the selection of the pair of the samples is guided by the feature space, with the goal of training
an A-CNN that can reject a wider range of black-box adversaries. The A-CNN trained on
these interpolated samples along with the protective OOD set is called A-CNN*
throughout this chapter.

Instead of the inter-class interpolated and OOD data, it is also possible to train an A-CNN on
an exhaustive and diverse set of adversarial examples (which includes all the known types of
adversaries) in order to achieve a high detection rate on all adversaries, likewise [38]. However,
generating such an inclusive and diverse set of adversaries, particularly for a large-scale dataset,
can incur a significant computational burden. Moreover, we show later that the A-CNN trained
on a set of Projected Gradient Descent (PGD) adversarial examples, i.e. a FGS-type adversaries,
has lower detection rates on the unseen adversaries (particularly, on CW and DeepFool) than
the A-CNN*. However, compared to A-CNN*, the latter A-CNN (i.e. PGD trained A-CNN)
has higher detection rates on the other FGS variants (e.g. T-FGS and FGS).

Besides the quantitative analysis, we also aim to qualitatively investigate the impact of OOD
training (by a protective OOD set) of A-CNN on the feature space and the decision boundaries
in the input space. In other words, by visualizing the feature space (in section 4.3.5), we can
observe how the A-CNN trained on a protective OOD set is be able to detect the adversaries,
even never trained on any adversarial examples. We empirically exhibit that the A-CNNs have
the capacity to learn more flexible feature space where some types of the black-box adversarial
examples can be correctly disentangled from the in-distribution sub-manifolds and placed on
a separated sub-manifold associated to the extra class (i.e. dustbin class). Furthermore, we
show that some fooling regions (in the input space) of a vanilla CNN can be filled with dustbin
(rejection) region in the A-CNN trained on a protective OOD set (Section 4.3.6).

4.2 Inter-class Interpolated Samples

While training A-CNN on a large and diverse set of adversaries can lead to adversarial detection

by the A-CNNs [38], generating such a inclusive and diverse set, especially for a large-scale
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clean dataset, is computationally expensive. To obviate the computational cost of generating
a diverse set of adversaries, we use inter-class interpolation, a computationally efficient and
simple procedure, for creating some synthetic samples that can conceptually mimic some
behaviours of the adversaries. Since a CNN misclassifies an adversarial example into a fooling
class, it can show that such an adversarial example simultaneously contain some features from
two classes, i.e. its fooling and true classes, with the invisible features relevant to the fooling
class and perceptually recognizable features related to the true class. Indeed, these invisible
fooling features trigger the trained CNNs to misclassify the adversarial examples even though
the fooling features can not be perceived by human eyes!. Conceptually similar to adversarial
examples, the interpolated data contains the features from two classes (source and target

classes).

Interestingly, Tramér et al. [102| argued that adding the inter-class mean difference (in input
space) to clean samples can create a kind of model-agnostic adversarial examples which may
fool some binary classifiers that satisfy a condition. Such agnostic-model adversaries (generated
in the input space) can be regarded somewhat similar to our inter-class interpolated samples
since both of them are adding the features (in input space) from a target class to a sample
from the source class. We later show (in Sec. 4.3.2) that our interpolated samples (especially
for MNIST task) augmented to a selected OOD set can significantly enhance the capacity of

the A-CNN on detection of a larger variety of adversarial examples.

To create a set of synthetic samples, some pairs of correctly classified in-distribution samples

from different classes are interpolated as follows:

X k! = & X Xg + (1 - Oé) X X/, (41)

Where xj, and x;s are the images from k and k' classes (k # k'), and « is the interpolation
parameter. A large (or small) a produces less perturbed samples, that are more similar to a
clean sample, and training an A-CNN on them (as the extra class) can result in unavoidable
degradation of accuracy on the clean in-distribution samples. Therefore, we set o = 0.5 in all

the experiments.

4.2.1 Pair Selection

To create an interpolated sample, we need to define which pairs of samples, i.e. which classes
and which two samples from the selected classes should be used. There is a tremendous number

of combinations, particularly for a large-scale dataset with a large sample complexity and a

'In [42], the authors have shown that a clean sample contains robust and non-robust features, which the
robust ones can be perceived by human observers while non-robust features can not. By training a CNN on
the clean samples, it learns both robust and non-robust features. Because of learning non-robust features, the
adversarial examples, which usually contain non-robust features of fooling classes, can trigger the CNN to
misclassify them as the fooling classes.
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Figure 4.1: Some of our interpolated samples generated for all the classes of MNIST (a) and
CIFAR-10 (b). The interpolated samples (shown in the 3rd rows of (a,b)) are composed of two
images in the input (image) space: a randomly selected source sample (1st row) and its target
sample (shown in 2nd row) is its nearest neighbor (from a different class) in the feature space.

high number of classes. To efficiently create an effective set of interpolated samples that are also
conceptually similar to the adversarial examples, instead of randomly selecting the pairs, we
interpolate each sample with its nearest neighbor (in the feature space) from a different target
class. Two nearest samples (in the feature space) from two distinct classes are more semantically
similar, thus, it is likely that an adversarial attack may easily perturbed them toward each
other. Therefore, such an interpolated sample may mimic better their corresponding real
adversarial examples. Moreover, finding the nearest neighbors in the low-dimensional feature
space is more efficient, in terms of time and space complexity, compared to the high-dimensional
raw input space. Likewise [2, 19], we use the penultimate layer of a vanilla CNN to represent

the samples in the feature space.

Using a kd-tree, for a randomly selected training sample from a source class, we find its nearest
neighbor from a different target class in the feature space. kd-tree’s time complexity for finding

the nearest neighbor is O(log N'), with N as the number of training samples. For all the classes,
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we generate the equal number of interpolated samples.

In Fig. 4.1, some interpolated samples for MNIST and CIFAR-10 are exhibited. As it can be
seen, due to the selection of the nearest neighbor samples in the feature space, our MNIST
interpolated samples are not visually too much perturbed. In other words, since the samples
are semantically similar to each other, only a few features from a similar target sample perturbs
the source one. We later also show (in Table 4.2) that these MNIST interpolated samples
as a single dustbin training source can lead to an A-CNN with relatively high average of
adversaries detection rates. Therefore, it seems that our interpolated samples are somewhat
legit model-agnostic adversarial examples, like the model-agnostic adversaries generated by
Tramér et al. [102]. However, we can not observe the similar behaviour for the CIFAR-10’s
interpolated samples as they are not only visually very perturbed, but also they can not be
served as a single dustbin training source for producing an A-CNN with high expectation

detection rate of adversarial examples.

4.3 Experimentation

4.3.1 Experimental Setting

MNIST with NotMNIST: As an protective OOD set for MNIST, we consider NotMNIST
dataset that consists of 18,724 letters A-J printed with different font styles?. The size of images
of MNIST and NotMNIST are equal, i.e. 28 x 28 pixels. We use a CNN (named Cuda-ConvNet)
that has three convolution layers with 32, 32, and 64 filters of 5 x 5, respectively, and one Fully
Connected (FC) layer with a softmax activation function®. In addition, dropout with p = 0.5
is used at the FC layer for regularization. To train an augmented version of Cuda-ConvNet,
we utilize a training set comprising 50K MNIST training samples as in-distribution data as
well as 10K randomly selected samples from NotMNIST dataset along with 15K interpolated
samples generated from MNIST training samples. The remaining samples from NotMNIST

(=~8K) in conjugation with MNIST test samples are considered for the evaluation purposes.

CIFAR-10 with CIFAR-100: CIFAR-10 with 50K and 10K RGB images as training and
test set are another in-distribution task and we used CIFAR-100* as its protective OOD set.
To reduce overlap between the labels (classes) from CIFAR-10 and CIFAR-100, we ignore the
super-classes of CIFAR-100 that are conceptually similar to CIFAR-10 classes. So, vehicle 1,
vehicle 2, medium-sized mammals, small mammals, and large carnivores are excluded from
CIFAR-100. Note that all the images are scaled to [0, 1], then normalized by mean subtraction
over the CIFAR-10 training set. For CIFAR-10, we use VGG-16 [91] architecture. To train

2 Available at http://yaroslavvb.blogspot.ca/2011/09/notmnist-dataset.html.
3To read more about the configuration of this CNN, the readers should refer to https://github.com/
dnouri/cuda-convnet/blob/master/example-layers/layers-18pct.cfg
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an augmented VGG-16, 15K randomly selected samples from CIFAR-100* along with 15k
interpolated samples from CIFAR-10 training set (labeled as dustbin class) are appended to
CIFAR-10’s training set.

The hyper-parameters of attack algorithms: FEach adversarial generation algorithm
comes with a few hyper-parameters. We summarize the details on the values of the hyper-
parameters used for generating adversarial examples in Table 4.1. In addition, we present
the error rate of another vanilla CNN, which differs from the one used for generating the
adversaries, in order to show that transferability degree of these adversarial examples. Due to
high time complexity of CW, we considered 100 randomly selected images for each dataset. For
each selected image, likewise [115], two targeted adversarial samples are generated, where the
target classes are the least likely and the second most likely classes according to the predictions
provided by the underlying CNN. Thus, in total, 200 CW adversarial examples are generated
per dataset. To increase the transferability of CW, we use x = 20 for MNIST and « = 10 for
CIFAR-10. For other attacks (variants of FGS as well as DeepFool), we utilized 2K correctly

classified test samples.

Dataset Attacks Hyper-parameters Error rate (%)
FGS e=0.2 65.86
TFGS e=0.2 80.01

MNIST PGD e = 0.02, « = 0.2, # of iterations = 20 74.10
DeepFool - 98.11
CW Kk =20 77.51
FGS e =10.03 63.84
TFGS € =0.03 63.76

CIFAR-10 PGD e = 0.003, a = 0.03, # of iterations = 20 48.81
DeepFool - 43.18
CW k=10 57.50

Table 4.1: The hyper-parameter setting of the adversarial attacks in our experiments and the
error rate of another vanilla CNN on them to reflect the degree of transferability of these
black-box adversaries

4.3.2 Black-box Adversarial examples

In [9, 74, 96|, it has been empirically shown that many of adversarial examples generated
from a learning model, e.g. an attacker CNN, can be transferred and attack different victim
models that their architecture and parameters (e.g. weights and bias) are securely hidden from
all the outside-viewers, including the attacker. These attacks are called transferable black-box
attacks. Using a vanilla CNN, we generate assorted types of adversaries such as DeepFool, FGS,
PGD, T-FGS and CW for the correctly classified clean test samples of each in-distribution
task. We assess and compare the behaviour (in term of accuracy, error and rejection rates) of
different A-CNNs on these range of test adversaries in Table. 4.2. Note that the A-CNNs are
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A-CNN
Test Set Metrics | Adve. OOD* Interp. OOD* U Interp.
(PGD)

Acc. 99.54  99.47  99.50 99.48
In-dist. test Rej. 0.00 002  0.02 0.08
Err. 0.46 051  0.48 0.44

= Acc. 0 19.15 1047 0.34
g FGS Rej. 100 6519  83.31 99.59
< Err. 0 15.66  6.22 0.07
g Acc. 0 30.20  3.10 0.01
= PGD Rej. 100 2320 95.69 99.90
& Err. 0 37.60  1.21 0.09

= Acc 0 117 1.05 0
= T-FGS Rej. 100 9592 98.58 100

z Err. 0 0.37 0 0
Acc. 621 1145  9.87 5.36
5 DeepFool Rej. 35.66  4.72  78.06 89.84
Z Err. 5813  83.83  12.07 4.80
= Acc. 18.00 27.50 15.50 7.50
cwW Rej. 28.00 599  55.00 77.49
Err. 54.00 66.51  29.50 15.01

Ace.(T) | 7.03 2019 9.08 2.65
All Adv. (Avg) Rej. (1) | 7273 39.02  81.12 93.36
Err. (1) | 2024 4079 98 3.99
Acc. 91.66  88.58  90.38 86.65
In-dist. test Rej. 0.10 5.69 1.55 8.74
Err. 824 573  8.07 4.61
= Acc. 0 31.90 3898 29.50
o FGS Rej. 100 36.81  6.93 45.11
1 Err. 0 31.29  54.09 25.39
= Acc. 0 5427 59.22 50.28
g PGD Rej. 100 12.94  5.06 24.76
o Err. 0 3279  35.72 24.96
= Acc. 0 2717 33.51 24.35
&) T-FGS Rej. 100 41.08  7.32 51.33
= Err. 0 31.75  59.17 24.32
= Acc. 1652 4422 54.48 12.81
& DeepFool Rej. 1412 3320 5.16 40.26
= Err. 39.36  22.58  40.36 16.93
© Acc. 4450 4650  48.50 39.00
cwW Rej. 150 1850  8.00 39.50
Err. 54.00 35.00  43.50 21.50
Acc.(T) | 1821 4082 46.93 37.19
All Adv. (Avg) Rej. (1) | 63.12 2850  6.50 40.19
Err. (1) | 18.67 30.68  46.57 22.62

Table 4.2: Comparison of the performance of A-CNNs (in term of accuracy (“Acc.”), rejection
(“Rej.”) and misclassification (“Err.”) rates ) on the black-box adversaries attacks for MNIST and
CIFAR-10 in-distribution tasks. Underline, red color, and boldface denote the best accuracy
(i.e. correctly classifying adversaries), the highest rejection rate, and the lowest error rate
for each attack, respectively. OOD* denotes a protective OOD set.

identical in the structure but trained on different dustbin training set; either on I) training
PGD adversaries, II) the selected (protective) OOD set, III) interpolated samples, or IX) the
union of protective* OOD set and the interpolated samples. Comparing the error rate of these
A-CNNs allows us to show the impact of each dustbin training set on reducing the risk of the

black-box adversaries.

4For brevity reasons, we simply call a protective OOD set as OOD set in Table 4.2.
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Regarding the test in-distribution set in Table 4.2, we observe a slight drop in test accuracy
rates of the A-CNNs (except for that trained one on PGD adversaries). Despite the drop in
the accuracy of A-CNN* (OOD*U Interp.) on the clean test samples, its error rate also is
decreased (i.e. the smaller number of mistakes) as it rejects some the hard-to-classify clean

samples instead of incorrectly classify them.

It is not surprising that the A-CNN trained on a set of PGD adversaries can perfectly reject
almost all the variants of FGS adversaries (i.e. FGS and T-FGS) (as previously shown in [38]).
However, it is not able to reject those non-FGS variants of adversaries, namely CW and
DeepFool. Thus, using one type of adversaries, e.g. PGD, as a single training
source for the extra dustbin class of A-CNN can not necessarily lead to the high
detection rate of unseen types of adversaries. Although A-CNN* is never trained on an
explicit set of adversaries, we can see that it is consistently rejecting a large portion of unseen

adversaries generated by these five known attacks.

Consequently, if an A-CNN is trained on a proper dustbin training set, e.g. a protective OOD
set along with a set of interpolated samples, our empirical results demonstrate that such an
A-CNN has the capacity to detect different types of adversarial examples as well as unseen
OOD sets (as empirically shown in Chapter 3)°. Indeed, a properly trained A-CNN can be
regarded as a unified method for correctly classifying the clean samples while detecting the
anomaly samples, such as adversaries and OOD samples, without the need to introduce an extra
auziliary regressor [53] or the drastic modifications to the architecture of a vanilla CNN [65, 66]

or its training procedure [52].

The Impact of Protective v.s. Non-protective OOD Set on Adversaries Detection

In the preceding chapter, we show the extensive empirical evidences that an A-CNN trained
with a protective OOD set has a superior performance over the one trained on a non-protective
OOD set for the detection of unseen OOD sets. Here, in Table 4.3, we demonstrate that
the performance of these two A-CNNs on detection of an array of adversaries for CIFAR-10
in-distribution task. The A-VGG* trained on CIFAR-100* (C100*) performs significantly
better at rejecting of adversaries than the A-VGG? trained on SVHN (as a non-protective OOD
set for CIFAR-10). Therefore, due to rejecting a greater number of the adversaries, A-VGG*
obtains smaller error rates over the adversaries than A-VGG?!. Note that their accuracy rates,

reflecting the number of correctly classified adversaries, are only slightly differ.

Consequently, to have an A-CNN with high detection rate of a vast range of adversaries, the
protective OOD set is preferred over the non or less protective one. Considering these present
results (in Table 4.3) along with those in Table 3.1, the A-CNN trained on a protective OOD

set can outperform the A-CNN trained on a non (less) protective one for detecting a wide

®See comparison of A-CNN (PGD) with A-CNN* on detection of unseen OOD sets in Sec. 4.3.4
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range of both unseen adversaries and OOD sets.

Test Set | Metric | A-VGG! (SVHN) | A-VGG* (C100*)
Acc. 91.71 88.58
In-dist. Test | Rej. 0.07 5.69
Err. 8.22 5.73
Acc. 37.65 31.90
FGS Rej. 0.0 36.81
Err. 62.35 31.29
Acc. 52.50 54.27
PGD Rej. 0.0 12.94
Err. 47.50 32.79
Acc. 31.28 27.17
T-FGS Rej. 0.05 41.08
Err. 68.67 31.75
Acc. 53.88 44.22
DeepFool Rej. 0.05 33.20
Err. 46.07 22.58
Acc. 47.00 46.50
CW (Lg) Rej. 7.00 18.50
Err. 46.0 35.0

Table 4.3: Comparison of the performance of A-VGGs, which are trained on a protective v.s.
non-protective OOD sets, on detection of adversaries for CIFAR-10 as in-distribution task.

4.3.3 White-box Adversarial Examples

Using 1K test samples from MNIST (CIFAR-10), we generate various types of white-box
adversaries (with the same hyper-parameters as the black-box ones) by an A-CNN* and a
vanilla CNN. Since the augmented CNN has an explicit rejection class, the generated adversarial
samples with fooling class dustbin are discarded as a threat (attack) to A-CNN*. Indeed, the
A-CNN can already detect and reject such samples as it classifies them as dustbin. Therefore,
a successful adversarial example should fool the A-CNN* toward a class different than the

extra class (dustbin) and its associated true label.

In Fig. 4.2, we measure the success rate of adversarial algorithms that directly use either the
A-CNN* or its vanilla counterpart. The success rate reflects the rate of the generated samples
that are fooling their underlying model toward a fooling class (the success rate is represented
by red color). The fail rate (the failure of the algorithm to generate adversaries) is the rate of
the generated samples that are classified as their associated true class (represented by green
color). Finally, the dustbin rate (only for A-CNN*), which is equivalent to rejection, is the

rate of the samples that are classified as a dustbin class (exhibited by orange color).

Note that in the untargeted attack algorithms, such as FGS and PGD, we can not pre-determine
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Figure 4.2: The fooling (in red), dustbin (in orange), and failure (in green) rates of generating
white-box adversaries using A-CNN* and a vanilla CNN (indicated by crosshatched pattern)
for 1K test samples of MNIST (a) and CIFAR-10 (b).

the fooling class, i.e. we have no contorl to fool the model for a given sample toward a specific
(selected) fooling class. Because their objective function for adversaries generation is to
maximize the loss of the model on a given pair of a sample and its true label (class) Eq.1.6,
meaning it can end up to any possible fooling classes (including the dustbin class for the
A-CNN). However, for T-FGS and DeepFool, we can choose to not fool toward the dustbin
class. Even by discarding the dustbin class from the set of candidate fooling classes for these
targeted attacks, we observe (in Fig. 4.2) that the T-FGS and DeepFool are still generating
the samples that the A-CNN* can already rejected.

As it can be seen, for MNIST (in sub-figure 4.2 (a)), a significant portion of adversaries

generated by A-CNN* are fooled toward the dustbin class (orange color) and a smaller portion
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of them are truly fooled (red color). However, a large portion of the generated samples by the
vanilla CNN (the unprotected one) successfully fools it (red color). However, for CIFAR-10,
the dustbin rate of A-CNN* is equal (or slightly larger) to its fooling rate. Consequently, we
may consider such A-CNNs as a potentially more robust models (compared to their vanilla
counterparts) to these types of adversarial white-box attacks as they can reject to create some
fooling adversarial examples. Note that we are not claiming that these A-CNNs are completely
robust to all types of adversaries with various values for their hyper-parameters. Rather, we
empirically show that a properly trained A-CNN ( which is trained on an appropriate dustbin
training set, e.g. a protective OOD set and the interpolated samples) is more robust ( compared
to a vanilla CNN) to some types of adversarial examples. In fact, it is still possible that one
can meticulously generate some adaptive adversaries to evade the dustbin class of a properly

trained augmented CNN.

A-CNN (PGD)  A-CNN*

In-distribution OO0D set Rejection (%)  Rejection (%)
NotMNIST (unseen) 80.75 99.98
MNIST Omniglot (unseen) 100 100
CIFAR-10(gc) (unseen) 99.89 100
CIFAR-100" (unseen) 0.82 96.21
DS-ImageNet! (unseen) 12.08 87.49
CIFAR-10 SVHN (unseen) 0.04 92.29
LSUN (unseen) 15.90 84.80

Table 4.4: The rejection rate of the unseen OOD sets by A-CNN (PGD) and A-CNN* for
MNIST and CIFAR-10.

4.3.4 0OOD Samples Detection

We argue in chapter 3 that the various OOD sets are not equal for training an effective A-CNN,
which is able to detect a vast array of unseen OOD sets. Here we aim to show whether an
adversarial training set can lead to training of an A-CNN with high detection rate of unseen
OOD set. In table 4.4, we compare A-CNN (PGD) and A-CNN* for detecting various unseen
OOD sets across MNIST and CIFAR-10. For MNIST, the A-CNN (PGD) can detect the
unseen OOD sets as good as the A-CNN*. However, for a more complex task, i.e. CIFAR-10,
the A-CNN (PGD) is not able to effectively reject/detect the unseen OOD sets, compared
to its counterpart A-CNN*. Therefore, the adversarial training set consists of one type of
adversaries, e.g. PGD, can not be a proper training set for training an A-CNN with high
detection rates of unseen OOD sets, particularly for complex in-distribution tasks. Recall
from Table 4.2 that A-CNN (PGD) can detect the variants of FGS algorithm, e.g. T-FGS and
FGS, but its detection rates are inferior for the unseen adversaries such as CW and DeepFool,
compared to the A-CNN*.
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Figure 4.3: Visualization of MNIST randomly selected training samples, its adversarial examples
(FGS and T-FGS), and the OOD samples (from NotMNIST) in the feature spaces achieved by
a vanilla CNN and an A-CNN* for MNIST as the in-distribution task.

4.3.5 Visualization of the Feature Space

To represent the in-distribution instances, OOD samples, FGS and T-FGS adversaries in the
feature space of a CNN (either the vanilla CNN or A-CNN*), we pass them to each CNN’s
penultimate layer. Using PCA, the dimensionality of data in the feature space is reduced to 3

for the visualization purposes.

In Figures 4.3 and 4.4, we visualize the feature spaces of A-CNN* (trained on a protective
OOD set) and its vanilla counterpart for MNIST and CIFAR-10, respectively, in the presence
of OOD samples and FGS types of adversariesS. Looking at the the feature space of a vanilla
CNN, it can be observed that the OOD samples are mostly entangled with (or placed very
nearby to) the in-distribution sub-manifolds. This may explain the behaviour of a vanilla

CNN that produces very uncalibrated predictions (i.e. high confidence) for many OOD samples

5To see the feature space in 2D space, created using T-SNE, the interested readers can refer to Fig B.1 in
Supplementary section.
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as they are entangled with (or placed on or very nearby) the in-distribution sub-manifolds.
While by training an A-CNN on a protective OOD set, i.e. a set with high coverage of all
the in-distribution sub-manifolds, we force the network to learn a separate sub-manifold to

disentangle the unseen anomaly samples from the in-distribution sub-manifolds.

While A-CNN* is never trained on any adversaries, we can observe that OOD training of an
A-CNN (by a protective OOD set) can cause disentanglement of a relatively large portion of
the black-box adversaries (FGS and T-FGS) from the in-distribution sub-manifolds by placing
them on a separated extra sub-manifold (which belongs to dustbin class). Moreover, it can
be seen that some portion of these adversaries, especially for CIFAR-10 in Fig. 4.4, are not
separated from the in-distribution manifolds. This can happen as some of them are indeed
correctly classified by the A-CNN* as reported in Table 4.2.

Although training A-CNN on the most protective OOD set results in disentanglement of unseen
unusual samples (e.g. OOD and adversarial instances) in the feature space, if it is trained on
the least protective one, we can not observe this interesting behaviour in the feature space (see
Fig. 4.5). For example, SVHN, as an non-protective OOD set for CIFAR-10, can not cover some
of the in-dist. sub-manifolds (Fig 4.4 in 2nd row of vanilla VGG (1st column)). Training an
A-CNN on it (i.e. A-VGGY) can not lead to properly separating the unseen OOD samples (and
the unseen adversaries) from the in-dist. sub-manifolds as it can be seen in Fig 4.5. Because
of that, the A-VGG?! has a low detection rate of unseen OOD samples and the adversarial
examples (in Table 4.3.)

4.3.6  Visualization of Classification Regions in the Input Space

We aim to visualize and compare the decision boundaries and classification regions (in the
input space) that are learned by A-CNN and its vanilla counterpart. To this end, we plot
2-dimensional cross-section for several clean samples [111]. Using a trained model h(.), each
coordinate (z,y) in a 2-D cross-section reflects the model’s class prediction (shown by a color)
for a sample that is crafted by moving a clean sample z units in an adversary direction (denoted
as € € RP) and y units in a random direction (denoted as e¥ € R”) perpendicular to the
adversary direction (i.e. ef L e¥) (Eq. 4.2). In our results, the adversary direction ef is
achieved by an adversarial algorithm such as FGS and DeepFool using a distinct vanilla CNN

(i.e. this is the black-box adversarial direction).

We create a 2-D cross-section (denoted by f: x xy — {1,..., K}) for a clean sample x € R”
(shown by a black dot in the middle of the plot), its adversarial direction e¥, a random direction
eX orthogonal to ef, and a learning model h : X — {1,..., K} that maps the crafted sample

into one of K classes as follows:

F(,yix, o, eF) = arg max h(x + we + ye), (42)
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Figure 4.4: Visualization of some CIFAR-10’s (as the given in-distribution set) training samples,
its adversarial examples (FGS and T-FGS), and the OOD samples selected from C100* and
SVHN in the feature spaces of a vanilla VGG (2nd column) and the A-VGG* (3rd column) for
CIFAR-10 as the in-distribution task. To interact with these 3d plots, interested readers may
refer to https://github.com/mahdaneh/Out-distribution-learning FSvisulization for
downloading the IPython notebook file (.ipynb).

where z,y € [—¢, €] and h is either the vanilla CNN or A-CNN. We set ¢ = 0.2 for MNIST and
e = 0.1 for CIFAR-10 to create the cross-sections in Figures 4.6 and 4.7, respectively. As it
can be seen, the fooling classification regions of the vanilla CNN are occupied (or shrunk) by
dustbin regions (indicated by orange) in A-CNN*. In other words, while the vanilla CNN is
fooled by the samples created through moving in the adversary directions, A-CNN* can detect

and reject these adversaries by classifying them as dustbin.
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Figure 4.5: Visualization the impact of a non-protective OOD set on the feature space of
A-VGG for CIFAR-10 (in-dist.). Training an A-CNN on SVHN (as the least protective OOD
set for CIFAR-10) can not cause the separation of the unseen OOD samples (2nd row) and
the adversaries (3rd and 4th rows) from the in-dist. sub-manifolds. Indeed, these samples are
still entangled (placed nearby) to the in-dist. sub-manifolds. Thus, this A-CNN? exhibits low
detection rates on both unseen OOD sets and the adversaries (Table 4.3).

4.4 Conclusion

The main goal of this chapter is to provide extensive empirical evidences to show the potential
of A-CNN for detecting unseen adversaries, if it is trained on an appropriate training set. We
compare the capacity of various A-CNNs on detection of an wide array of adversarial examples

generated in the black-box and white-box models. There are several training source for training
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Figure 4.6: Illustration of cross-section (a.k.a. church-window) plots [111] for various MNIST
clean instances in order to observe and compare the class predictions (classification regions) of
the vanilla CNN and its augmented counterpart for the samples that are created by moving
a clean sample in two directions i.e. e} and e%. The adversary direction ey for the clean
sample x is achieved by FGS or DeepFool using a distinct vanilla CNN. Also, for a fixed
e, we choose four different random directions e3 that are orthogonal to the given adversary
direction to create four different cross-sections (each block of four cross-sections). The fooling
classification regions of the vanilla CNNs are occupied by dustbin regions (indicated by orange)
corresponding to the extra class in their augmented counterparts.

an A-CNN; including a set of adversarial examples, a protective OOD set, and synthetic
samples (e.g. interpolated ones). Using these different training sets, we train several A-CNNs to
compare their ability of detection of adversaries. Our experimental results reveal that A-CNN*
(i.e. is trained on a protective OOD set along with a set of interpolated samples) can lead
to relatively lower risk rate (in term of error rate) on a wide spectrum of unseen black-box
adversaries, compared to the A-CNNs trained on a set of adversaries or a non-protective OOD

set. Moreover, comparing a vanilla CNN, we show that the A-CNN* can be more robust to

72



Adv. Method Vanilla CNN A-CNN*

FGS

DeepFool

Pk e
EE&LK o000

Airplane Auto  Bird Cat Deer Dog Frog Horse Ship Truck Dustbin

Figure 4.7: Illustration of cross-section plots for various CIFAR-10 clean test instances.

white-box FGS variants (with a specified hyper-parameters e.g. €) and DeepFool as it generates
a lower number of successful adversaries that can truly fool itself. This is because that the

A-CNN* is able to reject many of these white-box adversaries, as they are classified into its
extra class.

Furthermore, we visualize the feature space and the decision boundaries in the input space of
A-CNN* in order to observe how OOD training impact these spaces, where the adversaries
and OOD samples can be distinguished from the clean in-distribution ones. In the feature
space of this A-CNN, an extra sub-manifold associated to the extra class allows some unseen
adversaries to be disentangled from the in-distribution sub-manifold and be placed on this new
sub-manifold. Visualizing the classification regions achieved by A-CNN* can show some of
the fooling regions (found by FGS and DeepFool) that surrounded the clean samples can be
occupied by the dustbin class, reaffirming the capacity of A-CNN* for rejecting adversaries.
Finally, considering A-CNN'’s capability of rejecting a wide range of unseen OOD sets (showed

in chapter 3) as well as the adversarial examples (experimentally demonstrated in this chapter),
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we may hope to develop a unified and reliable model that not only correctly classifies the clean
samples but also identifies the anomaly samples, such as adversaries and unseen OOD sets,

without introducing a drastic modification of CNN’s architecture or its training algorithm.
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Chapter 5

Robust Object Detector for Partially
Labelled datasets

5.1 Introduction

Modern CNN-based object detectors such as Faster Region CNN (R-CNN) [81] and You
Only Look Once (YOLO) [78] achieve remarkable performance when trained on fully labeled
large-scale datasets, which include both instance-level annotations, i.e. bounding boxes around
each object of interest (a.k.a. Region of Interest (ROI)), and image-level labels, i.e. category
of the object enclosed in a bounding box. On the one hand, collecting a dataset with full
annotations, specifically bounding boxes, can be a tedious and costly process. On the other
hand, the object detectors such as R-CNN and YOLO show that their performance is dependent
on having access to such fully labeled datasets. In other words, training them on partially
labelled datasets (i.e. containing instances with missing-labels) leads to a drop in generalization

performance [113, 121].

To reduce annotation cost of large-scale datasets (e.g. Openlmagev3 [45]), partial-annotation
policy considers to annotate only one instance of each object presented in a given image. For
example, in an image containing a herd of sheep, only one sheep is annotated, instead of fully
annotating all the sheep instances in the image. This policy causes some missing bounding
box annotations but interestingly no missing image-level labels since at least one instance
of each existing object in each image is annotated. Beside this, the datasets with partially-
labeled instances can happen in other situations, including unintentional errors occurring in

the annotation process and for the case of merged dataset.

The motivation of using merged datasets has been arouse in our industrial project (namely
BRIiTE), where we aim at training an object detector to detect both road’s generic objects
and traffic signs of Quebec province. To train such a unified model, there is no such a unified

fully-labelled dataset from Quebec’s traffic signs and road objects. In reality, we only have our

75



own unlabelled dataset that is gathered by filming from Quebec’s roads. Unfortunately, fully
labelling our own dataset is very expensive and tedious. To reduce the cost of labelling, we
propose to label only the Quebec’s traffic signs in our dataset and leave the other interesting
objects unlabelled, likewise the German traffic sign dataset [39]. Then, by merging our partially-
labelled dataset (annotated Quebec’s traffic signs) into some publicly available labelled datasets
(like Kitti [21] or BDD100k [116]), we can build a larger dataset with some labelled instances
from all our objects of interest, then finally train a unified object detector to detect both
Quebec’s traffic signs and road’s generic objects. Therefore, likewise [77], we aim at combining
several datasets from similar (or the same) contexts but with disjoint (or partially disjoint)
sets of Object of Interest (Ool), in order to efficiently construct a larger dataset that includes
a wider range of objects of interest. Furthermore, merging several datasets, particularly those
comprising the Ools that are appeared in different poses, illuminations, styles, and etc (i.e.

different domains), can possibly mitigate domain-shift challenge [77, 108|.

In addition, such merged datasets can facilitate training of an integrated object detector, which
in turn can potentially lead to a significant reduction of time and computational cost. Training
and inferring from a unified object detector on a merged dataset is more efficient in terms of
memory and computational resources, compared to training several disjoint object detectors;
each for one of the constituting datasets. Particularly, inferring from a unified object detector
is quicker, thus it is more appealing for the embedded devices that should make decisions in
real-time but have limited computational resources (e.g. self-driving cars). In addition, training
a unified model obviates the need to combine decisions made by the various models, which can
be tricky and lead to sub-optimal solutions. Finally, merging datasets and training a unified

object detector on it can pave the path toward the development of an universal object detector
(e.g. [109]).

Despite the great potentials of the merged datasets for reduction of computational, time, and
annotation costs, merging several datasets, unfortunately, results in missing-label instances
(i.e. both image-level and instance-level labels are missing). Because the positive objects that
are annotated in one constituent dataset are considered as non-interesting (negative) objects
(thus not labeled) in the other constituent datasets. Unfortunately, training the modern object
detectors, including YOLO and faster R-CNN, on such partially-labelled datasets induce

inferior generalization performance [113, 114].

Regardless of the type of object detectors, the small number of labeled instances in a partially-
labeled dataset is one reason for such performance degradation. Another reason is the false
negative training signals arising from Unlabeled Positive Instance (UPI). Inspired by [113],
we later (in Section 5.4) elaborate how these UPIs can mislead training of an object detector,
particularly YOLO and faster R-CNN.

In this chapter, we aim at enhancing generalization performance of an object detector, when it
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is trained on a merged dataset, through augmenting it with on-the-fly (online) pseudo-labels
for the UPIs. For this purpose, we propose a generic self-supervised framework for training
a single detector (e.g. YOLO and faster R-CNN) while simultaneously creating on-the-fly
pseudo-labels for the UPIs using the object detector itself and a proxy network. Indeed, we
deploy a pre-trained proxy CNN for flagging which YOLO’s predicted bounding-boxes (a.k.a.
Region of Interest (ROI)) contain UPIs so that their objectness and class pseudo-labels are
generated. In other words, if the proxy network classifies the ROIs as one of the pre-defined
positive (i.e. interesting) objects, their pseudo-labels are created and used for training the
object detector. Otherwise, they are discarded to contribute to the training phase as the proxy
network classifies them as the class which is associated with all negative or uninterested objects.

In Fig. 5.4, the pipeline of our proposed method is illustrated.

We use a CNN with an explicit rejection option (i.e. A-CNN) as the proxy model so that
either classify a given ROI into one of the pre-defined categories of Ools or reject it as a
uninteresting (negative) object. To train this proxy, we can leverage from readily accessible
datasets that contain the samples from uninteresting objects (we call them Out-of-Distribution
(OOD) samples) along with the labeled samples containing Ool (a.k.a. in-distribution samples).
Recently, some promising results of OOD training have been reported for developing robust
object recognition classifiers [36, 66| and semantic segmentation models [5], as well as for

overcoming catastrophic forgetting [54].

5.2 Related Works

To augment the training size of a partially labeled dataset that is labelled by partial-annotation
policy, e.g. Openlmagev3 [45], Weakly Supervised Learning (WSL) methods [6, 17, 114, 121]
have been proposed to generate pseudo-labels for the UPIs by leveraging image-level labels.
Indeed, by annotating a dataset using this policy, we know that the images contain which
objects, although no bounding box annotations are precisely localizing them. Unfortunately,
these WSL methods can not simply be employed for generating pseudo-labels for the merged

datasets since both image-level and instance-level annotations are missed in such datasets.

With the aim of alleviating the performance degradation in faster R-CNN on partially-labelled
datasets (e.g. Openlmagev3 [45]), Wu et al. [113]| propose to control the false training signals
arising from UPIs —they incorrectly force the model to learn them as negative instances (i.e.
false negative signals). To this end, they discarded the gradients created by the ROIs that
have small or no overlap with any ground truths (to read about how discarding such ROIs can
lead to a smaller drop in performance, refer to Section 5.4). Although this simple approach
can remove the false negative training signals by UPIs, correcting them, instead of ignoring
them, can further improve the generalization performance, particularly for the merged dataset

as comprising a large amount of missing-label instances. Indeed, by identifying and correcting
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the false negative signals from UPIs (through pseudo-label generations), the size of the training
set is also augmented, which in turn can lead to training of an object detector with higher
performance. Moreover, labeling the UPIs in a merged dataset can expose the model to the

Ools from different domains, which can be satiable to alleviate domain-shift [108].

To generate a set of pseudo-labels for UPIs in the merged dataset, Rame et al. [77] proposed to
use several object detectors, each is trained separately by each individual fully-labelled dataset
included in the merged one. Using these trained models, a set of pseudo-labels is generated
for the UPIs in the merged dataset. Finally, another unified object detector is trained on this
offline set of pseudo-labels as well as the ground truth labels. However, their approach, i.e.
creation of a set of pseudo-labels using several distinct object detectors, is computationally
very expensive, compared to our self-supervised method that trains a single object detector on
the merged dataset while generates pseudo-labels for the UPIs. Note that for a merged dataset
comprising m datasets, for example, their approach needs to train m + 1 object detectors
(m models for pseudo-labels generation and another for the final object detector), while ours

performs by training a single object detector.

5.3 Background: Modern Object Detectors

Modern object detectors based on deep neural networks are generally categorized into two
types; one-stage and two-stage object detectors. The latter detectors are the model that I)
proposes a set of Regions of Interests (ROIs) through select search [23| or a regional proposal
network [81], IT) these ROIs are classified into a set of pre-defined object categories. The
R-CNN variants [22, 23, 81], i.e. region-based CNNs, are two-stage object detectors. Contrary
to the two-stage object detectors, the one-stage object detectors skip the first stage (i.e. no
need to obtain a set of ROIs), and, instead, they tend to classify a dense sampling of possible
locations that have a large overlap with ground truth labels. YOLO [78], SSD [59], and
RetinaNet [57] are among the widely-known one-stage object detectors. In this chapter, we
use YOLOv3 [79] and faster R-CNN [81] as the current (at the time that the thesis is written)

state-of-the-art one-stage and two-stages object detectors, respectively.

While the precision of the two-stage object detectors is greater than their one-stage counterparts,
their inference time is considerably slower. Thus, the latter object detectors, e.g. YOLO, are
more suitable for real-time applications,e.g. self-driving cars. In the following, we review the

architecture of YOLO and that of fast R-CNN as well as their corresponding loss functions.

5.3.1 YOLO

YOLO is a CNN-based object detector that predicts the bounding-boxes, in which the objects

of interest from K classes are included. YOLO predicts all the bounding boxes in a given
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Figure 5.1: YOLO divides a given image to g x g grids, then for each grid estimates A different

bounding-boxes, which each is a 5 + K-dimensional vector, encompassing the coordinate
information of the box (i.e. re, = [ﬁz‘g;”,ﬂ‘(’;ﬁ,wg“, lAz“G”]), the objectness probability (i.e.
p(O|r‘éij)), and a K-dimensional vector as the probabilities over K object categorizes (i.e.

p(c|r“Gij) € [0,1]%) with a € {1,... A}.

image at once, leading to detection of objects of interest in real-time, i.e. significantly high
Frame Per Second (FPS) rate.

To process the whole image at once, the input image is divided into g x g grids. Then, for
each grid Gy; with 4,5 € {1,...,9}, YOLO predicts A bounding boxes, where each box is
a (b + k)-dimensional vector, comprising the coordinates of the box’s center and its height
and width w.r.t its corresponding grid (the bonding-box a belonging to G;; is represented
by r‘éij, a €{1,...,A}), objectness probability of the given r“Gij, ie. p(O|r‘aj)f this reflects
the probability of having an object inside the given box—, and a K-dimensional vector of
class probabilities, i.e. p(c|rcéij). Therefore, the output of YOLO will be a tensor of size
l9,9,A,5+ K] as demonstrated in Fig. 5.1. Moreover, for each grid G;;, a set of pre-defined
bounding-boxes (called anchors) with different aspect ratios and scales is considered. We
represent a-th anchor of grid G;; by A“Gij = [w&_y_, h‘éw_], where w&j, h‘éij are its width and
heights, respectively (later, we explain the role of anchors). YOLO then processes simultaneously

each of these g x g grids for estimating the bounding-boxes that contain an object of interest.

In reality, the bounding-boxes do not have arbitrary scales and aspect ratios. For example, all
bounding-boxes enclosing cars usually have very similar scales and aspect ratios. The same is
true for many other objects such as pedestrians, trains, bicycles, and so on. Therefore, we can

have an initial guess ( in terms of anchors) for the size of A bounding-boxes. The adjustment
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of the anchors to fit the ground truths is done during the training process by estimating the
coordinate information of their corresponding bounding-boxes. To obtain the size of anchors,
the whole training ground truths are clustered by their width and height into A clusters, then

the center of each A clusters indicates the size of each A anchors.

Loss Functions of YOLO

,tjj ), where I; is the i-th training input image

and t:j is its j-th ground truth (i € {1,... N}). Each ground truth t:j consists of a bounding

box coordinate information, i.e. rfj = [x;k] A 7 w; 7 h;-kj ] and the category (class) of its enclosed

Each training sample is denoted by (I;, {t:?,. ..

object, i.e. k;j € {1,..., K}. The center of j-th ground truth and its corresponding height and
width (w.r.t the image) are represented by xzj A 7 w:j , h;-kj € [0, 1], respectively. From now on,

we drop the indices from the ground truth and their estimations for simplicity reasons.

Contrary to the coordinate information of the ground truth, i.e. r* = [z*, y*, w*, h*], that of
estimated bounding-box by YOLO, i.e. r = [:%, U, W, ﬁ} , are relative to their corresponding gird
(grid-orientation). To have the ground truths and the estimations in the same coordinate-system,

the predicted bounding-box is transferred to image’s coordinate system as follows:

by =xg,; +1 (5.1)
by = ya,; +9 (5.2)
b, = we,, exp(®) (5.3)

(5.4)

bt = haGi]- exp(ﬁ),

SR

where zg,;,yq,; are the coordinate of the top-left corner of grid Gj; w.r.t the image, and

wg;ij, h‘éij are the width and height of a-th anchor of the given grid.

For each grid Gy, 1,7 € {1,...,g}, we compute the class and coordinate loss functions only
if the Intersection over Union (IoU) between a ground truth, e.g. r*, and at least one of the
grid’s anchors A‘éij is larger than a pre-defined threshold 7, otherwise its class and coordinate
losses are zero out (ignored). Note if a grid has several anchors that have large IoU (>7) with a
ground truth, then the class and coordinate losses are computed for the anchor with the largest

IoU, and the rests are ignored.

For a given Gjj, let ¢’ = argmaxle (IoU(r*, A‘ZGZ_J_)>7 its class loss computes the difference
between the estimated class probabilities, i.e. p(c\raG/ij) and the true class £*, which is

encoded by p*(c); that is a one-hot K-dimensional vector with only one at its k*-th element
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(p*(c= k) =1) "

. , logp(c = k*[r% ) if max (IoU(r*, A? )) >T
[‘Cls(p (C),p(C|r%”)|G1]) = Gij a - Gij (55)
0 Otherwise.
(&% — bs)? + (5" — by)? if max, (IoU(r*, A"G”,)> >
Looor (12757 0" 1], [b, b b2, 82| 1Gig ) = 3 4 (0 — b2)2 4+ (" — )2
0 Otherwise.
(5.6)

Contrary to coordinate and class losses, we compute the object loss for all the anchors of all the
grids— regardless of the IoU of each anchor of grid G;; with a ground truth. The object loss is
computed by binary cross-entropy, measuring the loss on the estimated objectness probability.
To label each anchor by its true object label, the anchor a’ of a grid G;; that has the highest
IoU and is larger than 7 (o’ = argmax,IoU(r*, A“Gij) > 7) is labeled as 1 (meaning contain an
object t“G/ij = 1), and the remaining anchors of this grid are labeled as zero ( taGij = 0, where
a # a'). There is another scenario for labeling the anchors; if an anchor has a large (> 7) IoU
with a ground truth, then its true object label is t‘éij = 1, whether its IoU is the highest or
not, otherwise (if its IoU< 7) its true label is t“Gij = 0. Using the latter labeling scenario, each

anchor of a grid A“Gij is labeled as follows:

0 IoU(r*,A% )<
1, = { b =T (57)
1 IoU(r ’AGij) >
The following object loss for the a-th anchor of grid Gj; is computed as follows:
Lov; (16,5, p(OIrg,;)) = 16, 1og p(Olrg, ) + (1 — 1, ) log(1 — p(Olrg;, ). (5.8)

It should be re-emphasized that the object loss is computed for all the anchors belong-
ing to all the grids, whether they contain a ground truth or not, while the coordinate
and class losses are only computed for the grids that have a high IoU overlap and these losses
are zero for the the girds with no such high IoU overlap. Finally, a weighted sum of the above
loss functions are computed to define the total loss of YOLO. The weights are set so that the

'Note that, instead cross-entropy for the class predictions, the authors [79] originally used binary cross-
entropy loss for each of K classes.
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contributions of the losses are balanced.

L =)y Zﬁcls ( ,P(C|1"G )|Gz’j> +

Amzcw({x,y,w,m b2y, b b | Gy ) +
Gij
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Figure 5.2: Faster R-CNN comprises two sibling sub-network, one for bounding-box prediction

and another for predicting objectness score

5.3.2 Faster R-CNN

As the faster R-CNN [81] is the latest variant of the region-based CNNs, we briefly review it.
Faster R-CNN relies on building a set of proposals (i.e. ROIs) using a Region Proposal Network

(RPN), then classifying these ROIs into K classes. Taking a convolution feature map as an

input, RPN slides a n xn (e.g. n = 3) window on the feature map, where for each window, a reg

sub-network estimates the coordinate information of the A bounding boxes, which in total forms

a 4A vector, and a cls sub-network predicts an objectness score (the probability of object or

not object) for each of these bounding-box, which is a 24 vector. For the sliding-window n x n,
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there are A pre-defined reference boxes (called anchors) with different aspect-ratio and scales,
which each anchor is centered at the center of its corresponding sliding-window. Therefore,
the reg sub-network estimates the coordinates of the bounding-boxes through adjusting their

corresponding anchors.

Loss Functions of Faster R-CNN

Unlike YOLO which defines the anchors for each grid, the faster R-CNN defines the A anchors
for each pizel of the feature map with size H' x W' (represented by Fj; i€ {1,...H'} j€
{1,...,W'}) by sliding a n x n window on it. Thus, the total number of anchors for the
feature map is AW’H’, while the number of anchors in YOLO is Ag? (g the number of grids),
g << W' H'. We represent the anchor of each feature map’s pixel by A“Fij. Each anchor of

the sliding window is labeled either as positive, negative or none of them 2:

0 IoU(r*, A‘};ij) < b
tg, =4 1 IoU(r*,A“Fij) > 0 (5.10)
None Otherwise,

where 01, 0 are the hyper-parameters, they are set #; = 0.3 and 05 = 0.7 in the faster R-CNN’s
paper. We tag the a-th anchor of a sliding window as positive (t%ij = 1) if it has a large IoU
overlap (greater than a threshold, e.g. 0.7) with a ground truth bounding-box. Alternatively,
this bounding box is labeled as negative (i.e. t%,ij = 0) if its IoU overlap with a ground truth is
lower than a threshold, e.g. 81 = 0.3. The anchors neither positive nor negative are ignored to
contribute in the training of the RPN.

For simplicity of the notation, let the total loss function of PRN be defined as L = Ayp; Lop; +
AregLregs With Areg, Aopj as the balancing factors. The components of this total loss are defined

as follows:

A

Lo = Y D th, logp(Olrf,) + (1 ) log(1 — p(Olr,)) (5.11)
Fij a=1

Note that the object loss is not computed for the anchors labelled as None.

A
Leoor =Y Y Mt ((m* — @5 )+ (0 — )+ (W — o) + (B - h%ij)Q) . (5.12)
Fij a=1

Note that the negative anchors (¢; = 0) are only contributing to training through their object

loss, i.e. their coordinate losses are zero-out (Eq. 5.12).

2In YOLO, the objectness label of the anchors is either zero or one.
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Figure 5.3: The influence of missing-label instances on the performance of several modern
object detectors. The performance of the object detectors as a function of missing rate in
PASCAL VOC2007. The higher missing rate, the higher drop in performance [114].

5.4 The Impact of Missing-label Instances on Performance

As stated earlier, the missing-label instances (called UPIs) can cause false negative signals
during training, resulting in a drop in performance (i.e. mean average of precision) of object
detectors, particularly YOLO and faster R-CNN.

Recall that YOLO computes the object loss in Eq. 5.8 for all the anchors of all the grids,
whether they contain any ground truths or not. In other words, if an anchor has no high IloU
overlap with a ground truth (IoU> 7), its true label is zero, and is one, otherwise. This can
cause the false negative signals by UPIs. More specifically, during the training of YOLO, the
detector may be able to localize correctly a UPI?, i.e. estimating the objectness score p(O) ~ 1,
but since it has no associated ground truth label, the grid encompassing this UPI is labelled
as negative, with true object label ¢ = 0. This incorrectly forces the network to learn it as a
negative or uninteresting object even thought the network can correctly localize such a UPI as a
positive object (p(O) & 1). Ultimately such a false negative signal from a UPI can confuse the
network as the LPIs (Labelled Positive Instances) of the same object force the network to learn
it as an object of interest while the UPIs from this object incorrectly encourage the network to
learn it as an uninteresting objects. Finally, such false negative signals can cause a drop in the

performance of YOLO. Note that the class and coordinate losses are not computed for the UPIs

3The considered context is datasets consist of both labeled instances and missing-label instances for the
objects of interest. Thus, in this context, the trained YOLO on the labeled Ools may localize correctly the
UPIs of these Ools.
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since their IoU conditions are not satisfied. Consequently, while the UPIs cannot contribute to
the training through their class and coordinate losses, they may adversely contribute to the

training through their object loss.

Similarly, in the faster R-CNN, a UPI can penalize the network incorrectly if its IoU is lower
than a defined threshold #; = 0.3. More precisely, the true objectness label of an UPI (i.e.
t) will be set to zero when it has an IoU overlap (with a ground truth) smaller than 0.3 (in
Eq.5.10). Then, although the RPN may detect the UPI as a positive instance (i.e. P(O) = 1),
the objectness loss defined in Eq. 5.11 is penalizing the network incorrectly by forcing it to
learn such a unlabeled positive instance as a negative instance. Thus, these false negative
signals can intervene with the true positive signals from LPIs, leading to a drop in performance
of the faster R-CNN. However, interestingly, if the UPI has no high IoU overlap (> 6, = 0.7)
nor small IoU (< 6; = 0.3), then such a UPI will be ignored (according to Eq. 5.10) and not
contribute to the training. Compared to YOLO, this simple condition in the faster R-CNN
may reduce the probability of false negative signals by UPIs as it discard to compute the object
loss for the UPIs with 7 <IoU< #,. In other words, labeling the anchors by objectness score
in the faster R-CNN can result in ignoring some of the UPIs (those that have 0.3 <IoU < 0.7)
while in the YOLO no UPIs are discarded as they have IoU < 7 = 0.7. This main difference
between YOLO and fast R-CNN in objectness-labeling may cause a smaller drop in the faster
R-CNN than that of YOLO as can be seen in Fig. 5.3.

5.5 Proposed Method

We introduce our framework to handle missing-label instances when the underlying object
detector is YOLO. However it can also be adapted for the faster R-CNN. During the training of
YOLO, it is likely that some existing UPIs are localized correctly. However due to the lack of a
ground truth label for them, they may adversely contribute to the training of YOLO, inducing
a drop in performance. We propose to generate a pseudo-label for them in algorithm 2. The
estimated ROIs by YOLO at training epoch e are evaluated to check whether they actually
contain a positive unlabeled object or not. To achieve this, our framework incorporates a
pre-trained proxy A-CNN, denoted by h(:), into the training process of YOLO. Indeed, the
proxy network maps each current estimated ROI r € R€ of a given image I (denoted by I*
), into a K + 1-dim vector of probabilities over K + 1 classes, i.e. h(I*) € [0,1]5+!, where
1,..., K represent K classes (for interested objects) and the K + 1-th (extra) class is for any
uninterested (negative) objects. Note that to enable h to process these ROIs with different
aspect ratios, we exploit a Spatial Pyramid Pooling (SSP) layer [31] after the proxy’s last

convolution layer.

To train this proxy, we can leverage from the readily accessible datasets that contain the

samples of not-interesting-objects (we call them Out-of-Distribution (OOD) samples) along
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Figure 5.4: Schematic explanation of our proposal for generation of pseudo-labels for a partially
labelled dataset, e.g. a merged dataset. For a given input I with some UPIs (Unlabeled
Positive Instance), the bounding boxes (ROIs) estimated by YOLO at training epoch e (i.e.
fe(I)) are extracted for a pre-processing step, i.e. to prepare them for the proxy network.
Using the proxy network’s estimations for the given ROIs,; we create pseudo-labels for UPIs
allowing YOLO to be trained jointly with the pseudo-labels and the ground truths of the given
input.

with the labeled samples from objects of interest (a.k.a. in-distribution samples).

Using the coordinate information r provided by YOLO (in line 2 of algorithm 2), an estimated
ROI is extracted from an image I, denoted by I*. To avoid re-labeling the ROIs containing
a ground truth, only those that have a small or no overlap with any of the ground truth
annotations (line 6-8 of algorithm 2) are processed. In line 9 of the algorithm, before feeding

these extracted ROIs to the proxy network, we pre-process them using the following procedure.

Pre-processing Step To allow A(-) processes the ROIs in a mini-batch style, we perform
this pre-processing step (in line 9 of Algorithm2)*. Even thought the proxy model A is designed
to accommodate the samples with varying aspect ratios using SSP [31], training and testing of
h in a mini-batch style for the input sample with different sizes and aspect ratios, is challenging
since Python libraries such as Pytorch do not allow the input samples with various sizes to be
stacked in one batch. To address this issue, we can think of padding the inputs with the largest

aspect ratio size in the batch, but this can destroy the information of the smallest inputs (since

“It is not our contribution, in fact the practitioners usually use this step to process a mini-batch of varying
aspect ratios.
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Algorithm 2 Pseudo-label Generation Algorithm

Input: f¢(-) object detector at training epoch e; h(-) pre-trained proxy network; I given
input image with its associated ground truth bounding-boxes R* (i.e. their coordinate
information) ; 61,62 and, § as hyper-parameters.

Output: 5S¢, pseudo-labels of I at time e

1. 5S¢ = @

2[5, pOIKD), Pl (e POI2), Dleles)] = Fo(D)

3 R ={rf,.... x5}

4: P¢ ={ p(cry),... p(c\rZQQ)}

5. B= {@}

6: for r € R¢

if IoU(r, R*) <6, > To skip generation of pseudo-labels for the

estimated ROIs with a large IoU overlap with
a ground truth from R*.

8: B<+— BU {I’}

9: B <— pre-processing step (B) > To cluster the ROIs with similar size, then
zero-pad them to have identical size in a mini-
batch for h.

10: forr € B

11: {I*,..., I""} = patch-drop(I*) > Create m copies of ROI extracted by r, i.e.
Ir.

12 R(IT) = =Ly (h(I7) + X, A(IT))
13: if argmaxh(I*) # K +1 & max(i . i} h(IF) > 65

14: plclr) =B -plcr) + (1 = B) - h(I7) > p(c|r) € P€is the class estimation for
the given r by the YOLO at training
epoch e.

15: ]3(0|I') = maX{l’m’K} B(Ir)

6 8% S°Ufr, Blel), HO)

these images can be dominated by an extremely large pad of zeros). To tackle this, in each
training epoch of h, we load the samples with similar (close) aspect ratios in one batch and
pad them with zeros, if needed, to achieve a batch of samples with equal aspect ratios. To
implement this, all the training samples are clustered by their width and height using k-means.
Then, the centers of these clusters serve as the pre-defined aspect ratios to load the batches
accordingly. Similarly, at the test time of h during the training of the object detector, all the
input instances to h (i.e. ROIs) should first be batched according to the achieved mean of
clusters, then the input samples in each batch are zero-padded, if needed, in order to create a

mini-batch with equal size.
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Pseudo-label Generation Inspired by [92|, we use patch-drop at the test time of h in order
to estimate the true class of a given ROI more accurately. In the patch-drop, we divide a given
ROI into s x s patches, then randomly drop one of them to create a new version of the ROI.
In our experiments, we apply patch-drop with s = 3 for m = 2 times on the given ROI to
create m versions of Ir, i.e. {I™,... 1"} (line 11 in Alg 2). We then feed them as well as the

original ROI to the proxy network for estimating the probability over K + 1 classes as follows:

() = (h(ff) + i h(I”)) . (5.13)

m+1 i=1

This trick leads to more calibrated confidence predictions, especially for some hard-to-classify
ROIs, as the proxy network h predicts each version of I™ differently (to different classes). This
indeed allow us to reduce the number of false positive instances, leading to the creation of
more accurate pseudo-labels. Moreover, using a threshold on the predictive confidence h(.)
(i.e. 62 in the algorithm), the ROIs with low confidence prediction are dropped to continue the
pseudo-label generation procedure. If the proxy network confidently classifies the given ROI

into one of K classes, its pseudo class probability p(cls|r) is computed as follows:

p(cr) = 8- p(clr) + (1 - B) - h(I"), (5.14)

where p(c|r), h(I7) € [0, 1] are respectively the estimated class probabilities by YOLO at
training epoch e and the proxy network h for the given ROI I*. Finally, we set the objectness
score, i.e. probability of the presence of an object, for the given ROI r as p(O|r) = maxle h(I%).

5.5.1 Modified Loss Functions

We use Kullback-Leibler divergence (KL-div.) for computing the loss between the generated class
pseudo-label, i.e. p(c|r) € [0,1]%, and the class label estimation by YOLO, i.e. p(c|r) € [0, 1],

Lpseudo-cis(P(c[r), p(c|r)) = KL (p(c[r) || p(c|r)) . (5.15)
The object loss for the object pseudo-label is computed as follows:

‘CPseudo—obj(ﬁ(O’r)ap(O)) = ]5(0’1‘) logp(O]r) + (1 —]5(0’1‘)) log (1 —p(O‘I‘)) . (516)

We drive a new loss by adding the above two new losses (for the pseudo-labels (Eq. 5.16 and
Eq. 5.15)) to the total loss by YOLO in Eq. 5.9. Finally, this new loss function is used to
update the parameters of YOLO.

5.6 Experimentation

To simulate a merged dataset, we adapted two datasets with two disjoint sets of classes from
VOC2007 (Visual Object Classes) with S4—{cat, cow, dog, horse, train, sheep} and VOC2012
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with Sp={car, motorcycle, bicycle, aeroplane, bus, person}. One dataset, called Dg,, gathers
the samples from VOC2007 that contain one of the objects of interest in S (dropping the
annotations from another set of classes Sp, if there are any in Dg,). Similarly, another dataset
Dg,, is made of the images from VOC2012 containing one of objects in Sp. Then, these two
datasets are merged to produce dataset D'y = Dg, U Dg, with total classes of S =S4 U Sp.
In addition, a fully labeled dataset Dg from the union of VOC2007 and VOC2012 is formed,
where all the instances belonging to S are fully annotated. The missing-label rate of D (the
merged dataset) with respect to Dg is 48%.

As the proxy network (i.e. A-CNN), we use Resnet20 [32] structure, then adding an extra class
to its output (corresponding to the rejection option) as well as placing a SPP (Spatial Pyramid
Pooling) layer after its last convolution layer to enable it to process the inputs with various
aspect-ratio sizes. To train this A-Resnet (A-CNN), we utilize the training set of MSCOCO [58]
by extracting all the ground truth bounding boxes that comprise an object from one of the
classes in S = S, USp (i.e. object of interest), and all other ground truth bounding boxes that
do not belong to S are used as OOD samples (labeled as class K + 1 to train A-Resnet). The
hyper-parameters of our algorithm are set to 5 =0 (in Eq. 5.14), 6; = 0.5 (to remove Rols
having a large overlap with ground truth, line 7 of our algorithm), and #3 = 0.8 (the threshold

on the prediction confidence of the proxy network for given Rols).

In Fig. 5.5, we exhibit the pseudo-labels generated by our proposed method for some UPIs in
Dy. In Table 5.1, we compare mAP@Q.5 of three YOLOs that have the same structure but
trained differently on the fully-labelled test set of VOC2007. The YOLO (called baseline) is
trained on the partially labelled dataset DY, another one is trained on the augmented D by
our pseudo-labels (called Ours), and the last one is trained with the fully labeled dataset Dg
(called upper-bound). As it can be seen, training a YOLO on the partially-labelled dataset D’
(with 48% missing rate) leads to a ~17% drop in mAP@0.5 (on average), compared to the
upper-bound YOLO. Augmenting D’y with our generated pseudo-labels for some of the UPIs
increases the performance (mAP@Q.5) of YOLO by 4% (on average).

5.7 Conclusion

With the goal of training an integrated object detector with the ability to detect a wide
array of Ools, one can merge several datasets from similar contexts but with different sets of
Ools. While merging multiple datasets to train an integrated object detector has attractive
potentials for reducing computational cost, many missing-label instances (Unlabeled Positive
Instances) in the merged dataset cause a performance degradation of the object detector
trained on it. To address this issue, we propose a general training framework for simultaneously
training an object detector on the merged dataset while generating on-the-fly pseudo-labels

for UPIs. Using a pre-trained proxy neural network, we generate a pseudo label for each
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Ool mAPQ05 (%)

Baseline Ours Improvement H ||Upper-bound
Cat 74.79 77.2 2.43
Cow 48.27  55.6 7.33
Dog 52.71 62.0 9.28
Horse 18.68 23.7 5.04
Train 58.36 57.7 -0.66
Sheep 57.77  65.1 7.33
Car 77.67  78.3 0.67
Motorbike 68.23 72.4 4.18
Bicycle 69.98 72.1 2.12
Aeroplane 59.96 62.6 2.68
Bus 65.26 71.2 6.00
Person 71.32 72.0 0.68
Avg 60.25 64.2 3.95

Table 5.1: Performance (i.e. mAP) of different YOLOs on the test set of VOC2007 with fully
labeled instances from classes S = S4 U Sp. Baseline is the trained YOLO on the merged
dataset (VOC2007+VOC2012) with missing-label instances (DY), ours is YOLO trained on the
merged dataset DY that is augmented with our generated pseudo-labels, and the upper-bound
is the YOLO trained on voc2007+voc2012 with fully annotated instances (Dg).

estimated Rol if the proxy network confidently classifies it as one of its pre-defined classes of
interest. Otherwise, we exclude it from contributing to the training of the object detector. By
a simulated merged dataset using VOC2007 and VOC2012, we empirically show that YOLO
trained by our framework achieves higher generalization performance than the YOLO trained
on the original merged dataset. This achievement is the result of the augmentation of the

merged dataset with the pseudo-labels for UPIs generated by our method.
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Figure 5.5: The bounding boxes in violet are our pseudo-labels generated during training of
YOLO while the green bounding boxes are ground truth labels in dataset DY (i.e. the merged
dataset from VOC2007 and VOC2012 with disjoint sets of classes.)
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Conclusion

Reliability and safety play a crucial role in successfully deploying machine learning models
in real-world applications such as self-driving cars or automatic medial diagnostic systems.
Besides generalization performance, it is required to develop the ML models that can reliably
respond in rare (e.g. hard-to-classify samples) or hostile (e.g. adversarial examples) situations.
Despite this pressing demand, the vanilla models (e.g. vanilla CNN) are generally unreliable
and unsafe in the presence of adversarial examples and OOD samples as they confidently
(mis)classify them, leading to making wrong decisions. In this thesis, we propose several
original approaches to enhance the reliability of CNNs through identifying and rejecting (to
classify) these odd samples. Indeed, detection of OOD samples and adversaries allows human
intervention, leading to making right and controlled decisions in such potentially dangerous
situations. In the following, we summarize the research findings regarding to each objective of
this thesis.

On the role of diversity in ensembles for boosting reliability

In this objective, the main goal is to propose a diverse ensemble of CNNs to predict the
adversarial examples with high uncertainty while predicting the clean samples with certainty,
which in turn it allows to distinguish (then reject) the adversarial examples and some hard-to-
classify clean samples. This ultimately can increase the dependability of the predictions provided
by CNNs as the risk of the adversaries and some hard-to-classify samples are diminished. Our
ensemble-based framework is among the early methods for detecting adversarial examples,
when it was initially believed that detection can not mitigate the robustness issue of CNN.
Later on, it has been shown that in fact detection and correct-classification of adversaries are

equally hard to tackle [9], and the detection of adversaries can also robustify CNNs.

Our ensemble of specialists approach attempts to calibrate the predictive confidences produced
by CNNs through encouraging diversity in the ensemble. Being the first ensemble-based
framework to address adversaries issue allows our proposed framework to be recognized in the
community for its originality and influential contributions, and finally it won "the best paper
award" in Canadian Conference on Artificial Intelligence (2020). Indeed, we initiated a new

direction toward adversarial robustness through ensemble of diverse classifiers, whereas the
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ensemble methods were conventionally used only for generalization performance enhancement.
We restate the research questions associate with this objective to provide our research findings

to address these questions:

Q1. Does diversity in the ensemble of CNNs encourage calibrated predictions?
Answer: We show diversity in the ensemble of CNNs can implicitly influence on producing
more calibrated prediction, so as to the members of the ensemble can not agree on a class
for a given odd input sample, e.g. adversarial examples, inducing a prediction with high
entropy (high uncertainty).

Q2. For calibration purposes, how can we promote effective diversity in the ensemble in a

cost-effective way?
Answer: By proposing an ensemble of specialist CNNs, we successfully create a diverse
ensemble, where each member, i.e. specialist CNN, is an expert on a distinct subset of
the classes of a given classification task. Then, we propose an efficient voting mechanism
to merge the predictions produced by the members. Finally, we prove that the prediction
by our proposed ensemble in disagreement situations is upper-bounded by 0.5 + €. This
important corollary allows us to set a fixed global threshold on the calibrated predictive
confidence for the purposes of detection. Usually the threshold should be tuned for each
type of adversarial examples separately. By having a fixed global threshold, we eliminate
the need for locally tuning the threshold.

Q3. Using an ensemble of diverse CNNs (without adversarial learning), can we detect the black-
box adversarial examples based on their low predictive confidence, resulting in minimization
of their risk, while maintaining the generalization performance on the clean samples?
Answer: Through extensive experimental assessment, we demonstrate the ability of our
diverse ensemble for producing calibrated predictions for clean and adversarial instances.
This allows detection of a wide range of black-box adversarial examples while maintaining
the generalization performance on the clean samples.

Q4. Is such an ensemble of diverse CNNs robust to the white-box adversarial examples?
Answer: We analytically show that generating white-box adversarial examples using our
ensemble can be hard since the specialist CNNs have different fooling directions for an input
sample, causing the ensemble ends up to a disagreement situation. We also empirically
show that the rate of successful white-box adversarial examples by our ensemble can be

lower than a single vanilla CNN, affirming its resistant to white-box adversarial examples.

Consequently, by our research finding, we confirm the positive influence of diversity on
calibrating predictive confidence of CNNs. The list of peer-reviewed papers related to this

objective is as follows:

Workshop M. Abbasi, C. Gagné, "Robustness to Adversarial Examples through an Ensemble of
Specialists", International Conference on Learning Representations-Workshop, 2017, Toulon,

France.
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Conference M. Abbasi, A. rajabi, C. Gagné, Rakesh B. Bobba, "Toward adversarial robustness by
diversity in an ensemble of specialized deep neural networks", Canadian Conference on

Artificial Intelligence, 2020, Ottawa, Canada [best paper award].

Future Work

As a future work, our approach can be improved in the way of forming the subsets of classes.
Training of our ensemble can be challenging for a very large-scale classification problems with
hundred or thousand classes (e.g. ImageNet) since one should train at most 2K specialists
for a K-class classification problem. Therefore, the number of the subsets should preferably
smaller. Moreover, the subsets should have a small overlap with each other as this causes the
likelihood of having a disagreement on a fooling class will be lower or even zero (to read more
about this refer to Sec. 2.4). It is important to note that training time of a specialist CNN on
a a small subset of the K classes is drastically smaller than that of generalist CNN trained
on all the K classes, especially for a very large K (like ImageNet). Therefore, for the time

complexity reasons, another constraint is to keep the size of expertise domains small.

On differentiating OOD sets

Recently, OOD learning has been shown as a technique for robustifying CNNs to (unseen)
OOD samples. Even though this promising technique has been widely used by the researchers,
a pivotal question in OOD learning has not been concretely addressed: how to differentiate
00D sets with the goal of selecting the most proper one for OOD learning?. Thus, we are
first to provide some rigorous answer to this crucial question. The following research findings

associated with each research question of the second objective are:

Q1. Considering the availability of an enormous number of OOD sets, are they equal for training
a well-generalized and robust CNN to OOD samples?
Answer: In this research direction, we argue that all OOD sets are not equally effective for
training a well-generalized CNN that is also robust to a large spectrum of OOD samples.
To address this pivotal question, we provide a criterion based on generalization errors of
Augmented-CNN on in-distribution and unseen OOD sets. We define an OOD set as a
proper one if training of an A-CNN on it induces the lowest generalization errors on in- and
unseen out-of- distribution data generations, which is achieved by optimizing our proposed
criterion.

Q2. What property(ies) of OOD sets are important to differentiate and then recognize the most
proper OOD set for the purpose of training?
Answer: Differentiating a large number of OOD sets w.r.t an in-distribution set through
optimizing the above-mentioned criterion is computationally expensive. Instead of directly
optimizing this criterion, we speculate the protectiveness level of OOD sets may be a good

property for differentiating the OOD sets. We describe an OOD set as protective set of a
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given in-distribution set if it can shield all in-distribution’s sub-manifolds, each sub-manifold
is associated with each class of the in-distribution task.

Q3. Inspired by these properties, how we could design a collection of cost-effective metrics to
effectively identify the most proper OOD set?
Answer: We propose three metrics to measure the protectiveness level of an OOD set
w.r.t a given in-distribution set in order to select the most proper OOD set among those
available ones. These metrics are I) softmax-based entropy, II) coverage ratio, and III)
coverage distance. Using these metrics, we successfully select the most proper OOD set for
the purposes of effective OOD learning across different classification tasks, namely image

and sound classification.
The followings are the peer-review papers associated with the second objective:

Workshop M. Abbasi, C. Shui, A. Rajabi, C. Gagné, Rakesh B. Bobba, Toward Metrics for Differ-
entiating Out-of-Distribution Sets, Conference on Neural Information Processing Systems
(NeurIPS), Workshop on Safety and Robustness in Decision Making, 2019, Vancouver,
Canada.

Conference M. Abbasi, C. Shui, A. Rajabi, C. Gagné, Rakesh B. Bobba, Toward Metrics for Dif-
ferentiating Out-of-Distribution Sets [an extension of the workshop paper|, 24" European

Conference on Artificial Intelligence, 2020, Santiago de Compostela, Spain.

Future Work

This work can be extended by creating a proper OOD set by selecting the important OOD
samples from the union of all available OOD sets, instead of selecting a single proper set
out of the available OOD sets. Selecting the important OOD samples gives us the control
to build an OOD set with a higher protection level of the in-dist. sub-manifolds. In other
word, it is possible that even the most proper OOD set among the available ones can not still
protecting completely all the sub-manifolds. But by the OOD sample-selection, we can assure
the achievement of the maximum protection level. By this sample selection strategy, we can
also create a diverse set of OOD samples that are selected from different OOD tasks. In the
near future, we will devise an approach for OOD samples selection out of an union of OOD
sets. Moreover, since natural OOD sets is not always available for all in-distribution tasks (e.g.
for medical datasets), generating of synthesized OOD samples can be a vital alternative. Thus,
as another future work, one can design a generative approach to synthesize OOD sets that
protect the in-distribution sub-manifolds (i.e. inspired by the properties of most protective
OOD set).
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On the capacity of A-CNNs for adversarial detection

In the preceding objective, we empirically show that the OOD learning of an A-CNN (if it is

trained on a proper OOD set) leads to promising results for the detection of wide spectrum

of unseen OOD sets as well as a limited-range of adversarial examples (i.e. FGS). However,

several questions should be answered in order to illustrate better the promising influence of

OOD learning on adversaries detection. The answers to the research questions associated with

this objective are summarized as follows:

Q1

Q2

Q3

Are ODD learning and adversarial learning equally effective to make an A-CNN more robust
to I) the OOD samples, II) the black-box adversarial examples?
Answer: While an adversarially trained A-CNN can not detect OOD samples, an A-CNN
trained on a proper OOD set-recognized by our proposed metrics— can detect both unseen
OOD samples and some limited types of adversaries. This shows that OOD learning of A-
CNN can induce more reliable (in the presence of unusual samples) models than adversarially
training. We also propose to augment a proper OOD set with some interpolated data from
in-distribution samples in order to promote the detection rate of adversarial examples.

Where the OOD samples and adversaries are located in the feature space of a vanilla CNN?
How their locations in the feature space can be changed by OOD learning of an A-CNN?
Answer: Looking closely at the feature space can give us some visual insights to understand
the strange phenomenon of high predictive confidence for OOD samples and adversaries.
Indeed, by visually assessing the feature space of two tasks (MNIST and CIFAR-10), we
found that OOD samples are indeed entangled with the sub-manifolds although they are
not evenly distributed all over the sub-manifolds. This can provide some explanations
for high confidence prediction of vanilla CNN for the OOD samples. That is, since they
are entangled with (or placed very near to) the in-distribution sub-manifolds, the vanilla
CNN classifies them with high confidence. We expect that the OOD samples should be
disentangled (or placed far away) from the in-dist. sub-manifolds so that the model can
predict them with lower confidence. We observe the same entanglement behaviour for the
adversarial examples, i.e. FGS and T-FGS.

How does OOD learning affect the learned decision boundaries in the input space in the
adversarial directions?
Answer: We create some cross-sections from the input space for some input samples in
order to visualize the decision boundaries that are created by a vanilla CNN and by a
A-CNN. Then, by comparing their cross-sections, we visually and empirically show that
the fooling regions around a given sample that are obtained by a vanilla CNN are occupied
with the extra class (named dustbin regions) of the A-CNN (the well trained A-CNN).

The results are published in a peer-reviewed workshop, which was co-located with a major

international conference on computer security:
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Workshop M. Abbasi, A. Rajabi, C. Gagné, R. B. Bobba, "Towards Dependable Deep Convolutional
Neural Networks (CNNs) with Out-distribution Learning", Dependable and Secure Machine
Learning, co-located with IEEE conference on Dependable Systems and Networks, 2018,

Luxembourg.

Future Work

An interesting future work can be theoretically verifying that training an A-CNN on an
appropriate dustbin training set (e.g. a protective OOD set along with some interpolated
samples) is sufficient for achieving a high generalization ability for detecting of adversarial

examples, particularly those locating far away from the in-distribution sub-manifolds.

An application of A-CNNs for a robust object detector

In this objective, we showcase a novel application of OOD learning for training a robust object
detector on a partially-labeled dataset that includes many missing-label instances. Practically
some large-scale datasets (e.g. Openlmagev3) may contain some missing-label instances, but
our main focus here is on a merged dataset with many missing-label instances, which are
emerged after merging several fully-labeled datasets from similar contexts but with disjoint
sets of Object of Interest (Ool).

By merging datasets, one can create a large-scale dataset (large in terms of sample complexity
and the number of classes) with the possibility of alleviating domain-shift. Compared to
operating with several object detectors for the constitutive datasets (in the merged one), a
unified object detector trained on the merged dataset is computationally more promising (both
in terms of space and time complexity), if we can deal with the missing-label instances in the
merged dataset. Using OOD learning, we propose a self-supervised framework for simultaneously

training an object detector while creating accurate pseudo-labels for the missing-label instances.
The research questions of this objective are answered as follows:

Q1 How do the missing-label instances in a dataset negatively impact on the performance
of the state-of-the-art object detectors such as YOLO and faster R-CNN Answer: The
missing-label instances can create false training signals, causing a drop in precision of an
object detector. These false training signals are mainly formed by the objectiveness loss of
the anchors enclosing an unlabelled positive instance (missing-label instance).

Q2 How OOD learning can be helpful for handling missing-label objects of interest in the
merged dataset in order to achieve a robust and accurate object detector?

Answer: To mitigate the decline in precision, we correct the false training signals through
generating some accurate pseudo-labels for the missing-label instances with the help of
OOD learning. More specifically, we propose to incorporate an A-CNN, as a proxy network,

into the pipeline of object detector so as to classify the unlabelled positive instances that
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Q3

are detected by the detector. If the proxy network classifies them as one of the pre-defined
positive objects, their pseudo-labels (objectiveness and class probabilities) are generated to
be included in the training set. Otherwise, they are discarded from contributing in training
of the object detector.

How to generate more accurate pseudo-labels for the missing-label Ools, particularly the
hard-to-predict ones?

Answer: To avoid generation of high confident false positive signals, i.e. the objects that
are wrongly classified by the proxy network, we applied patch-dropout on the given detected
object before feeding it to the proxy network. More precisely, we create several copies of a
given input by the patch-dropout, then compute an average of their predictions produced by
the proxy network (A-CNN). This can create more calibrated predictions, which ultimately

allows us to train a more robust object detector.

A paper for our proposed method, titled as "Self-supervised Robust Object Detectors from Par-
tially Labelled datasets", which is available at https://arxiv.org/abs/2005.11549,2020.,
will be submitted to Pattern Recognition Letter.

In overall, the ultimate goal of this thesis is to mitigate the vulnerability of state-of-the-

art discriminative deep neural networks, particularly CNN, to adversarial examples and

OOD samples. To this end, we approach these robustness challenges from different angles, from

calibrating the predictive confidence of CNNs to training an effective end-to-end model with

an explicit rejection option. All the methods in this thesis aim to identify the unusual input

instances such as adversaries and OOD samples. In addition to effectiveness, computational

efficiency and simplicity are the key factors that are taking into account in our proposed

methods.
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Appendix A

List of Publications

The thesis leads to the following peer-reviewed publications.

Canadian2020 M. Abbasi, A. Rajabi, C. Gagne, R. Bobba, “Toward Adversarial Robustness by Diversity
in an Ensemble of Specialized Deep Neural Networks”, Long paper in Canadian Conference
on Al, 2020.

ECAI2020 M. Abbasi, C. Shui, A. Rajabi, C. Gagne, R. Bobba, “Towards metrics for differentiating
Out-of-Distribution sets”, NeurIPS Workshop on Safety and Robustness in Decision-Making,
2019, and accepted in European Conference on Artificial Intelligence (ECAI), 2020.

DSML2018 M. Abbasi, A. Rajabi, C. Gagné, R. B. Bobba, "Towards Dependable Deep Convolutional
Neural Networks (CNNs) with Out-Distribution Learning", Dependable and Secure Machine
Learning (DSML), co-located with IEEE conference on Dependable Systems and Networks
(DSN), 2018.

ICLR-W2017 M. Abbasi, C. Gagné, "Robustness to Adversarial Examples through an Ensemble of
Specialists." International Conference on Learning Representations (ICLR) Workshop, 2017.

To be submitted paper, available on Arxiv:

e M. Abbasi, D. Laurendeau, C. Gagné, "Self-supervised Robust Object Detectors from
Partially Labelled Datasets", https://arxiv.org/abs/2005.11549, 2020.

The research papers collaborated during writing this thesis:

e C. Shui, M. Abbasi, L.E. Robitaille, B. Wang, C. Gagné, "A Principled Approach for
Learning Task Similarity in Multitask Learning", International Joint Conference on Artificial
Intelligence (ILJCAI), 2019.
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o F. Kiaee, C. Gagné, M. Abbasi, "Alternating Direction Method of Multipliers for Sparse

Convolutional Neural Networks", Arxiv Preprint, 2017.
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Appendix B

Supplementary Materials

In this appendix, we provide more detailed information on some experiments done in the thesis.

B.1 Chapter 3

B.1.1 Urban-Sound dataset

Like [83], we convert 3-seconds audio sounds to single channel image-like data with size 128x128
by extracting log-scaled mel-spectrograms with 128 bands, using a window size of 23 ms (1024
samples at 44100Hz) with the same stride size. If a given audio is more than 3 seconds long,
we randomly clip a 3 second from its corresponding mel-spectrogram patch and if it is less than
3 seconds, its patch is padded to make all it 128. furthermore, we consider the CNN described
in Table B.1 trained for 150 epochs using SGD with learning rate of 0.001 with momentum 0.9.

To train A-CNN for Urban-Sound on ECS (as an OOD set), we remove the overlap classes
between ECS and Urban-Sound.

L#1 Conv: [1, 24, 5, 1, 2|; maxpool: [4, 2, 0]; relu

L#2 Conv: [24, 48, 5, 1, 2|; maxpool: [4, 2, 0]; relu

L#3 Conv: [48, 48, 5, 1, 2|; maxpool: [4, 2, 0]; relu:

L#4 Conv :[48, 128, 5, 1, 2|; maxpool: [4, 2, 0] ;relu

L#5 Fully Connected (FC): [4608, 128|; dropout: 0.5; relu

L#6 FC layer : [128, 10]; softmax

Table B.1: CNN used for Urban-Sound dataset. Conv: [#input channels, #out channels, kernel
size, stride, padding], maxpool: [kernel size, stride, padding| and FC: | input dim, output dim]

B.1.2 Detailed Results

We report in Table B.2, the numeric values of our metrics computed for OOD sets of in-
distribution sets as well as our metric values for test in-distribution sets. Although the latter

set (in-distribution test sets) are not at all OOD, we just show their behaviour for covering
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their own sub-manifolds, which are approximated by in-distribution training samples in the
feature space. As expected, in-distribution test sets have the largest coverage ratio and SE as
well as the smallest CD since they actually belong to their corresponding manifolds, where

they are supposed to exactly lie.

In-dist. | OOD sets | CR (%)t SEt CDJ]
Gaussian 14.91 2.035 2.13

LSUN 14.63 2.054 2.16

C100 15.66 2.181  2.17

T-ImgNt 13.83 2.109 2.21

SVHN C10 14.39 2.11 2.23

ISUN 11.37 2.073 2.3

Test in-dist 70.67 2.302 0.55
Gaussian 1.93 0.264  2.23

SVHN 9.04 1.538  2.39

C100* 21.39 2.158 2.49

C10 T-ImgNt 16.46 1.908  2.68
ISUN 13.28 1.766  2.68

LSUN 12.93 2.039  2.95
Test in-dist 80.98 2.3 1.034
WhiteNoise 1.110 0.031  0.87
command 27.08 0.654 0.32

Audio ECS 40.62 2.093 0.44
TuT 15.79 1.382  0.048

Test in-dist 28.70 2.21 0.36

Table B.2: Numeric values of our proposed metrics for OO sets and in-distribution test set.

B.2 Chapter 4

B.2.1 Visualization of Feature Space by t-SNE

In section 4.3.5 (Fig. 4.4), we used PCA for visualization purposes. Here, we aim to visualize
the feature space of A-CNN* and that of a vanilla CNN in 2D space by the use of t-SNE [104],
instead of using PCA (Fig B.1).

B.2.2 Adaptive PDG adversarial examples by A-CNN*

To show the robustness of A-CNN* to the adaptive (i.e. white-box) adversaries, we report the
success rate of generating PGD adversaries as a function of total iteration (7") and the overall
noise magnitude () with the step size of ¢ = 5 x 1073 for CIFAR-10 (refer section 1.2 to
read the PGD algorithm). For generating adaptive adversaries, the generated samples that
are classified as the dustbin class by A-CNN* are not considered as adversarial examples since

the A-CNN* already rejects them. Therefore, generation of the adaptive adversaries becomes
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Figure B.1: Visualization of the feature space of vanilla CNN and A-CNN* for CIFAR-10 in
presence of various OOD sets. We used t-SNE with perplexity=20.
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harder as the PGD algorithm, which aims to increase the loss function of A-CNN*, causes
the generated sample to be placed in the the dustbin region, where the loss is maximized. As
a result, the success rate of generating PGD attack using A-CNN* is not significantly high
(i.e. for the best iteration and noise magnitude, the success rate is ~ 35%). As it can be seen
in Fig B.2, the success rate of PGD is decreasing by increasing the noise magnitude. This is
because the larger noise magnitude generates adversaries with large amount of noise, which

are located further away from the protected in-distribution sub-manifolds (likewise the FGS

adversaries in Fig 3.8).

S
Success rate (%)

w
=

Figure B.2: The success rates of generating adaptive PDG adversaries as a function of iteration

and noise magnitude.
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