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Abstract. The traditional automotive homologation processes aim to ensure the safety of vehicles on public roads. Au-
tonomous Vehicles (AV) with Artificial Intelligence (AI) are difficult to account for in these conventional processes. This 
research aims to map and attempt to close the gaps in the areas of testing and approval of such automated and connected 
vehicles. During our research into the homologation process of traditional vehicles; functional safety issues, challenges of 
AI in safety critical systems, along with questions of cyber security were investigated. Our process focuses on the integra-
tion of the already existing functions and prototypes into new products safely. As a key result, we managed to identify the 
main gaps between Information and Communication Technology (ICT) and automotive technology: the rigidity of the 
automotive homologation process, functional safety, AI in safety critical areas and we propose a solution. 
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Notations

AI – artificial intelligence;
ALS – ambient light sensor;

ASIL – automotive safety integrity level;
AV – autonomous vehicles; 

DEKRA – German Motor Vehicle Inspection Association 
(in German: Deutscher Kraftfahrzeug-Überwa-
chungs-Verein);

FOTA – firmware over the air;
ICT – information and communication technology;

IT – information technology;
OEM – original equipment manufacturer;

SAE – Society of Automotive Engineers;
TÜV – Technical Inspection Association (in German: 

Technischer Überwachungsverein);
UNECE – United Nations Economic Commission for 

Europe.

Introduction 

The traditional automotive homologation processes aim to 
ensure the safety of vehicles on public roads. AV with AI 
are difficult to account for in these conventional processes. 
This research aims to map and attempt to close the gaps in 
the areas of testing and approval of such automated and 

connected vehicles. During our research into the homolo-
gation process of traditional vehicles; functional safety is-
sues, challenges of AI in safety critical systems, along with 
questions of cyber security were investigated. Our process 
focuses on the integration of the already existing functions 
and prototypes into new products safely. The next stage 
in the development process is to create a complete instru-
ment chain, including criteria and measures for driving 
task assessment, quality levels, test catalogues and central-
ized methods and processes to secure and enable highly 
automated driving functions.

The current homologation and self-evaluation meth-
ods were used as a basis of the study, taking into con-
sideration the special circumstances of automated driv-
ing. At this stage of the research, a definition of the main 
problems is expected, in order to identify focal areas and 
possible avenues of solution.

1. Background materials

1.1. The homologation process of road vehicles

The main driver of the traditional homologation process 
is ensuring that only safe vehicles are allowed to be part of 
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public road traffic (Martins 2010). In order to put a vehicle 
in a specific market, manufacturers must prove or confirm 
officially that it meets or exceeds all relevant regulatory 
standards and specifications. Worldwide there are three 
existing methods (Zöldy 2018) to formally show that a 
vehicle meets regulatory standards and specifications as 
presented in Table.

With international participation, the World Forum for 
Harmonization of Vehicle Regulations (WP.29) was held 
in 1958. With the presence of the most important inter-
nal combustion engine vehicle manufacturing countries 
the WP.29 drafted a standalone structure for harmonized 
regulations on vehicles on a global level (GlobalAutoRegs 
2020). Such deeply harmonized regulations had a tangible 
positive effect on traffic safety as well as environmental 
protection, and even in trade. The WP.29 group manages 
type approval/homologation type methods. 

The UNECE approach is an independent third-party 
approved homologation process (type approval), while on 
the other end of the spectrum we find the OEM declared 
self-certification. The OEM, as the manufacturer of the 
vehicle declares that the vehicle conforms/complies with 
the list of regulations and declares that it is safe for public 
road traffic. 

Type approval process is carried out by an OEM in-
dependent organization, typically TÜV or DEKRA, who 
certify the component/product fulfils the applicable regu-
lations and can go to market. It is mainly used in the EU, 
India and China.

Self-certification concerns product liability, and is 
more frequently used in the US. It is based on a certificate 
provided by the producer that guarantees that the product 
meets all relevant standards.

1.2. Functional safety

A typical state-of-the-art vehicle has more coding lines 
than a jumbo jet (Edelstein 2015). Even moderately so-
phisticated automobiles contain longer codebases with 
higher complexity than similar vehicles from couple of 
years ago. The emergence of multi-featured infotainment 
systems, the variety of driver-assist technologies, and elec-
tronically supported safety features are now typical com-
ponents  – even in low cost economy models  – all add-
ing up to the increasing role of computing in the vehicle 
industry.

1.3. Safety critical systems 

State-of-the-art deep neural networks, such as those uti-
lized in AV, necessitate an enormous amount of compu-
tational power. Computational capability is increasing 
continuously; a single computer used for testing and de-
veloping purposes today outpaces the computational per-
formance of the world’s leading supercomputers in 2010. 

The increasing demand for calculation performance is 
especially relevant in case of safety critical systems, like 
self-driving vehicles. The need for precise detection in case 
of autonomous cars is definitely greater than in other in-
dustries. These systems are expected to function perfectly 

irrespective of road surface quality, visibility or weather 
conditions (Pinchon et al. 2019).

Neural networks could be trained on representative 
datasets to achieve this level of performance. Databases 
must contain samples of all potential driving, traffic, situ-
ational- and meteorological conditions. Based on the pre-
liminary calculations, the needed storing capacity could 
even reach the more hundred petabyte (Grzywaczewski 
2017). Furthermore, deep neural networks should have 
an appropriate number of parameters to be able to learn 
from enormous databases without losing their own previ-
ous experience (Goodfellow et al. 2016). As an example, 
if the database size is increased by a factor of n, in the 
same second calculating resources will growth by a factor 
of n2, generating a real multifarious engineering challenge. 
Teaching on a single graphics processing unit could take 
several months to complete the training process for a traf-
fic situation based on its high complexity, depending on 
the internal design of the neural network. Not only should 
the teaching/learning process be taken into consideration 
but also networking, storage and algorithms (Wang et al. 
2018).

1.4. Cyber security

It is becoming more and more evident as the technol-
ogy for autonomous cars develops, that cyber security is 
a critical subject, which will impact on public trust and 
acceptance of driverless cars. This is not a new concept by 
any means, and manufacturers, as well as those involved 
in the supply chain, are treating cyber security with the 
utmost priority as they embark on the journey towards 
AV (Valasek, Miller 2014).

Self-driving and connected vehicles are called as cyber-
physical system by researchers, as these contain parts not 
only in the real world but virtually as well. It is clear that 
these systems have to be protected, which posits a signifi-
cant challenge for the automotive industry: to provide the 
required safety level of intelligent vehicle transportation.

1.5. Certification issues

There are still a high number of challenges to be regular 
part of the everyday mobility for AV, from technical fea-
sibility and legal background to general acceptance by the 
public. From the automotive industry’s point of view, the 
main question is how to guarantee safety (Reschka 2016). 

As discussed previously, traditional vehicles have their 
own validation process through either homologation or 

Table. Official methods to indicate that a vehicle meets  
the regulatory standards (Zöldy 2018)

Method name Certificatory/approver Country
Type approval/
homologation

Government EU, China, India

Self-certification Manufacturer US, Canada
Combined self-
certification and 
type approval

Combined BrazilR
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self-certification. In case of AV, software is an element, 
which must fulfil high-quality criteria and should be inde-
pendently certified. Traditional tests are not able to meas-
ure software elements, and the neural networks of AV in 
an acceptable timeframe (Tettamanti et al. 2016).

1.6. Outlook on other transportation systems

The homologation process and safety/security related 
questions of increasing autonomy are relevant in other 
transportation systems as well. 

Digitalization will become more and more important 
in railway traffic as well (Esser, Schindler 2016). Complete-
ly driverless, automated metro systems are in operation for 
instance in Nuremberg (Germany) (Maurer et  al. 2016) 
and Budapest (Hungary) (Fraszczyk et al. 2015). There is 
a legally self-contained traffic space for rail travel; in ad-
dition, logic-based systems and external monitoring are 
used to avoid collision between two trains. Only in closed 
industrial railways and tramway systems is autonomous 
driving feasible. In all cases, further assistance systems 
can increase the safety, reliability and efficiency of railway 
traffic (Esser, Schindler 2016). AV already exist in railway 
traffic; they can be part of existing system, the main issue 
is to increase the acceptance of driverless trains.

Commercial air travel automation does not currently 
provide any examples of full automation (Maurer et  al. 
2016). Even if pilots only occasionally perform flying 
tasks, they are still present in a supervising and operating 
role. Air traffic is also operated in a legally self-contained 
space; collision-warning systems are mandatory, and air 
traffic control provides an external monitoring of opera-
tions. Civilian aviation regulations are starting to account 
for cyber security issues as well but threats remain a con-
tinuously evolving topic needing continual care and up-
dating. Air traffic has implemented security controls like 
access control, contingency planning, and physical securi-
ty measures to support against potential cyber-attacks. Re-
tention of back-ups, mitigation against spoofing, built-in 
cross-checks of surveillance data and encryption provide 
assurance that the move to integrated modular avionics 
will maintain a similar level of cyber security as that of 
earlier generation digital air traffic, while conferring add-
ed functionality and benefits (Andreades et al. 2017). Ci-
vilian aviation is not fully automated, pilots and air control 
are involved in the process. As air traffic systems become 
redundant, the appearing cyber security questions can be 
better managed.

Remote controlled and autonomous ships, without 
crew on-board, are in focus of research and development 
in the last decades. Key arguments for the support of these 
technological transitions are increased safety, fuel saving 
and emission reduction and the possibility of creation 
of new, interesting careers. Research is focusing on the 
question of, without the presence of crew, the lack of ship 
sense; without the crew to feel wave and wind conditions 
as well as engine and ship noises, and make navigational 
decisions accordingly (Wahlström et al. 2019).

2. Current challenges

2.1. Homologation process of road vehicles

The main challenge is in the homologation of new tech-
nologies to integrate IT based system components into 
the traditionally rigid automotive validation system. Con-
tradictions in the type approval in the early stages of de-
velopment are that there is lack of knowledge about the 
technology on the authority and regulatory side. There are 
no commonly accepted testing methodology and clarified 
processes with key scenarios, etc., that would allow the 
type approval. Restrictive regulation could result in the 
blocking of innovation (Zöldy 2018). New test procedures 
should be developed and implemented so as to merge the 
different automotive and IT validation frameworks.

2.2. Functional safety

ISO 26262 is the standard (9 parts) that defines the frame-
work for automotive functional safety. It defines the ASIL 
classification to differentiate the severity of automotive 
products. On top of this, the increasing role of AV tech-
nology and connected vehicles that function as internet-
of-things systems on public roads will result in even great-
er codebases with increased complexity.

The advancement of IT takes place in the automobile 
industry, increasing fears over reliability, security, and 
safety of electronic systems utilized in vehicles. These con-
cerns are right, given that the supply chain of the automo-
tive software is a complex and long system of third-party 
providers bridging numerous tiers. Often specific micro-
controller developed software is integrated by a third-tier 
provider into a component that is transported to a tier 
level two manufacturer, and so on – until as the last step 
the composite component is delivered for final assembly 
by the producer of the car (Zöldy 2018). 

2.3. Challenges of AI in safety critical systems

The calculation requirements of deep neural networks uti-
lized in autonomous and connected vehicles are gigantic. 
Calculations rounding down on data volumes (Grzywac-
zewski 2017) show that in self-driving vehicles’ car related 
development and research a high number of graphics pro-
cessing units are needed. 

Luckily, we are faced with this enormous calculation 
need in a moment when, for the first time in history, the 
necessary computing performance is ready for utilization 
in such complex problems as neural networks decision-
making in self-driving vehicles. Calculation performance 
and capability is only one part of the necessary resources. 
A deep cooperation is needed to optimize deep neural 
networks and automotive data acquisition and utilization 
opportunities. 

As Figure 1 shows, a deeply merged process is nec-
essary to combine AI and automated vehicles. Under-
standing deep neural networks internal composition and 
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opportunities is the key to setting up efficient training 
datasets. On field, acquired data is the basis of teaching 
of neural networks and well trained networks ensure safe 
and good decisions on the roads.

2.4. Cyber security

Connected and self-driving vehicles are more vulnerable 
to cyber-attacks and online threats and more sensitive to 
the dangers and injuries that frequently disrupt software 
networks, like economic and personal data theft, incor-
rect information from drivers, and denial-of-service type 
attacks that are aiming to shut down computers or even 
attempt stopping the vehicle itself (Shabtai et  al. 2009). 
On top of this, new types of threats, unique to automated 
vehicles are emerging – hackers aiming to take over the 
control of the vehicle, or thieves who instruct a self-driv-
ing car to relocate itself to the local market (Buttyán et al. 
2015).

Finally, the AV will connect with a numerous wire-
less network to arrange parking or toll paying or to get 
ALS from cameras, traffic lights or sensors. Homologation 
of AV from a cyber security point of view is not on the 

agenda today. On the EU level the European Cyber Secu-
rity Act (EC 2020) has only just been completed, aiming 
to establish a European cyber Security certification and a 
standardization framework for ICT products and services.

2.5. Certification issues

It has long been clear that it is impossible to test systems 
thoroughly enough to ensure an ultra-dependable sys-
tem operation (Török, Pauer 2018). For instance, take a 
theoretical fleet of one million vehicles, each tested one 
hour per day – that would mean 106 operational h/day. 
If the safety target of this fleet is to have about only one 
catastrophic computing failure every 1000 days, then the 
safety goal is a mean time between catastrophic failures of 
109 h, which is comparable to aircraft permissible failure 
rates (Koopman, Wagner 2016). The likelihood used in 
the calculation means that catastrophic computing fail-
ures will happen more often during the life of the fleet 
of vehicles. To measure and standardize inspections, the 
procedures must be developed and extended.

As a first step of the inspection process, development 
of automotive vehicles should be classified. There are more 
classifications in use; one of the most used is the SAE clas-
sification that is presented in Figure 2 (Hirz, Walzel 2018).

Figure 2 shows that with increasing automation more 
and more complex systems are involved in the environ-
ment detection and decision-making process. 

The roles of AI and neural networks are increasing as 
vehicles are more and more self-driving. It is an easy trend 
to track, as software roles are also higher and higher with 
increasing SAE levels (Godoy et al. 2015; Li et al. 2015). It 
means that this tendency should be followed as well into 
the regulation and homologation process. The growing 
role of software will naturally increase the effect of pro-
gram updates on vehicle behaviour in traffic and based on 
that the measurement, validation and quality assurance of 
each software update. As result of this, increased reliance 
on version verification solutions of informatics should be 
a next step in the development of automotive vehicles and 
make them more suitable for the market.

Figure 1. Merged process of utilization  
of neural networks in self-driving cars
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3. Proposed solutions

3.1. Homologation process of road vehicles 

In fact, innovative industrial players competing with each 
other in the time-to-market race know that not having a 
universal regulatory framework may affect public safety. 
One approach would be to allow industrial companies to 
innovate - within a safe regulatory framework. This is what 
happened in Hungary in 2017 (Tettamanti et al. 2016).

A proposed special intermediate approach in Hun-
gary was to enable self-certification in the early phase to 
support technological innovation until the testing meth-
odology of the technology can be admitted into the type 
approval process. Since April 2017 in Hungary AV func-
tions are allowed for testing purposes. Though Hungary 
also uses type approval, the testing of a hybrid solution 
has already been started.

3.2. Functional safety

While not all of the software utilized in the automotive 
industry is safety-critical, codes that carry out functional 
safety operations must be reliable, secure, and safe. Soft-
ware quality and quality related process controls should 
be implemented carefully and in harmonization with the 
regulation of development of safety critical software. It is 
a functional safety standard for automotive software. It 
delivers guidelines on processes associated with software 
development for electrical and/or electronic systems in 
vehicles. The aim of ISO 26262 is to reduce hazards con-
nected with software for safety functions to an acceptable 
level by providing feasible requirements and processes 
(Trujillo, Dunlop 2016).

As the main regulation for automotive software de-
velopment ISO 26262 should cover the main elements of 
functional safety standard such as requirements definition 
and specification, design aspects, frame of implementa-
tion, integration with other tools, verification and valida-
tion process, and configuration. It provides guideline with 
the list presented on Figure 3 regarding automotive safety 
lifecycle activities. 

3.3. Challenges of AI in safety critical systems

Testing AV in public roads is limited in Europe in accord-
ance with the Convention on Road Traffic: Done at Vienna 
on 8 November 1968 (ECOSOC 1968), which prescribes 

that a human driver should be in the vehicle at all times, 
able to take control of the vehicle. Testing and developing 
vehicles in a testing ground context is a common solu-
tion for automotive testing and developing purposes, but 
these traditional test grounds are mainly focused on con-
ventional vehicles and do not have the special setup to 
challenge self-driving vehicles. According to Szalay et al. 
(2018), only one public available proving ground exists 
in the US (MCity) and another is just opened in Europe 
(ZalaZONE). 

AI was born in the IT industry, and its merge with 
autonomous driving means it should be compatible with 
the prerequisites of safety critical systems as well. It is 
a huge gap that should be abridged and it is one of the 
major challenges to implement AI systems in automotive 
industry. 

Beyond such issues is the fact that weather conditions 
still pose a major challenge for self-driving vehicles. Sen-
sors in the vehicles, like human eyes, do not work prop-
erly in fog, rain or snow. Testing self-driving vehicles in 
such special circumstances can be solved using specialized 
datasets that are account for extraordinary weather condi-
tions as well.

3.4. Cyber security

It will be a general rule; automotive specialties like safety 
criticality should have an increasing role. In case of auto-
motive homologation, process safety-critical requirements 
should be an inevitable part due to the complexity of the 
electric systems. 

3.5. Certification issues

The aim of the new certification process is to have certifi-
cation for the security level of individual vehicle types and 
to provide benchmarking potential for the customers for 
the different vehicle models. In the meantime, a certifica-
tion is an investigation snapshot of the actual status, at 
the time of the certification. IT related systems, however, 
change continuously in their lifecycle (software upgrades 
and updates). This is especially important in case of cy-
ber security aspects. Similar phenomena can also be ex-
pected for the vehicle systems by using FOTA. This would 
mean that a cyber security certified vehicle could change 
its characteristics after a FOTA security update, without 
requiring an additional certification process. 

Figure 3. ISO 26262 guidelines for automotive safety critical software’s
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Conclusions

The integration of AV and affiliated AI into the traditional 
homologation and self-certification process needs further 
efforts. To reach complete integration, one must let AV 
out on the road only when they are as safe as traditional 
vehicles, and as key areas we define the following research 
fields:

Environmental consciousness of AV: with the rising 
popularity of AV, the detection of signalling systems and 
the environment, together with the control of the vehicle, 
may be transferred to the vehicle in certain circumstances. 
The aim of the research is to examine actual and newly de-
veloped autonomous systems and their impact on traffic, 
as well as to find the necessary factors to create the most 
accurate and appropriate systems of self-driving; based 
on weaknesses of human drivers and previous systems; 
explore traffic situations that can cause problems with au-
tonomous systems and use the test environment to look 
for development opportunities to solve problems.

Further development of trajectory following algo-
rithms in AV is a key area as well. With studying the ve-
hicle dynamics, better models can be created and more 
precise corresponding controllers can be developed. Better 
understanding and modelling of vehicle dynamics are key 
parameters to increase the role and reliability of simula-
tions to decrease the real life testing.

Normal traffic test times of AV can be kept on a mod-
erate level with extended and merged utilization of prov-
ing grounds and simulations. As a solution with a close 
cooperation of the newest test centers, dedicated to AV is 
to develop several test areas such as city zones, highways, 
rural roads and imaging in simulation environment. It 
gives the opportunity after the simulations to get real data 
from testing, which can be validated. 

The testing ground is not only a place for a wide range 
of vehicles and traffic test scenarios for conventional, con-
nected and automated vehicles but also their capabilities 
will cover prototype testing, and will be used for type-ap-
proval procedure developments and educational purposes. 
One of the potential utilization options will be the test-
ing autonomous driving (i.e. SAE level) from a residential 
home to a metropolitan office together with self-driving 
parking (public domestic road, highway traffic, residential 
area, downtown environment with continuous transition) 
(Szalay 2016).

As part of the proving ground, a cyber security test 
center is also under development. As a member of the 
EU cyber security certification framework an evaluation 
center for cyber security criteria and requirements, so that 
it could be fed back to the testing and validation process. 
The new test center would enable promote/improve infor-
mation sharing among industry actors, share best prac-
tices, enable separation and clarification of cyber security 
liability. It will be a complete vehicle testing and valida-
tion center for automotive cyber security functions, fo-
cusing not only on known–known but known–unknown 

and unknown–unknown vulnerabilities. It will have the 
capacity to develop dedicated penetration tests to address 
unknown vulnerabilities and potential new vulnerabilities.
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