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MocTaHoBKa npo6nembl. [onHOTa XapakTepUCTMKN OJHOM U3 Hanbomnee Cepbe3HbiX Ha CEerofHsLLHMIA AeHb Yrpo3 6e-
30MacHOCTM MHAOpMaUUN — ee YTEYKN MO KaHanam no6O4YHbIX SNEKTPOMArHUTHbIX U3ny4eHni n HaBogok (MOMUNH)
OT CpencTB BbluMcnMTENbHON TexHUKM (CBT) onpenensieTca He TONbKO YMCNOM OBHapYXXMBaAEMbIX NMPU3HAKOB YTEYKMU,
HO 1 PAOOM ApYrnx napameTpoB, XapakTepuayroLmx QUHaMmKy peannsaumm GaHHON yrpodbl. YCTaHOBEHHbIE 3aKOHO-
MEPHOCTM B CLEeHapusx OeNCTBUIA HapyLUUTENen, CBA3AHHbIX C NPYMEHEHMEM TEXHUYECKUX cpedcTs pa3senku (TCP)
Ans nepexeaTta MHOpMaTMBHbIX curHanos NAOMWH oT cpefcTB BbIYMCANTENBHOW TEXHWKM, MO3BONMAN CHOPMMPOBATL
MogZesb BCeX BO3MOXHbIX BapuaHToB npuMmeHeHns TCP ans nonyyeHus KOHMaeHLunansHom nHdopmaummn, obpabdatsl-
BaeMmol CPeACTB Bbl4YUCIIUTENBHOM TEXHUKM. [peanoxeHHas Mofenb obecrneymeaeT peanMsaumio MeTOANYECKNX NMPUH-
LMNoB Teopumn pacnosHasaHus Ansa 6onee nonHom xapakTepUcTMKK yrpos yTeukn MHopmauum no KaHanam nod60o4YHbIX
SMEKTPOMArHUTHbIX U3NyyYeHnii n HaBodok oT CBT B npouecce ux BbISBEHUS.

Llenb. Pa3pa6oTka MeToAMYECKNX OCHOBaHUI A5 NpeacTaBneHus Npu3HakoB OCYLLECTBNEHUS HapyLumMTenem oTaenb-
HbIX PYHKLMI, CBA3AHHLIX C NCMONb30BaHNEM TEXHUYECKNX CPEACTB pasBeaku Ansa nepexsara MHHOPMaTUBHbLIX CUrHa-
NOB MOB0YHBIX ANEKTPOMArHUTHBIX U3Ny4eHuin 1 Hasodok oT CBT, B kayecTBe NPU3HAKOB, NOAEHTU(ULMPYIOLMX Han-
6onee 3Ha4YMMble 4Ns pacno3HaBaHUs U NPefoTBPaLLEHMs Takoro poda yrpo3 COCTOSHUS.

Pesynbratbl. [1pnBOAATCA METOAMYECKME peLLeHNs ANs NaAeHTUMUKaLMM Tpex 3Ha4MMbIX 4ns NnpefoTepaLleHus yrpos
COCTOSIHWI, OCHOBaHHbIE HA CTPYKTYpU3aLumn (OyHKLMOHANIBbHOrO NPeacTaBneHns OencTBUIM HapyLumTens no peannsa-
L1n Takoro pofa yrpos, a Takxe Marematndeckme Mogenu Ans oueHKM NporHo3npyeMoro obbema uHgopmaumm, pac-
KpblBaeMOM B npouecce nepexsara MHopMaTmBHbIX curHanos NMOMMH oT cpeAcTB BbIMUCAUTENBHOM TEXHWUKM, N OLEHKM
YPOBHS yrpo3bl 6€30MacHOCTM B Criydae ee nepexsara nHdopmMaumm.

MpakTuyeckas 3Ha4YMMocCTb. B paboTe npuBefeHbl OCHOBHbIE BapuaHTbl paboTbl pa3paboTaHHOro B pamkax npeg-
CTaBfIEHHOMW METOOMKWM KOMMMEeKca NporpaMM pacrno3HaBaHua yrpo3 yTeykum uHdopmaumm no kaHanam MN3OMUH
OT CPEACTB BbIYUCITUTENBHOW TEXHUKMW.

KnrodeBble crnioBa: no60YHbIE INEKTPOMArHUTHble M3nyyYeHus un Hasogku (MOMUH), cpepctea BbIYMCAUTENBHON TEX-
Hukn (CBT), pacnosHaBaHue yrpo3 yTeukn uHdopmaumm no kaHanam NMNOMWH ot CBT
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Formulation of the problem. The completeness of the characteristics of one of the most serious threats to the security
of information today — its leakage through the transient electromagnetic pulse emanation standard (TEMPEST) from
computer equipment (CE) is determined not only by the number of detectable signs of leakage but also by several other
parameters characterizing the dynamics of the implementation of such a threat. The established patterns in the scenarios
of violators’ actions associated with the use of technical reconnaissance equipment (TRQ) to intercept informative TEMPEST
signals from computer equipment made it possible to form a model of all possible options for using TRQ to obtain confidential
information processed by computer equipment. The proposed model provides the implementation of the methodological
principles of the recognition theory for a more complete characterization of threats of information leakage through the
channels of spurious electromagnetic radiation and interference from CE in the process of their detection.

Objective. Development of methodological grounds for presenting signs of the violator's implementation of certain
functions associated with the use of technical reconnaissance equipment to intercept informative signals of spurious
electromagnetic radiation and interference from computer equipment as signs that identify the most significant conditions
for the recognition and prevention of such threats.

Results. Methodological solutions for the identification of three states significant for the prevention of threats are given
based on the structuring of the functional representation of the intruder’s actions to implement such threats. Mathematical
models for assessing the predicted amount of information disclosed in the process of intercepting TEMPEST informative
signals from computer equipment, and assessing the level of security threats in case of interception of information are also
presented.

Practical significance. The paper presents the main options for the operation of a complex of programs for recognizing
threats of information leakage through TEMPEST channels from computer equipment developed within the framework
of the presented methodology.

Keywords: transient electromagnetic pulse emanation standard (TEMPEST), computer equipment (CE), recognition
of threats of information leakage through TEMPEST channels from CE
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BeepeHune

AHanu3 cnoXuBLLENCcs Ha CerofHALHNA AeHb rnpak-
TUKW MPOTMBOOENCTBUSA TEXHUYECKUM pas3Befkam Mo-
3BOJSISIET BbIABUTH BaXXHYI0 OCOOEHHOCTb, XapakTepHY0
Ons nepexesata uHdoOpMauMM OnepaTMBHOrO Xapak-
Tepa. Ecnu paHbLue HanbonbLInM 06beM CBEAEHUI Ha-
pyLmTenb nonyyan B pesynbrare nepexsara TexHu4e-
cknmmn cpegcteamu passegkun (TCP) nHdpopmaTtuBHbIX
CUrHasIoB akKyCTMYEeCKOro Mnons (peyeBbiX CUrHaNOB)
[1—6], TO cenyac MHTEHCMBHOE BHedpeHVWe B Mpak-
TUKY WH(OPMAUMOHHON OEATENbHOCTM CUCTEM JSiekK-
TpOHHOro fokymeHToo6opoTa (COM) npuBeno K Tomy,
4YTO Haumbonee MHPOPMAaLMOHHO EMKUMU CTaAHOBATCSH

CBEOEHUSs 3NIEeKTPOHHbIX OOKYMEHTOB, B KOTOPbIX KOH-
LEeHTPMPOBaHHO MpefcTaBfieHa BCA WHdopMaums
Mo MHTEPECYOLLMM HapyLUMTensa Bonpocam. YunTbisas
TOT haKT, YTO TeXHoormyeckom cpenon CO[ saensetcs
MH(OKOMMYHUKALIMOHHAsA Cpefa, CEepbe3Hyl yrposy
cTana npeacraenATb yTevka nHdopmaumm no KaHanam
NMOGOYHBIX SNEKTPOMArHUTHBLIX U3NY4EeHUN U HaBOdOK
(M3MWNH) ot cpencTs BbluMcAMTENbHOM TexHMkM (CBT).

TexHonorma nepexsara WH(OPMAaTUBHBLIX CUrHa-
noe NMOMWH oT cpefcTB BbIMUCIUTENBHOW TEXHWUKU
Hayana pasBuBaTbcsa € Hadana 2000-x rogos. B aTo
Bpems B CLLIA 6bina paspaboTaHa cuctema nepexesata
KomnbloTepHoN MHdopmaumm 4625-COMINT, koTopas

36 ViccnenoBaHua 1 pa3paboTka pagroarieKTPOHHOW annapaTtypbl 1 CUCTEM
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MOrfa BOCCTaHaBnMBaTb MHopMauuio, obpabaTbiBa-
EeMyI0 cpefcTBaMm BbIHUCIIUTENBHOM TEXHWUKK, 3a CHET
nepexearta NOMWH [5]. Cuctema nmena 100 kaHanos
namaTy, B KOTOPbIX Hakannueanacb M aHanM3mpoBa-
nacb nepexesa4eHHas nHgpopmauus. MNMocne o6paboTKM
nepexesadeHHas MHdopmauma BOCCTaHaBnMBanachb
B TOM BuAe, B KOTOPOM OHa BbiBOAWMMACb Ha 3KpaH
ancnnea CBT. Cuctema nmena cnepgylowime xapakre-
pUCTUKU: ananasoH paboymnx yactoT — 25 MlMuy...2 My,
YyBCTBUTEJIbHOCTb NpUeMHoro yctponctea — 0,15 MkB.
CyliecTByioLLME B HACTosLLEe BpeMs cpeacTsa nepe-
xBata NMOMUH oT cpencTB BbIHUCAUTENBHON TEXHUKN
UMEIOT Ny4LLME XapaKTEPUCTUKM.

MoaTtomy BCce 6onee akTyanbHOW CTaHOBUTCA MpPO-
6remMa obecrevyeHns 3awuTbl MHPOPMALMN OT YTEYKK
no Taknm KaHanam [6]. Pe3ynstaTtom LeneHanpasneH-
HOro U CUCTEMHOIO NPUMEHEHMA TeXHOormi 6e3onac-
HOCTM B 3TOM 0O6nacTM CTasio COBEPLLUEHCTBOBaHME
CMOCO6O0B BbISIBIEHNS KaHaNoB yTe4kn nHdopmauum
yepes N3MUH oT cpeacTB BbIMUCUTENBHOW TEXHUKMN.

Mpn aTOM 04€BUNAHO, YTO CYLLECTBYHOLLMIN TpaauLm-
OHHbIV NOAXO0[ K peLUeHnio NPo6eMbl BbISBNEHNS Ka-
HanoB yTe4kn nHgopmauumn Yyepes NOMUH, ocHoBak-
HbI Ha OBHapPY>XEHUW OTAENbHbIX NMPU3HAKOB YTEYKM,
He MOXeT ob6ecrneynTb MOSIHOTY BbIABAEHUSA Takoro
poda yrpos. 970 CBfI3aHO C HU3KOW JOCTOBEPHOCTbIO
(haKTOB OOHAPY>XEHUS, & TaKXXe CO CIIOXHOCTbIO MAEH-
TUbMKauum Tpex Hanbonee BaXHbIX Afs Takoro poaa
Yrpo3 COCTOSIHUI, & UMEHHO:

* 3Tana genvcTBUIA HapyLIUTens;

* MPOrHO3MpyemMoro obbema WHgopmaumm, packpsbl-
BaeMoMu B NpoLiecce nepexsara Ha MOMEHT OB6Hapy-
XXEHWA KaHana;

* TEKyLLero ypoBHs yrpo3bl 6€30nacHOCTU MHhopma-
umn.

JT0 06ycCnoBMNO aHanua HanpasfeHu coBsep-
LLIEHCTBOBAHMA METOLOB BbISIBIEHUS YTEYKM WUHOp-
Maumm no kaHanam M3MWH oT cpepcTB BblHMUCU-
TENbHOM TEXHMKM KaK MCTOYHMKA Yrpo3 HapyLleHus
KOH(bMaeHUNansHOCTU KOMMbIOTEPHON UMHOpMaunm
Onsa o60CHOBaHWS MNyTeW COBEPLUEHCTBOBaHUSA Cro-
CO60B NPOTMBOJENCTBMA Takoro pofa yrposam. Kak
NnoKaabiBaeT aHanm3, OOHWM M3 Takux HanpasfieHWUn
ABNAETCS UCMOJSIb30BAHME B MEXaHU3Max 3aLLuTbl UH-
dopmMaumm KOMMOHEHTOB O6GHapyXeHUs Yrpo3 Hapy-
weHua KoHduaeHumanbHocTn nHdopmaummn CBT, no-
CTPOEHHLIX HA OCHOBE TEopwWW pacrno3HaBaHusa [7-9].
Bo3MOXHOCTb MPMMEHEHNss METOA0B OAaHHOW Teopuun
OCHOBbIBAETCS Ha YCTAHOBJEHHbLIX 3aKOHOMEPHOCTSAX
[10] B cueHapusax npoBedeHUs 3MOYMbILLIEHHUKaMMU
NPOTMBOMpPAaBHbIX OENCTBUA MO nepexesaTy MHdopma-
unmn NM3MUH oT CpefcTB BbIMUCIUTENBHON TEXHUKW,
NO3BONAOLLMX C€O3h4aTb MofeNlb BCEX BO3MOXHbIX
OENCTBUIN, OCYLLECTBASEMbIX C UeSblo MonyyYeHus

KOHbMaeHUnansHoOM nHpopmauum npyv NOMoLM Tex-
HU4YecKknx cpepcTts passedku [11, 12]. MogobHas mo-
Jenb fBNSEeTCS OCHOBOW ANsl peanv3aunm anroputMos
pacrno3HaBaHus Takoro poa AevCTBUN Kak UCTOYHMKA
Yyrpo3 HapyLleHus KoHMAeHUManbHOCTU WHGOopMa-
LM N OLIEHKM YPOBHS AaHHbIX Yrpo3 MHhOpMaLMOHHON
6e30MnacHOCTM Ha obbekTax WHgopmaTusaumm (OWN),
NO3BOMSAOLLMX HE TONbKO BbIABAATL NPU3HaKM NOJ06-
HbIX ENCTBUIN, HO U NPEASIOXNTL CNocobbl U cpeacTea
nX ngeHTuduKaumn.

OT0 onpepenseT HeO6Xo0AMMOCTb pa3paboTKm MeTo-
OMYecKoro annapara, obecnedmBaroLLEero MaeHTUgu-
Kaumio NpM3HaKoB Yrpo3 yTe4ykn MHdopmMaumm no Ka-
Hanam N3MWH oT cpeacTB BbIYNCANTENBHOM TEXHUKM.
Kak nokasbiBaloT pesynsrartbl uccrnefosaHui, nopoo-
Has 3aga4a MoxeT ObiTb pelleHa nyTeM MOCTPOeHUs
Mofenen pacrno3HaBaHus Takoro poga yrpos. B oc-
HOBE 9TUX MOJEeNen NeXuT ynopsaodeHHOe MHOXe-
CTBO MPU3HAKOB AEVCTBUA HapyLUMTens no nepexsary
nHopmaTueHblx curHanos NMOMUH oT cpencTts BbI-
YUCNNTENBHOM TEXHUKW. YNopsaovMBaoLLMm OCHOBA-
HMAMW [AHHOMO MHOXECTBA CIyXXaT YPOBHU CTPYKTYpbI
hYHKLMOHANBLHOIo NPeACTaBNeHNa 4eNCTBUI HApyLLK-
Tens, a TakXe COrfacoBaHHOCTb (PYHKLIMOHaNbHOMO
npefcTaeneHns ¢ MaTeMaTn4eckuMm npeacTasneHnem
COOTBETCTBYIOLUMX XapakTepucTuK. Takas cornaco-
BaHHOCTb SIBSIETCA MPennocCbIIKOM UAeHTU(ULMPYO-
LLIero xapakrepa Takoro MHOXeCTBa NPU3HaKOB.

PaccmoTpuM mMeToamyeckue acnekTbl pacrno3HaBa-
HUS Yrpo3 yTeukn nHdpopmauum no kaHanam NMOMUH
OT CPefCTB BbIMUCUTENBHOM TEXHWUKN HA OCHOBE NOEH-
TMmumpyrowmx npusHakos. C 3TOM LENblO Ha MHO-
XecTBe A 3TVX NMPU3HAKOB Onpegenym noaMHOXecTBa
MepBUYHbIX MNPU3HAKOB M BTOPWUYHBLIX. K MepBUYHbIM
npu3Hakam 6yoeM OTHOCWUTb MPU3HAKM BbIMOIHEHUS
HapyLLMTENeM OTAENbHbIX (PYHKLWA, CBA3AHHBLIX C UC-
Nosib30BaHNEM TEXHUYECKUX CPEACTB pasBenku ans re-
pexsaTa nHdopmaTusHbIX curHanos NAOMUH, a k BTo-
PVYHBIM — NPU3HAKW, MOMYYeHHbIe HA OCHOBE NePBUYHbIX
B pesysikTare nx aHarmMTu4eckon o6paboTku.

K nepBuYHbIM MpU3HaKaM OTHOCATCA O6BEKTUBHO
CYLLIECTBYIOLLME MPOSABNIEHUS OEVWCTBUA HapyLUMTENSA
no nepexeaty MHAOpPMaTUBHbIX curHanos MNMOMUH
OT CpeAcTB BbIYUCAUTENBHON TEXHUKW. [aHHble npu-
3HaKW ABMSAOTCA pe3ynbTaToM [EeKOMMo3vuumn Le-
neson pyHKunn Hapywmtens [12]. NepBbii ypoBeHb
OEeKoMMNo3numMm 3Ton PyHKLUUK No3BoONAeT naeHTudu-
uMpoBaTb 3Tanbl AEACTBUN HAPYLUUTENS, BTOPOU — pe-
anuayemble B paMKax 3Tanos npoueaypbl UCNonb30-
BaHusa TCP, a TpeTun — ocyLlecTBnseMble Npu 3TOM
PYyHKLUUU. IMEHHO TpeTunin, OYHKLIMOHASIbHBIV YPOBEHL
Nno3BonseT MOeHTUMUMpPOBaTL Te NPOSIBIEHUS Oen-
CTBUA HapyLuMTens no nepexsary WHEPOPMAaTUBHbIX
curHanos NAOMUH oT cpedcTB BbIHUCNIUTENBHOW TEX-
HVKW, KOTOpble XapakTepHbl AN OCYLLEeCTBAAeMbIX
OYHKUMNA. B  KOMMO3WMUMOHHOW CTPYKTYype Mopenu
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pacnosHaBaHuA Yrpo3 yTeyknm uHdopmaumn no Ka-
Hanam NMOMWH paHHbI ypOBEHb SABNAETCA NepBbiM
YPOBHEM, a NPU3HaKN OCYLLECTBNEHNS COOTBETCTBYIO-
LWUX PYHKUMIA — NepBUYHLIMU. MexaHuambl prkcaumm
TaKoro poga NPM3HaKoB peanun3yroTcs Kak B npolecce
NPOBeAEHNA OpraHn3aLMOoHHbIX (OnepaTMBHO-PO3bICK-
HblX), TaK W OpraHU3auMOHHO-TEXHNYECKUX (onepa-
TUBHO-TEXHUYECKMX) MEPONPUATUA, a Takxe B MNpo-
Lecce peanusaumm Mep KOHTPOns 3¢peKTUBHOCTU
3aLuTbl MHpopMaLmKM OT yTedkn no kaHanam N3IMUH.

C y4eToM CTPYKTYpPUPOBAHHOCTM MpPeAcTaBieHus
MHOXecTBa A noaMHoxecTBO {a !} nepBuYHbIX Mpu-
3HaKoB 6yfeT COCTaBMATb NEPBbIN YPOBEHb CTPYKTYPbI
JaHHOro MHOXeCTBa, a NoJAMHOXecTBa {aj(2)},..., {a, V)
BTOPUYHBbIX MpPU3HaAKOB OydyT COCTaBNATbL BTOPOW
W cnegyoLive ypoBHU B NOpsiAKe MX BO3pacTaHusl.

NpeHTudpmkauma 3tanoB [EWCTBMA HapyLuu-
Tens Nno peanusauuu yrposbl yTe4ku nHcpopmaumm
Mo KaHajsaM NOGOYHbIX 3NEKTPOMArHUTHbIX W3-
JNIyMeHUr N HaBOJOK OT CPEeACTB BbIMUCIIUTENIbHOW
TEXHUKUN

C uenblo mgeHTMMKaUMM ITanoB LOEeNCTBUKA Ha-
pywmtenst no nepexsaTy MH(OPMATUBHbLIX CUrHAaNoB
MOMWH oT cpencTB BbIYUCNUTENBHOM TEXHUKU Onpe-
AenvM noamHoxecTso {a, )} nepBUYHbLIX NPU3HAKOB Ta-
KOro pofa OencTBur, MPOUHOEKCUPOBAB €ro 3NeMeHThI
B COOTBETCTBUM CO CTPYKTYPUPOBAHHbLIM MpeacTasse-
HMEM MHOXeCTBa A, T.e. NpeAcTaBuM B BUae {akji(‘)}, roe
J COOTBETCTBYET NnpoLenype MCrosib3oBaHua onpege-
nenHHoro pexuma TCP, a k — atany gencTeui HapyLwm-
Tensa no nepexsary MHopmMaTueHbIX curHanos NMNOMUH
OT CPEACTB BblYMCIUTENBbHON TEXHUKM (Tabn. 1).

Vuiep6, BO3HHKAIOUINIT BCIICICTBUE
PpacKpsITHs HHGOPMALIHH,
obpabarsiBaemoit CBT /
Damage arising from disclosure
of information processed
by computer equipment

[ns chopMmnpoBaHNA MOOMHOXECTBa akj@) npusHa-
KOB BbINOSHEHUS HapyLUUTenem onpedeneHHbIX Mpo-
ueoyp peanu3aumm pexmmoB ucnonb3osaHnus TCP
BOCMONb3yemcsl (PyHKLMOHANbHbIM MNPeacTaBieHnem
Takoro poga npouegyp [11-12]. MNpumep dyHKUMO-
HanbHOW MOAENW OOHOW W3 Takux npouenyp — Mpo-
uenypbl M3MepeHus napameTpoB curHanos NMOMUH
OT CPeACTB BbIYUCMUTENBHON TEXHUKU napameTpu-
YeCKN-KOpPEeNnaUMOHHbIM METOAOM, MpedcTaBneHHOM
B TepMmUHax yHKUMoHanbHbIX gunarpamm [13], npuso-
antea Ha puc. 1.

CdopmmpoBaHHoe Ha OCHOBe (OYHKLMOHANIbHOMO
npeAcTasneHns Takoro poga npoueayp NogMHOXeCTBO
NMPU3HAKOB NX BbIMNOSIHEHNA NPUBOAMTCA B Tab. 2.

B cooTBeTcTBMM C NpUBOAMMON B CTaTbe Moje-
Nbl0 AeNcTBMI Hapywwmtens no nepexsaty MN3OMUH
OT CpefcTB BbIYMCIUTENbHOW TexHukn [11-12] nog-
pa3yMeBaeTCA, YTO KPUTEPUI OBHAPYXEHUS curHana
OCHOBbIBAETCA Ha pasHULE YPOBHS CMeCcW nepexsa-
YEHHOro B HanpasfeHuV BedeHWs pasBefku curHana
C LUYMOM W YPOBHSA LUyMa B TO4YKE MPOBEAEHMA WU3-
MepeHn. ITo 06YCOBIEHO YCMOBUAMW NIIOTHOW FO-
POACKON 3aCTPOMKM, HANU4Msa CpencTs BblYNCIUTENb-
HOM TEXHUKM BHYTPU aAMUHUCTPATUBHBIX U OCUCHBIX
30aHui, rge NoMMMO O6bIYHOrO (hoHA TakXxe NpUcyT-
CTBYIOT CUrHarbl, U3ny4yaemMble B pasHble MPOMEXYTKM
Bpemenn TunosbiMm CBT (Ha npakTuke Hawnbonee
onacHbIMW OBbIYHO ABMAOTCHA CUrHarnbl OT UHTepden-
COB U KabeslbHbIX COeQUHEHUA MOHUTOPOB, CETEBOrO
obopynoBaHua M NepudepuiiHbiX YCTPOWUCTB) C 4a-
CTOTHbIMW XapakKTepUCTUKaMN, CXOXUMW UNN NOEH-
TUYHBIMW  NOBGOYHBIM  SMEKTPOMAarHUTHbIM  U3My4ye-
HUAM 06BLEKTOB MHopMaTU3aumnn. [aHHeli KpuTepuin

HopmatusHsie TpeGOBaHMS 110
3alllUTe CBEACHUH
KOH()MICHIIMAIBHOTO XapakTepa /
Regulatory requirements
for the protection
of confidential information

Ipouenypa u3mepenust napamerpos curnanos [IIDMHUH ot CBT / 1
The procedure for measuring the parameters of side electromagnetic radiation signals from computer |
equipment by the parametric-correlation method

DyHK1YS,
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Texunueckue cpeacTsa passenxu / Technical reconnaissance equipment

PucyHok 1. dyHKUMOHanbHas Mogerb nNpoueaypbl M3MepeHUs napameTpoB CUrHaroB no60oYHbIX
BMNEKTPOMArHUTHBLIX U3JTYYEHUIM OT CPEOCTB BbIUYNCIIUTENBEHOM TEXHNKW NapaMeTpuyecKm-

KOppEenALUMOHHLIM METOA0M

Figure 1. Functional model of the procedure for measuring the parameters of signals of spurious
electromagnetic radiation from computer equipment by the parametric-correlation method
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Ta6nvua 1. igeHTundomkaumm NnpnsHaKkoB OENCTBUN HapPYLUUTENSA MO nepexBaTty MHAPoOpMaTUBHbIX
CUrHaNoB NMNOBOYHbIX IMEKTPOMAarHUTHLIX U3JYYEHNIA 1 HABOAOK OT CPEACTB BblYNCIINTENBHOMN TEXHUKN
Table 1. Identification of distinctive features of an intruder’s actions to intercept informative TEMPEST
sighals from computer equipment

Ob60o3HaveHne
npusHaka / i
No Foature XapakTtepucTtuka npusHaka / Feature characteristic
designation
1 am(‘) Bbi6op obopynoBaHua Ana BegeHnsa TexHnydeckorn passenkn (TP) / Selection of equipment for technical intelligence (TE)
2 aﬁg(‘) 3aHeceHVe KanMbpoBOYHbIX AaHHbIX MCMONb3yeMblx aHTeHH / Entering the calibration data of the antennas used
) 3aHeceHne HOPMUPOBaHHbBIX XapakTepucTunk curHanos NOMVIH oT cpeacTs Bei4MCIUTENBHOM TeXHMKK [/ Entering the
3 a ; - . )
113 normalized characteristics of the TEMPEST signals from computer equipment
dopmrpoBaHne 3aaaHnsa Ana 060pynoBaHMA TEXHNHECKMX CPEACTB pasBeakn Ha nonck curHanos NMNAOMUH oT cpencTts
4 a; BblYMCNIUTENBHOM TexHWKM / Formation of a task for the technical reconnaissance equipment to search for TEMPEST
signals from computer equipment
) HacTpoiika namepuTensHOro 060pynoBaHma TEXHNYECKX CPeAcTB passeakn Ha curHan NMAOMVIH / Setting up the
5 a : ! . . )
121 measuring technical reconnaissance equipment for the TEMPEST signal
6 a..(M HacTpoiika nonockl NPonyckaHus N3mMepuUTeNsHOro 060pyAoBaHNA TEXHUHECKKX CPEACTB pasBeaku Ha curHan NMoMnH
122 / Tuning the bandwidth of the measuring equipment of the technical means of reconnaissance for the TEMPEST signal
Vicnonb3oBaHne 060pyAoBaHNA TEXHNHECKNX CPEACTB Pa3BEAKN A1 BblAENEeHUA MHADOPMATUBHBIX CUrHANOB
7 a...m MOMWH oT cpeacTs BbIYUCUTENBHOM TEXHMKN MYTEM pa3HeceHns HanpasBneHHocTn curHanos / The use of technical
131

reconnaissance equipment for the selection of informative TEMPEST signals from computer equipment by diversifying
the directivity of signals

icnonb3oBaHune 060pynoBaHNs TEXHUHECKUX CPEACTB pas3BeaKkn Ans BblaeneHns nHopmaTuBHbIx curHanos MNOMUIH

8 a132(‘) OT CPEACTB BbIMUCUTENBHOM TEXHNKM METOAAMM cornacoBaHHom dounbTpaumn / The use of technical reconnaissance
equipment for the selection of informative signals of TEMPEST from computer equipment by methods of coordinated filtering

Vcnonb3oBanre 060pyAOBaHMS TEXHUYECKNX CPEACTB Pa3Benkn Ans BbiABNeHns MHdopmaTneHbIx curHanos NMoOMUH
9 a,35" OT CPEACTB BbIHUCNUTENBHOM TEXHWUKN NapaMeTpUYecKn-KkoppenaumnoHHsiM metonoM / Use of technical reconnaissance
equipment to identify informative signals of TEMPEST from computer equipment by the parametric-correlation method
3anonHeHne 6aHka 06HapPyXeHHbIX MHAOPMATUBHBIX CUrHATOB MOOOYHBIX 3MNEKTPOMArHUTHBIX N3TYHYEHUI 1 HABOAOK
pesynbrataMmn PagroMOHUTOPUHIa MHGOPMaTNBHBIX curHanos NMNOMWIH oT cpeacTs BeiuncnuTensHol TexHuky / Filling
in the bank of detected informative signals of side electromagnetic radiation and interference with the results of radio
monitoring of informative TEMPEST signals from computer equipment

11 a...m MepemelLieHre N3MepUTENbHbIX @HTEHH AN BbIABNEHWUA MakCUMabHOM HanpaBneHHOCTN MHADOPMATUBHBIX CUrHaN0B
211 M3AMNH /

Vicnonb3oBaHne 060pynoBaHNsa TEXHNHECKUX CPEACTB Pa3BeaKM Aa onpeaeneHns HopMMPOBaHHbIX MapamMeTpoB

ag 3aTyxaHus nHdpopmatmeHbIx curHanos MNOMKH / Moving measuring antennas to identify the maximum directivity

of informative TEMPEST signals

Vicnonb3oBaHne 060pynoBaHnNs TEXHUHECKNX CPEACTB pa3Beakn Ans U3MepeHus nHdopMaTrBHbIxX curHanos NMOMH
13 a213<1> napameTpu4ecKn-koppensaumoHHeiM MeTofom / Use of technical reconnaissance equipment for measuring informative
TEMPEST signals by the parametric-correlation method

Vicnonb3oBaHne 060pynoBaHns TEXHNYECKNX CPEACTB pa3Beakn Ansa onpeaeneHns MecT pasmelleqHns CBT

14 3214(1) Ha obbekTax nHdopmatndaumm / Use of technical reconnaissance equipment to determine the locations of computer
equipment at information system facilities (ISF)

HacTpoiika onTMmanbHOro YPOBHS BbIXOAHbIX 3NEKTPOMArHUTHbLIX CUTHAIOB BCMOMOraTenbHOro reHeparopa
15 6221(‘) Ha 4acToTax curHanoB NOMKH / Setting the optimal level of the output electromagnetic signals of the auxiliary generator
at the TEMPEST signals frequencies

13mMepeHvie ypoBHS 9NeKTPOMAarHUTHOro Nofs CUrHaNoB BCMIOMOraTeflbHOro reHeparopa Ha paccTosiHuW, Havbonee
16 aypot" 6nuskom k OV / Measurement of the electromagnetic field level of the auxiliary generator signals at a distance closest
to the information system facility

13MepeHve ypoBHS NeKTPOMarHUTHOro Nofs CUrHaNoB BCMIOMOraTe/lbHOro reHeparopa Ha HavbonbLeM yaaneHum
17 Ay ot OW / Measurement of the electromagnetic field level of the auxiliary generator signals at the greatest distance

from the information system facility

PacyeT koadhduLmeHTOB 3aTyxaHnsa Ana MHopMaTuBHbIX curHanos NMOMWH oT cpeacTB BbIHUCAUTENBHOM TEXHNKN /
Calculation of attenuation coefficients for informative TEMPEST signals from the computer equipment

HacTpolika onTMMansHOro YpoBHS BbIXOAHbLIX ANEKTPUHECKMX CUrHAMNOB BCMOMOraTeflbHOro reHeparopa Ha 4actoTtax
19 3231(” HaBeOeHHbIX MHAOPMaTMBHBIX curHanos / Setting the optimal level of the output electrical signals of the auxiliary
generator at the frequencies of the induced informative signals

icnonb3oBaHve 060pyAOBaHMSA TEXHUYECKNX CPEACTB Pa3Bekn AN U3MEPEHNS YPOBHS MOLLIHOCTM SNEKTPUHECKNX
CWrHanoB BCMoMOratenbHOro reHeparopa B UCCneayemblX IMHUAX Ha paccTosiHWK, Hanbonee 6nuakomM k O /

10 a5,V

12

18 ago,"

20 a,,," . . . . . "
232 Use of technical reconnaissance equipment to measure the power level of electrical signals of the auxiliary generator
in the lines under investigation at a distance closest to the ISF
Vicnonb3oBaHne 060pynoBaHNA TEXHUHECKUX CPEACTB Pa3BeaKN ANs U3MEPEHUS YPOBHS MOLLIHOCTU SNEKTPUYECKNX
o1 CUrHanoB BCMomMoraTenibHOro reHepaTopa B MccneayeMblx NMMHMAX Ha HambonblueM yaaneHun ot OV / Use of technical

a,.," ; . X - o ) ,

233 reconnaissance equipment to measure the power level of electrical signals of the auxiliary generator in the lines under
study at the greatest distance from the ISF
PacueT koadhdrLmeHTOB 3aTyxaHna Ans CUrHanoB, HaBedeHHbIX B Lieny NuTanus 1 3ademneHns CBT, a Tak ke Ha nnHum
22 apg, M nepunepuiHbIX YCTPOCTB 1 nuHnn cBAsm / Calculation of attenuation coefficients for signals induced in the power
and ground circuit of the computer equipment as well as on the line of peripheral devices and communication lines
Vcnonb3oBaHre 060pyAOBaHMS TEXHUYECKNX CPEeACTB Pa3Benku Ans onpeaeneHns Mect passeanocTynHOCTY,
23 a241(‘) MakcumansHo yaaneHHbix ot OW / Use of technical reconnaissance equipment to determine places of reconnaissance,
as far as possible from the ISF
Bbi60p MecT BefleHVsi pa3Beaky C HanMeHbLLel 3ameTHocThto / The choice of places for conducting reconnaissance
with the least visibility

24 Ay "
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Tabnuua 1. (Npogosri»keHmne)
Table 1. (npoporn>keHwne)

25

(1)
311

Vicnone3oBaHre 060pPYAOBaHMS TEXHUYECKNX CPEACTB Pa3BenKn Ans BU3yanbHOrO M3MEPEHNs HanpPsXXEHHOCTY
QNEKTPUYECKOWN COCTaBNSAOLLEN BNEKTPOMArHUTHOrO NMonsa MHdopMaTBHbIX curHanos NMOMUH ot cpeacTs
BbIYMCANTENBHON TEXHUKM Ha YacToTax 13 6aHka obHapy»xeHHbIx curHanos / Use of equipment of technical means
of reconnaissance for visual measurement of the strength of the electrical component of the electromagnetic field
of TEMPEST informative signals from the computers at frequencies from the bank of detected signals

26

;
ag"

Vcnonb3oBaHve o6opynoBaHus TCP ans namepeHus Hanps»KeHHOCTY SNEKTPUHECKON COCTaBNSOLLEN LLyMa

Ha YacToTax n3 6aHka obHapy»xeHHbIx curHanos / Use of technical reconnaissance equipment for visual measurement
of the strength of the electrical component of the electromagnetic field of informative TEMPEST signals from computer
equipment at frequencies from the bank of detected signals

27

“
343

Vicnonb3oBaHve 060pYyAOBaHMS TEXHUYECKNX CPEACTB Pa3BenKM Ans BU3yanbHOrO U3MEPEHUNS HANPSXXEHHOCTM
MarHUTHOM COCTaBNSIOLLEN BNEKTPOMArHUTHOrO Nons MHopMaTuBHbIX curHanos NMAOMUWH oT cpeacTB BblMMCAUTENBLHON
TEXHWKWN Ha YacToTax U3 6aHka oOHapy»keHHbIx curHanos / Use of equipment of technical means of reconnaissance

for visual measurement of the strength of the magnetic component of the electromagnetic field of TEMPEST informative
signals from the computers at frequencies from the bank of detected signals

28

;
ag,"

VicnonbaosaHne obopynosaHus TCP ana namepeHnst Hanps»XKEHHOCTU MarHUTHOM COCTaBMSOLLIEN LLyMa Ha YacToTax
13 6aHka paHee obHapy>xeHHbIx curHanos / Use of technical equipment for measuring the intensity of the electrical
noise component at frequencies from the bank of detected signals

29

1
3321(

Vicnonb3oBaHre 060pyAOBaHMS TEXHUYECKNX CPEACTB Pa3BenKM ANs U3MEPEHNS HANPSPKEHHOCTY SNEKTPUYECKON
COCTaBNSAOLLEN 3NEKTPOMArHUTHOrO NoNs MHopMaTKBHbIX curHanos NM3MWH oT cpefcTB BbIMMCANTENBHON TEXHUKM
Ha YacToTax 13 6aHka paHee 06HaPY>KEHHbIX CUMHAIIOB NapameTpUYecKm-KoOpPensaLUnMOoHHbIM MeTofoM / Use of technical
reconnaissance equipment for visual measurement of the strength of the magnetic component of the electromagnetic
field of informative TEMPEST signals from computer equipment at frequencies from the bank of detected signals

30

;
gp,"

Vicnone3oBaHve o6opynoBanus TCP ons namepeHus Hanps»KeHHOCTY SNEKTPUYECKON COCTaBNSOLLEN LLyMa
Ha YacToTax n3 6aHka obHapy»eHHbIx curHanos / Use of TCP equipment for measuring the strength of the magnetic
noise component at frequencies from the bank of previously detected signals

31

;
355"

Vicnonb3oBaHne 060pynoBaHNa TEXHNHECKNX CPEACTB Pa3BeaKn ANs U3MEPEHWSt HANPSXKEHHOCTU MarHUTHOW
COCTaBNSAoLLEN 3NEKTPOMArHUTHOrO Noss MHAOPMaTUBHBLIX curHanos NMOMWH oT cpeaCcTB BbIYUCAUTENBHOM TEXHNKMN
Ha YacToTax 13 6aHka obHapy>KeHHbIX CUrHANOB NapamMeTpu4eckn-koppensumMoHHsIM MeTodoM / Use of technical
reconnaissance equipment for measuring the strength of the electric component of the electromagnetic field

of informative signals of TEMPEST from computer equipment at frequencies from the bank of previously detected signals
by the parametric-correlation method

32

|
agp,"

Vcnonb3oBaHue obopyaoBaHnsa TCP ans namepeHnst HanpPsXXeHHOCTU MarHUTHOW COCTaBMSAOLLEN LUyMa Ha YacToTax
13 6aHka obHapy»>xeHHbIx curHanos / Use of technical reconnaissance equipment for measuring the intensity
of the electrical noise component at frequencies from the bank of detected signals

33

|
2,4,

Vcnonb3oBaHue obopyaoBaHmsa TCP ans BU3yanbHOro M3MEPEHM HaNPSPKEHNST HABEAEHHbIX CUMHAMIOB Ha YacToTax
13 6aHka obHapy»eHHbIx curHanos / Use of technical reconnaissance equipment for visual measurement of induced
signals voltage at frequencies from the bank of detected signals

34

;
a,,,"

Vcnonb3oBaHue oGopynosava TEXHNHECKUX CPEeNCTB pa3Beakn An1a BU3yalibHOro M3MepeHna HanpsiXxeHnsa Lyma

B NTMHUAX, MMEIOLLIMX BbIXOA 3a Npeaenbl KOHTPonmpyemMori 3oHb! (K3) 06bekToB MHbopMaTnaaumm, Ha 4actotax 13 6aHka
obBHapy»xeHHbIX curHanos / Use of technical reconnaissance equipment for visual measurement of noise voltage in lines
that go beyond the controlled zone of information system facilities at frequencies from the bank of detected signals

35

;
2,5,

Vicnonb3oBaHve 060pPyAOBaHNA TEXHNHYECKNX CPEACTB Pa3Benkn ANS U3MEPEHNS HANPKEHNS CUrHANoB, HaBeAeHHbIX
B IMHUK, MMetoLLMe BbIxof 3a npefenbl K3 06bekToB MHopMaTM3aLmm, Ha YactoTax n3 6aHka 06HapyXeHHbIX
CUrHanoB napameTpuyeckm-KoppensumoHHbiM metoaoM / The use of technical reconnaissance equipment for
measuring the voltage of signals induced in the line, which go beyond the controlled zone of information system facilities
at frequencies from the bank of detected signals by the parametric-correlation method

36

|
g0

Vcnonb3oBaHne 060pynoBaHns TEXHUHYECKMX CPEACTB Pa3Beakn Ans U3MEPEHUS HANPSXKEHVS LLyMa B IMHUSX,
MMEIOLLIMX BbIXOZ 32 nNpeaensl K3 06bekToB MHdopMaTn3aumm, Ha YactoTax 13 6aHka 06HapYXeHHbIX CUrHaNoB
napameTpu4ecKmn-koppensumoHHeiM metogom / Use of technical reconnaissance equipment for measuring the noise
voltage in lines that go beyond the controlled zone of information system facilities at frequencies from the bank

of detected signals by the parametric-correlation method

37

;
ag;,"

VicnonbaoBaHne 060pyAoBaHNA TEXHNHECKNX CPEACTB PasBeaKn Af1 BOCCTAHOBIIEHWUSA UCXOAHOMO BUAa MHAopMaumm,
obpabaTbiBAEMON CPEACTBAMN BbIYNCIUTENBHON TEXHMKN 06bEKTOB MHApOPMATM3ALMM, HA OCHOBE NepexBaqeHHbIX
MHdopmMaTnBHbIX curHanos NOMKIH / The use of technical reconnaissance equipment to restore the original type

of information processed by information system facilities based on the intercepted informative signals of TEMPEST

38

;
ag;,"

Vicnonb3oBaHne 060pynoBaHNsa TEXHNHECKNX CPEACTB pa3Befkn Ans npeobpas3oBaHns nepexsadeHHon nHdpopmauim
MOMVIH oT cpeacTB BbIMUCNTENBHOM TEXHWKM B YAOOHbIN A5 aHannaa Bua, noabop KOHTPacTHOCTU N3006paXkeHnit

1 yaanexune nabbiTouHon nHdopmaumm / Use of technical reconnaissance equipment for converting the intercepted
information of TEMPEST from computer equipment into an easy to analyze form, selection of image contrast

and removal of redundant information

39

«
ds13

Vcnonb3oBaHne 060pynoBaHns TEXHNYECKKX CPEeCTB Pa3BeaKkn Ans 3aHeCeH s N MHAEKCUPOBaHVe MHAopmaumm,
obpabatbiBaemort CBT 06bekToB MHbopMaTH3aLumm, B 6a3y faHHbIX nepexsadeHHon nHdopmaumm / Use of technical
reconnaissance equipment for entering and indexing information processed by technical reconnaissance equipment
of the information system facility into the database of intercepted information

40

;
agp,"

Vicnonb3oBaHve o6opynosaHus TCP ans obecnevenns paboTbl HapyLLmMTens ¢ 6a3oi f4aHHbIX Nepexsa4YeHHoM
MHdOopMaumn Ansa Belbopa akTyansHon nHdopmaumm / The use of technical reconnaissance equipment to ensure the
operation of the offender with a database of intercepted information to select relevant information

41

;
agp,"

Vicnonb3osaHue obopynoBaHna TCP anga paboTbl HapyLUMTENs CO creumanbHbIMy NPOrpaMmamMi A5 NonyYeHNs MCXOAHbIX
hopM CUrHanoB, NepexBaveHHbIX KoppensaumoHHbIMM meToaamu / The use of technical reconnaissance equipment for the
operation of an intruder with special programs to obtain the original waveforms intercepted by correlation methods

42

Vicnonb3oBaHre o6opynosaHus TCP ans aHanvsa nepexsayeHHoln nHdopmMaumm, obpabatbiBaemoin cpeacTsamm
BbIYVICIINTENBHOM TEXHWNKM OOBbEKTOB MHOPMaTU3aumK, Ha NPEAMET €€ OCTaTO4YHOCTU AN PaCKPbITUS COQepXXaHus
/ The use of technical reconnaissance equipment for the analysis of intercepted information processed by computer
facilities for its sufficiency for disclosing the content

43

Vicnonb3oBaHne obopynosaHna TCP ana aHanmsa packpbITon MHpOpMaumy Ha MpeaMeT COAepXKaHus B HEN
nesnHdopmaumn / Using the technical reconnaissance equipment to analyze disclosed information for the content
of disinformation in it

40
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Tabnuua 2. NogMHO>XeCTBO MPU3HaKOB U XapakKTepucTUK npouenyp
Table 2. Subset of features and characteristics of procedures

Obo3HaveHve
No npuaHaxa / XapakTtepucTuka npusHaka / Feature characteristic
Feature
designation
’ 2@ HacTpoiika 060pynoBaHVs TEXHNYECKNX CPEACTB padBenkun ans novcka curxanos MOMUH / Setting up the technical
1 reconnaissance equipment to search for TEMPEST signals
> 2.2 ObecneydeHne MakcnManbHo H4yBCTBUTENLHOCTN 060opyanoBaHus TCP / Ensuring maximum sensitivity of technical
12 reconnaissance equipment
3 a.@ BbiaeneHue nHdopmMatiBHbIX curHanoB N3OMKH oT cpeacTB BbiYMCAMTENBHOW TexHMKM [ Isolation of informative
13 TEMPEST signals from computer facilities
4 2@ OnpepneneHne MECTONONOXEHWSA CPEACTB BbIYUCIIUTENBHOM TEXHWKN KaK UCTOYHMKOB MHADOPMATMBHbBIX CUrHANoOB
21 MOMWH / Determination of the location of computer equipment as sources of informative TEMPEST signals
5 a..@ Onpepnenexne xapakTepucTuk 3atyxaHns curHanos NMOMWH oT cpeacTs BblYMCAUTENLHOM TeXHNKK / Determination of
22 attenuation characteristics of TEMPEST signals from computer equipment
OnpepneneHne xapakTepucTUK 3aTyxaHns CUrHanoB, HaBeAeHHbIX B Lieny MMTaHUs 1 3a3eMneHns CpeacTs
6 a..@ BbIYMCNIUTENBLHOV TEXHVKM 1 NIMHUM CBASK, BbixoadaLme 3a npeaens! K3 / Determination of attenuation characteristics of
23 signals induced in the power and ground circuit of computer equipment and communication lines that go beyond the
controlled zone
7 ) OnpepeneHne MecT onTMarnbHo pa3BeaaocTynHocT curHanos NMOMVIH oT cpeacTs BbIMUCIIUTENBHOM TEXHUKM /
24 Determination of places of optimal reconnaissance of TEMPEST signals from computer equipment
8 EM 2) BusyanbHoe onpepeneHne napametpos curHanos N3OMUH / Visual determination of TEMPEST signal parameters
9 a..@ MamepeHre napameTpos curHanos MNOMNH napameTpuieckn-koppenaumnoHHeiM metonoM / Measurement of TEMPEST
82 signal parameters by parametric-correlation method
BurayanbHoe onpepaenexve napameTpoB 3NeKTPUHECKNX CUrHAMNOB, HaBEAEHHbIX B LenW NUTaHWs 1 3a3eMneHns
10 a.@ CPELACTB BbIYUCINTENBHOM TEXHWUKM 1 NUHUK CBS3K, BbixoaaLLMe 3a npefdensl K3 / Visual determination of the parameters
41 of electrical signals induced in the power and grounding circuit of computer equipment and communication lines that go
beyond the controlled zone
I3MepeHme SneKkTpUYECKNX CUrHanoB, HaBeeHHbIX B LEMNW NUTaHms 1 3a3eMNeHNst CPeACTB BbIYUCIUTENBHON TEXHUKN
11 2. 1 IVHUK CBA3WN, BbIXxodsLLMe 3a npeaensl K3, napameTpmyeckm-koppensaumorHsiM metoaom / Measurement of electrical
42 signals induced in the power and ground circuits of computer equipment and communication lines that go beyond the
controlled zone using the parametric-correlation method
12 a.@ [MpeobpasoBaHne AaHHbIX, NepexBadeHHbIx No kaHanam MNIMUWH oT cpefcTs BblMMCANTENLHOM TEXHWKM [ Conversion of
51 data intercepted via TEMPEST channels from computer equipment
13 a52(2) PaboTta ¢ 6a3oin nepexBadeHHon nHdopmaumn / Working with the base of intercepted information
AHanMa [oCTaTo4HOCTN MHAOPMaLMK, NepexsadeHHon no kaHanam MNOMNH oT cpeacTs BbIMUCTUTENBHOM TEXHUKY,
14 ag® [Nnsa packpbiTvsa ee cogepxanus / Analysis of the sufficiency of information intercepted through TEMPEST channels from
computer equipment for disclosing its content

npoeepsieTcs B paMkax pexuma ay,® ncnonbsosaHus
o6opynosaHusa TCP Ha ocHOBe pe3ynsTaToB BbIMOSHS-
€MbIX HapymnTenem QyHKUnn, noeHTUULMPYEMBbIX
npusHakamu as;, OV, a, M, a;, ", az, W, a5, O, a3,
a35, Y, a3, a,,Y, a,,,V. YkasaHHble npusHaku, oT-
HoCALUMECA K OeNCTBUSAM HapyLumMTens rno MCnosb30-
BaHu0 o6opynoBaHus TCP ana u3amepeHus napame-
TPOB 3NEKTPOMArHUTHOrO LUyMa B BbIGPAHHOW TO4Ke
BeAeHUs pa3BefkuW, COOTBETCTBYIOT npolenype a,,?
WU XapakTepus3ylT MeTOOMKY W3MEepPeHWs CUrHanos
B peasibHbIX YCNOBUSIX.

Ons hopmrpoBaHs NoaMHoXecTBa g, *) Npr3HaKkoB
3TanoB OEeWCTBUIA HapyLumnTens no nepexsaty MHAQOp-
MaTuBHbIX curHanoe NMAOMUH oT cpeacTtB BblYUCHU-
TeNbHOM TEXHWKW BOCMOSb3yeMcs (PYHKUMOHANbHbIM
npeacTaBfieHnem Takoro poga atanos [11-12]. B ka-
YyecTBe MpuMepa Ha puc. 2 npueegeHa QyHKLUMOHaSb-
Has Mofefb 3Tana U3MepeHns NapameTpoB CUrHaNoOB
MOMWH, peanudauma KOTOPOro CBsi3aHa C BbINOJHe-
HWeM npouenypsbl, MYHKLMOHANbHAA Moaenb KOTOpOoK
npueoguTCcAa Ha puc. 2.

CcopmmpoBaHHOEe Ha OCHOBE  (PYHKLMOHAamb-
HOro NPeAcTaBfieHUs 3TanoB OEeNCTBUA HapyLuMTens
no nepexearty WHOpPMaTUMBHbIX curHanos [MOMUH
OT CpefAcTB BblUYUCAUTENBHON TEXHUKU NMOAMHOXECTBO
MPU3HAKOB MX BbIMNOSIHEHWA NpUBOAUTCA B Tab. 3.

C y4eTOM M3M0XEHHOro, BO3MOXHOCTW MO NOEHTU-
hmKkauumn aTanoB AeNCTBUN HapyLUMTeNsa No peanusa-
UMM yrpo3bl yTe4Kn nHcpopmaumm no kaHanam NAOMUH
OT CPEACTB BbIYUCAUTENIBHON TEXHUKN NPOUIIIIOCTPU-
pyem Ha npumepe OLEeHKU BO3MOXHOCTW pacrno3HaBa-
HWS ero OercTBUI Ha 3Tarne U3MepeHus napameTpos
nHpopmMaTuBHbIX curHanos NMN3MUH ot cpencTte Bbl-
YUCIUTENBHON TEXHWKN (Tabn. 4).

B kayecTBe KpuTepus ycrnewHoCcTn uaeHTudunka-
LMW npuaHaka g% BbINONHEHUS HapyLIUTeneM cooT-
BETCTBYIOLLEN NpoLenypbl onpeaenum ycrosme:

(1)

rae g, — TeKyllee 3HadeHue 4ucna waeHTMnuN-

POBaHHbLIX MEPBMYHLIX MPU3HAKOB, MO3BOMSAOLLMX
2).

MAEHTUNLMPOBATL MPU3HaK a?; €, — npeaenbHoe

8 2 &

Research and development of radio-electronic equipment and systems

41



PAOVOMPOMBbILWNMEHHOCTL. T. 30, Ne 4. 2020

Viep6, BOZHUKAIOIINI BCIICCTBHE
packpbITHs HHGOPMAIIH,
obpabarsiBaemoit CBT /
Damage arising from disclosure
of information processed
by computer equipment

HopmarusHsie TpeGoBaHHs
110 3aIIUTE CBEJICHUI
KOH(HIEHINATBHOTO Xapakrepa /
Regulatory requirements
for the protection
of confidential information

Dran u3mepenus napamerpos nudopmatnsHeix curnanos [IDMUH or CBT / The stage of measuring
| the parameters of informative side electromagnetic radiation signals from computer equipment

BusyasnbHoe onpe/ienenne
mapameTpoB curnanos [IDMUH /

ITpouenypa u3MepeHust
napameTpos curaanos [IDMUH /
Procedure for measuring

signals parameters

Visual determination of the side
electromagnetic radiation

»
the parameters of side
electromagnetic radiation signals by

the parametric-correlation method

Texuudeckue cpeacrna pasenku / Technical reconnaissance equipment

PucyHok 2. dyHKUMoHanbHaa Mmoaernbe npouenypbl M3MepeHua napamMmeTpoB MHOPMaLMOHHbIX CUrHarIoB
NO6G0OYHbIX SNEKTPOMArHUTHBLIX U3MYYEHUN N HABOLOK OT CPEACTB BbIYUCTIMTENbHOW TEXHUKMN

Figure 2. Functional model of the procedure for measuring the parameters of information signals of side
electromagnetic radiation and interference from computer technology

Ta6nvua 3. NoaMHOXXeCTBO NPU3HAaKoOB Mo nepexesarty MHPOPMaTUBHbBbIX CUrHaNOB N3MYH OT CPeacTB

BbIYNCIIUTENbHON TEXHUKM

Table 3. A subset of features for intercepting informative TEMPEST signals from computer equipment

0O603HaveHne
npu3Haka -
Ne P / XapakTepucTuka npusHaka / Feature characteristic
Feature
designation
1 a,® Mowck curHanos MAMWIH / Search for TEMPEST signals
2 a2(3> [Mouck MecT pasegaocTynHocTu curHanoB NMAOMKH / Search for places of TEMPEST signals reconnaissance
3 2.0 V3amepeHve napameTpoB MHpopMaTrBHbIx curHanos MNOMVIH oT cpeAcTs BbIMMCANTENBHOM TeXHWKM / Measurement
3 of parameters of informative TEMPEST signals from computer facilities
13mMepeHvie napaMeTpoB HaBEAEHHbIX ANEKTPUYECKNX CUTHANOB, HABEAEHHbIX B LIeNW NUTaHWs 1 3a3eMeHNs CPeACTB
4 2.0 BbIYMCINTENBHOM TEXHUKM 1 NINHK CBA3W, BbixoasLLMe 3a npepnensl K3 / Measurement of parameters of induced
4 electrical signals induced in the power and ground circuits of computer equipment and communication lines that go
beyond the controlled zone
5 2.0 AHanmns Konm4ecTsa nepexeaveHHor MHPOPMaLIMKN MO KPUTEPUIO AOCTATOMHOCTU NSt ee packpbiTis / Analysis
5 of the amount of intercepted information according to the criterion of sufficiency for its disclosure

3Ha4YeHve 4mucna MAEeHTUMOUUMPOBAHHBLIX MEPBUYHBIX
NPM3HAKOB, MO3BOSsAOLEe UOEHTUPULMPOBATL MPK-
3HaK a,;?).

AHasflorMyHbIM 06pPa3oM B KadecTBe Kputepust
MOEHTNULMPOBAHHOCTY NpusHaka a,) peanusauum
HapyLUMTEeNnemM COOTBETCTBYIOLLEro 3Tana onpeaesvM
ycrnoeue:

hy 29, (2)

rae h, — TeKylliee 3Ha4eHne Yncna naeHTMuUMpoBaH-
HbIX MPU3HAKOB BbIMNOSIHEHNA HAPYLUUTENEM NpoLeayp
pab6otel ¢ TCP, nossonsiowmx uaeHTnduumposatb
npuaHak a,3) BbINONIHEHUS COOTBETCTBYIOLLIErO JTana;
8, — NpepenbHOe 3Ha4YeHve Y1cna naeHTUPUUMpPoBaH-
HbIX NMPU3HAKOB BbIMOSIHEHMSA HAPYLUMTENEM NMpoueayp
pa6otbl ¢ TCP, nosgonsiollee uaeHTUMUMpoBaTb
npuaHak a, .

MporHo3upyembii 06beM uHcpopMaLun, pac-
KpbiBaeMou B npouecce nepexsarta MHcpopmaTus-
HbIX CUFHaNIOB NMOGOYHbIX 3NEKTPOMArHUTHbIX U3-
Nly4eHUl U HaBOAOK OT CPEACTB BbIYUCIUTENbLHOW
TeXHUKMU

OueHM nporHosvpyembii 06beM MHopmaumm,
packpblBaemMown B Mpouecce peanu3aumu HapyLumTe-
nem dyHKUMI npouedypbl M3MeEpEeHUsl napameTpoB
curHanos [MOMUH oT cpenctB  BbIMUCIUTENBHOM
TEXHVKM NapameTpu4eckn-KoppensaumMoHHbIM  MeTo-
OoM, dyHKUMOHanbHas MOLEeNb KOTOpOW npuBedeHa
Ha puc. 1.

C oToil Uemblo Ha MHOXecTBe {(d;} yHKUWA,
naeHTUMLUMpyEMbIX NEPBUYHBIMU NPU3HaKaMn Oen-
CTBUA HapyLUMTENa No nepexsaTy MH(OPMaTUBHbIX
curHanos M3MUH oT cpedcte BbIYUCNIUTENBHOWM
TEXHWKW, onpejenum QyHKUMU, COOTBETCTBYIOLLME
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Ta6bnuua 4. Tabnuua ngeHTnpmkaLmm NpmM3HaKos 3Tana naMepeHue napamMmeTpoB NHpopMaTUBHbLIX
CUrHaNoB NMNOBOYHbIX IMEKTPOMAarHUTHLIX U3JYYEHNIA 1 HABOAOK OT CPEACTB BblYNCIINTENBHOMN TEXHUKN
Table 4. Features identification table for the stage of measurement of parameters of informative signals
side electromagnetic radiation and interference from computer equipment

MpwisHak a,® naeHTMdULMPYIoLLNIA BeinoNnHeHve aTana / Feature a,® that identifies the completion of the stage

[Mpu3HakK, naeHTUMUMPYIOLLIME BbINOHEHWE NpoLueayp aTana / Features identifying the execution of stage procedures

2
a;,®

332(2)

MepBurYHbIE naeHTUdMUMPYOLLMe NpudHaku / Primary identifying features

(1) (1)

1 1
agy," 831 d313 agy ")

(1) @)

1 1
8gp4 " 8300 8303 agp,")

npegcTaBneHHoN Ha pyc. 1 PyHKUMOHANbHON MOdEeNW:
b,,, — M3MepeHne HanpPs)XEHHOCTMN ANeKTPUHECKON Co-
CTaBJIAOLLEN 3MEKTPOMArHUTHOrO Mo Ha YacTtotax
06Hapy>XeHHbIX MHopMaTuBHbIX curHanos MOMUNH
OT CPEACTB BbIYUCIUTENBHOW TEXHWUKN MapameTpuye-
CKM-KOPPENALMOHHBIM METOAOM; b,,, — U3MepeHue Ha-
NPSXKEHHOCTM 3NIEKTPUYECKOM COCTaBMsALLEen Lyma
Ha YactoTax OOHapy>XeHHbIX CUrHamnoB; ¢,,, — n3Me-
peHve HanpsXXeHHOCTU MarHUTHOW COCTaBJIsoLLEN
SMEKTPOMarHUTHOro Mofs Ha 4YactoTax O6HapyXeH-
HbIX MHOPMaTUBHbIX curHanos NAMWH oT cpencTs
BbIYNCINTENBHOW TEXHUKU napameTpuHecKku-Koppe-
NAUMOHHBIM METOAOM; (4, — USMEPEHNE HanpPsKEeH-
HOCTW MarHUTHOW COCTaBNAOLLEN LWyMa Ha YacToTax
O6Hapy>XeHHbIX CUrHanoB.

OueHnm NporHosmpyemeii 06beM v nHdopmauum,
packpbiBaeMoK B npouecce nepexsara MHopmaTme-
HbIX curHanoe NAOMWMH oT cpencTe BbIMUCIUTENBHOM
TEXHUKU, C NOMOLLLbIO BbIpaXXeHUs

y=1T, 3)

roe T— NpoJO/MKMUTENBHOCTL MepexesaTa; y— Konunye-
CTBO WH(popMaumn, nepexeaTbiBAEMOE B eOMHULY
BPEMEHMW.

Taknm 06pa3om, MPOrHO3UPYEMbIA OOLEM V WH-
hopmMaLmn, packpblBaemMown B NpoLecce nepexsarta uH-
opmaTmBHbIx curHanos NMNOMWH oT cpeacTs Bbluuc-
JINTENBHON TEXHWUKKN, MOXET ObITb OLLEHEH C MOMOLLILIO
cnenyroLmX BblpaXKeHWUN:

1) Npy unaeHTUUKaAUMM DYHKUMK s, Bblpaxe-
HUewMm:

V321 = V03315 (4)

roe ,,, — cpegHee 3HadeHue cry4aiHON BeM4YMHbI
BpeMeHu peanusaumnm QyHKUMM d,,,;

2) nNpu ngeHTUUKaummn nocneaoBaTesibHoCTH, Co-
cTosLLen U3 PYHKUMIA G5y, U ds,,, BbIpAXKEHNEM

V3o1.320 =Y (033, T ®3,), (5)

roe o,,, — CpefaHee 3HaveHve cry4YanHON BeNM4YUHbI
BpeMeHu peanuaaunm QyHKUAN @s,,;

3) Npu ngeHTUUKaLmmn NocneaoBaTesibHoCTH, Co-
cTosILLen U3 PYHKUMIA Gs,,, ds,, U )5, BbIPAXKEHNEM

Vol 322,323 =Y (033 T 03 T @33), (6)

rae ws,, — CpeaHee 3HadeHue cryqariHon BeNYMHbI
BPEMeHN peanusaumm yHKUMM ¢,

4) npun ngeHTMdmKaumnm BCeN npoueaypbl U3Mmepe-
HUsi napameTpoB curHanos NAOMWH oT cpencTte Bbl-
YUCAUTENBHON TEXHUKM MapameTpuHecKn-Koppensaum-
OHHbIM METOAOM BblpaXXeHNeMm

V3 =Y (03 F 031 0353 + 034), (7)

roe o, — CpefHee 3Ha4eHue Cry4anHoN BesIMHVHbI
BPEMEHM peanusaummn yHKUNK §.,.

OueHka ypoBHS yrpo3bl 6e3onacHoCTU UHop-
Mauumn, o6GYyCJIOBJIEHHOW ee YyTe4YKOM Mo KaHanam
NO60YHbIX IIEKTPOMArHUTHbIX U3NTY4YEHUA U HaBO-
AOK OT CPEACTB BblYMCIIUTESNIbHON TEXHUKMN

YposeHb U yrpo3bl 6€30MacHOCTM WHopMaumu,
06YCnoBMEHHON ee yTeykon no kaHanam [NMOMWH
OT CPEACTB BbIYMCAUTENBHON TEXHUKW, OLleHWBaeTCs
npy MNOMOLLM MaTeMaTU4ecKo MOJENn CBOEBPEMEH-
HOCTM S pearMpoBaHus Ha Takoro poga yrpoay [14]:

- o -
57»(2Tu>+027»*2f<m*T<o>)
e X

y 1—e;f[%(y)+°27‘_%(”)"%(")j .

262
- 5 +erf m _e%x(czx’_ap)_‘?(u))x » (8)
262
x| 1—erf m verf Up) = Tho)
2 2
L 20 267 )]
1 _
rAe k:T( ); Ty T, — NepMoanHHOCTL M CpeaHAs
y

MPOAOIKUTENBHOCTE  YrPo3bl YTEYKU UHpopMaLMW,
COOTBETCTBEHHO; T,) — CpPeAHee 3Ha4YeHne BpemeHu
O6HapyXeHus yrposbl; T, — CpeaHee 3Ha4YeHve Bpe-
MEHW, 3aTpayvMBaeMoro Ha MpUHATME Mep Mo NpPegoT-
BPALLEHMIO YTEYKM; G — CpeaHeKBaapaTU4ecKoe OTKIIO-
HEHWEe BPEMEHW OBGHAPY>XEHUS Yrpo3bl.
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PucyHok 3. PeaynbraT pacno3HaBaHUsA Yyrpo3bl YTEYKM Mo KaHanam No604YHbIX 3NeKTPpOMarHUTHbIX
N3IYyYEeHUA N HABOLOK OT CPELACTB BbIYNCIUTENBHOW TEXHUKM Ha paHHEN cTaann ee pearnmsaumm
Figure 3. The result of recognizing the threat of leakage through the channels of side electromagnetic
radiation and interference from computer equipment at an early stage of its implementation
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PucyHok 4. PeaynbsTaT pacno3HaBaHusa yrpo3bl yTEYKM MO KaHaram No604YHbIX 3NeKTpoOMarHUTHbIX
N3yYeHU N HaBOLOK OT CPELACTB BbIYNCIIUTENBHOW TEXHUKM Ha 3aBepLUaroLLEN CTagumn ee peanmaaumm
Figure 3. The result of recognizing the threat of leakage through the channels of side electromagnetic
radiation and interference from computer equipment at the final stage of its implementation

Mcxoas 3 Toro, 4To cobbITUA, CBA3aHHbLIE C Nepe-
XBaToM UHGopMaTmBHbIX curHanos NMOMWH ot cpeacTs
BbIYUCIIUTENBHON TEXHUKU U pearnpoBaHne Ha Takoro
poga yrposbl ABASIOTCA CyYalHbIMU COObITUSIMU, CO-
CTaBNAIOLWMUMM MOSHYIO rpynny, ypoBeHb U yrpo3bl 6e-
30MacHoOCTV MHdopmMaLmmn, 06yCnoBEHHON ee YyTEeYKon
no kaHanam NM3MWH oT cpeacTB BbIYUCUTENBHOM TEX-
HUKW onpefenseTca B COOTBETCTBMM C BbIPaXKEHNEM:

Uu=1-S8, 9)
roe S cooTBeTcTByET (8).

BbiBoabl

PaccmoTpeHHble MmeToan4eckme rnosioxXeHus nosso-
NUnn aBTopam paspabdboTaTb KOMMNEKC NporpaMm Asns
pacrnosHaBaHusa yrpo3 yTe4dku no kaHanam MNOMUH
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oT

CPEeACTB BbIYUCIUTENBHOW TEXHUKN. OcHoBHble Ba- Takum 06pas3om, MNPeasIoXeHHbI MeToaNYECKUIN

puvaHTbl paboTbl NporpamMMbl pPacno3HaBaHWA Takoro annapart pacrno3HaBaHus Yrpo3 yTeuku nHopmMauum
popfa yrpo3bl Ha paHHe U 3aBepLuaroLLen cTagusax ee no kaHanam MN3MWH oT cpenctB BbIYUCIUTENLHOMN
peanusaumu npepcrtaenieHsl Ha puc. 3 U 4 cooTBeT- TEXHUKM NO3BONAET Aarb 605ee NonHy nHpopMaLmio
CTBEHHoO [15]. O HUX B Clnyyae NosiBNeHus Taknx yrpos.
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