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ABSTRACT

Blockchain is a decentralized distributed ledger technology. The public chain represented by Bitcoin and Ethereum only realizes
the limited anonymity of user identity, and the transaction amount is open to the whole network, resulting in user privacy
leakage. Based on the existing anonymous technology, the concealment of the sender, receiver, amount of the transaction, and
does not disclose any information, which makes the supervision difficult. Therefore, the design of blockchain scheme with
privacy protection and supervision functions is of great significance. In this paper, a blockchain transaction model with both
privacy and supervision function is proposed. It uses probability encryption to realize the hiding of the true identity of the
blockchain transaction, and uses the commitment scheme and zero-knowledge proof technology to realize the privacy protection
and guarantee legitimacy verification of the transaction. With the use of encryption technology, the regulators can supervise
blockchain transactions without storing the users’” information, which greatly reduces the pressure on storage, computing and
key management. In addition, it does not rely on specific consensus mechanism and can be used as an independent module. The
security performance analysis shows that the proposed scheme has great practicability and has potential application in many

fields.

1. INTRODUCTION

Blockchain technology first emerged as a tool to manage cryp-
tocurrency in 2008 when Nakamoto introduced “Bitcoin” as first
P2P digital cash system using blockchain [1]. It is a new applica-
tion model for various computer technologies, such as data storage,
peer-to-peer transmission, consensus mechanism, encryption algo-
rithm, etc. The blockchain also known as distributed ledger tech-
nology, which leads a new round of technological and industrial
changes around the world, playing an important role in improving
corporate productivity, reducing corporate costs, increasing cus-
tomer satisfaction and expanding new markets. Some researchers
are integrating blockchain technology into some areas of daily life.
For example, the application of blockchain has extended from the
financial to the physical field, including electronic information stor-
age, copyright management and trading, product traceability, dig-
ital asset trading, Internet of Things, intelligent manufacturing,
supply chain management and other fields [2]. All these applica-
tions show that blockchain will take over some major areas of daily
life in the future. Moreover, the blockchain can bring people into
a fair, safe and transparent environment. Obviously, as a trust sys-
tem construction technology, blockchain has great potential and is
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expected to become the cornerstone of the new era of digital econ-
omy. Now, blockchain has begun to be used in various industries
such as energy, finance, e-commerce, e-government and medical
care. Especially in the field of privacy protection, a large number of
experts and scholars have been attracted to achieve better results.
With the further development and wide application of blockchain,
it also faces more and more technical challenges, especially in pri-
vacy protection and supervision.

Blockchain works in the use of shared distributed ledger distri-
bution system, which is basically a data structure that contains
transaction lists in an orderly form. However, these decentral-
ized transactions have produced certain privacy risks and attacks
in daily life, which need to be solved before blockchain integra-
tion [3]. First of all, Conti et al. [4] gave one of the ground-
breaking research articles on bitcoin security and privacy, which
highlighted all the basic technologies of bitcoin and its feasibility
and robustness analysis. Up to now, some research has been devoted
to the study of Bitcoin, and a lot of results have been achieved.
Later, with the development of blockchain technology, Ethereum
began to appear, intended for the next generation of cryptocurrency
and decentralized application platform. Ethereum is the represen-
tative of Blockchain 2.0, which uses smart contracts to solve the
problem of decentralized application in the monetary field [5,6].
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Neither Bitcoin nor Ethereum can guarantee the privacy of the
transaction [7]. For a transaction on the blockchain, the sender,
receiver and transaction amount are mainly involved. The iden-
tities of the sender and receiver are realized by the user’s public-
key address with a certain degree of anonymity, but some related
information of the transaction subject can mine through data anal-
ysis or machine learning methods, and then combine some back-
ground knowledge to obtain the identity information of trader [8].
Hence, the transaction amount is completely exposed on the pub-
lic chain, anyone can query and access it through the entire node of
the blockchain. Attackers can obtain valuable information by ana-
lyzing transaction records, such as specific account fund balances,
transaction details and specific capital flows, so the privacy of trans-
actions cannot be guaranteed [9].

At the beginning of the design, the blockchain provides a certain
degree of security for the designed system through a series of tech-
nologies to avoid damage, modification and data leakage due to
external malicious attacks. In terms of privacy, the open and trans-
parent nature of the blockchain has caused serious privacy issues
such as transaction data and network node addresses. In order to
further ensure the protection of user privacy, some related tech-
nologies have been applied in this field in recent years. In particu-
lar, anonymous digital currencies, such as Monero, Zcash and the
newly launched Beam and Grin, etc., using ring signatures, zero-
knowledge proofs, password commitments and other technologies
to ensure the privacy of transaction senders, receivers and transac-
tion amounts [10-13]. However, the privacy protection strategies
are so strong that no one can supervise and control them, and they
may be used in some illegal financial transaction activities, which is
harmful to the society. Therefore, it is very valuable to find a suit-
able method that can protect privacy and facilitate supervision at
the same time.

Blockchain, as a data structure that stores data in chronological
order, can support different consensus mechanisms. The consensus
mechanism is an important component of blockchain technology.
The goal of the blockchain consensus mechanism is to enable all
honest nodes to maintain a consistent view of the blockchain while
satisfying consistency and effectiveness [14]. For example, there are
plenty of consensus algorithms, such as proof of work (PoW), proof
of importance (Pol), practical Byzantine fault tolerance (PBFT),
measure of trust (MoT), proof of stake (PoS) and proof of space
(PoSpace) [15,16]. In fact, the consensus mechanism is mainly used
to eliminate trusted third parties or centralized entities. All nodes
of the blockchain follow a specific consensus so that there will be
no conflicts in the future, and the essence is to achieve privacy pro-
tection. However, the current consensus mechanism still has prob-
lems such as waste of computing power and energy, Matthew effect
and low security. Therefore, adopting an effective consensus-based
blockchain model to better solve the privacy protection is a current
challenge.

To solve the above problems, this paper integrates multiple crypto-
graphic technologies and proposes a blockchain transaction model
with both privacy and supervision functions. First of all, we make
use of the advantages of probabilistic public-key encryption to hide
the real identity information of users. Then, with the help of the
cryptographic commitment schemes and Zero-Knowledge Proof
technology to verify the legality of blockchain transactions. Based
on this, the regulators may obtain the real identity information

of users through decryption, which fulfills the requirements of
transaction privacy protection and the function of supervision.
Moreover, regulators do not need to store the real identity and key
information of user. Comparative analysis shows that the
blockchain transaction model proposed in this paper is feasible and
has practical value in various industrial scenarios such as digital
currency, finance and energy.

The contributions of this paper are as follows:

» We combine with the cryptographic commitment scheme and
Zero-Knowledge Proof to complete the legality verification of
privacy transactions for the first time. Therefore, the
identity-based encryption system enables regulators to obtain
transaction amounts through decryption calculations without
storing the key information, which satisfies the requirements of
transaction privacy protection and supervision functions.

 Taking advantage of probabilistic public-key encryption to hide
the users’ real identity information. The same real identity can
be encrypted for unlimited times to generate different
anonymous identities. Regulators can directly obtain the real
information by decrypting the anonymous identity without
storing identity information.

o The blockchain transaction model with privacy protection and
supervision functions proposed in this paper does not rely on a
specific consensus mechanism and can be used as an
independent module in the existing blockchain technology.

The remainder of this paper is organized as follows. Section 2
describes recent advances in protecting the privacy of blockchain
transactions. Section 3 describes background related to blockchain
technology. Section 4 describes the overall methodology. Section 5
presents and discusses the experimental results. Section 6 summa-
rizes and presents conclusions.

2. RELATED WORK

To protect the privacy of blockchain transactions and hide the
information of the sender, receiver and transaction amount, many
blockchain-based technologies have been proposed.

In 2015, DASH was proposed, the process of mixing coins is carried
out by means of main node deposit, which can hide the mapping
relationship between input address and output address to achieve
the purpose of anonymity [17]. But this is a centralized process-
ing method, so there may be problems such as denial of service
attacks and mixed coin users of leaking the mixing process. Maurer
et al. proposed CoinJoin, which merges multiple transactions into
one transaction and hides the correspondence between input and
output parties to enhance the privacy protection ability of users,
but it also faces the threat of centralized mixing coins [18]. Com-
pared with the mixing coins’ scheme, Li et al. used a ring signa-
ture mechanism to implement privacy protection digital currency,
and it no longer needs to interact with other users [10]. Users
implement anonymous processing by themselves, which can effec-
tively eliminate the problems faced by the centralized mixed coins
scheme. However, due to the use of complex cryptography tech-
nology, the speed of system operation and verification process is
reduced. Zcash is a new type of digital currency constructed on
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the basis of Zerocoin, which uses a cryptographic commitment
scheme to encapsulate the sender, receiver and transaction amount
of the transaction into parameters, and then uses ZkSNARKSs Zero-
Knowledge Proof to prove the transaction and realize the conceal-
ment of the sender, receiver and transaction amount of blockchain
transactions, it has the best privacy protection until now [11,19,20].
But the process of its proof is very slow, and there are bottlenecks in
efficiency. In 2019, Beam and Grin went online, which used Mim-
belWimble protocol and aggregated signatures to achieve the pur-
pose of privacy protection of blockchain transactions [12,13,21].
However, both parties of the transaction need to perform an online
interaction process, which is not convenient to use in practice.
Therefore, we need to develop an effective and practical method to
solve the problem of privacy protection.

Due to the strong privacy protection capabilities of anonymous
digital currency, it is difficult for financial institutions and state
agencies to supervise digital currency participants and transac-
tions between them, making digital currency has gradually become
the tool of money laundering, tax evasion and illegal transac-
tions. Sun et al. proposed a multi-chain model suitable for cen-
tral bank-supervised digital currencies, but the communication
between chain nodes is more complicated, and the design of super
chain makes it lose decentralized characteristics and cannot guar-
antee the privacy of transactions [22]. Zhang et al. proposed a digital
currency supervision model with a double-chain structure, anchor-
ing the alliance chain on a public chain [23]. As a consensus par-
ticipant, the alliance chain guarantees the privacy of transactions
through secret sharing, and provides the characteristics of super-
vision, while ensuring the decentralization and anonymity of digi-
tal currencies. Therefore, how to enable blockchain transactions to
achieve both privacy capabilities and requirement of regulatory is
a hot topic of current research, but the current research results are
still very few.

This paper integrates a variety of cryptographic techniques to
propose a blockchain transaction model that takes into account
privacy protection and supervision functions. Among them, the
probabilistic public-key encryption algorithm is used to hide users’
real identity information and realize the identity anonymity of user
transactions. The cryptographic commitment scheme and Zero-
Knowledge Proof are used to realize the privacy protection of the
blockchain transaction amount and ensure the legality of transac-
tion verification. In addition, the use of identity-based encryption
technology to realize the supervision function of transaction infor-
mation. Based on the above advantages, the blockchain transaction
model proposed in this paper is of great application value while
ensuring the privacy of users’ transactions, making it easier for reg-
ulators to track illegal financial transaction activities.

3. BACKGROUND

In this section, through detailed theoretical analysis, we will reveal
the internal process of the blockchain technology, unspent transac-
tion output (UTXO) model and cryptography applied in this paper,
which are the basic components of the scheme.

3.1. Blockchain Technology

Blockchain is a decentralized distributed ledger, which can be
simply understood as a distributed database that distributed on

various nodes around the world, which is connected by blocks in
chronological order to form a chain. If the data in any block was
changed, it will cause subsequent changes to the blockchain, which
makes it immutable [15,24]. Current mainstream blockchain plat-
forms include Bitcoin, Ethereum and Hyperledger Fabric [1,5,25].
From Figure 1, we can see the structure of the blockchain, there are
multiple transactions recorded in the block. Whether blockchain
is licensed or multi-licensed depends on how individuals verify
and send transactions or how entities are authorized to verify and
execute transactions (or conduct transactions alone). Blockchain is
based on cryptography rather than credit, allowing any two parties
to reach an agreement to pay directly without the involvement of a
third-party intermediary.

Transactions are written into the blockchain through a consensus
mechanism. It is one of the core technologies of the blockchain
and determines which node is responsible for accounting, and the
accounting method will affect the security and reliability of the
whole system. Common consensus mechanisms mainly include
PoW, PoS, PBFT, etc. [26-28]. This paper mainly studies the
blockchain transaction model and does not rely on specific consen-
sus mechanisms.

3.2. UTXO Model

Blockchain technology is the bottom technology of bitcoin and the
core and basic structure of Bitcoin. We define bitcoin transaction as
a transfer of BTC ownership from the buyer’s purse to the seller’s
purse in exchange for a product or service. The buyer’s BTC wal-
let assembles a transaction using the buyer’s UTXO stored in the
blockchain. A BTC amount claimed in advance by a UTXO des-
ignated buyer for transactions previously processed. UTXO stands
for the unspent transaction output and is the core concept of bit-
coin transaction generation and verification. Multiple transactions
are recorded on the bitcoin ledger, each of which has several trans-
action inputs (transferors), which is the source of funds; and several
transaction outputs (receivers), which is the destination of funds.
Figure 2 is an example of the Bitcoin UXTO model. We can see that
the input of transaction 1 is 1 BTC, and the two outputs are 0.4 BTC
and 0.5 BTC. The difference of 0.1 BTC between input and output
is caused by transaction fee. Transaction 2 is similar to transaction
1, and its output is used as the input of transaction 3, thus forming
a chain structure of the transaction.

The process of Transaction Transaction Nodes/Peers validate
Blockchain. broadcasted to the the transaction
vork
nqﬂwr 0
v e
d o o0
m} 0
v
Transaction New block New block added to Validated transaction
complete distributed to all the blockchain added to a new block
1 nodes
la - o
Figure 1 The structure diagram of blockchain.
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Figure 2 The example of Bitcoin UTXO transaction model.

In this paper, the blockchain transaction form mainly adopts bit-
coin’s UTXO model, and the transaction consists of sender, receiver
and transaction amount. Transaction privacy refers to the pro-
tection of the sender’s identity, receiver’s identity and transaction
amount without external disclosure; transaction supervision refers
to the ability of regulators to query the information of the trans-
action sender, receiver and transaction amount by using curtain
methods.

3.3. Cryptography

The cryptography is the most important invention and progress of
modern cryptography. It is generally understood that cryptogra-
phy is to protect the confidentiality of information transmission.
The verification of the true identity of the sender and receiver of
the information, the nonrepudiation of the sent/received informa-
tion after the fact, and the protection of the integrity of the data
are another aspect of modern cryptography. In blockchain trans-
actions, it is necessary to adopt relevant cryptographic techniques
to ensure security, we will introduce the probabilistic public-key
cryptosystem, identity-based cryptographic algorithms and crypto-
graphic commitment schemes in this subsection. These three tech-
nologies belong to classic cryptographic algorithms and play a vital
role in ensuring the privacy of the transaction model proposed in
this paper.

3.3.1. Probabilistic public-key cryptosystem

Probabilistic public-key encryption is a kind of nondeterminis-
tic cryptography. For the ciphertext generated by the same plain-
text randomly changes, under the assumption of computational
security, it is impossible to obtain any valid information of the
plaintext through ciphertext related attacks in polynomial time.
Goldwasser et al. used the quadratic residue theorem to design
a probabilistic public-key cryptographic scheme, but it has high
ciphertext scalability [29]. Blum et al. gave a more effective prob-
abilistic public-key encryption system, which greatly reduces the
expansion of ciphertext data [30]. Therefore, based on the above
theoretical analysis, we chose the Blum-Goldwasser (BG) scheme
to encrypt the users’ identity information, which is more effec-
tive and uses the Blum Blum Shub (BBS) generator to improve the
randomness of the ciphertext [31]. The idea of BG’s probabilistic
public-key cryptosystem is as follows: A random seed s, uses a BBS
generator to generate m pseudo-random bits z,, z,, ... z,,, and then
uses z; as a key stream, i.e., they are XORed with /-length plaintext
bits to form a ciphertext. At the same time, the m + 1th element
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2m+1

Sme1 = (S)”  mod n Transmit as part of the ciphertext. When the
receiver receives the ciphertext, he can calculate s;,; from s; then
reconstruct the key stream, and finally XOR the key stream with m
ciphertext bits to obtain the plaintext. The detailed algorithm pro-
cess of BG is as follows:

Parameter setting: Set n = pg, where p and g are large prime
numbers, p = g = 3, then n is public key, and p and g are pri-
vate keys. Suppose the plaintext space P = (Zz)m, ciphertext space
C=(2?)" x Z* and keyspace K = { (n.p.q) }.

Encryption algorithm: For K = {(n,p, q) }, x € (Zz)m, re€z,
the process of encryption is:

« select the seed s, randomly, use the BBS generator to generate
m random bits z,, z,, ... z,, as the keystream;

2m+1

+ calculates,,, = (s,)” modn;

o calculate y, = (xi + zi) mod 2, where 1 <i < m;
o ciphertextisc = E; (x,7) = (yl, ...,ym,sm+1).

Decryption algorithm: To decrypt y, the following steps should be
completed:

o calculatea, = ((p+ 1) /4)erl mod p — 1;
» calculate a, = ((q+ 1) /4)erl mod g —1;

o calculate b, = Sfr:+l mod p;
o calculate b, = sfjﬂ mod g;

¢ use Chinese Remainder Theorem calculates r and satisfies the
following conditions:
r=b, modpandr=b, modg;

« use the BBS generator to calculate z,, z,, ..
So=1;

. z,,, from the seed

o calculate x; = (y,- + zl-) mod 2, where 1 < i < m;

o the decrypted plaintext is x = x;, x;, ..., X,,,.

3.3.2. Identity-based cryptography

Identity-based cryptography (IBC) can effectively solve the prob-
lem of public key infrastructure (PKI) digital certificate manage-
ment [32]. The security of cryptographic mechanisms mostly relies
on the assumption of certain mathematical problems and achieves a
certain security strength under a certain security model. Therefore,
we first introduce the relevant theoretical hypothesis.

Definition 1. The problem of Diffie-Hellman (DH) [33]. Given a
large prime number g, a large integer generator g € Z;, and g* mod

g and g mod g generated by large random numbers a, b, g¢** mod g
is required to be found.

Definition 2. The problem of computational Diffie-Hellman
(CDH) [33]. For randomly given < P, aP, bp >, where 4, b belongs
to the point group Z; with order g, calculate the value of abP.

Definition 3. The problem of computational decision Diffie-
Hellman (DDH) [34]. Distinguish the distribution between a given
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tuple <P, aP, bp, abp>and <P, aP, bp, cp>, i.e., determine whether
cis equal to ab mod g, where g, b, ¢ belong to the point group Z with
order Zy.

Definition 4. The problem of strong Diffie-Hellman inversion
(q-SDH) [35]. Given q + 1 dimensional tuple < g, g*, g%, ...,g"7 >€
G, calculate g'/* € G.

Definition 5. The problem of bilinear Diffie-Hellman (BDH)
[36]. Let G, and G, be two point groups with prime order g, e :
G, X G; = G, is an acceptable bilinear mapping, P is the genera-
tor of G,, for a given <P, aP, bP, Cp>, where a, b,c € Z;, calculate

W = e(P, P)* € G,.

IBC generates the master public key and master private key by key
generation center (KGC), then KGC uses its own key to generate
the users’ private key according to the identity information ID (such
as name, email, ID number, etc.), which is the public key without
digital certificate binding. This paper mainly adopts SM9 standard
algorithm of China as an example of the IBC cryptosystem. SM9
uses various unique identifiers as public keys for data encryption
and identity authentication, which is very suitable for applications
such as email protection, secure circulation of official documents,
multimedia converged secure communications, identity authenti-
cation, secure communications in the Internet of Things, cloud data
protection, etc. The SM9 algorithm uses the bilinear pairing on the
elliptic curve as the basic mathematical tool, and constructs a secu-
rity proof based on the relevant calculation complexity assump-
tions, which greatly improves the protection level of my country’s
information security. Such a system has a natural password dele-
gation function, which is very suitable for a supervised application
environment, and has considerable advantages in the management
and control of a large number of interconnected devices. SM9 stan-
dard is divided into five parts: general principles, digital signature
algorithm, key exchange protocol, key encapsulation mechanism,
public-key encryption algorithm and parameter definition. The fol-
lowing mainly introduces SM9 digital signature algorithm.

Let P, be the generator of the elliptic curve additive cyclic group
G,, P, is the generator of the elliptic curve additive cyclic group
G,, H(:) is the Hash function and e (-) is the bilinear pair. Assuming
that A is the signer and B is the verifier, the process of generating
the SM9 digital signature is as follows:

Key generation: The random number Ks € [1, N — 1] generated
by KGC is used as the master private key of signature, calculate
Pops = [ke] P, as the master public key of signature, then the
encryption master key pair is (ke, Ppub_s). User A’s identification is
ID,. To generate user A’ s signature private key ds, , KGC calculates
t; = H(ID,,N) + ks, t, = ks - t7! on the finite field Fy, then gets

ds, = [tz] P,.

Process of signing: Suppose the message to be signed is M, the sig-
nature process of user A is as follows:

calculate g = e (P, P, )3
e choose a random number r € [1,N — 1];

o calculate w =g¢", h = H(M]||w,N), ] = (r — h) mod N;

calculate S = [l] ds,, then the signature of M is (h, S).

Process of verification: In order to verify the signature (1', ) of
message M’, B performs the following process:

+ calculateg = e (P,, Ppub_s);
o calculate t = gh,, h, = H(IDA,N);
o calculate P = [hl] Py+ Py u=e (8.P),w =u-t

« calculate h, = H, (M'||w/,N), if h, = I, then sign verification
passes, otherwise it fails.

3.3.3. Cryptographic commitment scheme

In this paper, cryptographic commitment scheme mainly adopts
Pedersen commitment and is used in Monero to protect the privacy
of transaction finance [10]. Pedersen commitment is a homomor-
phic commitment protocol that satisfies perfect concealment and
computational binding. Its perfect concealment does not depend
on any difficult assumptions. The computational binding relies on
the discrete logarithm assumption (DLA). And its construction is
divided into 3 stages.

o Setup: Select the multiplicative group G and generator with the
order of large prime g, G =< g >=< h >, open tuple (g, h, q);

o Commitment: The promise party chooses a random number r
as the blind factor, calculates the promise value and then sends
commitment to the receiver;

o Open: The promiser chooses a random number r as the blind
factor, calculates the promise value and then sends
commitment to the receiver; open phase open: the promiser
sends (v, r) to the receiver, and the receiver verifies whether
commitment is equal to g’4" mod g, if they are equal, then
accept, otherwise refuse to promise.

The complete data formula is expressed as follows:

P=xg+rH (1)

where ¢ and H are the base points in elliptic curve cryptography
(ECC), and r is the blind factor to protect the privacy of the value x.
In addition, it is necessary to use Bulletproofs Zero-Knowledge
Proof to realize the range proof of the transaction amount in a
more efficient way [36]. Bulletproofs is a more space-efficient form
of zero-knowledge proofs. Importantly, for our purposes, these
proofs also have native support for commit values such as Pedersen
commitments and public keys. This allows us to implement func-
tions such as range proofs in a general zero-knowledge framework,
instead of implementing complex elliptic curve algorithms in zero-
knowledge.

4. REGULATABLE BLOCKCHAIN
TRANSACTION PRIVACY PROTECTION
MODEL

This paper combines UXTO, BG, IBC, Pedersen commitment and
other technologies to propose a regulatable blockchain transaction
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privacy protection model, which could be seen in Figure 3. From
the Figure, we can describe the complete implementation process
as the regulators first realize the identity anonymity of the sender
and the receiver, UTXO ensures the security of the amount during
the transaction and the miner is used to ensure the legitimacy of
the identity of the trader and the transaction amount. Next, we will
introduce the design process in detail.

4.1. Transaction Model

The participants of the transaction in this scheme are shown in
Figure 4, mainly including (1) sender and receiver of the trans-
action, hoping to protect their identity anonymity and the pri-
vacy of the transaction amount through a secure transaction; (2)
blockchain miner, verify the legitimacy of transactions and pack-
ing them into blocks and storing them on the blockchain through
consensus mechanisms; (3) regulators, track relevant participants
in transactions and transaction finance to combat financial ille-
gality criminal activities if necessary; (4) third party, who steals
transaction-related information through certain technical means to
obtain improper benefits.

The blockchain transaction privacy protection is relative, which
mainly prevents the third parties from maliciously collecting user
information. However, for regulators, it’s necessary to track some
illegal transactions to combat illegal and criminal activities. There-
fore, it is necessary to ensure that transactions are regulatable. The

Vi1 Voutt
AD, — = 5 put ouput 5,
Viee
> Miner
Vi p— Vour
AID, —————>  Input ufput  —————> amp,

Figure 3 The example of Bitcoin UTXO transaction model.

K
j’[ 0 [|‘ Regulators

Transaction

Regulation
4 Y

Transaction
Sender Recaiver

Y 4

r
N Transaction Transaction
Verification Stealing
Miner Third party

Figure4 The blockchain transaction entity in the scheme
proposed of this paper.

content of supervision includes the identity of participating traders
and the amount of transactions.

4.2. Realization of Anonymous Identity

In the initial phase of the model, regulators need to generate three
pairs of public and private keys: one pair is, regulators use BG to
generate the corresponding private key Sk, and public key Pkg;
another one, regulators act as the KGC in the IBC cryptosystem and
generates the master public key MPK and master private key MSK;
the other one, regulators define the identity of the IBC as ID,, and
sets ID,, as the public key, based on the IBC algorithm, use MSK to
generate the corresponding signature’s private key Sk,.

Sk, = IBC.KeyGenyy (ID,) ()

Then the user in the system applies for key distribution to regulators
through the uniquely identifying information ID,,. ID, needs to be
self-certified, which can be the user’s email address, ID number and
mobile phone number, etc. After authenticating the user’s identity
information, the regulators use the BG algorithm’s public key Pk,
to encrypt the user’s identity information ID, to generate AID;, as
follows:

AID, = BG.Ency,_ (ID,) (3)

To ensure that the user’s ID,, is certified by regulators, need regula-
tors to perform signature verification on AID, and generate AID,,

AID, = IBC.Signg, (AID;) (4)

Define AID, = AID, || AID,, because AID;, is obtained by using
ID, with BG, with good randomness. AID, is AID, obtained by IBC
signature, so AID,, also has good randomness, which can effectively
hide the user’s user real identity information ID,, realize identity
anonymity.

Then use AID,, as the public-key identity. Based on the IBC algo-
rithm, regulators use MSK to generate the user’s corresponding pri-
vate key Sk,,, which is

Sk, = IBC.KeyGeny (AID,,) (5)

Users’ self-certified real identity information is ID,,, the calculated
anonymous identity information is AID,, and the corresponding
private key is Sk,,. Due to the BG probabilistic public-key encryp-
tion algorithm, the same ID, can be encrypted to generate dif-
ferent AID,, ID, and AID,, have a one-to-many relationship, and
theoretically the same ID, can generate an unlimited number of
AID,,, enabling users to continuously update AID,,, thereby achiev-
ing good anonymity of users’ identity.

In order to facilitate the subsequent description, we define the iden-
tities of the sender and receiver of the transaction as ID, and ID,
respectively. The corresponding anonymous identities are calcu-
lated as AID, and AID,, the private keys are Sk, and Sk,. When
the sender conducts a transaction with the receiver, he only needs
to use Sk, to unlock the UTXO input script and use AID, as the
receiver’s address to achieve identity anonymity. In order to pre-
vent the sender from sending the transaction to an illegal address
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Third party: Steal Information

Regulators: Identity anonymity
and Ensure amount by UTXO

Figure 5 The complete framework diagram of the scheme.

that does not exist, resulting in asset loss, it is necessary to verify the
legitimacy of the receiver’s address with the help of miners.

4.3. Privacy Protection of Transaction
Amount

When the sender AID, needs to conduct a transaction with the
receiver AID,, the generality is not lost, as shown in Figure 5:

In the transaction, AID, has two inputs, the amount is V;,; and V,,,;
there are two outputs, which are the transaction using AID,, the
amount is V,,,, and the change fee returned to itself is V,,,,, and
the other part of Vi, is the handling fee, i.e., the cost of the miner’s
package transaction.

The scheme in this paper mainly adopts Pedersen commit-
ment to realize the privacy protection of the transaction amount
(le, Vinzs Vourt» Vour)» and the handling fee Vi is publicly dis-
closed. For transaction’s input, the previous output needs to be

introduced, then

P G+aH (6)

inl = tnl

P,, = G+a,H (7)

1n2
(Vim»a,) and (V5. a,) can be decrypted by AID, with the private
key Sk,.

For output, the sender AID;, selects two random numbers b,, b, and
then calculate

Poutl = Vouth + blH (8)
Pout2 = VoutzG + bZH (9)
Pfee = ereG (10)

P, and P, are mainly for miners to verify the legality of transac-
tions. In order for the receiver to obtain (V,,,;, b;) and (V. b,)

Receiver

Miner: Ensure legitimacy

they need to be encrypted with receiver’s public key respectively,
then get

C

0

ul = IBC.EI’!CAIDR (Voutl’ bl) (11)

CoutZ = IBC'EnCAIDS (VoutZ’ bz) (12)

To ensure the legality of the transaction, it is necessary to calculate
them. Moreover, we can define the public key of the transaction and
calculate the private key of the transaction. Making use of the ECC
to sign the transaction, we get the relevant results:

V.

ml

ml - Vnut VDutZ + ere (13)

(Pml + PmZ) (Poutl + PoutZ + Pfee) = (al + a, — bl - bZ) H
(14)
Pk = (ay+a,—b —b,)H (15)
Sky =a,+a,—b; = b, (16)

MT - {Pml’ in2» (Poutl’ Cautl) ’ (PoutZ’ CautZ) ’ ere} (17)

Sigr = ECC.Signg, (Mr, ) (18)

In addition, it is necessary to prove the range of transaction amount
to avoid negative value. It can be realized through Bulletproofs
Zero-Knowledge Proof, which exists as an assistive technology in
the blockchain. It means that the verifier cannot obtain any addi-
tional information other than the result of the judgment (wrong
or right). In the late 1980s, Blum and others further proposed
the concept of “Bulletproofs Zero-Knowledge Proof,” replacing the
interactive process with a short random string and realizing zero-
knowledge proof [30,37]. Therefore, the final transaction can be
expressed as follows:

T, = {My ,Sigr, P (19)

mnge}
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where P, is the relevant content of the proof of transaction
amount range. Broadcast T, through the network to the outside
world. After the miners verify its legitimacy, it is packaged into
blocks and recorded on the blockchain ledger through the consen-
sus mechanism. The receiver can confirm receipt of the transac-
tion according to AID, and then use the private key Sk, decrypts
C,,;; and obtains the transaction information. In summary, we have
completed the entire transaction process while hiding the transac-
tion amount. The legality of the transaction amount is verified in
two aspects by miners: the input and output amounts are equal and
the output amount is within the valid range.

5. EXPERIMENTAL ANALYSIS AND
DISCUSSION

A thorough experimental and analytical analyses were carried out
on the proposed model. Specifically, privacy tests on the blockchain
model and analyzes the privacy protection capabilities of the pro-
posed scheme and compares it with the existing blockchain privacy
protection transaction schemes.

5.1. The Ability of Privacy Protection

For users’ identity information, AID, privacy users’ real informa-
tion ID,,, if AID,, is used frequently (e.g., in a transaction), set AID,,
as the transaction input and output address at the same time, it is
easy to infer that this is the change information given by traders. In
order to improve privacy, this paper uses BG so that different seed
s, can be randomly selected for each encryption, the same ID,, can
generate countless anonymous AID, addresses and AID, cannot
be distinguished from each other. Therefore, the user can generate
AID,, in batches by regulators without changing ID,,, and replace
the AID,, in each transaction. The third party cannot recognize the
changes of output in a trading and track the whole process of trad-
ing, or even speculate any effective information, so this scheme can
realize the strong ability of privacy protection.

Table 1 Performance comparison of blockchain technology.
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5.2. Baselines Schemes

In this subsection, we compare the performance using 8 baseline
models to test our proposed scheme.

« Bitcoin: Public key is used to realize identity anonymity and
transaction amount is disclosed.

« Ethereum: Public key is used to realize identity anonymity and
transaction amount is disclosed.

« Dash: The scheme is simple and mainly depends on the master
node.

» Monero: The ring signature relies on other public keys and the
verification is complicated.

o Zcash: Strong anonymity, but the parameter initialization is
complicated, and the proof generation is time-consuming.

o Beam/Grin: Using MimbleWimble protocol, the
implementation is simple, but requires an interactive process.

o Literature 22: With the multi-chain architecture, the node
communication is more complicated, and the decentralization
characteristic is lost.

 Literature 23: The double-chain structure is adopted to ensure
the privacy of transactions. The chain structure is more
complicated.

e Our model: The solution is simple to implement, but requires
initial user authentication.

5.3. Comparison and Analysis

This subsection compares and analyzes the proposed regulatable
blockchain anonymous transaction scheme in this paper with the
existing blockchain transaction scheme, as shown in Table 1. At
the same time, in order to observe the performance of all meth-
ods more intuitively, Figure 6 shows them in the form of images.

Blockchain Main Technologies Privacy Regulatable Protection Low Storage Independence
Technology Protection Function Against Identi- Usage
fication Attack
Bitcoin ECDSA, SHA256 x x ) x )
Ethereum ECDSA, Keccak X X v X v
Dash CoinJoin Y X X Y ‘/
Monero Hidden address, Y X X X Y
Ring signature, Ped-
ersen commitment
Zcash zkSNARKSs, Peder- N X X X v
sen commitment
Beam/Grin Pedersen commit- y X X Y v
ment, Aggregate
signature
Literature 22 Multi-chain X Y v X ‘/
Literature 23 Alliance chain and Y Y R X \/
public chain tech-
nology
Our model - Yy \/ v Yy V




1650 Z. Xue et al. / International Journal of Computational Intelligence Systems 14(1) 1642-1652

Ll

-

-

L

° ° :

¢ °
®

-

-

.

® b :

o
® ®

-

L]

® .

® .

® o
o
Ld
L]
L4
Y H
® °
L J
®
Figure 6 Intuitive schematic diagram of the models’

performance.

Different colors represent different baseline models, and we clas-
sify them according to their performance. To further verify the per-
formance of the solution proposed in this article, we have added
three additional indicators, namely, protection against Identifica-
tion attack, low storage usage and independence. They are used to
verify the sender and receiver’s identity protection and the stor-
age size of privacy protection models. Among the existing cryp-
tocurrencies, Bitcoin and Ethereum have a weak realization of
the anonymity of identities, and the transaction amount has been

completely disclosed to the outside world without privacy protec-
tion. Dash uses hybrid coin technology to mix the input and out-
put of multiple transactions through the master node, but there is
a risk of centralization, it may lead to the disclosure of user pri-
vacy. Therefore, when the Dash model faces an identity attack,
it is difficult to avoid the risk. However, Monero adopts hidden
address and ring signature technology, which no longer relies on
centralized nodes, but needs to be mixed with other users’ pub-
lic keys and verification is relatively complicated. Zcash adopts
the zkSNARKs Zero-Knowledge Proof scheme, which can achieve
very strong anonymous privacy protection and make the model
unable to be effectively supervised and has certain supervision
loopholes. Moreover, the zkSNARKSs scheme is very complicated
to implement and requires initial trusted parameter settings. The
generation of the proof is very time-consuming, which affects the
practical efficiency. This feature of ZkSNARKs makes it require
higher storage usage. Both Beam and Grin use Pedersen commit-
ment and aggregate signature technology to use the MimbleWimble
protocol, which makes the implementation of the two simple, but
requires an interactive process between the two parties, so it is more
inconvenient to use. The above features make the two parties unable
to deal with identity attacks. None of the above blockchain transac-
tion privacy protection schemes have regulatable functions, which
is indispensable in the transaction model and can greatly reduce
risks. Therefore, a trading plan with regulatory functions is an indis-
pensable indicator for us. Literature [22] proposed a multi-chain
model suitable for supervision, but the communication between
chain nodes is more complicated, and the super chain structure also
makes it lose the decentralization characteristics and cannot pro-
tect the privacy of transactions. Literature [23] proposed a digital
currency supervision model that adopts a double-chain structure,
which combines alliance chains and public chains to ensure the
privacy of transactions through secret sharing, while providing reg-
ulatable features, but the realization of the double-chain structure is
more complicated. Both the model and the method proposed in this
article are used to improve the privacy protection and supervision
of blockchain transactions, which allows them to obtain basically
satisfactory results. However, the solution we proposed is simpler in
comparison, and has low storage characteristics, which can be con-
veniently applied to physical places such as health monitoring and
bank transactions. Through comparison, it can be found that our
proposed method is superior to other traditional methods, which
fully verifies the validity of the above argument and the superiority
of our scheme. As far as independence is concerned, the abovemen-
tioned baseline method and our scheme have this characteristic, but
their degree of independence is slightly different.

By comparing with the existing schemes, it can be seen that the
scheme proposed in this paper does not need to rely on a central-
ized master node, does not need to introduce other public keys for
ring signatures, does not need to implement a complex zkSNARKSs
certification process, does not require a cumbersome interaction
process and no complex multi-chain structure is required. Through
the use of probabilistic public-key encryption, IBC cryptosystem
and Pedersen commitments, the scheme have both privacy protec-
tion and regulatable functions, which make regulators do not need
to store users’ real identity and key information and greatly reduces
the storage and calculation pressure. The abovementioned features
make it possible to protect the user’s identity, thereby avoiding
attacks. Nowadays, more and more researchers are committed to the
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development of lightweight models, which are not only convenient,
but also have certain application value. The scheme proposed in this
paper has this characteristic, so it has great application prospects.

6. CONCLUSIONS AND FUTURE WORK

The application of blockchain technology not only protect the
privacy of user transactions, but also ensure the legality of user
transactions. Therefore, it is necessary to achieve a balance between
privacy protection and regulatory requirements. While providing
convenience to users, it strictly combats certain illegal transactions.
Therefore, we integrate a variety of cryptographic techniques, using
probabilistic public-key cryptography, IBC cryptography, Pedersen
commitment, Bulletproofs Zero-Knowledge Proof, etc., to form a
blockchain transaction model with privacy and supervision func-
tions. With the advantages of probabilistic public-key encryption,
the users’ real identity information can be hidden and transac-
tion anonymous identities can be generated, and the same real
identity can be encrypted for unlimited times to generate different
anonymous identities, which is convenient for users to realize the
privacy protection of user transaction identity information by
changing their anonymous identities. Pedersen promise and Bul-
letproofs technology are used to verify the legality of blockchain
transactions. Regulators can use decryption to obtain the user’s real
identity information, and obtain the transaction amount through
IBC cryptography, which satisfies the requirements of transaction
privacy protection and supervision functions.

The blockchain transaction model proposed in this paper can be
used as an independent module in the existing blockchain technol-
ogy. Security performance analysis shows that the blockchain trans-
action scheme in this paper is simple and practical, and has a wide
range of applications in the fields of digital assets and energy trans-
actions.

Based on the above analysis, we find that the method proposed
in this article can well balance privacy protection and supervision.
We also believe that a lot of research is needed to enhance secu-
rity and privacy protection. Typical network attacks and privacy
issues can be used to undermine the stability of the blockchain sys-
tem. Currently, all evolving solutions may slightly improve secu-
rity and privacy, but usually accompanied by price increases make
users suspicious of using such systems. However, with the help of
this method to optimize the decision-making of users and regula-
tors, further improvements are needed to realize the application.
The fuzzy decision algorithm can evaluate the algorithm well and
successfully capture the uncertainty, which is of great significance
to improve the performance of the algorithm, and thus is applied
to many industries [38]. Combining the solution proposed in this
article with Pythagorean fuzzy uncertain environments will be our
main research direction in the future.
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