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Abstract— Programs developed with standard techniques often
fail when they encounter any of a variety of internal errors. We
present a set of techniques that prevent programs from failing
and instead enable them to continue to execute even after they
encounter otherwise fatal internal errors. Our results indicate
that even though the techniques may take the program outside
of its anticipated execution envelope, the continued execution
often enables the program to provide acceptable results to their
users. These techniques may therefore play an important role in
making software systems more resilient and reliable in the face
of errors.

I. INTRODUCTION

One of the primary reasons that software systems fail is
that one of their components encounters an internal errorO
and stops executing. Another important source of failures 58
exhaustion of resources. The usual consequence of these ki
of failures is that the software system becomes unable
provide acceptable service to its users.

One standard response to this situation is to attempt to
eliminate as many errors as possible from the program.
Traditional approaches have included debugging tools that
help programmers locate the root cause of the unaccepable
behavior [20]. More recently many researchers have focused
on dynamic and static analyses that may provide insight into
various aspects of the behavior of the program or flag errors
in the program [14], [7], [19], [16], [9], [28], [27], [23], [15],
[12], [17], [18].

In this paper we discuss an alternative and complementary
approach — namely, techniques that enable programs to
survive various internal errors and continue to execute [25],
[24], [10], [11], [22]. Ideally, the continued execution will
enable the program to provide acceptable, if in some cases
degraded, service to its users. In comparison with standard
approaches, which focus on detecting errors, this approach
has several advantages:

« Acceptable Behavior for New Errors: It may enable
a deployed program to continue to execute acceptably
without human intervention even when it encounters
a previously unknown and otherwise fatal error. This
advantage may be especially important for hard real-time
programs that control unstable physical phenomena —
if the program stops executing, the larger system will «
usually encounter a disastrous failure.

Reduced Programmer Effort: It may eliminate the
need to invest the programmer time and effort otherwise
required to find and eliminate the error that caused the

program to fail. This property may become especially
important when the original development team has moved
on to other projects or is unavailable for some other
reason.

Fewer Introduced Errors: Any time a programmer
modifies the program, there is a substantial chance that
the modification may introduce new errors. Even if the
modification is correct, it may still damage the design
of the program. Techniques that allow programs to au-
tomatically recover from internal errors without source
code modifications may therefore result in systems with
fewer errors and better design.

ur focus is on enabling the program to productively

ntinue regardless of any internal errors it may happen to
ﬁllarsounter. We have developed a range of techniques, each
stglted to a specific class of errors:

Failure-Oblivious Computing: Failure-oblivious com-
puting is designed to enable programs to survive other-
wise fatal addressing errors. The basic idea is to perform
bounds checks for each access to memory. If the program
attempts to perform an out of bounds write, the technique
simply discards the write, thereby preventing any corrup-
tion of unrelated data. If the program attempts to perform
an out of bounds read, the technique manufactures a
new value, hands it back to the program as the result
of the read, and the program continues to execute along
its normal execution path. The net result is that out of
bounds accesses no longer cause the program to throw
an exception or terminate.

Cyclic Memory Allocation: Programs with memory
leaks may fail because they exhaust the available memory
resources. There is a simple strategy that is guaranteed to
eliminate any memory leak — simply create a fixed-size
buffer to hold objects allocated at the leaking site, then
allocate objects cyclically out of that buffer. Instead of
growing as the program executes, the amount of memory
required to hold objects allocated at that site is fixed at the
size of the buffer when the program begins its execution.
It is possible to generalize this technique to eliminate
other kinds of resource leaks such as file handle leaks.
Bounded Loops: Infinite loops are another form of
resource exhaustion - the infinite loop consumes the
program counter resource, preventing flow of control
from reaching other parts of the program. It is possible
to eliminate infinite loops by simply imposing an upper
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bound on the number of iterations that any loop is allowed
to execute. One way of obtaining such bounds is to per-
form several training executions of the program running
on several inputs, observe the number of iterations that
each loop executes, then bound the number of iterations
for each loop at some function of the largest number of
iterations observed during the training executions.

Data Structure Repair: Many programs rely on their
data structures to satisfy key consistency properties.
When errors cause these data structures to become ine
consistent, it can be difficult for the program to continue
successfully. Data structure repair is a technique that de-
tects and eliminates any violations of the key consistency
properties. It can enable programs to execute successfully
in the face of otherwise fatal data structure corruption

as documented at vulnerability tracking web sites [5],
[4]. All of these servers share a common computational
pattern: they accept a request, perform the requested
computation, send the result back to the requestor, then
proceed on to service the next request.

For all of our tested servers, failure-oblivious computing
1) eliminates the security vulnerability and 2) enables
the server to execute through the error to continue on to
successfully process subsequent requests.

Acceptable Performance: Failure-oblivious computing
entails the insertion of dynamic bounds checks into the
compiled program. Previous experiments with C com-
pilers that generate code containing bounds checks have
indicated that these checks usually cause the program to
run less than a factor of two slower than the version

errors.

One potential issue with all of these techniques is that they
keep the program executing, but in a way that the programmer
almost certainly did not anticipate. This raises the possibility
that the program may exhibit unanticipated or unacceptable
behavior. We investigate this issue empirically by applying
these techniques and observing the resulting behavior of the
program.

without checks, but that in some cases the program may
run as much as eight to twelve times slower [29], [26].
Our results are consistent with these previous results.
Note that many of our servers implement interactive com-
putations for which the appropriate performance measure
is the observed pause times for processing interactive re-
quests. For all of our interactive servers, the application of
failure-oblivious computing does not perceptibly increase
the pause times.
II. FAILURE-OBLIVIOUS COMPUTING An obvious question is why failure-oblivious computing

The basic idea behind failure-oblivious computing is t8roduced these results.
transform the program so that it simply ignores any memory
errors and continues to execute normally. Specifically, if the
program attempts to read an out of bounds array eleméht
or use an invalid pointer to read a memory location, the Memory errors can damage a computation in several ways:
implementation can simply (via any number of mechanismg) they can cause the computation to terminate with an
manufacture a value to supply to the program as the resatidressing exception, 2) they can cause the computation to
of the read, and the program can continue to execute witkcome stuck in an infinite loop, 3) they can change the flow
that value. Similarly, if the program attempts to write a valuef control to cause the computation to generate a new and
to an out of bounds array element or use an invalid pointenacceptable interaction sequence (either with the user or with
to write a memory location, the implementation can simplyO devices), 4) they can corrupt data structures that must be
discard the value and continue. We call a computation thadnsistent for the remainder of the computation to execute
uses this strategy failure-oblivious computation, since it is acceptably, or 5) they can cause the computation to produce
oblivious to its failure to correctly access memory. unacceptable results.

Our current implementation of this technique uses a com-Because failure-oblivious computing intercepts all invalid
piler to perform this transformation. For languages such asemory accesses, it eliminates the possibility that the com-
Java, whose implementations already perform the requirpdtation may terminate with an addressing exception. It is
bounds checks, it is straightforward to replace the out efill possible for the computation to infinite loop, but we
bounds exception code with the code that discards writes liave found a sequence of return values for invalid reads that,
manufactures values for reads as appropriate. For languagepractice, appears to eliminate this problem for our server
such as C, whose implementations typically do not perforprograms. Our servers have simple interaction sequences —
bounds checks, it may possible to build on a special impleead a request, process the request without further interaction,
mentation that already has the checks built in [29], [26]. lthen return the response. As long as the computation that
our case, we used such a compiler to obtain a failure-obliviopgocesses the request terminates, control will appropriately
version of C. flow back to the code that reads the next request and there will

It is not immediately clear what will happen when a programe no unacceptable interaction sequences. Discarding invalid
uses this strategy to execute through a memory error. Weites tends to localize any memory corruption effects. In
therefore obtained some C programs with known memoparticular, it prevents an access to one data unit (such as
errors, and observed the execution of failure-oblivious versioasbuffer, array, or allocated memory block) from corrupting
of these programs. Here is a summary of our observations [2&hother data unit. In practice, this localization protects many
[24]: critical data structures (such as widely used application data

« Acceptable Continued Execution:We targeted memory structures or the call stack) that must remain consistent for the

errors in servers that correspond to security vulnerabilitigsogram to execute acceptably.

Reason for Successful Execution



The remaining issue is the potential production of unaccetort error propagation distances. Failure-oblivious computing
able results. Manufacturing values for reads clearly has theables these programs to survive otherwise fatal errors or
potential to cause a subcomputation to produce an incorratiacks and to continue on to execute and interact acceptably.
or unexpected result. The key question is how (or even ailure-oblivious computing should also be appropriate for
the incorrect or unexpected result may propagate through theltipurpose systems with many components — it can prevent
remaining computation to affect the overall results of then error in one component from corrupting data in other
program. components and keep the system as a whole operating so

All of our initially targeted memory errors eventually boilthat other components can continue to successfully fulfill their
down to buffer-overrun problems: as it processes a requgsiirpose in the computation.
the server allocates a fixed-size buffer, then (under certainUntil we develop technology that allows us to track results
circumstances) fails to check that the data actually fits intierived from computations with memory errors, we anticipate
this buffer. An attacker can exploit this error by submitting ¢hat failure-oblivious computing will be less appropriate for
request that causes the server to write beyond the bounds ofghegrams (such as many numerical computing programs) in
buffer to overwrite the contents of the stack or heap, typicallyhich a single error can propagate through to affect much of
with injected code that the server then executes. Such attatikes computation. We also anticipate that it will be less appro-
are currently the most common source of exploited securityiate for programs in which it is acceptable and convenient
vulnerabilities in modern networked computer systems [l terminate the computation and await external intervention.
Estimates place the total cost of such attacks in the billions his situation occurs, for example, during development —
dollars annually [2]. the program is typically not producing any useful results

Failure-oblivious computing makes a server invulnerable tind developers with the ability and motivation to find and
this kind of attack — the server simply discards the out @liminate any errors are readily available. We therefore see
bounds writes, preserving the consistency of the call stack afailure-oblivious computing as useful primarily for deployed
other critical data structures. For two of our servers the memrograms whose users 1) need the results that the program
ory errors occur in computations and buffers that are irrelevgmioduces and 2) are unable or unwilling to tolerate failures or
to the overall results that the server produces for that requestfind and fix errors in the program.

Because failure oblivious computing eliminates any addressing

exceptions that would otherwise terminate the computation, Ill. CycLic MEMORY MANAGEMENT

the server executes through the irrelevant computation andrhe most straightforward application of cyclic memory
proceeds on to process the request (and subsequent requasihgement applies ta-bounded allocation sites (an alloca-
successfully. For the other servers (in these servers the memguyi site is a location in the program, such as a cathtdloc
errors occur in relevant computations and buffers) , failurer anew construct, that allocates memory), which satisfy the
oblivious computing converts the attack request (which woufstoperty that, at any time during the execution of the program,
otherwise trigger a dangerous, unanticipated execution pagiig program accesses at most only the tasibjects allocated
into an anticipated invalid input which the server’'s standaest that site. For such allocation sites, the memory manager can
error-handling logic rejects. The server then proceeds ondnply allocate a buffer large enough to heidof the objects
read and process subsequent requests acceptably. allocated at that site. For each allocation, it simply returns the

One of the reasons that failure-oblivious computing worksext object in the buffer, wrapping around when it reaches the
well for our servers is that they have short error propagati@md of the buffer.
distances — an error in the computation for one requestTo use cyclic memory management, the memory manager
tends to have little or no effect on the computation famust somehow findn-bounded allocation sites and obtain
subsequent requests. By discarding invalid writes, failurg-boundm for each such site. Our implemented technique
oblivious computing isolates the effect of any memory errofihdsm-bounded sites and estimates the boundsmpirically.
to data local to the computation for the request that triggergpecifically, it runs an instrumented version of the program on
the errors. The result is that the server has short data ersosequence of sample inputs and records, for each allocation
propagation distances — the errors do not propagate to deit@ and each input, the bound observed at that site for
structures required to process subsequent requests. The segatsinput. Note that in any single execution, every allocation
also have short control flow error propagation distances: Bjte has a bound: (which may be, for example, simply the
preventing addressing exceptions from terminating the comprmber of objects allocated at that site). If the sequence of
tation, failure-oblivious computing enables the server to retugbserved bounds stabilizes at a value we assume that the
to a control flow path that leads it back to read and proceslocation site isn-bounded and use cyclic allocation for that
the next request. Together, these short data and control flgiee.
propagation distances ensure that any effects of the memorpne potential concern is that the boundobserved while
error quickly work their way out of the computation, leavingrocessing the sample inputs may, in fact, be too small: other
the server ready to successfully process subsequent requestgcutions may access more objects than therastbjects

allocated at the site site. In this case the program may overlay
B. Scope two different live objects in the same memory, potentially

Our expectation is that failure-oblivious computing willcausing the program to generate unacceptable results or even

work best with computations, such as servers, that hafesl.



To evaluate our technique, we implemented it and appliedSquid has a memory leak in the SNMP module; this memory
it to several sizable programs drawn from the open-sourleak makes squid vulnerable to a denial of service attack [3].
software community. We obtained the following results [22]Our training runs indicate that the allocation site involved in

« Memory Leak Elimination: Several of our programs the leak is anm-bounded site withn=1. The use of cyclic

contain memory leaks atn-bounded allocation sites. allocation for this site eliminates the leak.

Moreover, some of these memory leaks make the pro-For Squid, the training runs find a total of threebounded
grams vulnerable to denial of service attacks — certa@llocation sites withn greater than one. To better evaluate the
carefully crafted requests cause the program to leak mepotential effects that might result from an incorrect estimate
ory every time is processes the request. By presenting tiethe boundsn, we artificially reduce reduce the bounds at
program with a sequence of such requests, an attacker tagse sites, run the program, and observe the results.

cause the program to exhaust its address space and faillhe first site we consider holds metadata for cached HTTP
Our technique is able to identify these sites, apply cycli@bjects; the metadata and HTTP objects are stored separately.
memory allocation, and effectively eliminate the memoryvhen we reduce the bound at this site from 3 to 2, the
leak (and the denial of service attack). MDS5 signature of one of the cached objects is overwritten by

« Accuracy: We evaluate the accuracy of our empiricalhe MD5 signature of another cached object. When Squid is

bounds estimation approach by running the programs aaked to return the original cached object, it determines that
two sets of inputs: a training set (which is used to estimatiee MD5 signature is incorrect and refetches the object. The
the bounds) and a larger validation set (which is used fet effect is that some of the time Squid fetches an object even
determine if any of the estimated bounds is too smalhough it has the object available locally; an increased access
Our results show that this approach is quite accurate: th@e is the only potential effect.

validation runs agree with the training runs on all but The next site we consider holds the command field for the

one of the 160 sites that the training runs identifynas PDU structure, which controls the action that Squid takes in

bounded. response to an SNMP query. When we reduce the bound

« Reliability: We also performed a long-term test of thédrom 2 to 1, the command field of the structure is overwritten

reliability of two of our programs (Squid and Pine)to a value that does not correspond to any valid SNMP query.
by installing them as part of our standard computinghe procedure that processes the command determines that
environment. In several months of usage, we observéite command is not valid and returns a null response. The net
no deviations from the correct behavior of the programeffect is that Squid is no longer able to respond to any SNMP

« Impact of Cyclic Memory Allocation: In all but one query at all. Squid still, however, processes all other kinds of

of the programs, the bounds estimates agree with thRguests without any problems at all.

values observed in the validation runs and the use ofThe next site we consider holds the values of some SNMP
cyclic memory allocation has no effect on the observablgriables. When we reduce the boundfrom 2 to 1, some
behavior of the program (other than eliminating memor§f these values are overwritten by other values. The net effect
leaks). Even for the one program with a single bounds that Squid sometimes returns incorrect values in response
estimation error, the resulting overlaying of live object®¢ SNMP queries. Squid's ability to process other requests
has no effect on the externally observable behavior of themains completely unimpaired.

program during our validation runs. Moreover, an analysis These results illustrate that if cyclic memory allocation
of the potential effect of the overlaying indicates that i@verlays live data, the program may lose part of its function-
will neverimpair the overall functionality of the program.ality. Nevertheless, the technique enables Squid to continue to

« Bounds Reduction Effect: To further explore the poten- €xecute to provide its users with the remaining functionality.

tial impact of an incorrect bounds estimation, we artifiln particular, cyclic memory allocation eliminates the memory
cially reduced the estimated bounds at eactbounded leak that otherwise makes Squid vulnerable to a denial of
site withm > 1 and observed the effect that this artificiapervice attack.

reduction had on the program’s behavior. In some cases )

the reduction did not affect the observed behavior of té USage Scenarios

program at all; in other cases it impaired some of the Our results indicate that cyclic memory allocation with
program’s functionality. But the reductions never causedenpirically estimated bounds may provide a simple, intrigu-
program to fail and in fact left the program able to executeg alternative to the use of standard memory management
code that accessed the overlaid objects to continue onagaproaches forn-bounded sites. It eliminates the need for

acceptably deliver the remaining functionality. the programmer to either explicitly manage allocation and
. deallocation or to eliminate all references to objects that the
A. Squid program will no longer access. Unlike previously proposed

We illustrate how our technique works by discussing itapproaches [18], [13], [8], [14], [7], [19], [16], [9], [28],
application to the Squid Web proxy cache [6]. Squid supportisat simply identify leaks and rely on the programmer to
a variety of protocols including HTTP, FTP, and, for managenodify the program to eliminate any detected memory leaks,
ment and administration, SNMP. We performed our evaluatidnautomatically eliminates the leak without the need for any
with Squid Version 2.4STABLE3, which consists of 104,578rogrammer intervention. Unlike approaches that analyze ob-
lines of C code. ject reachability to reason indirectly about memory leaks [18],



[13], [14], [7], [19], [16], [9], [28]; it reasons about thethat the bounds estimation technique is quite accurate and that
accesses that the program performs and is therefore capablhefconsequences of overlaying live data are usually not too
recognizing and eliminating leaks even when the leaked objeserious. In contrast, the rewards can be significant. Specifically,
remains reachable. It is therefore appropriate for both garbagelic memory allocation can eliminate memory leaks that
collected languages and languages with explicit memory maould otherwise limit the lifetime of the program and leave
agement. One particularly interesting aspect of our resultsitisszulnerable to denial of service attacks. Our expectation is
the indication that it is possible, in some circumstances, tat, over time, researchers will develop many other unsound
overlay live objects without unacceptably altering the behaviprogram transformations for which the rewards (potentially
of the program. far) outweigh the risks.

We anticipate that our technique will be prove to be most
useful for eliminating leaks in deployed programs, especially
when the original developers are not easily available or respon-
sive. Because it is automatic, the technique can successfullyfhe basic idea behind bounded loops is to eliminate the
eliminate leaks without requiring anyone to understand apessibility that the program counter may get trapped in an
modify the program. It is also possible to apply the techniquefinite loop and fail to move on to service other parts of
directly to stripped binaries, making it possible to eliminatthe program that need to execute for the program to produce
leaks even when there is no realistic possibility of undeacceptable results.
standing the program or modifying its source. In this kind One way to eliminate this possibility is to simply bound
of scenario, it is hard to imaginany technique that requires the maximum number of iterations any loop is allowed to
programmer intervention successfully eliminating the leak. consume. One way to obtain the bounds is to observe previous

During active development, programmers may prefer to ussrminating executions of the loop and apply a safety factor
the extracted memory access information to find leaks that they in other words, keep track of the maximum number of
then eliminate by modifying the program source. Or, if theiferations:i each loop has been previously observed to execute,
convince themselves that the boundsare accurate, they canthen bound the number of permitted loop iterations: at
simply use cyclic memory management at the correspondiftg some appropriate constant
allocation sites. Note that this last alternative can significantly Note that some programs contain a few loops that are
reduce the programming burden — it eliminates the neéutended to execute without any specific bound on the number
for the programmer to explicitly deallocate objects allocatesf iterations. The main event-processing loop in many servers,
at m-bounded allocation sites (if the program uses explidibr example, usually executes without any specific bound. For
allocation and deallocation) or to track down and eliminate alich loops, the programmer can simply provide an annotation
references to objects that the program will not access in ttat indicates that the loop should be given whatever number

IV. BOUNDED LOOPS

future (if the program uses garbage collection). of annotations it wishes without bound.
The remaining question is what bound to use for loops that
C. Other Resource Leaks have no previously observed bound. While there are a variety

C%fsstrategies one can imagine using, it seems likely that the

such as file descriptors or processes. These kinds of Iegkgnber of iterations is likely to be correlated throughout the

can have equally disabling effects — a program that exhaugf9ram- So one reaso_nable bound might, for example, be the
its supply of file descriptors may be unable to write aRuUM over all the loops in the program of the largest number of

output file or create a socket to write a result to a C"e”%bz;r;ﬁ? iterations for that loop multiplied by an appropriate

a server that exhausts its supply of processes may be un
to spawn a thread to service an incoming request. It would
be straightforward to generalize the memory leak elimination V. DATA STRUCTURE REPAIR
technique in this paper to eliminate these kinds of resourc
leaks as well — the program could respond to its inabilit
to allocate a new file descriptor or process by simply reusir¥
an existing file descriptor or process. Potential options inclu
cyclic and least-recently-used reallocation.

Itis, of course, possible for programs to leak other resour

®The previously discussed techniques (failure-oblivious com-
uting, cyclic memory allocation, and bounded loops) are
(g%signed to apply to virtually any program in a relatively
program-independent manner. Data structure repair, however,
depends heavily on the data structure consistency constraints
) ] ] in the particular program to which it is applied. Our basic
D. Risk/Reward Analysis for Unsound Transformations  gpproach is to therefore take a specification of the desired

To take a broader perspective, the research suggests thatiita structure consistency properties and enforce that speci-
field may well benefit from exploring a new class of prograrfication. Note that our goal is not necessarily to restore the
transformation techniques that trade off soundness in return fata structures to the state in which a (hypothetical) correct
other benefits (such as the elimination of memory leaks). pmogram would have left them (although in some cases our
such cases, as with any engineering tradeoff, one must perf@ystem may do this). Our goal is instead to deliver repaired
a risk/reward analysis to determine if the reward outweiglista structures that satisfy the basic consistency assumptions
the risks. Our results indicate that the risks for cyclic memof the program, enabling the program to continue to operate
allocation are apparently quite small. Specifically, they indicaseiccessfully within its designed operating envelope.



A. Basic Technical Approach data structure to internally represent documents. The piece

Our approach involves two data structure views: a concrd@Ple contains a doubly-linked list of the document fragments.
view at the level of the bits in memory and an abstract viefy consistent piece table contains a reference to both the
that models the data structures as sets of objects and relatig®@d and the tail of the doubly linked list of document
between the objects in those sets [10], [11]. The abstrd@@gments. A consistent fragment contains a reference to the
view facilitates both the specification of higher level datB€xt fragment in the list and a reference to the previous
structure constraints (especially constraints involving linkdg@gment in the list. Furthermore, a consistent list of fragments

data structures) and the reasoning required to repair difjntains both a section fragment and a paragraph fragment. We
inconsistencies. developed a specification for the piece table data structure. Our

and a set of consistency constraints. Given these rules &dinitions. -
constraints, our tool automatically generates algorithms thatT0 reduce specification overhead, we developed a structure
build the model, inspect the model and the data structur@efinition extraction tool that uses debugging information in
to find violations of the constraints, and repair any sudhe executable to automatically generate the structure defini-
violations. The repair algorithm operates as follows: tions. This tool works for any program that can be compiled
« Model Translation: It applies the model definition rules With Dwarf-2 debugging information. For AbiWord, we used
to obtain the abstract model of the data structures.  this tool to automatically generate all of the data structure

« Inconsistency Detection:It evaluates the constraints indefinitions. The total specification effort for this application
the context of the model to find consistency violations therefore consisted of 24 lines of model definition rules and

. Disjunctive Normal Form: It converts each violated con-MCde€l constraints. . _
straint into disjunctive normal form; i.e., a disjunction of A Pug in version 0.9.5 (and all previous versions) of
conjunctions of basic propositions. Each basic propositidipiWord causes AbiWord to attempt to append text to a
has a repair action that will make the proposition true. FEi€ce table which lacks a section fragment or a paragraph

the constraint to hold, all of the basic propositions in 4fagment. This bug is triggered by importing certain valid
least one of the conjunctions must hold. Microsoft Word documents, causing AbiWord to fail with a

« Model Repair: The algorithm selects a violated con-S€gmentation vioIa‘Fion when the user attempts to load the
straint, chooses one of the conjunctions in that coff°cument. We obtained such a document and used our system
straint's normal form, then applies repair actions to all 6p_enhance AbiWord Wlth data structure repair as described in
the basic propositions in that conjunction that are falstis paper. Our ex_perlmental results show that data st_ructure
A repair cost heuristic biases the system toward choosifgPa" enables AbiWord to successfully open and manipulate

the repairs that perturb the existing data structures tH¥ document. Further inspection reveals that loading this
least. document causes AbiWord to attempt to append text to an

. Concrete Repair: The repair algorithm applies goa|_(inconsistent) empty fragment list. Our repai'r algorithm dgtects
directed reasoning to the model definition rules to conj® attempt to append text to the empty list and repairs the
up with a set of modifications to the concrete datficonsistency by adding a section fragment and a paragraph
structures. This set of modifications implements the syff2gment, breaking any cycles in the fragment list, connecting
thesized model repairs. the fragments using themrext fields, pointing theprev field

. Repeat: Note that the repair actions for one constraiff €ach fragment to the previous fragment, and redirecting the

may cause another constraint to become violated. TREad pointer to the beginning of the list and ttwl  pointer
algorithm therefore repeats the above steps until thdrethe end of the list. The result of this repair is that Abiword
are no more violations. is able to successfully append the text to the list and continue
To ensure that the repair process terminates, our techni@liet© read and edit Word documents without the loss of any
preanalyzes the set of constraints to ensure the abselif@rmation. Without repair, AbiWord fails as it attempts to

of cyclic repair chains that might result in infinite repaif€ad in the document.
loops. If a specification contains cyclic repair chains,
the tool attempts to prune conjunctions to eliminate the  parallel x86 emulator

cycles. .
4 . . . The parallel x86 emulator is a software-based x86 emulator
We have applied this technique to several programs. n

. Nat runs x inari n the MIT RAW machine [21]. Th
general, we have found that it enabled these programst at runs xB6 binaries on the achine [21] ©

execute successfully throuah otherwise fatal errors. We n é(tét)G emulator uses a tree data structure to cache translations
y 9 ' 5f'the x86 code. To efficiently manage the size of the cache,

discuss some of our experience with two of these PrograMase emulator maintains a variable that stores the current size
) of the cache. A bug in the tree insertion method, however,
B. Abiword causes (under some conditions) the cache management code
AbiWord is a full-featured word processing program avaito add the size of the inserted cache item to this variable twice.
able at www.abisource.com. It consists of over 360,000 lingghen this item is removed, its size is subtracted only once.
of C++ code, and can import and export many file formafBhe net result of inserting and removing such an item is that
including Microsoft Word documents. It uses a piece tablbe computed size of the cache becomes increasingly larger



than the actual size of the cache. The end result is that th& T. Chilimbi and M. Hauswirth. Low-overhead memory leak detection
emulator eventually crashes when it attempts to remove items Using adaptive statistical profiling. IRroceedings of the 11th Interna-

from an empty cache.

tional Conference on Architectural Support for Programming Languages
and Operating System®ctober 2004.

We developed a specification that ensures that the computg@i A. Chou. Static Analysis for Bug Finding in Systems SoftwaRhD

size of the cache is correct. Our specification consists of 1
lines, of which 90 contain structure definitions. When th

repair system applies this specification to an instruction cache
with an inconsistent size, the net effect is to use redundir:t

information to recompute the correct size of the instructi

cache. We tested the impact of this repair by running the gzip
compression program on the x86 emulator. Without repalt2!
the emulator stops with a failed assertion. With repair, the

emulator successfully executes gzip.

V1. SYNERGY

We have observed that there is a significant amount of syn-
ergy that develops when the techniques are deployed togethiei.
Specifically, we have observed that the continued execution
after the application of one kind of error recover technique
may contain other kinds of errors. So it is often beneficial fas]
apply the techniques together so that the program does not
recover from one kind of error only to fail when it encounterg 7,

another kind of error.

Cyclic memory allocation provides an interesting example
of how the techniques may interact. Overlaying objects Cafy)
easily cause the program to attempt to access out of bounds
memory locations or infinite loop. Applying techniques thdf®l
allow the program to recover from both of these kinds of errors
makes the application of cyclic memory management much

more robust [22].

VIl. CONCLUSION

Programs developed with standard techniques remain [z
markably brittle in the face of faults. We have described a

set of techniques that enable programs to continue to exe

reliable and resilient software systems.
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