-

View metadata, citation and similar papers at core.ac.uk brought to you byfz CORE

provided by Edinburgh Research Explorer

Edinburgh Research Explorer

CloudMirror: Application-Aware Bandwidth Reservations in the
Cloud

Citation for published version:

Lee, J, Lee, M, Popa, L, Turner, Y, Banerjee, S, Sharma, P & Stephenson, B 2013, CloudMirror:
Application-Aware Bandwidth Reservations in the Cloud. in Presented as part of the 5th USENIX Workshop
on Hot Topics in Cloud Computing. Usenix, Berkeley, CA, pp. 1-6.

Link:
Link to publication record in Edinburgh Research Explorer

Document Version:
Publisher's PDF, also known as Version of record

Published In:
Presented as part of the 5th USENIX Workshop on Hot Topics in Cloud Computing

General rights

Copyright for the publications made accessible via the Edinburgh Research Explorer is retained by the author(s)
and / or other copyright owners and it is a condition of accessing these publications that users recognise and
abide by the legal requirements associated with these rights.

Take down policy

The University of Edinburgh has made every reasonable effort to ensure that Edinburgh Research Explorer
content complies with UK legislation. If you believe that the public display of this file breaches copyright please
contact openaccess@ed.ac.uk providing details, and we will remove access to the work immediately and
investigate your claim.

OPEN ACCESS

Download date: 05. Apr. 2019


https://core.ac.uk/display/43718712?utm_source=pdf&utm_medium=banner&utm_campaign=pdf-decoration-v1
https://www.research.ed.ac.uk/portal/en/publications/cloudmirror-applicationaware-bandwidth-reservations-in-the-cloud(2ae384e2-ebc8-400b-8357-f4ab9901807b).html

CloudMirror: Application-Aware Bandwidth Reservations in the Cloud

Jeongkeun Lee Myungjin Leé, Lucian Popd, Yoshio Turner, Sujata Banerjeg,
Puneet Sharma, Bryan Stephensbn
+HP Labs,*University of Edinburgh'HP Enterprise Services

Abstract a cloud datacenter network with bandwidth-intensive

Cloud computing providers today do not offer guaran-batCh applicationse(g., MapReduce), this interaction
tees for the network bandwidth available in the cloud,can severely hurt the performance of the user-facing
preventing tenants from running their applicationsapplications.
predictably. To provide guarantees, several recent A key challenge in providing bandwidth guaran-
research proposals offer tenants a virtual cluster abstradees is to offer an effectivabstractionto tenants for
tion, emulating physical networks. Whereas offeringeXpressing the bandwidth guarantees required for an
dedicated virtual network abstractions is a significantapplication. ~ The research community has recently
step in the right direction, in this paper we argue that'ecognized the need for bandwidth guarantees in the
the abstractions exposed to tenants should aim to modé€loud, and several projects have proposed various
tenant application structures rather than aiming to mimicabstractions and connectivity models for bandwidth
physical network topologies. The fundamental problemguarantees [6, 2,7, 8, 9, 10, 11]. Most of these proposals
in providing users with dedicated network abstractionsdim to model a dedicated virtual network topology,
is that the communication patterns of real applicationgesembling a physical topology, for each tenant. A
do not typically resemble the rigid physical network tree-shaped cluster abstractieng.,either a single-level
topologies. Thus, the virtual network abstractions oftentree, known as the hose model, or a multi-level tree
poorly represent the actual communication patterns(se€e [2]), is most commonly used [6, 2, 8, 9, 10, 11].
resulting in overprovisioned/wasted network resourceslhis abstraction directly maps to today's tree-shaped
and underutilized computational resources. physical network topologies, and is easy to understand.
We propose a new abstraction for specifying band- In this paper, we argue that the abstractions exposed
width guarantees, which is easy to use because it closelp tenants shouldaim to model tenant application
follows application models; our abstraction specifiesstructures rather than aiming to model physical network
guarantees as a graph between application componentepologies The fundamental problem in providing
We then propose an algorithm to efficiently deploy thisusers with dedicated network abstractions is that the
abstraction on physical clusters. Through simulationscommunication patterns of real applications do not
we show that our approach is significantly more efficienttypically resemble the rigid physical network topologies.

than prior work for offering bandwidth guarantees. Thus, the virtual network abstractions often poorly
. represent the actual communication patterns, resulting
1 Introduction in overprovisioned/wasted network resources and un-

Today, cloud computing providers guarantee CPU, memgerm_Illzed computational resources (s¢2 and §5)_'

ory and storage resources to tenant virtual machine©ffering more complex virtual network abstractions
(VMs), but do not offer guarantees for the network _(suc_h as mu_ltl-layered t_rees) in an attempt t_o r(_e(_juce this
bandwidth available in the cloddThe lack of network inefficiency is only partially effective, and significantly
bandwidth guarantees prevents tenants from achievin§omPplicates the job of tenants to map their applications
predictable performance for their applications [2]. onto the virtual network topologies.

Predictability, however, is a key requirement for the Our solution to this problem i€loudMirror, a frame-
ability to migrate applications to the cloud. For example, WOrk that comprises a novel abstraction for expressing
many user-facing applications have strict response-timg@uarantees and an efficient VM placement algorithm
requirements [3], and may also require high networkthat takes advantage of this abstraction. CloudMirror's

bandwidths.e.g., [4].2 When these applications share abstraction, calledTenant Application Graph (TAG)
aims to mirror the structure of the application being

1Amazon EC2 has very weak network SLAs; its Cluster Network- deployed by the tenant. Specifically with a TAG

ing promises ‘high-bandwidth’ but there is no guarantee andiay to . " .
specify a custom bandwidth demand [1]. abstraction, a tenant specifiesgaaph of bandwidth

2Twitter's real-time big-data computation system, Storm, can
process over ftuples/second per VM [4]; this requires 240 Mbpf network bandwidth per VM, assuming 30 byte tuples [5]).




guarantees between the application tierSince TAG a dedicated link (hose) having a minimum bandwidth
models directly capture the application structure, theyguarantee. To better match application requirements, we
are both easy to use and accurately represent the coraensider a generalized hose model [6] where each VM
munication patterns of applications. Furthermore, TAGcan have a different bandwidth guarantee (unlike Okto-
models naturally accommodate load balancing betweepus [2]).
application tiers, dynamic “flexing” of the application  While this model is simple to derive, it can be
size based on load [12], and middleboxes ($3e severely inefficient. Consider the example in Fig. 1(a)
CloudMirror's VM placement algorithm leverages the and assume thaB; represents the typical bandwidth
TAG model to efficiently place VMs on tree-shaped dat-demand between one VM from the web tier and one VM
acenter topologiesi4). Our evaluation§5) shows that for the business logic tieB; is defined similarly, while
compared to our model and placement algorithm, OktoB; is the bandwidth demand between two database VMs
pus [2] requires 60% more bandwidth for the same ap{e.g., used to ensure the consistency of the database).
plication set. In turn, this results in hosting more tenantsFor simplicity we assume an equal number of VMs
on the same network or deploying a smaller network forin each tier and equal bandwidth requirements in both
the same workload. directions. Also, we ignore the Internet bandwidth

. . requirement to the web tier.
2 Shortcomlngs of Prior Models Fig. 1(b) presents the hose model guarantees for the

Most prior research efforts on cloud networking have fo-example in Fig. 1(a). The fundamental problem is that
cused on batch processing applications like MapReducthe hose model does not accurately capture the traffic
and Pregel. These data and network-intensive applicapattern between application tiers. More concretely,
tions typically employ a simple communication pattern, suppose that each server tier is deployed on a separate
e.g.,all mappers send data to all reducers. Still, the cloudsub-tree of the physical network as shown in Fig. 1(c).
hosts a wide range of applications beyond batch jobsJo satisfy the hose model, the bandwidth that must be re-
with different communication patterns. For instance,served on link_3 for each database VM would [B2+Bs.
cloud datacenters host many user-facing applications ang/Ve assume here thBt + Bz < By + By + B, and so the
sophisticated enterprise applications composed of mangninimum that needs to be reserved on linkis B,+Bg
tiers with complex traffic interactions [13]. Consider the rather than B,+B;.) However, the hose model hides the
following two illustrative example applications. fact thatBg is used solely for the communication within
Fig. 1(a) shows a simple example of a three-tieredthe DB tier rather than for communication with other
application with a frontend web tier, a business logic tier,tiers. Thus, the application does not actually need the
and a backend database tier. Each tier contains multipl&ill guaranteesi,+Bz3) indicated by the hose model and
VMs and the edges of the communication graph are anreserving the bandwidtBs on link Lz is wasteful.
notated with the bandwidth requirements between tiers. ¢ Virtual Oversubscribed Cluster (VOC): This model

The second example is a real-time data analytiGyas proposed in [2] as a finer grained version of the hose
application shown in Fig. 2(a), implemented using model. In the VOC model, VMs are organized into clus-
Storm [4]. Storm is a platform used by many companiesters and have a hose model guarantee inside each clus-
for online machine learning, continuous computation onter, Clusters are then connected together with per-cluster
data streamsgtc. Storm applications have two types of hoses. The capacity of the per-cluster hosB i$/O,
components: “spouts”, which are similar to mappers inwhereB is the guarantee of each VM inside the cluster,
MapReduce, and “bolts”, which represent both a mappesis the size of the cluster (number of VMs) a@ds the
and a reduce? oversubscription factor [2]. Again, to better suit applica

As cloud datacenters aggressively consolidate diversgons, we consider a generalized VOC model that accom-
workloads onto a shared fabric to maximize resourcemodates different guarantees, sizes and oversubscription
efficiency, it is critical to adequately represent all the factors for each cluster, unlike the homogeneous model
different types of communication patterns (such as then [2] that is much more constraining for applications.
above examples), and not only the batch processing jobs. The vOC model is also not well suited to represent

Next, we discuss the three most commonly usedyqst applications. Consider the Storm based application
abstractions: hose model, VOC model and pipe model. ¢ Fig. 2(a), where for the sake of simplicity, we assume

e Hose Model: In the hose model [6, 2, 8, 10, 11], that each component consists of the same number of
all VMs are connected to a central (virtual) switch by VMs S, and the outgoing bandwidth of each VM to a

3Storm components use java threads rather than VMs. The TAGC()mmumcaltlng component B. Even for this Slmple

model and our placement algorithm can also be applied to suctEXample, t_here can .b? many 'p.ossible \(OC model
scenariose.g.,for Platform-as-a-Service (PaaS) providers. 5 representations, and it is non-trivial to derive a good
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Figure 1: Three tiered application example deployed udiedibse model.
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Figure 2: Storm [4] application example deployed using t@Cvimodel.

one. Fig. 2(b) presents one possible mapping, where wprovider, or implemented through VMs, by companies
simply represent each application component as a VOdike F5 or Vyatta). These requirements further strain the
cluster. The resulting model is a degenerate (or relaxedyirtual cluster models (as we show §b for a real trace
VOC model, since the clusters are not oversubscribedof datacenter applications).
Moreover, the model does not accurately capture thee pipe Model: An alternative to virtual clusters is to
communication pattern of the application, since thespecify pipe guarantees between pairs of VMs [7, 14].
components do not communicate internally using thaiyhile this model has the ability to capture exactly the
bandwidth. The goal behind the VOC model is to isolatetraffic needs of the application at a given point in time, it
higher connected application tiers and place them imas two major drawbacks. First, it is too rigid and lacks
better connected topology sub-trees. Having clusterstatistical multiplexing. Typically, the VMs belonging to
that are not oversubscribed and that do not communicatgifferent tiers that exchange data are selected by run-time
between their VMs defeats the purpose of the VOCjoad balancers, which do not guarantee perfect uniform
model, and, in fact, has an adverse effect. The placemenad distribution to every destination. Thus, even when
algorithm may try to place the VMs of each componentthe aggregate load is constant, the load to each destina-
in separate sub-trees, as Oktopus [2] does, althougfion varies over time. Users can not update each pipe
these VMs communicate only inter-component rathefeyery minute or second to tightly track the time-varying
than intra-component, wasting core bandwidth. bandwidth demand of each pipe and will most likely re-
Fig. 2(c) shows a potential deployment where twoServe the worst case bandwidth of the peak load for each
components are placed in one branch of the physical tregipe [6]. For example, a benchmark report on Amazon
while the other two are in a different branch. In this case Elastic Load Balancer shows the sum of the peak loads
the bandwidth reservation on links andL, should beS to each destination is at least double the peak aggregate
B given the communication pattern (since only “Spout1” traffic [15]; thus, the pipe model would lead to a 2X over-
communicates with “Bolt2” between the two branches).provisioning of the bandwidth.
However, VOC will reserve twice this bandwidth (since  Second, the pipe model is tedious to use. The tenant’s
VOC reserves mif8S-B,2S-B) = 2S-B). Thus, itiseasy request can have hundreds and even thousands of VMs,
to see from this example how VOC can be very ineffi- which, in turn, could result in tens of thousands of
cient in capturing the bandwidth guarantees. The hos@airwise guarantees. Due to this complexity, placing the
model would be similarly wasteful for this application. tenant VMs can also take a long tinfb].

While existing virtual cluster abstractions for express- ; ;
ing guarantees do not efficiently capture even the trafﬁc3 Tenant Appllcatlon Graph (TAG)

pattern of our simple examples, real applications can b&Ve propose the Tenant Application Graph (TAG), a
far more complex. Applications can comprise tens ofnew model that tenants can use to describe bandwidth
distinct tiers [13] and use middleboxes (offered by tgerequirements for applications. Unlike conventional hose



the sending and the receiving guarantee of one VM in
that tier (or vertex). A self-loop edge is equivalent to a
conventional hose modélge., each VM in tieru can be
considered to be attached to a virtual switch via a trans-
mission hose of rat8 R and a receive hose of ragR.

Fig. 3 shows a TAG model for a simple example
application with two tier<C1 andC2. In this example,

a directed edge frontl to C2 is labeled< B1,B; >.
Thus, each VM irC1 is guaranteed to be able to send at
rateB; to the set of VMs inC2. Similarly, each VM in
C2 is guaranteed to be able to receive at Batérom the
_— set of VMs inCL1.
c1 c2 To better understand the TAG model, Fig. 4 shows an
Figure 4: TAG model example explained. alternative way of visualizing the guarantees expressed
in Fig. 3. To model the guarantee betwegh andC2,
and VOC abstractions, which model physical networks,each VM inC1 is connected to &irtual trunk T, by
the TAG abstraction aims to model the actual com-a dedicated directional link of capaciBs. Similarly,
munication patterns of applications. The TAG modelvirtual trunk Ti_,> is connected through a directional
leverages the tenant’s knowledge of an application’dink of capacityB; to each VM inC2. Thus, an inter-tier
structure to yield a concise yet flexible representation ofedge can be seen as a directional hose model between
the application’s communication pattern. the VMs of the two tiers.

A TAG model is a graph, where each vertex rep- The TAG model example in Fig. 3 has a self edge for
resents an application componefur tier, we use the tier C2, describing the bandwidth guarantees for traffic
two terms interchangeably to indicate the set of VMsWwhere both source and destination areCia (e.g., the
performing the same function). Since most applicationdraffic between database servers in Fig. 1(a)). A self
are conceptually composed of multiple tiers [13], aedge is equivalent to a hose model between the VMs
tenant can simply map each of these tiers onto a TA®Tf that tier. For example, in Fig. 4, each VM @2 is
vertex. For example, for the application in Fig. 1(a) the connected through a bidirectional link of capad#)) to
tenant would identify three tiers: web, business logic,a virtual switchS,.
and database. A special component is used to model all Benefits: the TAG abstraction is intuitive, descriptive
nodes situated outside the datacenter (the Internet).  and easy to use. Moreover, since the guarantees specified

Tenants request bandwidth guarantees between tief8 the TAG model are from any VM of one tier to any
by placing directed edges between the correspondinget of VMs of another tier, the TAG model naturally
vertices in the TAG model. Each directed edge (u,v)  accommodates dynamic load balancing between tiers
from tier u to tier v is labeled with an ordered pair and dynamic re-sizing of tiers (known as “flexing” [12]);
< S,Re > that represents per-VM bandwidth guaran- per-VM bandwidth guarantees 8nd R do not need to
tees for the traffic. Specifically, each VM in tieris  change while tier sizes change by flexifidnis is unlike
guaranteed bandwidtf, for sending traffic to VMs in @ pipe model between VMs [7, 14] wherger-pipe
tierv, and each VM in tiew is guaranteed bandwid®, ~ bandwidth guarantees need to be recomputed while
to receive traffic from VMs in tiew. load-balancing and flexing, or otherwise the bandwidth

Having two values (sending and receiving) insteadmust be heavily overprovisioned. Furthermore, with
of a single bandwidth guarantee for each edge is usefulAG tenants need to specify much smaller number of
when the sizeife., number of VMs) of the two tiers is values than with the pipe model.
different. In this way, the total bandwidth outgoing from  We also note that the directional edge definition of
one tier and incoming to the other tier can be equalized’AG naturally accommodates middleboxes, which often
(such that bandwidth is not wasted). If tierandv have ~ impact only one direction of the flow. For example,
sizesN, and Ny, respectively, then the total bandwidth many load balancers and security services examine
guarantee that the tenant achieves for traffic sent fron@nly queries to servers but not the reverse traffic from
tier uto tiervis By_,y = min(Se- Ny, Re- Ny). servers; moreover, queries often consume significantly

To model communication among VMs within tier
u. the TAG model allows a self-loop edge of the form 4To be even simpler for users, two edges in opposite directions
! between two tiers can be combined into a single undirecte@ edg

e = (uu) that is |abe|e_d with a single bandwidth \yhen the incoming/outgoing values for each tiers are the same
guarantee< SR, >. In this case SR represents both4 (i-e., Suy) = Ry andRyy) = Syu)-




less bandwidth than responses. The ability to specify , g

=
N

directional bandwidths allows TAG to accommodate uE TAG JAG
to 2x more guarantees than a unidirectional model. Faf, » | T VO© s 1
example VMX with a high outgoing guarantee requestg = 0.8
can be collocated on the same server with YWvitha ~ § 1.5 ¢ S 0.6
high incoming guarantee request. g g 04
Model generation tenants can identify the per vM & 1T »n
guarantees to use in the TAG model through meas 0.2
surements [13] or compute them using the processing 051 0
capacity of the VMs and a workload model. Also, Paa$? 4X 16X 64X 256X
cloud providers can offer pre-defined service VMs (or Oversubscription ratio
JVMs) with pre-computed guarantee requirements. Figure 5: Total bandwidth Figure 6: VM slot uti-
Previous graph models we note that graph models usage, normalized by that lization vs. network core
are widely used to model components and their connecef TAG. oversubscription ratio.

tivity in a variety of fields. One of the closest modeling
to our field is in the area of Service-Oriented Computing,the subtree to reduce bandwidth usage at the root of the
in which graph models are used to specify how web orsubtree. The complexity of this min-cut phasedi&?)
cloud services can be composed from multiple servicevherec is the number of components in a TAG.
components with QoS specification [16, 17]. However, Components that are too large to fit under a single
none of them tried to capture the bandwidth demandhild must be spread across multiple child nodes, and
between VMs of a pair of communicating service their bandwidth consumption at the subtree root is
components and to provide the bandwidth guarantee. often less sensitive to their precise placement within the
subtree. For such components, CM shifts to the goal
4 TAG Deployment of maximizing server consolidation, by fully utilizing
. . oo both link bandwidth and other resources (# of VM slots)
Deploying the TAG model requires (a) optimizing the under individual child nodes:e.g., by placing VMs

placement of VMs on physical servers while reservingfrom a high bandwidth component together with VMs

needed bandwidth on physical links and (b) enforcing th : 2 .
. . rom a low bandwidth component. This is accomplished
reserved bandwidths. In this paper, we present a sket ; - .

y solving a problem similar to the classic Knapsack

of the placement algorithm and rely on prior proposals S ; L )
i problem; its asymptotic complexity i®©(n), n is the
(and on-going work) for enforcement [2, 9, 10]. number of VMs in a TAG.

The CloudMirror placement algorithm (CM) tries to

maximize tenant placements in a tree-shaped physical The algorithm recursively repeats the two phases
P ped PYSICRL i cut and Knapsack) for each child sub-tree under

?&ogc;ﬁzeg%ermgﬁ;ge i;ﬁg@gi?ﬁe&z Feo:)fe?ﬁ: Egcz‘mhe sub-tree chosen for the entire tenant at the beginning
9 of the algorithm, until all the VMs of the tenant are

subscribed) network core by identifying the smallestde loved without violatina link capacity limits
subtree of the physical topology that may accommodate ploy 9 pactly '

all VMs of the tenant (similar to Oktopus [2]). ;

To place VMs in the chosen subtree, CM and Oktopus5 Evaluation
take different approaches. Oktopus placement relies oliVe use simulation to quantify the efficiency of the
the main assumption of the VOC model, that the bandproposed TAG model and CM placement algorithm
width needed within each cluster exceeds the bandwidtikompared to the hose and VOC models placed using Ok-
needed for inter-cluster communication. Thus, Oktopugopus [2]. We leave assessing the ease of use of the TAG
places VMs of the same cluster close together in thenodel compared to VOC and pipe models to future work.
topology, and places different clusters independently. We test our algorithms using a workload derived

In contrast, CM leverages the explicit specification in from Microsoft'sbing. com datacenter, provided by the
the TAG model of the bandwidth requirements within authors of [18]. Microsoft's workload is formed by a set
and between components to find more efficient VM of services, the service size ranging from one to a few
placements than Oktopus in most cases. CM solvebundred VMs. We consider a tenant job as a set of ser-
a problem similar to the classic min-cut problem to vices that only communicate between themselves, &
identify components that are connected in the TAGconnected component in the communication graph
model with high bandwidth edges (including self-loop containing all services). (As the authors of [18] did, we
edges), and then places the VMs of these heavilygnore the management services, to which all other ser-
communicating components under the same child50i/ices communicate with.) These connected components



exhibit various shapeg(g.,star, linear, mesh), and some tenants of up to 100s of VMs and less than 1 second for
services have large intra-service demands (similar tdenants up to 1000 VMs. This result is promising if we
MapReduce) [18]. We assume tenants are sampled ungompare it to runtimes of more than 10 mins reported
formly from this distribution in a randomized order. We for placing pipe models (for a 1024 VM tenant and a
consider each service as corresponding to a componetdpology with 1024 VM slots) [14]. CM and Oktopus
in the TAG model and to a cluster in the VOC model.  have similar runtimes.

We simulate a tree-shaped 3-level network topology
inspired by a real datacenter, with 1024 servers. Foo Future Work
simplicity, we assume all VMs have identical CPU and We are currently collecting and analyzing traffic traces
memory requirements, and each server can host 50 VMdrom production datacenters to verify the TAG model

Fig. 5 compares the total bandwidth reserved throughand placement algorithm with more real scenarios,
out the network for the TAG model deployed by the for example, tenant churn and flexing (auto-scaling).
CM placement algorithm to the hose and VOC modelsWe plan for OpenStack based implementation and
deployed by the Oktopus [2] placement algorithm;integration with ElasticSwitch bandwidth guaranteeing
in fact we added a substantial improvement to thesystem [10]. Other future work opportunities include:
algorithm presented in [2], not described for brevity. We developing pricing models that benefit both cloud users
use reserved bandwidth as a comparison metric in ordeand operators and extending TAG and its placement
to decouple the efficiency of the models/placementsalgorithm to support anti-affinity rules for resilience to

from the capacity constraints of the physical network.host and rack failures.

For this purpose, we simply assume the network is never

a bottleneck and ignore link capacity constraints whenACKNoOwledgments

placing VMs.

In this way, all models and placement We thank Peter Bodik and the other authors of [18] for

algorithms are able to deploy the same set of tenantqroviding us with the data we used in the presented
We evaluate the impact for different network capacitiesexperiments. We also thank Ramana R. Kompella for

shortly (in Fig. 6).
Fig. 5 demonstrates the benefits of the TAG model and

his input on the earlier stages of the work.

CM placement algorithm. Oktopus+VOC requires 60% References

more network resources than CM+TAG, for the same
set of tenants (saturating all host VM slots). We have
also experimented with synthetic workloads, formed by
artificially mixing different application types(g.,three 3]
tier web services and MapReduce jobs), and we obtained
similar or better results (2 increase instead of 60%, [
results omitted for brevity).
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15
5The bandwidth values in Microsoft's workload data are re¢at
not absolute. We scale the bandwidth values in a way suchbttht [16]
TAG and VOC achieve 100% slot utilization when the network is [17]
not oversubscribed. Note that the bandwidth scaling didaffetct
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