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OPSOMMING

Die doel van die opsornming is om die agtergrond, metodiek en

gevolgtrekkings van die navorsing oor toegangsbeheer risiko Is in

In ASj400 OJ:'lgewing kortliks uiteen te sit.

Die volgende hoofde word vir hierdie doel gebru.ik:

1. PROBIEEMOMSKRYWING EN OOEL VAN HIERDIE NAVORSING

2. NAVORSINGSONIWERP EN MEIODIEK

3. GEVOIGI'REKKINGS

1. PROBLEEMlMSKRYWIN; EN OOEL VAN HIERDIE NAVORSING

Die ouditeur, enersyds voor die taak gestel om In doeltreffende

sowel as In doelmatige ouditbenadering te ontwerp, asook

bestuur, wie se taak dit andersyds is om rekenaarsekuriteit ten..
uitvoer te bring en te monitor, meet integriteitskontroles

evalueer.

Hierdie noodsaaklikheid om integriteitskontroles te evalueer,

is aan die toeneern te wyte aan die toenemende kornpleksiteit van

rekenaarOJ:'lgewingsfaktore SCMel as die ineenstorting van die

soqenaande papierouditproses en die venranging van

toepassingskontroles met integriteitskontroles.

(i)



2. NAVORSINGSONI'WERP EN ME'IDDIEK

Deur van die Roetekonteksmodel gebnrik te rnaak, is 'n evaluasie

van die integriteitskontroles en die risiko's aan 'n AS/400

-orrgewing verlJonde, gedoen. Die becb:yfstelsel (00/400) is in

funksionele katogoriee afgebeeld ten einde met die evaluering

behulpsaam te wees op 'n wyse wat ooreenstem met die wat in die

Roetekonteksrnodel uitgestippel is.

3 • GEVOIGI'REKKINGS

Daar is tot die slotsom gekom dat die model deur beide

ouditeurs en bestuur aangewend kan word om

integriteitskontroles te evalueer. Daar is ook bevind dat nie

alle risiko' s deur integriteitskontroles die hoof gebied kan

word nie, wat as 'n verdere aanduiding van die bnIikbaarheid

van die model dien.

Die doelInatigheid van die toegangsroete- en Roetekonteks-
~

modelle in die evaluering van die integriteitskontroles in die

AS/400-ongewing is dertlalwe vasgestel.

(ii)



SYNOPSIS

Both the auditor, faced with the task of deteJ:mi.ning an effective and

efficient audit approach, as well as management, charged with

implementing and monitoring eatpUter security, need to evaluate

integrity oontrols.

This need to evaluate integrity oontrols is increasing, due to the

growing oanplexity of eatpUter environments, the breakdown of the

paper .audit trail, and the replacement of application oontrols by

integrity oontrols.

By applying the Access Path and Path COntext Models, an evaluation

was perfonned of integrity oontrols and risks in an AS/400

environment. The operating system (08/400) was delineated into

functional categories to assist in the evaluation, in a manner

oonsistent with that outlined in the Access Path Model.

It was found that sufficient integrity oontrol facilities exist in an

AS/400 environment to meet the oontrol objectives, although several

risks were identified which oould only be addressed by application
.;

oontrols.

It was ooncluded that the model oould be used by both auditors and

management to evaluate integrity oontrols. It was also ooncluded that

not all risks could be addressed by integrity oontrols, which is a

further indication of the usefulness of the model.

The applicability of the Access Path and Path COntext Models in the

evaluation of integrity oontrols in the AS/400 environment has

therefore been established. (iii)



1.

2.

3.

4.

5.

CHAPTER 1. INTRODUCTION

ImCKG:IDUND AND PROBLEM DESCRIPl'ION

METHODOIDGY

LITERATURE SURVEY

SUMMARY

1.

2

4

10

11

13



1. B1\CKGR)UND AND PROBLEM DESCRIPTION

Trends in infonnation technology such as the increasing

complexity of operating systems, the proliferation of large

networks and distributed processing, and the increasing lack of a

paper audit trail have made the management and control of

computer installations increasingly complex.

'Ihe increasing use of distributed data processing necessitates

the irrplementation of the full range of cormnunication controls,

according to Kirk (1988: 150). He adds that the distributed data

processing environment is potentially the most complex the

auditor will face, including all the problems of cormnunications,

data base, multiple machines and multiple operating systems.

Auditors have a duty in tenns of statement AU 230 paragraph .08

issued by the South African Institute of O1artered Accountants

(SAICA) (1986) to assess systems of internal control, with the

objective of establishing whether such controls may be relied

upon.

'Ibis duty is supported by the SAICA Guideline on auditing in a

computer environment (1989: para .07). 'Ihese controls are

relevant as they are designed to ensure that the financial

infonnation produced is complete, accurate and valid.

Traditionally an audit approach distinguished between user

controls and system controls. D..1e to the technology employed in

modern computer systems this approach is no longer valid.

2.



As Boshoff (1986:224) puts it "Trying to relate a general review

of system software, physical and other controls to the audit

objectives for specific applications in an on-line system is not

efficient, nor is it always effective in mcxiern systems as little

audit comfort is obtained therefrom."

"'lhe concept of interfacing application (user) controls and

integrity (data processing) controls is necessary to control and

audit mcxiern computer systems "according to Boshoff

(1986:225).

studies by Boshoff (1985,1990) led to the development of the

Access Path and the Path Context Mooel (PCM) as valid tools for

the eraluation of complex computer systems and for addressing the

evaluation of computer security.

'!he credibility and acceptance of Boshoff's models is supported

by the publication of his findings in several prestigious

international journals. A recent study found that the Access

M<X1el and PCM were applicable in evaluating controls in the

MVS/XA envirornnent (Dcllnianides, 1991). ..

Management, who have the responsibility of ensuring computer

security is adequate, can use the control model to detennine

whether computer security standards and prcx:::edures have been

complied with, as well as whether the extent of application

controls are appropriate, based on which integrity facilities are

utilised.

3.



'!he objectives of this essay are to identify inten1al control

risks and software control facilities in an AS/400 environment

using the Access Path and PCM, and to develop a model for

analysing integrity controls which may be used by the auditor in

detennining an effective and efficient audit approach.

Publications such as the guidelines for aUditing in a computer

environment (1989: para .07) and computer audit skill levels

(1986:1) issued by the SAlCA support the use of such a model.

2. SCX>PE AND LIMITATIONS

2.1 '!he AS/400 environment

'!he AS/400 is a strategic development by IR-i, as it is the first

product to be Systems Application Architecture compliant, offers

a migration path, progrannner productivity aids, and supports many

software products. Interest in the AS/400 is keen: by the end of

1989, 98 of IR-i's top 100 accounts in the U.S. had an AS/400

evaluation project under way according to Stamps (1989:52) ...

significant features of the AS/400 are that it has a Relational

Datta Base Management System (RDEMS), supports object orientation,

and a single-level storage addressing architecture. '!he ION

operating costs of the AS/400 together with the ability to

network AS/400's has led to large sites 'dONn' or 'right' sizing

from other architectures, such as MVS and VM.

4.



As far as connectivity is concerned, OS/400 supports a wide

variety of protocols, including OSI, SNA ill 6.2 and IU2.1, token

ring, and :P<::: corrrrnunication. One of the objectives 1m had in

developing the AS/400 was to establish a product which provided

market leadership in corrrrnunications capabilities according to

Clark et al (1989: 407).

2.2 Control objectives

'!he model includes certain control objectives, which need to be

achieved to ensure that the AS/400 environment is appropriately

controlled.

'!hese control objectives have been derived from Boshoff's (1985)

study on controls, research carried out by the author over the

two years of fonnal studyt~ a masters degree, and various

institutes governing aUditing starxlards such as the South Africa

Institute of 01artered Accountants, the American Institute of

certified Public Accountants, and the canadian Institute of

01artered Accountants.
oj

'!he control objectives according to Bosman et al (1988 2) are:

(i) Corrpleteness of input, processing, upjating of files and

output.

(ii) Accuracy of input, processing, update of files and output.

5.



(iii) Maintenance (integrity) of data while transient (being

transmitted)

updated) •

and static (once data files have been

(iv) Validity/authorisation of business processing. '!his

includes division of duties.

(v) Appropriate prc:xJrammed procedures or functionality. '!his

describes the autorna.ted business procedures and whether

they are in accordance with business practice and

management's delegated exPectations of what the system is

supposed to do.

These control objectives and the Access Model are assumed to be

valid, based on published research by Boshoff (1985,1990).

2.3 Integrity and Application Controls

Due to the fact that integrity (general) and application (user)

controls are well docmnented by institutes governing audi.t.inq..
starrlards it would serve no useful purpose to further explore

these concepts.

6.



Due to the complexity of the AS/400 environment and the

environments it may conununi.cate with, the focus of this research

essay will be on integrity controls. '!he need for appl~cation

controls will be identified. '!he nature of these application

controls will not be dealt with, as application controls will

deperrl on each installation' s circumstances.

Figure 1 below illustrates the relationship between integrity and

application controls.

Document initiation and

creation of source document

Input of documents

and transactions

a Network communication
System P

servicesSoftware E
R Teleprocessing
A
T monitor

User components
I
N Application software (Application
G services Controls)

Programs
S
y

Database Management

S
services

T
Input/Out put ..

E
M services

Data Output

Review and follow-up
of printouts

FIGURE 1. TYPICAL DATA FLOW IN A LARGE COMPUTER ENVIRONMENT
[SOURCE: BOSHOFF (1986:224)]
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2.4 '!he Access Mcxiel

'!he Access mc:x:lel has, as its principal theme, the need to control

technology by means of using teclmology. Using control

objectives (referred to in Section 2.2 above), the mc:x:lel

advocates the analysis of the use of software facilities. Each

software component in a mainframe domain, for example vrAM, RACF,

crcs, .AI:lABi\S, MVS, is seen as a net.

Using the mc:x:lel, management may determine which facilities in

which component are to be used to achieve the control objectives,

thereby using teclmology to control technology.

2.5 '!he Path Context Mcxiel

'!he PCM (Boshoff: 1990) is based on the premise that the need for

c:orrputer security is paramount. In a multiple domain

envirornnent, the problem of identifying a user and ensuring

appropriate access is enforced requires the use of complex

mechanisms• ..

Any further discussion of the PCM is beyond the scope of this

research essay.

8.



2.6 Limitations

As the AS/400 envirornnent covers a wide area, certain constraints

and exclusions are essential to restrict the scope of this

research study:

(1) Access control or security dealt with excludes physical

security controls, as these are outside operating system

and application software and are manually controlled.

(2). certain controls which ilrpact indirectly on integrity

controls have been excluded.

'Ihese cover areas such as:

(L) documentation of system procedures and the operating

envirornnent

(ii) the organisation's IT strategies, policies and

procedures

(iii)aspects of change control, other than authorisation..
and segregation of duties, over functions such as

development,

software

implementation and maintenance of

(iv) AS/400 management, including such areas as

installation, perfo:rmance optimisation, problem

diagnosis, and administering changes to the site

9.



The reason for these exclusions is that each of these

areas is large enough to warrant a separate research

study.

(3) An appreciation and understanding of generally accepted

auditing tenninology and concepts has been assumed.

To the extent deemed necessary to present the model for

use by auditors and management, certain tenninology has

been defined.

(4) A detailed discussion on OS/400 control facilities has

been omitted, due to length constraints on this essay, and

to provide focus. Technical manual.s referred to in the

bibliography can provide such detail if required.

Due to the size of OS/400 only the more significant

componerrcs are discussed.

(5) '!his study is concerned with version 1, Release 2.0 of

OS/400. ..

3. METHOOOIDGY

'!he approach follaved in the essay was one of developing a model

analysing control objectives and related control facilities to

evaluate whether the PCM is applicable in an AS/400 envirornnent.

10.



'Ibe model was developed by the author drawing on research

undertaken over the two years of formal study towards the M.Com.

in eomputer Auditing, together with the author's practical

experience in several AS/400 sites. All control facilities were

extracted from 1m AS/400 technical manuals. Acknowledged AS/400

experts were consulted where the technical manuals were deficient

or incomplete.

'Ibe approach followed in developing the model was to link all

risks to a specific control objective, and then to identify all

integrity control facilities which could prevent or detect that

risk from occurring.

4. LITERATURE SURVEY

An extensive literature survey was not performed as it would not

have served a useful purpose. 'Ibe justification for this is as

follows :

(a) Definitions relating to the distinction between integrity
...

and application controls are well known, and have been

thoroughly dealt with in many texts including 'Ibe American

Institute of Certified Public Accountants (AICPA) (1977:

25,48; 1984:6), Boshoff (1985:37), Davis et al (1983:16),

Halper et al (1985:16.8 - 16.11) Mair et al (1978:41),

Perry (1986:143) and Roberts (1985:23).

11.
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(b) The validity of the control objectives used is supported

by Boshoff's research essays (1985, 1990), Halper et al

(1985:26-4, 32-3, CHI6), a report carnmissioned by The

Institute of Internal Auditors (1977:45), AICPA (1984:6;

1988:10) and a research essay on the application of the

Access Path and Path Context Mcxiels in an MVSjXA

envirornnent by Darnianides (1991:5).

The publication of Boshoff' s works in prestigious

international journals adds weight to the acceptance of

the Access Path and Path Context Models.

(c) There is no known study covering the applicability of a

Simple Path Context Model in an AS/400 envirornnent. There

is a risk that this nay have been the subject of

confidential or unpublished naterial. At the date of

submission no such research was known which would have

required acknowledgement in this research essay.

(d) The reference naterial used therefore consisted largely of

lIM AS/400 technical manual.s , DJ.e to the fact that such
oj

manual.s are very specific and contain numerous cross

references between thernselves, detailed page references to

these manual.s have not been included in this research

essay.

All such nanuals used by the author are included in the

biblicqraphy and have self-explanatory titles.

12.
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5. SUMM1\RY

'!he need for the model arises from an organisation I s computer

security standards and procedures, which are fonnulated by

management. By applying the Access Path and Path Context Mcxlels,

the model developed in this research essay may be used by

management to evaluate:

(a) Whether the computer security requirements embodied in the

computer security standards and procedures have been

addressed.

(b) Whether risks which are not addressed by security

procedures may be addressed by integrity and/or

application controls.

(c) Risks which the organisation is exposed to, by not using

integrity control facilities.

(d) Whether there are deficiencies in the organisation I s

computer security standards and procedures, Le. where the..
model developed highlights a risk which is not addressed

in the organisation I s computer security standards and

procedures.

13.



An evaluation of control facilities was successfully carried out

in the AS/400 envirornnent. certain risks were identified which

could not be controlled by any 08/400 integrity facilities. 'Ihe

conclusion was reached that 08/400, in conjunction with certain

application controls, can provide an adequately controlled secure

envirornnent. Where certain integrity facilities are not used, the

AS/400 envirornnent may not be considered secure.

A significant weakness in OS/400 Version 1 was identified,

hCMever this has been addressed in OS/400 Version 2. Only OS/400

Version 2, or later versions (Version 3 will shortly be released)

may be considered secure.

'Ihe model has opened the door for research into other areas, for

example the interfacing of the AS/400 envirornnent with other

envirornnents such as an MVS/FSA domain, Local Area Networks, or

architectures corrplying with OSI (Open System Interconnection)

standards, as well as the areas described in section 2.4 above .

..

14.
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1. INl'BODUCl'ION

This chapter outlines the context and relevance of the model to

an organisation. '!he need for top management commitment to

security is paramount. A survey conducted by the National centre

for Computer Crime Data in the U.S.A, on "Corrnnitment to

security" , ranked top management commibnent to security the most

important and valuable corrponent of a general security strategy,

according to Bloornbecker (1989: 72) •

Following from the need for computer security, an organisational

framework, showing the relationship between the organisation's

computer security standards and procedures and the AS/400

envirornnent, is described. '!he AS/400 envirornnent is then broken

down into its corrponent Parts, to illustrate the focus and scope

of the model which was developed in Olapter 4.

Finally, a conclusion concerning the relevance of the model was

drawn.

..

Conte (1990:36) states "security is the business function of

protecting an enterprise's resources and operations; cornputer

systems security should be designed within the context of the

enterprise's overall security plan."

16.



In describing trends in .security in Europe, Attwell (1988:15)

states "more and more organisations... aided by a number of

highly publicized international EFT frauds ... have radically

inproved their access control and network security. II

Management often suffer from the misperception that the usage of

certain security facilities, or an access control package, solve

all computer security problems.

An . organisation's computer security standards and procedures are

deve'Ioped by management to assist in achieving their

respons.itd.Lrty to ensure that the computer envirornnent within

which perhaps the organisation's most important asset, its data,

is secure.

What these standards and procedures should encompass, is the

achievement of the control objectives outlined in Olapter 1,

section 2.2. It is important that these procedures address the

use of technology to achieve control objectives.

Within, and supported by, these standards and procedures lies the..
AS/400 envirornnent. As such the AS/400 envirornnent should not be

viewed in isolation.

'!he relationship between computer security standards, which

provide guidance in tenns of policies and principles, computer

security procedures, which provide guidance on hCM to give effect

to computer security standards, and the AS/400 envirornnent is

illustrated in Figure 2.

17.



cnmJTER SEaJRITY srANDARC6

cnrr:u:rER SEaJRITY PROCEIXJRES

'mE AS/400
ENVIRONMENT

FIGURE 2. OOMPUTER SECURITY S'rnNDMDS AND PROCEDURES

3. THE 1\8/400 ENVIRONMENl' ~RK

An appreciation of the components of the AS/400 envirornnent is

necessary to illustrate the framework on which the model is

based.

B:lckground

'!he AS/400 supports 1111's Systems Applications Architecture which

is graphically illustrated below (figure 3) :

<:X)MM)N APPLICATIONS

c I
<:X)MM)N F'RCGRAMMING m:rERFACE I

. (CP1) ..
c

S

c

ISYSTEM/370 1II AS/400

SYSTEM <X>NI'ROL

r: APPLICATIONENABLING~

U UI SNA IU
AC ~

I PS/2

FIGURE 3. IBM'S BAA (Systems ~licationArchitecture)
[source: IBM reprinted in Systems Integration (1990:37)]
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SM consists of four related elements establishing interfaces,

conventions and protocols, which are briefly outlined below by

Schleicher and Taylor (1989 : 362):

(a) Common User Access (rnA) defines the design rules for user

inter- face elements and interaction techniques.

(b) Common Programming Interface (CPI) specifies the languages

and services used to develop applications that are portable

across SM envirornnents.

(c) Common CoImnunication SUpport (CCS) designates the

communication architectures which, when implemented, allow

interconnection of SM applications, systems, networks, and

devices.

(d) 'Ihe Applications element consists of common Applications

developed to execute across all SM envirornnents.

'Ihe relevance of this background is to explain references made to

SAA, and more importantly, highlight the effects the above have
...

on control issues which are taken into account in providing focus

to this researd1 essay. 'Ihe major effects are:

(a) 'Ihe wide communications capabilities present additional

potential security exposures for an organisation. 00/400

conununication integrity facilities are addressed; however

conununication exposures relating to architectures other

than the AS/400 are outside the scope of this research

essay.

19.



(b) '!he other elements do not have an iInpact on control issues,

other than to provide standards which may be supported by

those of the organisation.

3.1 Stnlcture of the AS/400

'!he nature and stnlcture of the AS/400 components are illustrated

in figure 4.

SOFIWARE

HIGH-lEVEL
MAarrNE

END-USER INTERFACE

OPERATING LICENSED APPLICATIONS
SYSTEM/400 P.R<X;RAMS

VERI'ICAL LICENCED INI'ERNAL CODE

HORIZONrAL LICENCED INI'ERNAL CODE

SYSTEM HARI:MARE

FIGURE 4. 'AS/400 IAYERED 1\RCHI'.l'EX:TU
[Adapted fran: SChleicher et al (1989:365)]

3.2 End-lJser Interface ..

'!he end-user interface provides menus, prompts, help facilities,

etc. supported by the User Interface Manager (UlM) which enforces

SM interface stan::iards.

AS/400.

'!hese standards are rnarrlatory on the

20.



3.3 Licensed Programs

Licensed programs consist of all IBM supplied software, other

than the operating system. 'Ihese include Iffi -supplied programs

such as Officej400, Queryj400, Compilers, and SQL. 'Ihird party

vendor-supplied programs such as Robot (job scheduler) and CASE

products such as IANSA and GENESIS, would reside in this area as

well.

IBM.,-supplied utilities include:

DFU (Data File utility)

SEU (Source Edit utility)

1000 (Interactive Data Definition utility)

sm (screen Design Aid)

PI:M (Program Development Manager)

Rill (Report layout utility)

APF (Advanced Printer Function)

a:;u (Business Graphics utility)

3.4 Applications

'Ihese comprise software developed or purchased to meet a business

need, and could be coded in roOOL, RfGj400, Fortran, PLl, C, or

Pascal.

21.



3.5 Operating System /400

'!he operating system provides the means whereby all the

components in Figure 2 conununicate and interact. 00/400 includes

all application and conununication security facilities, the RDEMS

file handler, I/O management and conununications support.

3.6 Machine Interface (MI) and Licenced Internal Code (Microcode)

'!he. MI consists of vertical licensed code, Horizontal licensed

code, and the solid state hardware. Microcode consists of the

first two components.

As there is only one version of Microcode in main storage, which

is not modifiable, assurance as to Microcode integrity is

provided. '!his is supported by the many installed sites where the

functioning and integrity of the Microcode is in evidence.

'!he Microcode, together with the MI, supports the following

constn.Icts according to Clark et al (1989:420):

User profile.

Process Access Group.

Program variable storage [program autorna.tic storage areas

(PASA) and program static storage areas (PSSA)].

22.



MI exception - handling support.

Event - handling support.

Object - locking support.

A discussion of these corrponents is beyond the scope of this

research essay. '!he relevance of such features is that they

provide, together with MI and 00/400 interaction, a transaction

processing mcxlel based on each user's job.

3.8 System Hardware

'!his consists of processors, storage devices, I/O devices, media

and nebllorking devices. Control procedures relating to system

hardware should be addressed by the organisation's COITputer

security standards and procedures, and are outside the scope of

this research essay.

3.9 Fcx:::us of this research essay - the AS/400 envirornnent

..
Following the above discussion of the AS/400 envirornnent, and the

access paths graphically illustrated by the author in Figure 5

(overleaf) , the focus of this research essay is on cormnunications

security, application security, licensed programs and 00/400

operations. Facilities discussed are those which are relevant to

the achievement of the control objectives outlined in section 2.2

of Olapter 1.
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FIGURE 5. 'AS/400~ PMHS

'!he justification for the focus of this research essay is as

follows : ..

a) '!he usage of Licensed PI:C:~.ams and Applications may be

controlled by integrity facilities in 05/400. Whilst there

may be exposures through the use of utilities other than

those supplied by IB1, a discussion of these issues is

beyond the scope of this research essay.
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The reasons for this are that third party programs and

applications have very wide-ranging uses and exposures, and

the organisation's corrputer security standards and

procedures should address these possible issues.

b) The Microcode is generally not accessible by users or

programmers, and, as such, does not have many control

ramifications.

It . is possible for high level MI calls to be made by a program.

'Ibis exposure is dealt with (refer Section 3.2.12). Other than

this there are no MI and Microcode control issues.

4. ~SION

Due to the long-tenn corrunitrnent by IR1 to the AS/400 and SM,

there will be increasing interest in the AS/400 as a strategic

hardware platfonn. '!he connectivity with OSI architectures

indicates that the control rncx:'lel developed can be viewed as a

'building block', which, together with rncx:'lels of other..
architectures, can be used by auditors and management for the

evaluation of integrity controls and risks across a

multi-architectural platfonn.
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1. INl'RODUCTION

'Ib assist in the identification of potential risks and controls

in 00/400, the ftmctions performed by 00/400 have been divided

into the areas of conum.mications, processing, operations,

naintenance and office services and support products.

The installation's options in each of these areas will be

examined, together with the risks the installation would face

depending on which option was chosen. The control and security

implications will be reviewed.

'Ibis approach is consistent with the Access Path Model, which

views each nainframe software component as a "net", through which

the user must pass to gain access to data and other system

resources.

A krlavledge of how 00/400 works is assumed, and the discussion of

key Parameters and options will concentrate on their effect on

controls and risks.

..
'Ibis chapter does not detail all possible control concerns and

the possible combinations of control facilities. Possible

aJIllbinations in the usage of control facilities are discussed in

the rm nanuals, such as IB1:AS/400 security and Auditing

considerations.
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2. CXlMMUNICM'IONS

2.1 Introduction

CoImnunications facilities are the means by which sessions between

devices are established and controlled. Communication facilities

are generally part of OS/400 and are not a separate software

product.

'!he focus of this section is on cornrrn.mications facilities which

may be utilised to achieve the control objectives outlined in

<l1apter 1.

1m has announced the Advanced Peer-to-Peer Networking (APPN)

architecture as an extension to SNA and SM. Ibcurnentation of

the open architecture for the APFN Erxl Node has been made

available to software developers by 1m. ('!he Erxl Node supports

OSI standards).

Companies which have advised 1m they intend producing products

which implement the APPN Erxl Node architecture are Apple Corrputer..
Inc. , Novell Inc. , systems Strategies Inc., and SiemensjNixdorf

Informationssysteme AG.

APPN products are the AS/400, 1m SM Networking services/z

Version 1,0, 3174 APFN, Teleprocessing Network Simulator (TFN's)

and DPPXj370.
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According to rIM (CoImnunications: Advanced Program-to-Program

Connnunications and Advanced Peer-to-Peer Networking' User's Guide:

2-1) an APPN network "is a communications network where any

system can control the establishment and ending of sessions and

application program transactions without a controlling host

system".

APPN utilises the SNA fU2.1 protocol. Advanced

Program-to-Prograrn CoImnunications (APPC) utilises the SNA IU6.2

protocol, and controls the interface between application programs

and APPN networking' support.

00/400 uses Distributed Systems Node Executive (03NX) support,

which may be configured to run as an application program, and

which uses Systems Network Architecture Upline Facility (SNUF),

for communications with a Netview Il1 host system.

00/400 D5NX acting as an intermediate node requires an object

distribution/Systems Network Architecture Distribution Service

(SNAD3) connection to other AS/400 systems and Systernj36s

(r!l'1:eommunications:Cornmt.u1ications and Systems Management User's..
Guide:l-1).

Alert SUpport (refer section 2.6), and SNAL6 logging and error

detection (refer section 2.3), are C6NX components.
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2.2 Network Security

'!he source system APPC will connect a remote system to the

network as non-secure if security level 10 is used. APPC can

provide session and transaction level security when security

levels 20 or 30 are used.

2.2.1 Session level security

'!his is available when the use of a password (which is

specified on the I..OCfWD parameter) is used to validate

session establishment with a remote system. '!he EXClfIO

parameter may also be used to validate such a remote

system.

2.2.2 Transaction level security

Application Program Security may be used to provide

security at transaction level, whether session level

security is used or not. Security parameters of user

profile, password or user IO are available, which the..
remote system can use to verify that the user IO is defined

on the remote system.

A DOS (data description specification) Security Keyword may

be set to *USER (the user's profile on the local AS/400

system mist; be used), or * NONE (the default user profile

must be used) to provide security at file and record level.
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2.2.3 Distributed Data Management

Introduction

Distributed Data Management (DrM) controls prcx::essing of data

resident on a remote system. '!he remote system must also support

IXM. IXM uses APPC or APm to enable comnn.mication between two

remote systems. DrM can be used to comnn.micate between systems

that are architecturally different (eommunications:Distributed

Data Management User Guide: 1-3) .

Control Facilities

Remote access is controlled by the Change Network Attribute

(OIGNEI'A) command, '!he I)[l1ACC parameter may prevent all remote

access, or control access to files using standard authority to

files. A user exit nay be used to restrict the tyPes of

operations allowed on files for Particular users.

'Ib provide security, additional user profiles nay be set up on

the target system. A default user profile nay be used for..
multiple source system users. '!he corrnm.mications entry used in

the subsystem in which the target jobs are run detennines the

default user profile which will be used.
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2.2.4 System related security

DI:M Source and Target System Security

When a DI:M file is created, the Aur parameter is used to control

the rights all users on the source system have for that DI:M file.

'!he Grant Objects Authority (GRIDBJAur) or Revoke Object

Authority (RVKOBJAur) command can be used to control users'

rights to a DI:M file.

'!he source system does not send a password when communicating

with a TDI:M on the target system. '!he target system may request a

userid, and if so, the userid will be sent by the source system.

'!he SEaJREIOC parameter on the target system controls access

rights by the source system.

If SECURELOC (*YES) is specified, the source system userid is

sent to the target system, which verifies the userid and uses

user profiles on the target system to detennine the source system

user's access rights. If SEaJRElOC (*NO) is used, a default

userid must be set up on the target system to control access

rights.

A user exit program may be used on the target system to restrict

source system user access to objects via cormnands submitted on

the SUbmit ReIrote Corro:narxl (SB>1RMl'CMD).

various location lists (both local and remote) for different

communication protocols are used before a session between

controllers is established.
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DL'M target system security consists of user-related security

elements using the SECUREI..OC parameter as discussed above, and

object-related security via the DCMACC parameter and an optional

user exit program to supplement nonnal object authority controls.

'!he DrnACC parameter may be set to *SAME, (which specifies that

the current value of the DCMACC parameter remains unchanged),

*REJEcr (will not allow any DCM requests from remote systems), or

*OBJAUI' which allows remote access subject to target system

object authorities (which requires the use of security level 30

in the target system).

2.3 SNAa3 logging and error detection

On an AS/400 system, SNAI:G (System Network Architecture

Distribution System) is a set of closed-protocol boundary-only

IEM-supplied programs that have direct access to SNADS

distribution functions.

SNAa3 functions that support logging are:

..
(a) SNAffi receiver jobs (via APPC/APfN from another system)

(b) SNAffi router jobs (to local users)

(c) SNAffi sender jobs (via APPC/APFN to another system).

All functions in SNAffi are entered in the log after they are

perfonned.
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2.4 System Distribution Directory

'!he System distribution directory contains the userID, address

and description for Local, users authorised to send and receive

distributions on the SNAIS network. '!he same infonnation is on

the directo:ry for remote users if default values are not used.

'!he system distribution directo:ry is an UN-supplied object,

which has three parameters with control implications:

(a) QSECDFR - this ent:ry should be changed and kept in the

directo:ry to enable the security officer to receive

distributions. It may be used to prevent the security

officer from receiving distributions.

(b) QDF"lUVN - this is a default owner ent:ry, and denotes the

user who CMJ1S the directo:ry. It rna.y be used to prevent the

default owner from receiving distributions for security

reasons.

(c) QSYS - this is an internal system ent:ry which CMJ1S..
IEM-supplied folders and docmnents (shipped with the

system) . It rna.y be used to prevent this user from

receiving distributions for security reasons.
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'!he "AS/400 security officer or a user with security administrator

(*SEC.AI:M) authority can add or remove users from receiving

objects via Document; Interchange Architecture (OIA) (used for

document; exchange) or object distribution (used for exchanging

objects other than documents) .

2.4.1 Object distribution

Users may utilise object distribution and the system

distribution directory (for local users), or a SNACS

network and the system distribution directory (for rezrote

users), to send objects and messages to another user.

Object distribution will al.Low users to:

(a) Backup and restore objects to and from a remote

system respectively.

(b) send data files, messages and spooled files to

remote sites. ..

(c) SUbmit job streams to run on a remote site.

'Ib ensure that object distribution, which is available to

all users, is used appropriately, all sensitive resources

must be defined, Le. security level 30 should be used.
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Object distribution nay be used as a control mechanism to

backup a system to a remote site, keep remote sites

urnnanned, send either source or object code or naintain

corrpilers at remote sites.

To control the submission of jobs on a system via a remote

system the Olange Network Attributes (OfGNETA) command nay

be used.

'!he JOBi\CN parameter nay be used to either file (*FIIE) or

reject (*REJECI') all incoming jobs. '!he value *SEARCH

al.Lcws the network job table to control incoming jobs by

using values in the table.

'!he actions supported by the network job table include the

*SUMBIT parameter, which submits the job stream to a job

queue, as well as the *FIIE and *REJECI' parameters. '!he

*FIIE cornrrand files the incoming job stream on the queue of

network files for the receiving user, who nay cancel or

submit the job.

..
2.5 Remote Spooling Communications SUbsystem/Professional Office

System (RSCS/PROFS) Bridge

RSCS/PROFS is an application (which is not Part of 00/400) and

which provides:

(a) Distribution services between an AS/400 SNA.I:l3 network and a

Systernj370 VMjRSCS network.
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(b) Distribution services between an AS/400 system and an

MVS/JFS2 or MVS/JFS3 network (MVS/XA or MVS/ESA) .

(c) Sending or receiving of files and messages between

Systernj370 users and object distribution users.

(d) Distribution of docmnents created by a document interchange

session.

(e). Distribution of files, notes and messages between users on

AS/400 Office, DlSOSS, or any DIA/SNADS node connected to

the bridge and RSC3/PROFS.

Where any of the above facilities are used the principal control

concern is that all access is valid and authorised. Keeping

authorities in step across the various architectures and

applications is an inlportant task, vital to the maintenance of

computer security.

2.6 Alert SUpport

'!he AS/400 uses alert support for network problem management

usdrq SNA alerts. Alerts may be used for:

o Monitoring systems and devices that operate unattended
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o Managing situations where the local operator cannot handle

the problem

o Maintaining control of system resources and expenses

(rm:Cornrmmications:eornmunications and Systems Management User's

Guide: 7-1)

2.7 securing a connnunications line

2.7.1 Data transmission

'!here is a risk that data transmitted on a cornrmmications line

will be viewed. '!he System Service Tools (SSI') has a protocol

analyser which may be utilised to view data received and data

transmitted.

Stansbury (1990: 82) points out that to ensure that the SSI'

protocol analyser is not used to view data received or

transmitted the ability of users to ron SSI' should be revoked.

Data encyption (using Cryptographic support) may be used to..
ensure the privacy of data whilst being transmitted. Various

software prcx:lucts are available to encrypt data transmitted and

received by 00/400.
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2.7.2 Dial-in aa::ess

'Ihe ability to al.Low dial-in access nay be controlled by using

the AUIDANS parameter. 'Ihe AUIOANS parameter nay be set to *00,

which ensures that the ANSLIN command is entered before a session

is established by APPC.

3. PROCESSIm

3.1 Introduction

'Ibis section considers facilities which nay be used to control

the accessing and/or processing of data.

D..1e to the amount; and complexity of these facilities, it is not

possible to include a detailed discussion of facilities (and the

possible combinations of facilities).

3.2 Application security ..

Application security consists of integrity facilities in 00/400

which nay be used to control access to data on an AS/400 system.
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3.2.1 security levels

'Ihree levels of system security are available, the

features of which are sunmardsed below. '!he default is

minimal security L,e, level 10 is active. '!he significant

facilities available in each level are surmnarised in Figure

6 below, and then briefly discussed.

level 10 level 20 level 30 I
l. userid required Yes Yes Yes

2. Password security active No Yes Yes

3. User profile aut. created Yes No No

4. Resource security active No No Yes

5. Menu and initial P3I!1
security active No Yes Yes

6. Access to all objects Yes Yes No

7. Enrolled in System
Distribution Directory No Yes Yes

FIGURE 6. 08/400 SE:CURITY' LEVELS (Ver 1, Re1 2.0)
(source: Adapted fran IBM, IIProgranmi.ng:security
ooncepts and p1anni.ng'1: 1 - 4)

level 10 offers no security, level 20 password, menu and

initial program security, and level 30 full resource

object-level security with many other facilities discussed

below. (An object may be a file, proqram, library, user

profile, in fact, alrrost anyt:h.i.nJ stored on the AS/400) .

'!be existence of these levels is not, in itself, a control.
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3.2.2 Userids and Passwords

A userid is required to allow access to the AS/400, for any

level of security. Password security is available in

security levels 20 or 30.

3.2.3 User profiles

For security levels 20 and 30 a user profile must; have been

created before a user may gain access to the AS/400.

User profiles (profiles for use by a group may be created)

can be used to control the functions available to a user as

follows:

special authority

display station security

sign-on security

initial program security

initial menu security

limited capability
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3.2.4 Menu security

IBM-menus and displays may be used to allow a user access

only to a command option on a menu Le. excluding other

menu options. '!he user must be authorised to use the

original menu program and any options that directly operate

commands. System authority checking includes authorisation

from group profiles or from the program adopt function.

3.2.5 Initial Program security and Limited capability

Initial Program security may be used to specify which

program must run when a user signs onto the system. A user

may be assigned Limited capability, which will restrict the

functions the user may perfonn.

3.2.6 Resource Level security and Library security

Resource Level security allows security to be iJrplemented

at object level Le. allows programs, devices, libraries,

databases, users and files to be defined as objects. A

user must have access to both the object and the library

the object resides in before that object may be accessed.
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3.2.7 Loqioal, Views

Loqioal, views of data fields may be defined to restrict

access to sensitive data to authorised users. '!his

facility may only be used if Data Management (which is the

RDR-fS contained in the microccxle of 00/400) is used to

store and. manage data. Logical views should be used to

provide security at field level, as using object authority

secures access at file level.

3.2.8 Sign on security

Sign on security provides the ability to define the maximum

number of unsuccessful logon attempts. '!he workstation

concerned is automatically de-activated once the defined

number of unsuccessful logon attempts is reached.

Ensure the IMI'CPB parameter is set to *YES. '!his prevents

the user from charging his initial menu, initial program or

current library values, or invoking commarrls usually

restricted at a menu. Note that the lMTCPB parameter is

only available at security levels 20 and 30.
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3.2.9 Authorisation lists

An authorisation list may be used to control a list of

users and the authority each user in the list has to all

objects the list secures (security level 30 only). '!hese

may be used to grant a user access to an object (other than

the owner of that object, who automatically has access to

it).

3.2 ..10 User Classes

Users are divided into the following classes:

security officer

security administrator

Programmer

System Operator

User

(*SECDFR)

(*SECAII1)

(*fGMR)

(*SYSOPR)

(*USER)

User classes are hierarchical in authority and may be used to

implement segregation of duties amongst IS staff functions ...
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3.2.11 System Authority

System authority is broken dawn into Special authority, to

perfonn system control functions, and Specific authority,

to perfonn operations on an object and the data contained

in that object. 'Ibis is depicted diagrammatically in

Figure 7 below.

System
Authority

I *AllDBJI
Object Data
Authority Authority

*SECAIMI

*SAVSYSI ~*OBJOPR

..
I *JOOCILI I *OIIDm I ~

I*SERVICEI I*OBJEXIsrI ~

I *SPrcrLl I *AUrIIDrI ~

FIGURE 7. 08/400 SYSTEM AUTHORITY
(source: IBM, "Progranming: security concepts and
planning": 1-9).
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3.2.12 00/400 security Exposures

There are certain exposures relating to MI, which is the

foundation of AS/400 security. Conte (1990:74) describes

these exposures, which revolve around the obtaining of

improper authorities by an MI program.

Relatively few people have the technical skill to use the

necessary MI-level techniques to exploit the gaps in AS/400

security. 1m have supplied Version 1 release 3.0 of 00/400

which contains security level 40, which closes the security

gaps. This is achieved by forcing all applications to use

API'S (Application Program Interfaces) which control MI

calls.

3.2 Data Management

Data Management (1m: Data Management Guide: xxiii) "provides the

functions that an application uses in creating and accessing data

on the system and ensures the integrity of the data according to

the definitions of the application".

Data Management supports the use of four types of files:

(a) Database files - which provide access to data stored on the

database. Database files may only be created by use of the

Interactive Data Definition utility (1000), which creates

data dictionary definitions, as well as a file description.
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(b) Distributed Data Management (Dm) files - which provide

access to data residing on another system.

(c) Device files - which provide access to externally attached

devices such as printers, and tape and diskette drives.

(d) Save files - which are used for prepar.inq data to be saved

or moved to another system.

To .control access to these files, object authority should be

used. As far as Dm files are concerned, Dm security facilities

should be used ( refer Section 2.2.3) .

4. OPERATIONS

4.1 Introduction

Operations deals with the operating of the AS/400 machine/so

'!here are facilities used in the operating of the AS/400 which

are relevant to the achievement of certain of the control

objectives outlined in Section 2.2 of Olapter 2.

facilities are briefly outlined and discussed.

'!hese

AsPects addressed include facilities which may have an impact on

the continuity and reliability aspects of the AS/400, such as

system initialisation, and backup and recovery facilities.
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4.2 System Initialisation

'!he AS/400 has a system keylock. '!his is a physical key which

can be used to control the AS/400 IPL (Initial Program Load)

options. Although access to the key should be physically

controlled, as use of the key affects the operations of the

AS/400 and the achievement of the control objectives referred to,

it is of relevance.

There are four keylock positions as follows

o SECURE only allows the system to be powered down from a

display station.

o Aura allows the system to be IPL' d remotely as well.

o NORMAL in addition to the above functions allows the

system to be turned on using the power switch.

o MANUAL allows manual IPL, power off and control of

functions, as well as a different version of 08/400
~

to be IPL'd, and Dedicated service Tools to be

used.
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4.3 Backup and Recovery

OS/400 has several facilities which. together provide a backup and

recovery capability. These facilities are, briefly:

4.3.1 Save and Restore Processing

This allows for the saving of objects (generally programs

and data files) and the ability to restore them. Access

paths may be saved and/or restored, at the operator rs

option. It is generally faster to restore access paths

using the Journal.

To restore data in the event of a system failure, the

Journal may be used.

4.3.2 Journal Management and History log

Journal management allows for database files to be

recovered, as well as providing an audit trail , activity

report and job accounting infonnation. '!Wo objects are used

for journal management, a jOUTIlal and a j oumal receiver.

The journal identifies the journalled files, the current

journal receiver, and all journal receivers that are on the

system for the journal. The journal receiver records

activity type for a specific record (e.g. added or deleted)

as well as file and file member OPerations performed,
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'!he journal data in conjunction with the history log

provides a comprehensive audit trail. Data supplied by the

history log includes userid, physical device used, and

session logon and logoff times.

Access to commands which allow the journal to be copied

should be restricted, possibly by storing such commands in

a library, and restricting all access to this library to

the security officer (QSEmFR).

4.3.3 Commitment control

'!his is an extension of the journalling function, which

caters for uncompleted transaction update interrupted by a

system or job abend, to ensure that incomplete transaction

upjate is removed, or removing changes made by a

transaction. '!hese are called commit and rollback

operations resPectively. Commitment is invoked by a

program instnlction. Rollback is optional, and is invoked

by the user.

..
Commitment control may only be used on files which make use

of Journalling.

'!here is a risk that progrannners may make inappropriate use

of cornmitment control commands. '!his should be controlled

by development standards.
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4.3.4 Auxilliary storage Pools (ASP)

'!his facility controls storage, where certain types of

objects are stored on auxilliary storage devices,

protecting the objects from losing data because of disk

media failures occurring on other disk units not included

in the ASP.

4.3.5 O1ecksum Protection

O1ecksum protects data stored in the system ASP from

failure of a single disk. ('!he system ASP is always

configured and created by the system and contains licensed

internal code, licensed programs and systems libraries.

User ASP's may be created and assigned a number 2 to 16.)

'!he O1ecksum facility takes data residing on several disks

and combines that data onto one disk in such a way that, if

anyone disk should fail, its contents may be recovered by

recombining the data on the remaining units .

..
'!he disadvantage of O1ecksum protection according to Clarke

et al (1989:442) "is that the system cannot continue to run

when a DASD fails, as the portions of temporary objects

stored on that device are no longer available and cannot be

recovered" . Until the Ili\SD is repaired system operation

cannot be resumed.
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'lb assist in minimising the risk of DASD failure, QASD

mirroring may be used. 'Ihis facility is only available in

00/400 Version 1 Release 3,0 and subsequent releases.

5.~

5.1 Introduction

'Ihis section addresses concerns relating to the maintenance of

objects residing on 00/400 by the use of utilities, as well as

maintenance of 00/400.

5.2 utilities

5.2.1 Data File utility (DFU)

DFU is a program generator which creates programs to enter

data, update files and make file enquiries. DFU creates a

program based on your answers to displays. It provides a

quick way of updating a file using a temporary program
...

which does not have to be defined first. DFU also al.Lows

the creation of database maintenance programs faster than

one could by using a programming language.

'lb ensure adequate data security, file controls must be

introduced over DFU functions.
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Object authority should be used to control access to

objects using DFU. Similarly, data authority should be

used to control the functions carried out by using DFU,

such as update or delete.

As the audit report; option in DFU may be set to "NO" (L,e,

use of DFU will not be logged), it is inportant to

journal use of DFU (refer Section 4.3.2) .

5.2 •. 2 Source Entry utility (SEU)

SEU is a full-screen editor that allows you to enter and

update source file members. starting an edit session with

SEU enables the user to:

a) insert new records

b) change existing records

c) delete records

d) move records from one location to another within a

e) find a specified character string within the member•..

As with DFU, object and data authority should be used to ensure

that all use of the SEU is authorised, and all access to members

is authorised.
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5.2.3 Interactive Data Definition utility (IDI:U)

'!his utility works with Data Description specifications

(IDS), which are used to define physical files. It al.Lowa

changes to be made to fields or files. Access to IDI:U

should be restricted via object authority.

Users of IDI:U should backup physical files before us.inq

IDI:U, as data may be corrupted when the physical file am

logical views are maintained.

5.2.4 Dedicated service Tools (IRl') am System service Tools

(SST)

Access to IRl' should be restricted via a IRl' password. It

is good security policy to let only the security Officer

am ISM staff know this password. '!his is important as CST

are very powerful ,

oonfdqur.inq ASP's.

am can perform tasks such as

Access to SST, which may be used for d.iaqnosinq error

conditions, should be controlled, perhaps via system

authority.
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5.2.5 Progranuning Development Manager (PI:M) and other utilities

PI:M is basically an interface from which all utilities may

be invoked. Access to PI:M may be restricted. If this is

not done, user authority for the utility called using PI::H

is checked.

'!he other utilities do not have any security ramifications,

other than that access to them should be restricted,

perhaps by using object authority.

5.3 Maintenance of OS!400

Maintenance of OS/400 may only be achieved via an IEM-supplied

PI'F. AS/400 PI'F' s which have been supplied Per ISM Inform

(1991:12) are:

a) AS/400 Ver 1 ReI 2; C0180120

b) AS/400 Ver 1 ReI 3; CI0I0130

c) AS/400 Ver 2 ReI 1; C1164210

Integrity of operations may be compromised if PI'F' s are not

appropriately ron. '!here should be standards governing the

application of PI'F's, as well as ensuring that only the most;

current version of OS/400 is IPL'd.
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Maintenance of 00/400 is well controlled, 00/400 keeps a backup

of the operating system software in ma.chine area A, and any PI'F' s

and manual operations run off a separate version of operating

system software in machine area B.

'!his allows the usage of 00/400 to revert to a re-IPL version of

00/400 if a problem is encountered.

6. OFFICE SERVICES 1\ND SUProRl' PRODUCTS

6.1 Intrcx:luction

AS/400 Office is a licensed program that supports the use of

calendar, mail, word processing and officeadrninistration

capabilities. AS/400 Office may be utilised together with other

licensed programs like AS/400 PC Support and AS/400 Query.

00/400 has an office services function which encompasses

directory, document; distribution, document, library, security and

word processing services. Application Program Interfaces (API's)..
can be used by application progrannners to integrate AS/400 Office

with business applications (nM:Office Services Concepts and

Programmers Guide : iii) .

'!he focus of this section is on security services and backup and

rea:JVe:ry procedures, with security aspect.s of PC Support and

Query also being dealt with.
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6.2 Office security

Access to documentis and folders may be controlled by using

"specific user authorisation, group authorisation, object

ownership, public authorisation, special authorities, working on

behalf of others, authorisation lists, and access codes"

(IEM:Office services Concepts and Progrannners Guide: 5. 2) .

Access codes are the only method to secure documents stored

remotely on S38 or S370 DlSOSS, and are supported by OS/400 for

co-existence with these systems.

'!he above authorisation functions are identical for other OS/400

Objects, except for the following which relate only to document

library objects :

(i) Document and folder authority levels. Four authority

levels are supported, *ALL (all authority for operations on

document; library objects), *aIANGE (update authority),

* USE (enquiry authority), and *EXCIDDE (no access at all).

(ii) Remotely filed documents. Office supports the authority

levels in (i) for remotely filed documents.

Office ignores adopted authority when checking for authority to

access a document library object.
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6.3 PC SUPport

PC SUpport is a licensed program which allows a user to combine

the ease of use of a PC, with the resources on the AS/400. PC

SUpport may work in conjunction with IX>S or OS/2. As Anderson

(1990:60) puts it, the PC support, function "runs on the PC under

the control of IX>S".

'!he PC may be stand-alone, or access the AS/400 via a Token-ring

IAN. ('Ibken-ring is the only toJXllogy supported by the AS/400).

Cormnunications between the PC (whether stand-alone or via a IAN)

are supported by APPC. Where the PC cormnunicates with a remote

AS/400 (or other architecture suppor't.inq APFN), such

connnunication is suppcrtied by APFN.

PC SUpport has a router which allows communications across a

multiple machine multiple architecture APFN network.

6.3.1 PC support; security

'!he ADRS parameter may be used to control communications..
between the PC and the host system using the following :

(i) System name - '!his is the system name to which the PC

wishes to link.

(ii) Name of link - '!his is the name of any intenrediary

system.
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(iii) User ID - '!his is the normal, user ID used to sign on

to a system. A default user ID will be used if not

specified. '!he user will be prompted for the associated

password where this default user ID is used.

AS/400 Application security will control the user's ability to

sign on to the AS/400 using a PC nmning PC SUpport. ('!his is

illustrated in Figure 5 in Olapter 2.) .

Facilities outlined in Section 2. on Corrnnunication security may

also be used to control PC access. '!he PCSACC parameter can be

set to *OBJAur to prevent access to a system by independent work

station requests from other systems.

Due to the flexibility offered by PC Support, application

security together with Office security should be used to control

access to objects.

6.4 Query

Query is a report generator. Query may be used to add records to
oj

an existing file. Access to Query should be restricted, and it

should not be nul in interactive mode. Batch mode should be

used, as if Query is nmning in interactive mode adding records,

and the session is interrupted, the record being added at the

time of the interrupt may be corrupted.
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7. <D~SION

'!he more significant integrity control facilities in 00/400 were

briefly listed. Many integrity facilities have been Incorporated

into the AS/400, the most significant, perhaps, being' the ability

to iInplement object-level security. The auditor should obtain an

appreciation of hCM significant AS/400 integrity facilities

operate and interact.

'!he. timing, nature and extent of audit procedures must be

detennined by the auditor. The technical manuals in the

references provide details including' which corrnnands the auditor

may use to access data on these integrity facilities he wishes to

audit.

Ole to the extent and complexity of AS/400 integrity facilities,

it is apparent that security should be planned prior to the

commencement of operat.ions , To attempt the planning' and

iInplernentation of computer security subsequent to the

commencement of operations is generally significantly more

difficult. ..

'!he iInplementation of control over computer security requires, as

a starting' point, organisational computer security standards,

procedures and guidelines.
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1. IN1'RODUCTION

'!his chapter describes how the analysis tables, used to present

the model, have been constructed. A section on how the model

should be interpreted is followed by a table for each area

discussed in Cllapter 3, i.e. Conlrnunications, Processing,

Operations, Maintenance, and Office services and SUpport

Products.

2. ANM,YSIS TABLES - CDNSTRUC1'ION

Analysis tables are used to link. control objectives achieved to

the integrity control facilities. Risks which are prevented or

detected by the utilisation of the control facilities have been

identified.

'!he control objectives correspond to those detailed in Cllapter 2

section 2.2. Abbreviations have been used as follows:

a:MP = Corrpleteness of input, processing, updating of files..
and output

ACC = Accuracy of i.np.It, processing, update of files and

output

IN!' = Maintenance (integrity) of data while transient (being

transmitted) and static (once data files have been

updated)
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VAL =

<X>NI' =

Validity/authorisation of business processing. '!his

includes division of duties.

Appropriate programned procedures or functionality.

'!his describes the automated business procedures and

whether they are in accordance with business practice

and management I s delegated expectations of what the

system is supposed to do.

Integrity facilities are those discussed in Cllapter 3.

References to the applicable section in Cllapter 3 have been

included. '!he control objectives achieved by these integrity

facilities and the manner in which the control objective is

achieved are indicated as follavs:

P = denotes a preventative control, and

D = denotes a detective control.

Risks denoted in the model are those exposures identified in

Cllapter 3, and have been referenced as such. Where a risk or

exposure cannot be controlled by an integrity facility, an "R"

has been used to denote the control exposure, under the
...

appropriate control coject.iva/s which is/are not achieved.

3. ANALYSIS TABLES - INl'ERPRETATION

'!he premise the model is built on is the need for an analysis of

integrity controls, both by the auditors (internal. and external)

and management. SUpporting this need is the inp:>rtance of

c::orrputer security, which is expressed in an organisation I s

CXIllpUter security starrlards and procedures.
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'!be prilna:ry focus of the rncx:1el is to assess whether integrity

facilities are appropriately used. '!his, in turn, depends on the

application controls in place. Whether it is possible to replace

integrity facilities by application controls will be decided on

the practicalities involved, and effectiveness and efficiency

considerations in achieving the control objectives.

'!be model also provides guidance on what control objectives

should be addressed as a minimum, if integrity facilities in

00/400 are replaced by another software produce.

'!he need for certain application controls is indicated where a

risk factor is identified which can..'10t be addressed by an

integrity facility. By specifying which control objectives are

affected, some guidance is provided as to what procedureys are

appropriate.

Finally, the application of the rncx:1el should be tested against

the organisation's computer security standards and procedures, to

ascertain whether management's delegated expectations are indeed

being carried out. Possible deficiencies in these computer
<4

security standards and procedures could be highlighted by using

the model.

Whilst both the intel:na1 auditor and management would perfonn all

the above, usage of the model by external auditors would focus on

an understanding of the control facilities used in detennining

whether a compliance or substantive audit approach would be

appropriate.

64.



4. <J:!.1MUNICATIONS TABLE

OONI'ROL OBJECI'IVES
J:NI'E:GRITY FACILITY RISK

cn1P ACC !NT VAL a:>Nl'

p l. EXaIID parameter Remote unauthorised
(2.2.1) • access to the AS/400

is gained.

p 2. IDCIWD (2.2.1).

P 3. SECURElOC (2.2.4).

P 4. I.ocal and remote
location lists
(2.2.4) •

P 5. DCMACC parameter may
be used to reject
or restrict access
by a remote system
(2.2.3) •

P 6. DCMACC parameter
could invoke a user
exit program which
could validate the
remote access request
and which objects
such request may
access (2.2.3/4).

p 7. '!he PCSACC parameter
may be used to pre-
vent access by inde- ..
pendent work station
from other systems
(6.3.1) •

P 8. m; Security Keyword
used to invoke user
profile (2.2.2). ~

P 9. System Distribution
Directory (2.4).
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4. a::MoIDNICATIONS TABLE (continued)

a:>NIROL OBJECI'IVES
I:NTEX:;RITY FACILITY RISK

aJvIP ACC IN!' VAL Q)Nl'

D D D 10. SNADS logging (2.3). Data transmitted is lost

R R R Data is intentionally
corrupted whilst being
transmitted.

p II. Object authority Dumps are used to deter-
over ssr restricts mine password or data
access to SST content.
(3.2.6) •

R [Org S+P needed] Non - AS/400 target
system has inappropriate
security set up, al.Low-
ing access to unautho-
rised data.

p 12. '!he SEaJRELOC para- User profiles in source
meter may be used to and targetsysterns are
verify the user pro- not in step, allCMing
file exists in the inappropriate access.
Target system
(2.2.4) •

P 13. AUroANS parameter
(2.7.2).

D D D 14. Alert SUpport (2.6) . ..
P 15. Object distribution

(2.4.1) •
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5. PROCESSING TABLE

a:>NTROL OBJECl'IVES
INI'EGRITY FACILITY RISK

CD>1P ACC !NT VAL CONI'

P P l. 'Ihree levels of The security level used
system security are is not appropriate
available (3.2.1). allowing unauthorised

access to system
resources.

P 2. Password security is Unauthorised access is
available in security gained to the AS/400.
levels 20 or 30
(3.2.2) .

P 3. A user profile must
be created before a
user may access the
AS/400 (levels 20 and
30) (3.2.3).

P 4. Menu security
(3.2.4) .

P 5. Initial program and
limited capability
(3.2.5) .

P 6. Sign on security
defines maximum no.
·of unsuccessful logon
attempts (3.2.8).

p 7. Authorisation lists Authorised user accesses
(3.2.9). unauthorised resources.

P 8. Object oriented
security (in security
level 30) (3.2.6) .

P 9. Logical views
(3.2.7).

p 10. User classes
(3.2.10) .
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5. PROCESSING TABIE (continued)

CDNI'ROL OBJECTIVES
INTEX;RITY FACILITY RISK

<XI1P ACC INI' VAL CDNT

P II. System authority
(3.2.11) •

R [Org. S+P needed] Ineffective use is made
of 00/400 security
facilities.

12. ALIDBJ* special Unauthorised change made
authority (3.2.11). to system security

level.

P P 13. Corrnnibnent control Lockout of records
(4.3.3) • during processing

results in data loss.

R (Version 1 Release 2.1 Access security is com-
of 00/400 has a facility promised by not enforc-
for enforcing the regu- ing regular changes to
lar changing of pass- passwords.
words.

R [Org S+P needed] By using the Adopted
security feature, users
obtain an inappropriate
level of access to data
files and programs.

R R R [Org S+P needed] Field overflow error
causes loss of data
accuracy.

R R [Org S+P needed] Valid invalid data is
accepted for processing,
compromising data
accuracy.
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5. PROCESSING TABLE (continued)

CONTROL OBJECI'IVES
INTEX;RITY FACILITY RISK

ro-tP ACC IN!' VAL CX>NI'

R R R 14. System authority and 'Ihere is unauthorised
Library security maintenance and/or
used to restrict duplication of records.
access to cormnands
(3.2.11) .

R 15. Object authority and Before and after images
Library security used to detennine
restrict access to sensitive data.
Journal cormnands
(3.2.6) •

R R R R R [Org S+P needed] Intentional or uninten-
tional changes are made
to the DIMS and/or the
data dictionary.

R R R R R (Version 1 Release 3,0 Inappropriate MI pointer
of OS/400 enforces use authority is obtained
of API's to control MI (3.2.12) .
calls) •

D D D 16. Journalling (4.3.4) . Complete and accurate
update of files does not
occur•

..
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6. OPERATIONS TABLE

CX>NI'ROL OBJEC1'IVES
INrEX:;RITY FACILITY RISK

cn1P ACC IN!' VAL CX>NT

P P P P P 1. System Keylock (4.2). Unauthorised version of
00/400 is initialised.

R R R R R [Org S+P needed] System keylock is set to
manual Le. users may
select a different IPL
or use service tools
which bypass resource
security.

P 2. Object authority used Use is made of JOBCl'L*
to control access to special authority to
JOBCI'L and SPLCI'L spool confidential
cammands (3.2.6). reports to an

unauthorised user.

Spooled files containing
sensitive infonnation
are viewed by unauthor-
ised users.

R R R R R [Org S+P needed] Access to the operating
system command line is
not restricted, which
may allow access to
sensitive system
commands or other
objects not otherwise
restricted.

P ·3. Restrict access to Unauthorised objects are
c:::RJ:'I:XJR)BJ conunand via defined.
library and object
authority (3.2.6).

P 4. JOPACN parameter can Unauthorised jobs are
be set to *REJECI' to started in a remote
prevent jobs being system.
initiated from a
remote system
(2.4.1) •

D D 5. Job accounting Unaccounted for usage is
(4.3.2) • not detected.
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6. OPERATIONS TABIE (continued)

a::>NI'ROL OBJECI'IVFS
INrEX:;RITY FACILITY RISK

cn1P ACC IN!' VAL cnNl'

R 6. QSECDFR and QSEc.AIl1 Access rights are
user classes (3.2.10) dynamically ze-det'Ined

by an unauthorised user.

R [Org S+P needed] The public authority
parameter is not set to
*EXCIDDE. As a result of
objects not being in
step with new user
profiles created
unauthorised access to
objects is obtained.

R R R [Org S+P needed] Data is lost through the
incorrect setup of the
database.

P/D P/D P/D P/D 7. Save and Restore, Inadequate backup and
Journalling, Cornmit- recovery procedures
rnent control, ASP's, cause loss of data com-
Olecksurn promising data accuracy
(4.3.1/2/3/4/5) • and/or completeness.

D D D D 8. SNAffi lCXJ<Jing and System errors are not
Alert SUpport follCMed up compromising
(2.3/5). data accuracy and

error handl.Inq,

R [Org S+P needed] User profiles of MRI'
jobs or prestart jobs
lCXJ<Jed are those of the
user start.inq the job.
User profiles of jobs
u¢at.in:J database files
which are j ournalled
may therefore not be
valid.

R R R [Org S+P needed] No/inappropriate use of
commitment control
causes data loss.

R R R R (DASD mirroring is Multiple disk failure
available in Version causes data loss (check-
1,0 , Release 3,0). sum protection not

effective) •
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7. MAINI'ENANCE TABLE

CONTROL DBJECI'IVES
INTEX;RITY FACILITY RISK

CXIv1P ACC INT VAL CONI'

P 1. User profile (3.2.3). Access to production
libraries does not
provide appropriate
segregation of duties
between programmers,
operators and users.

P 2. separate libraries segregation of duties
may be used for between production and
development and development staff is not
production objects enforced.
(3.2.6) .

R R R R R [Drg S+P needed] Default public authori-
ties for data files and
programs are set too
low, allowing all users
to read, add to, delete
from and update such
files and programs.

R R R R R [O:rg S+P needed] Programmers still have
*ALL access right to
production programs via
ownership Le. ownership
is not transferred and
all accesses except READ
revoked on transfer of
the program to a produ-
ction library.

P P P P P 3. File controls may be Unauthorised access and!
iIrplemented over or changes are made to
DFU functions data files using the
(3.2.6) . Data File Utility (OFU).

R R R [Drg S+P needed] Inadequate maintenance
procedures conupt data.

R [O:rg S+P needed] Backup data is corrupted
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7. MAlNI'ENANCE TABLE (continued)

CDNIROL OBJECI'IVES
INrEX;RITY FACILITY RISK

am> A~ IN!' VAL CONI'

P 4. System authority System service Tool (SST)
(3.2.11) • utilities are used to

achieve unauthorise::l
access to passwords or
data.

p p p p P 5. DST password (5.2.4). Unauthorise::l use of DST
compromises continuity
and integrity of
operations•

..
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8. OFFICE SERVICFS AND SUPR)Rr PROOOCI'S TABLE

CONTROL OBJECI'IVES
INrEX:;RITY FACILITY RISK

c:nn> Acr. INr VAL <X>NT

P 1- Various application Unauthorised access is
security facilities gained to docrnnents,
(6.2) . files or programs.

p 2. Document; and folder
authority levels
(6.2(i» •

p 3. ADRS parameter Unauthorised Fe accesses
(6.3.1) . the AS/400.

p 4. PCSAcr. parameter
(6.3.1) .

P 5. Various application SUpport products are
security facilities used to gain unauth.
(refer processing access to objects.
table) •

R [Org S+P needed] Inappropriate use of
facilities allows
unauthorised access to
objects .

..
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9. ~SION

The tables developed have highlighted potential computer security

exposures where integrity facilities are not used, or are used

inappropriately. These tables may be used by the auditor to

evaluate controls.

Management, in discharging their responsibility to ensure

computer security is addressed, may use the tables to assist in

deciding which integrity control facilities should be used.

The need for computer security standards and procedures is

clearly indicated by the model. The auditor should review these

standards and procedures and their bnplementation, in conjunction

with a review of integrity controls.
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1. INl'RODUCI'ION

'Ibis chapter evaluates the success of the mcx:lel developed in

analysing the use of integrity control facilities, and

establishes the relevance of the mcx:lel in tenns of:

o use by Internal and Exten1al auditors,

o use by Management, and

o the organisation's computer security standards and

procedures in the lirplementation of computer

security.

'!he organisation's computer security standards and procedures

mast; be sanctioned and supported by senior manage:rrent.

Operational management, in lirplementing these standards, must;

institute business processes and procedures.
..

'!hese processes and procedures encompass the work flC1N around an

application program. An internal control analysis should be

performed, to identify whether the internal controls contained in

these processes and procedures are effective and efficient.

Both the auditor and management should such an internal control

analysis.
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'!he model developed provides a methodology for analysing whether

the implementation of integrity facilities complies with these

standards, and assists in the identification of possible

omissions and inconsistencies in these standards and procedures.

Compliance with standards should result in the achievement of the

control objectives outlined in O1apter 1, Section 2.2 .

. 3. DfPLEMENl'ATION OF CXlMPUTER SECURITY

'!he implementation of computer security will depend on the

business ci.rcumstances. Factors such as processing volumes,

business exposures, employee skill levels, and the complexity of

applications all playa role in detennining how computer security

should be implemented.

Efficiency considerations may dictate that application control

procedures are replaced by integrity control facilities.

Similarly, certain AS/400 integrity control facilities may be

replaced by application program procedures and controls.

It is important that a control review be performed of all

significant transaction cycles, both by the auditor and

management, to evaluate whether computer security has been

correctly and completely implemented.
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4. EVALUATION OF THE M'JDEL

'!he model is useful in evaluating the usage of integrity

facilities. Internal and External auditors would benefit from

the use of the model. Internal auditors may use the model to

review the effectiveness and efficiency of controls in an AS/400

envirornnent, as well as the review of application programs, where

both integrity controls, progranuned controls and manual

procedures and controls are included.

External auditors may use the model to evaluate the usage of

AS/400 integrity facilities, in conducting both a General control

review or a review of an application program.

'!he model would provide input on the nature and extent of

intenlal controls, which the auditor could use to determine

whether a substantive or compliance audit approach is

appropriate.

5. ~SION ..

'!he model has demonstrated the applicability of the Access Path

and Path Context Models in the evaluation of integrity facilities

in an AS/400 envirornnent. An evaluation of control facilities

was successfully carried out. certain risks were identified

which could not be controlled by any 00/400 integrity facilities.
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'!he conclusion was reached that OS/400, in conjunction with

certain application controls, can provide an adequately

controlled secure environment. Where certain integrity

facilities are not used, the AS/400 environment may not be

considered secure.

several weaknesses in OS/400 Version 1 were identified, however

these have been addressed in OS/400 Version 2. Only OS/400

Version 2 or later versions (version 3 will be released shortly)

may .be considered secure.

'!he model has opened the door for research into other areas, for

example the interfacing of the AS/400 environment with other

environments such as an MVS/FSA domain, local Area Networks, or

architectures complying with OS1 standards.

..

80.



BIBLIOGRAPHY

1. Anderson, R. 1990. Really understanding PC SUpport. News

3Xj400, 1990, May.

2. Attwell, B. 1988. European trends in information systems. (In

Ford, J. , 00. 1988. Management of Information into the 90 IS.

cape Tam: Juta). (Proceedings of the third NACCA Conference,

september, 1988).

3. Bloanbecker, J .J• 1989. Short-circuiting computer crime.

Datamation, 1989, october.

4. Boshoff, W.H. 1990. A Path Context Mcxiel for Computer

security Phenomena in Potentially Non-secure Envirornnents.

Dissertation in fulfillment of a rx:x±ors Degree in Natural

SCiences, Rand Afrikaans University.

5. Boshoff, W.H. 1986. Computer auditing - taking care of

technology. Accountancy SA, 1986, May.

..
6. Boshoff, W.H. 1985. 'Ihe interface between application

controls & integrity controls in modern cornputer systems.

Dissertation in fulfillment of a Masters Degree in Economic

SCiences, Rand Afrikaans University.

81.



7. Bosman, M.L., Damianides, M.A., Henson, D., Wadsworth, E.D.,

wilson, H.J. 1988. A control model for the analysis of control

facilities and audit issues in a predefined mainframe envirornnent

- Part 1 - Advanced Conummications F\mction for the Virtual

Telecarnmunications Access Method (ACFjVrAM). A study done in

partial fulfillment of the requirement for a Masters Degree in

Commerce, Rand Afrikaans University.

8. Clark, B.E., COrrigan, M.J. 1989. Application System /400

perfonnance characteristics. lIM Systems Journal, Vol 28 No 3,

1989.

9. COnte, P. 1990. A principled approach to security. News

3X/400, 1990, January.

10. COnte, P. 1990. 00/400 Level 30 security Exposures. News

3X/400, 1990, January.

11. Damianides, M.A. 1991. A control model for the evaluation and

analysis of control facilities in a siJrple path context model, in

a MVS/XA envirornnent. Research essay in partial fulfillment of
..

the requirements of a Masters Deqree in commerce, Rarrl Afrikaans

University.

12. Halper, S.D., Davis, G.C., O'Neil - Dunne, P.J., Pfau, P.R.

1985. Handbook of EDP Auditing. Boston: Warren, Gorl1am & Lamont.

13. IBM, "Advantage AS/400", SA 21-9540-0

82.



14. IBM, "Application Development Tools: Data File utility User's

Guide and Reference", SC09-1169.

15. IBM, "Application Development Tools: Progrannning Development

Manager User's Guide and Reference", SC09-1173.

16. IBM, "Application Development Tools: SCreen Design Aid User's

Guide and Reference", SC09-1171.

17. IBM~ "Application Development Tools: Source Entl:y utility

User's Guide and Reference", SC09-1172.

18. IBM,

cations

"Connnunications: Advanced Program-to-Program

and Advanced Peer-to-Peer Networking User's

Conummi

Guide" ,

SC21-9598.

19. IBM, "Conummications: eornmunications and Systems Managerrent

User's Guide", SC21-9661.

20. IBM, "Connnunications:

Guide", SC21-9600.

Distributed Data Managerrent User's

21. IBM, "Connnunications: Distribution services Network Admini-

strater's Guide", SC21/9588.

22. IBM, "communications: Prograrrnners Guide", SC21-9590.

23. IBM, "Connnunications: Remote Job Entl:y Facility User's Guide

and Reference", SC09-1168.

83.



24. IBM, "Communications: User's Guide", SC21-9601.

25. IBM, "Office: Planning Guide", SC21-9626

26. IBM, "Office: services Concepts and Programners Guide" ,

SC21-9758

27. IBM, "Office: setting Up and Administering Guide", SC21-9627

28. IBM, "Office: User's Guide", SC21-9616

29. IBM, "PC SUpport: Operations Reference", SC21-8090

30. IBM, "PC SUpport: Teclmical Reference", SC21-8091

31. IBM, "PC SUpport: User's Guide", SC21-8092

32. IBM, "Programming: Backup and Recovery Guide", SC21-8079

33 IBM "~mm;1'V'f ••• , ......~ ........, .. ,~";j

SC21-8077

Control Lanquaqe Programmer's Guide" ,

..

34. IBM, "Programming: Data Base Guide", SC21-9659

35. IBM, "Programming: Data Management Guide", SC21-9658

36. IBM, "Programming: security Concepts and Pl.anrrinq"; SC21-8083

37. IBM, "Programming: Work Management Guide", SC21-8078

84.



38. IBM, "security and Auditing considerations", GG24-3322

39. ISM, 1991. latest AS/400 and AIX PI'F's. ISM InfoTIn, 1991,

July.

40. Kirk, I. 1988. Risks and controls in a distributed data base

erwirornnent. (In Ford eel. 1988. Management of Infonnation into

the 90's. cape TcMn: Juta). (Proceedings of the third NACCA

COnference, september, 1988).

41. Mair, C.M., WOOd, D.R., Davis, K.W. 1978.

and Audit. The Institute of Internal Auditors.

eorrputer COntrol

42. Perry, W.E. 1986. A Standard for AUditing Computer

Applications: selected Audit Areas. Auerbach Publishers Inc.

43. Roberts, M.B. 1985. EDP COntrols. John Wiley and Sons.

44. SChleicher, D.L, Taylor, R.L. 1989. System ove:rview of the

AS/400. 1m System Journal, Vol 28 No 3, 1989.

..
45. Stalrps, D. 1989. The AS/400's Surprise Role. Datamation,

1989, May.

46. sta.n.sbury, D. 1990. Network security. News 3x/400, February.

47 ~7C!'f-.,..,C! Integration 1990 "Company.. IDM'. Architecture·. SM",• ...~~_ ,. LI'l

Systems Integration, June, 1990.

85.



48. The 1\merican Institute of certified Public Acoo'Wltants.

1977. '!he Auditor's study and Evaluation of Internal COntrols in

EDP Systems. Audit and Acx::ounting Guide.

49. The 1\merican Institute of certified Public Acoo'Wltants.

1984. '!he effect of Corrputer Processing on Examination of

Financial staterrents. SAS48.

50. The 1mlerican Institute of certified Public Acoountants. 1988.

consideration of the Internal COntrol Structure in a Financial

statement Audit. SAS55.

51. The canadian Institute of Chartered Acoo'Wltants. 1984. Audit

strategy and Reliance on Internal COntrol.

52. The Institute of Internal Auditors. 1977. Data Processing

COntrol Practices Report, Part II of the Systems Auditability and

COntrol Study.

53. The SOUth African Institute of Chartered Acoountants. 1986.

Accounting Systems and Internal COntrols. statement AU230.

54. The SOUth African Institute of Chartered Acoo'Wltants. 1989.

Auditing in a Corrputer envirornnent.

55. The SOUth African Institute of Chartered Acoountants. 1986.

Guideline on Corrputer Audit skill levels.

86.


