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Cryptanalysis of the Double-Feedback XOR-Chain Scheme Proposed in Indocrypt 2013

For any modern chip design with a considerably large portion of logic, design for test (DFT) is a mandatory part of the
design process which helps to reduce the complexity of testing sequential circuits. Scan-chains are one of the most
commonly-used DFT techniques. However, the presence of scan-chains makes the device vulnerable to scan-based
attacks from a cryptographic point of view. Techniques to cryptanalyze stream ciphers like Trivium, with additional
hardware for scan-chains, are already available in literature (Agrawal et al. Indocrypt 2008). Such ideas were extended to
more complicated stream ciphers like MICKEY 2.0 in the paper by Banik et al. at Indocrypt 2013. In this paper, we will look
at the Double-Feedback XOR-Chain based countermeasure that was proposed by Banik et al. in Indocrypt 2013, to
protect scan-chains from such scan-based attacks. We will show that such an XOR-Chain based countermeasure is
vulnerable to attack. As an alternative, we propose a novel countermeasure based on randomization of XOR gates, that
can protect scan-chains against such attacks.
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