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Abstract. The study examines the positive and negative aspects of the spread of digital technologies
on legal relations with the participation of consumers. The relevance of the research is due to the
complexity of the online environment, in which consumers are vulnerable to risks and challenges
that affect their ability to participate in digital transformation. The categories of persons most
vulnerable in the digital age are considered; factors contributing to this process; possible
counteraction measures by the competent authorities. The purpose of studying these issues is to
determine the basis of legal regulation of relations arising in connection with the digitalization of the
economy, as well as to justify the improvement of domestic legislation in this area. The main
research method was a systematic analysis of the categories "digital environment" and "consumer
rights", as well as a general scientific dialectical method, specific scientific and empirical methods
of cognition. The study confirmed the hypothesis that consumers of digital goods (services) are less
protected than consumers of traditional goods (services), however, the authors conclude that it is
necessary to equally protect the rights of consumers of all social groups, while establishing special
protection measures for the most vulnerable of them.

1 Introduction

1.1 The digitalization process started with the most
significant and extensive areas of society, including
areas with weakness, such as consumer rights.
Digitalization is having a profound impact on our society
and economy, changing the way consumers interact with
each other and with the online marketplace. In this
context, consumer data became an important economic
asset, enabling a wide range of innovative business
models, technologies and transactions. With the
increasing complexity of the online environment,
consumers may be vulnerable to real or potential risks
and challenges that could affect their ability to
participate effectively in digital transformation.

1.2 The digital transformation of society and the
economy brought many new business opportunities to
consumers, but also contributed to a number of new
risks. It also touched on long-standing consumer policy
issues: inaccurate information about goods (works,
services); misuse of consumer personal data; cross-
border fraudulent and misleading commercial practices;
unsafe products; international cooperation on consumer
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protection, including law enforcement; dispute resolution
and redress procedures; sustainable consumption;
protection of the most wvulnerable categories of
consumers.

1.3 The relevance of the topic is due to objective
processes of consumer market development and common
for many countries tendencies to improve the legal
regulation of relations involving consumers.

Every year since 2017, Consumers International (CI)
has defined consumer rights in the digital age with the
theme of World Consumer Day on 15 March [1].

To protect the rights of consumers, the Government
of the Russian Federation approved the Strategy of state
policy in the field of consumer protection for the period
till 2030 by Order No. 1837-r of 28 August 2017 [2].
Order No. 1197 of 29 December 2018 of the Federal
Service for Supervision of Consumer Protection and
Human Welfare (Rospotrebnadzor) approved the
Concept of Consumer Protection Legislation [3] based
on a preliminary analysis of experience in systematizing
legal provisions in a number of states (Germany, Italy,
Brazil). In 2020, Rospotrebnadzor [4] proposed
sweeping amendments to the Russian Federation Law of
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7 February 1992 No 2300-I "On Consumer Protection"
[5]. Although these documents do not specifically
address the issue of consumer protection in the digital
environment, they touch on it.

In Russia, special acts in this area have been
discussed in draft form since 2000, but have not yet been
adopted. For example, the draft Recommendations on
the organization of individuals' activities in the sphere of
Internet commerce, designed to harmonize the
development of such activities in the Russian segment
[6] and the draft Federal Law "On electronic commerce"
[7] aimed at protecting the rights of interested parties in
selling goods and services using information
technologies.

The current version of the 2016 Recommendations
on Consumer Protection in E-Commerce of the
Organization  for  Economic  Cooperation and
Development (OECD) provides a solid basis for guiding
global online marketplace policy [8]. However,
governments around the world need to do more in
consumer protection to keep up with the pace of change
inherent in digital technologies and provide consumers
with adapted protections and tools to enable them to
participate effectively in the digital environment.

2 Problem Statement

2.1The study aims to substantiate the impact of the
digital economy on consumer rights, to consider the
positive and negative aspects of spreading digital
technologies on legal relations involving consumers, to
identify the current status and problems of consumer
protection in a digital environment, as well as specific
ways to protect consumer rights in the emerging
environment, including through digital technology.

2.2 The authors intend to confirm the hypothesis that
consumers of digital goods (services) are less protected
than consumers of traditional goods (services), and to
find out who the most vulnerable consumers are in the
digital age, which categories of consumers may be
particularly at risk and what can potentially be done to
reduce consumer vulnerability in the digital
transformation of society.

3 Research Questions

3.1 The research focuses on the impact of digital
technologies on legal relations involving consumers and
the current state of consumer protection in the digital
economy.

3.2The authors pay special attention to the issue of
impermissible conditions in contracts with consumers
that infringe their rights, including the unauthorized
collection of personal data about consumers, which has
become particularly relevant in light of the extensive
draft amendments to the Consumer Rights Protection
Law prepared by Rospotrebnadzor in 2020 [4].

3.3 As the online environment may affect the ability
of consumers to engage in digital transformation, the
authors bring up the following issues for discussion:

1. Who is most vulnerable in the digital age (e.g.
children, teenagers or the elderly)?

2. What factors can make consumers most
vulnerable?

3. What can consumer protection authorities do to
address consumer vulnerability in the digital age?

4 Purpose of the Study

4.1 The purpose of the study is to identify the basics of
legal regulation of new social relations emerging due to
the digitalization of certain social spheres, to substantiate
ways to develop legislation on consumer protection in a
digitalized economy, considering the balance of interests
of society, the state, the online market, as well as
consumers of its goods, works and services.

4.2 The introduction of a previously developed
institutional model will protect the rights of consumers
buying goods and services through information
technology, which will improve the institutional
protection of the rights of such parties through the
creation of a mandatory e-commerce entrepreneurship
insurance and e-commerce contract institute, as well as
through the optimization of existing institutions by
standardizing, strictly selecting and controlling e-
commerce entrepreneurship (including intermediation)
[9]. However, the authors aim to further develop specific
ways to protect consumer rights by shifting the focus of
this study to protect the most vulnerable consumer
groups in the digital environment.

5 Research Methods

5.1 The research methodology relies on the general
scientific dialectical method of knowledge and special
scientific research methods: the formal-legal method, the
method of interpretation of legal norms and the method
of legal modelling. The authors used empirical methods
of comparison, description and interpretation. The
decisive method of research was a systematic analysis of
the categories of "digital environment" and "consumer
rights" in terms of their impact on the current state of
civil regulation of social relations in the protection of
violated civil rights.

5.2 The information and analytical basis for this
study included: a) Rospotrebnadzor state reports
containing objective systematized analytical information
on the results of federal state supervision of consumer
protection in the Russian Federation in 2018 and 2019
and serving as the basis for identifying priority areas for
consumer protection, developing necessary measures to
ensure consumer protection, and improving the legal and
regulatory framework in the field [3,10]; b) the
experience of foreign countries in the field.

6 Findings

6.1 The impact of digital technology on legal
relations involving consumers
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The study revealed that the positive aspects of the impact
of digital technology on legal relations involving
consumers include access to a wider range of goods and
services; elimination of human error (minimization of
risk) in the production, storage, sale, shipment (shipping)
of goods; greater control over the production, storage,
sale, shipment (shipping) of goods; elimination of the
possibility of digital data tampering associated with the
provision of goods and services.

The challenges of digitalization in this area may
include: the lack of a realistic opportunity for consumers
to inspect and test goods during an online sale;
insufficient attention to consumer protection by sellers;
inattention by consumers themselves when accepting the
terms of a public offer, making it difficult to protect their
rights later; an unauthorized collection of personal data
about consumers, including by various smart devices;
need to build consumer trust in online retailing; lack of
legal regulation of online retailing relations in the near
future.

The lack of consumer protection in the sale of goods
and services using information technology is a serious
problem for the development of e-commerce in modern
Russia. This is a drawback of e-commerce compared to
traditional trade, which reduces the attractiveness of this
trade format [9].

6.2 The current state of consumer protection in
the digital economy

At this stage of the digital economy, there is a lack of
legal protection for consumer rights in electronic
transactions. Our analysis of regulatory issues relating to
the sale of goods and services using information
technologies in Russia has shown that a likely deterrent
to the development of electronic commerce is the lack of
considering the specifics of this format in existing
legislation and the pending draft of a Russian Federal
Law "On electronic commerce" [7], designed to reduce
uncertainty and guarantee the protection of stakeholders'
rights when selling goods and services using information
technology [9].

The lack of a specific regulatory framework
generates many violations. Some sellers misunderstand
that the Consumer Protection Act only applies to
transactions made off the Internet. Resolution No. 17 of
the Plenum of the Supreme Court of the Russian
Federation of 28 June 2012 "On Consideration by the
Courts of Civil Cases on Disputes concerning Protection
of Consumer Rights" [11] also does not directly address
issues of consumer protection in the digital environment.
The authors believe that there is a way to remedy this
situation by adding to the Act that its provisions apply
equally to relations arising in the digital sphere.

At the same time, it is still possible to restore the
consumer's violated rights through the Law, in particular
Article 26.1 ("Distance selling of goods"), if the unfair
seller is a resident of the Russian Federation. But
transactions with a foreign seller have not been
sufficiently  regulated at present. International
instruments such as the 1994 General Agreement on

Trade in Services (GATS) [12], the Model Law on
Electronic Commerce developed and adopted by the
United Nations Commission on Trade and Development
[UNCITRAL] in 1996 [13], do not contain rules that
govern the prosecution of offenders. This is why foreign
online hypermarkets (e.g. AliExpress), as well as
domestic ones, offer the use of buyer protection
programmes developed by them. The relationship in
digital trade is increasingly based on self-regulation by
its participants. There is an opinion that the development
of the digital economy will soon lead to autonomous
consumer protection without state intervention [14].

Active changes in the economy, including those
associated with the digitalization of sales channels, the
transition to remote interaction with the consumer, the
emergence of new objects of civil rights (digital
products, smart electronics, the Internet of Things,
personal data arrays, etc.) lead to an objective need to
revise both basic and specific rules that ensure
fundamental consumer rights.

6.3 The problem of unauthorized collection of
personal data on consumers and other
unacceptable contract terms that infringe on
their rights

In 2020, Rospotrebnadzor drafted a bill to amend the
Consumer Protection Act. The changes will affect
Article 16 of the Act, which in the new version will be
called "Unacceptable contract terms that infringe on the
rights of consumers". The main message of the
amendments, according to Rospotrebnadzor, is an
attempt to protect citizens from the unlawful collection
of personal data by retailers that is not directly related to
the transaction. The seller will no longer be able to
refuse a consumer into a contract if the consumer does
not want to provide the relevant information. "Also to
implement the principle of protecting the weaker party to
the contract, the draft law provides a list of conditions
that infringe on consumers' rights," reads an explanatory
note to the draft [4]. It is about conditions included in
contracts that the Rospotrebnadzor and, according to its
reports, the courts consider to be contrary to the law. As
a result, the Law will contain dozens of bans and
restrictions on business and, according to some authors,
will effectively nullify all attempts by entrepreneurs to
prevent consumer extremism and other forms of abuse of
rights [15].

Analysing draft Article 16 of the Consumer Rights
Protection Law, the authors concluded that Russia is
now proposing to introduce, following the European
model, a blacklist of unacceptable conditions in a
contract with a consumer. However, the European
blacklists are much longer and better elaborated. We
think that Rospotrebnadzor should have worked with
them. In the European Union (hereinafter EU), consumer
protection has advanced by dozens of years compared to
Russian law. For example, there is the Council of the
European Communities Directive on unfair terms in
contracts with consumers [16] and the experience of its
implementation in all EU countries, as well as numerous
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publications on the issue. In our view, this was totally
overlooked by the drafter of the Consumer Protection
Act amendments.

Most importantly, it is very strange that there is no
proposal to establish a general rule on the nullity of
unfair terms in a consumer contract, giving the court
jurisdiction to assess any consumer contract terms for the
balance of interests of the parties for protecting the
weaker party. This right is available to judges in all
European countries and even in England, where ex post
control of contractual fairness is generally not
developed. The Constitutional Court of the Russian
Federation demands the same.

The courts in the Russian Federation are now forced
to exercise ex post control over the fairness of consumer
contracts under a creative reading of Article 16.1 of the
Consumer Protection Law, which literally says exactly
the opposite — that conditions that contradict imperative
consumer law norms are null and void in terms of
worsening the consumer's legal position. In effect, this
clause declares all such default rules to be asymmetric-
imperative. It is possible to improve the position of the
consumer in comparison to such rules, but not to worsen
them. However, the problem is that it is hard to write
imperative rules for all occasions, and the imagination of
traders is limitless. So, our courts do what they can.
Europe everywhere has long imposed ex post controls on
the fairness of consumer contracts. But in Russia, the
courts, including the Supreme Court of the Russian
Federation, are forced each time to fictitiously apply the
literally unrelated paragraph 1 of Article 16 of the
Consumer Rights Protection Law in such a situation to
protect the consumer from the unfair conditions imposed
on him. For example, in terms of setting fees, claims
procedures, etc., there is a need to call things by their
proper names and recognise that courts can overturn
manifestly unfair terms in consumer contracts rather than
pretending that such terms are allegedly contrary to some
norm, for there are none. Especially since the doctrine of
unfair terms has long developed in our country, with the
Resolution of the Plenum of the Supreme Arbitration
Court of the Russian Federation on freedom of contract
and its limits [17] and Article 428 of the Russian Civil
Code [18] in force. The authors of this study suggest that
Rospotrebnadzor should take these circumstances into
account when drafting the final version of Article 16 of
the Consumer Rights Protection Law. It is necessary to
enshrine a general rule on the nullity of unfair terms of a
consumer contract, giving the court the competence to
assess any terms of a consumer contract for the balance
of interests of the parties in the new version of Article 16
of the Consumer Protection Law to protect the weaker

party.

6.4 The problem of consumers'
vulnerability in the digital environment

greatest

As the OECD notes, most vulnerable consumers are
consumers who are susceptible to harm at a given time
because of the market characteristics of a particular
product, the quality of the product, the nature of the

transaction or the circumstances in which the consumer
finds himself [19].

The United Nations Conference on Trade and
Development (UNCTAD) highlighted that personal
vulnerabilities include characteristics that expose the
consumer to a significant risk of harm [20]. For example,
a consumer may be most vulnerable because of their age,
race, ethnicity or gender; low level of education or
literacy; limited language skills; mental health problems;
physical disabilities; geographical distance/residence in a
low-density region; unemployment or low income [21].
Personal characteristics such as gullibility, impulsivity,
risk aversion, poor calculation skills can also make
consumers insecure [22]. Vulnerability can also result
from personal circumstances such as bereavement,
divorce or a period of illness [23].

Certain market characteristics such as lack of
competition, insufficient information and/or market
complexity can make consumers more vulnerable in
particular markets [23-24]. In very complex markets,
such as the financial services markets, even the most
sophisticated consumer can feel insecure [23]. In such
markets, consumers are often guided by simple rules of
thumb or heuristic thinking, ignore certain opportunities
or choose not to make consumer choices [21].

Certain qualities of the product may also cause the
greatest vulnerability to consumers. For example, these
could be complex products incorporating the Internet of
Things and artificial intelligence technologies [25]. A
lack of experience with online services that collect and
use consumer data, combined with a lack of user-
friendly privacy controls, leave many consumers
vulnerable to privacy risks on the information and
telecommunications network of the Internet.

Finally, consumers may be vulnerable because of the
nature of the transaction. This could be, for example, a
transaction involving mobile payments and in-game
transactions, which are often made on-the-go, via small
screens and may involve limited authentication controls
[26-27]. There have been cases of unauthorized
purchases made through voice-activated digital assistants
[25, 28].

The Russian legal reality is currently actively
introducing smart contracts (self-executing contract, self-
executing transaction) that use blockchain technology
[29]. There is the use of smart contracts in settlement
relations, such as the settlement of letters of credit [30].
The use of computer technology in contracting and
contract enforcement, in particular smart contracts, can
also contribute to consumer vulnerability, as it implies
knowledge of scientific and practical provisions related
to both the law and technical sciences at the same time.

A number of factors indicate that it is in the digital
environment that consumers are most vulnerable. All
consumers have no protection from unfair commercial
practices in the digital age, as sellers can take advantage
of the limitations of a particular medium and transmit
misleading advertising or pre-contractual information.
The online environment provides new ways in which
businesses can prey on behavioural biases, such as the
framing effect, loss aversion and overconfidence. When
shopping online, consumers suffer the detriment of
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misleading reference prices, bundled pricing, time-
limited offers, scarcity signals and default settings. Since
online businesses can collect consumer data and
personalize offers and prices, it could be argued that all
consumers are potentially vulnerable to digital
marketplace manipulation.

However, we believe that the most vulnerable
categories of consumers in a digitalized environment are
children and teenagers, and the elderly, due to a
lack/absence of critical judgement, literacy or relevant
skills. We also include consumers with limited access to
information and communication technologies (ICT) and
little experience with the digital environment as a
socially vulnerable group.

1. Children and teenagers. Despite their early
experience of the Internet, children and teenagers are
vulnerable in the digital environment because they lack
the critical judgement necessary to determine the
circumstances where they may be exposed to harm. This
lack of critical judgement leaves them vulnerable to
harm, especially when the commercial nature of the
content is not disclosed or masked, as in advertising
games, subscription traps, negative publicity, etc. [31-
32]. They are unable to resist targeted behavioural
advertising when using apps and online games.
However, Facebook, Instagram and Snapchat report
advertising audience growth in 2020 among users aged
13 to 17 [33].

In addition, many children and young people lack the
literacy and/or skills to understand the meaning of the
information they encounter online, especially relating to
privacy and the use of personal data. We believe that the
practice of forcing children and teenagers to consent to
the use of their data for marketing purposes to access
online services should be prohibited. Children and
teenagers cannot give informed consent because they are
not required to read and understand the very complex
terms/confidentiality notices.

The widespread use of smartphones, digital assistants
and other mobile devices by children and teenagers
poses additional challenges. Parents or guardians find it
more difficult to supervise children and teenagers who
manipulate with these devices. For example, when there
are no adequate authentication and payment controls,
children and teenagers may make purchases without the
consent of their legal representatives [27]. Lack of
supervision for minors and underage people can lead
them to view inappropriate commercial content, such as
advertisements for prohibited items [35].

2. Older consumers. Compared to children and
teenagers, older consumers tend to have less experience
with the Internet and have lower ICT skills. As a result,
they are more likely to face security risks. In the UK, for
example, consumers aged 65 and over often fail to check
the reliability of an online website before posting their
credit card details [23].

Older people are more susceptible to misleading
marketing practices and often fall victim to online dating
scams, romance scams, lotteries, inheritance,
investments [23]. After all, they tend to be lonely, more
trusting and more likely to suffer from vulnerabilities
such as health conditions, physical disabilities, mental

illness or cognitive impairment, making them vulnerable
to scammers [23].

Research shows that older people are most vulnerable
in mainstream markets (such as energy, water,
telecommunications, financial services) and markets for
special services for older people (e.g. care homes,
funeral homes, pension funds) [23]. While these markets
are not new to the digital age, digital innovation has
transformed many of them so that older consumers can
only get their benefits online. In addition, given that
some older consumers have limited ability to use online
services, business policies that provide access to and/or
discounts on basic services only to online consumers are
infringing on the rights of older people.

According to the Federal State Statistics Service
(Rosstat), the elderly are twice as likely as young people
to use a computer. Half of the older generation uses the
Internet, and only a third of them are active users. They
communicate on social media (57%), search for
information related to health topics (49%), use
messengers to make calls and video calls (46%) and
analyse data about products and services (45%). Only
10% of older consumers use the internet to order goods
or services online. Their most popular services include
financial transactions, including banking services,
money transfers, insurance services, securities
transactions (46%), clothes and shoes (36%), and
household goods (26%). 73% of older people surveyed
pay for their purchases using bank cards. Only just over
a quarter of people over 55 actively use online access to
public services. The most demanded services are those
related to health care and medicine (35%), payment of
taxes and fees (17%), and housing and utilities
obligations (14%) [36].

3. Consumers with limited access to ICTs. To
participate effectively in e-commerce, consumers need
access to quality communication infrastructures as well
as the appropriate skills to navigate the online
environment. Lack of access to ICT and experience with
the digital environment affects consumer vulnerability.

At the beginning of 2020, more than 4.5 billion
people are using the Internet. Almost 60% of the world's
population is already online. In Russia, the number of
internet users in 2020 is 118 million. This means that
81% of Russians use the Internet. However, barriers
remain that prevent people all over the world from
having fair and equal access to the digital environment.
Today, more than 40% of the world's population, some
3.2 billion people, are not yet connected to the Internet.
More than a billion "unconnected" people live in South
Asia (31% of the total). African countries account for
27%. There is a correlation between Internet access and
the age of users in these regions: more than half of
Africa's under-20s and more than 460 million people
under 13 in South Asia are not online.

There is an inequality between the number of men
and women on the Internet. Women are less likely to be
online than men. The gap is particularly wide in
developing countries. For example, women in South
Asia today are three times less likely to use social media
than men. More than half of the women now living in
India are not aware of the existence of mobile Internet at
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all. This inequality results from a range of factors,
including access, cost, lack of education, skills and
technological literacy, as well as innate gender biases
and socio-cultural norms. The main reason for this
imbalance lies in deeply rooted social norms and
traditions. Regardless of the cause, the number of
"unconnected" people will depend to a large extent on
increasing digital accessibility for women, especially in
developing countries [33].

There is a gap in Internet access between rural and
urban areas, with rural areas tending to lag urban areas in
being able to use the Internet at high speeds.

Thus, lack of access and/or ICT skills leads to a
digital divide, which is significant for people in rural
areas, older people, women, people in developing
countries, less educated people, and people with
disabilities and the poor [23]. As businesses do not
always develop digital goods and services tailored to the
specific needs of the listed minority groups, it is
necessary to classify them among the most vulnerable
categories of consumers in the digital environment.

6.5 Ways to address consumer protection in the
digital age

Analysing the possible ways of protecting consumer
rights in the digital environment, the authors conclude
that it is necessary to equally protect the rights of
consumers of all social groups, including through digital
technologies, while establishing special protections for
socially vulnerable groups.

The Russian Federation has now developed an
effective mechanism for consumer protection authorities
to apply enforcement measures. As of 1 October 2019, a
new form of judicial protection for consumer rights has
become class action lawsuits [37]. Rospotrebnadzor is
developing online dispute resolution mechanisms - new
effective forms of consumer protection.

However, we believe that targeted policies to
encourage consumer-oriented business  practices,
investment in ICT access, and education and awareness
campaigns can help protect and empower consumers in
the digital age.

1. The incentive policy way. Some foreign countries
developed and successfully implemented specific
policies targeting vulnerable consumers to protect them
in the online environment. The Children's Online Privacy
Protection Act of October 21, 1998 [COPPA] [38]
prohibits the collection, use and disclosure of personal
information about children on the Internet without
parental consent. The law applies to operators of
commercial websites and online services (including
online advertising) aimed at children under the age of 13.
The UK encourages entrepreneurial policies focused on
markets for older people and other innovations for
socially vulnerable consumers [23].

Improved business processes, better business
practices by entreprencurs will contribute to consumer
protection when problems arise in a particular market or
for a particular group of vulnerable consumers. In recent
years, abroad there were several initiatives to self-

regulate internet marketing aimed at children and other
disadvantaged consumers [31]. Entrepreneurs
themselves have proposed effective tools to help
vulnerable consumers. In the UK, for example, some
banks have allowed consumers to block dubious
transactions [23]. There are free online tools that
consumers can use to manage their online spending.
Tools have been introduced to prevent children from
making unauthorized purchases and viewing prohibited
content online, which provide authorization and/or age
verification of the user [26].

We believe that the state should encourage
entrepreneurs who consider the challenges faced by the
most vulnerable categories of consumers in the digital
environment. And entrepreneurs should take the lead in
making online goods (services) available to as many
consumers as possible [23]. Market monitoring and law
enforcement need to be improved to identify and combat
unfair commercial practices related to consumer
vulnerability in the digital environment.

2. Increasing access to ICTs and developing
digital competencies. We believe the first harbinger of
digital consumer empowerment is adequate ICT skills
and literacy as well as accessibility to ICTs. There is
worldwide recognition of the need for ICT literacy. Most
countries teach children and young people ICT literacy
in schools. While building digital competences is largely
the responsibility of education authorities, we believe
that consumer protection agencies can also play a role in
developing targeted education and ICT literacy
programmes.

Russia is currently implementing a programme of
new digital professions from the government as part of
the federal programme "Human Resources for the
Digital Economy". Free training is available in over 20
areas that are in demand in the digital economy. In 2020,
residents from 48 regions of the country participated in
the programme and received 33,000 personal digital
certificates [39].

3. Targeted information and awareness-raising
campaigns. In some foreign countries, consumer
protection agencies have developed and implemented
information and awareness-raising campaigns for older
consumers. For example, the Federal Trade Commission
https://ru.wikipedia.org/wiki/%D0%90%D0%BD%D0%
B3%D0%BB%D0%B8%D0%B9%D1%81%D0%BA%
D0%B8%D0%B9 %D1%8F%D0%B7%D1%8B%D0%
BA(FTC) is implementing projects to protect older
people from online fraud [40]. It also has a number of
educational resources for children and young people on
the Internet. Similarly, the European Commission
developed a Children's Internet portal with numerous
resources for children and teenagers in the digital age
(EC, n.d.).

When running information and awareness-raising
campaigns, the state should consider the importance of
making them available in formats that meet the needs of
vulnerable consumers. For example, in 2018, the
Canadian Competition Bureau published the second
edition of its educational guide on how to avoid cheating
in the eight different languages spoken by new
Canadians [41].




SHS Web of Conferences 109, 01002 (2021)
LISID-2020

https://doi.org/10.1051/shsconf/202110901002

Russia also runs information and awareness-raising
campaigns. For example, the Rospotrebnadzor website
contains more than 75,000 materials, including 25,000
about products that do not comply with mandatory
requirements, 360 information leaflets and guides, such
as a leaflet to prevent deception of older people
purchasing goods and services[42].

7 Conclusion

7.1 The study proves the hypothesis that consumers of
digital goods (services) are less protected than
consumers of traditional goods (services) and shows that,
at this stage of the digital economy, consumer rights in
digital transactions are not sufficiently protected,
primarily at the legislative level. A huge number of
irregularities result from the lack of a specific regulatory
framework governing e-commerce. In this context, there
is an emerging trend towards autonomous consumer
protection on the basis of self-regulation by e-commerce
players without state intervention.

7.2 1t was revealed that although Rospotrebnadzor
takes an active part in the discussion of international
recommendations and approaches at the WTO, OECD,
UNCTAD, etc., the work on improving domestic
legislation in consumer protection field does not always
consider the best international practices. The
Rospotrebnadzor's 2020 draft amendments to the
Consumer Rights Protection Law need improvement, as
they do not consider the EU experience in regulating
unacceptable terms of the contract with the consumer
that infringe on their rights. By analogy with the practice
in European countries, we propose that the new version
of Article 16 of the Consumer Rights Protection Law
should contain a general rule on the nullity of unfair
consumer contract terms, giving the court jurisdiction to
assess any consumer contract terms for the balance of
interests of the parties to protect the weaker party.

7.3 We substantiate that all consumers are potentially
vulnerable in the digital economy. A number of factors
point to the greater vulnerability of consumers in the
digital environment, as it implies not only legal literacy
but also certain technical skills: the emergence of non-
traditional digital sales channels and remote interaction,
new objects of civil rights (digital products, smart
electronics, Internet of Things, personal data sets, etc.),
the use of smart contracts and blockchain technology in
contract negotiation and enforcement. However, the
most digitally disadvantaged categories of consumers are
children and teenagers, the elderly, consumers with
limited access to ICTs and lack of experience with them.

Toward addressing consumer protection in the digital
economy, the authors propose to ensure equal consumer
protection for all social groups, including through digital
technologies, while establishing special protections for
socially vulnerable groups through public policies to
encourage entrepreneurship, increase access to ICT and
develop digital competencies, as well as targeted
information and awareness-raising campaigns. The main
objective of consumer protection in the digital
environment is to reduce consumer risks.
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