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ROTATION FOREST MODEL MODIFICATION
WITHIN THE EMAIL SPAM CLASSIFICATION

Increased use of email in daily transactions for many businesses or general communication due to its cost-
effectiveness has made emails vulnerable to attacks, including spam. Spam emails are unsolicited messages that are
very similar to each other and sent to multiple recipients randomly. This study analyzes the Rotation Forest model
and modifies it for spam classification problem. Also, the aim of this study is to create a better classifier. To improve
classifier stability, the experiments were carried out on Enron spam, Ling spam, and SpamAssasin datasets and

evaluated for accuracy, f-measure, precision, and recall.
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Introduction

General Problem Statement. Email is a ex-
tremely fast and cost-effective mean of transmitting
information from anywhere in the world, which can be
used from personal computers, smartphones and other
electronic gadgets of the latest generation [1].

Despite the increasing use of other forms of Inter-
net communication, such as messaging and social net-
works, emails continue to occupy a leading position in
business communications and is still necessary for other
forms of communication and transactions.

Almost all people use email. In 2021, the number
of email accounts worldwide was estimated at 4 billion,
which is more than half of the world's population [2].

The growing popularity and use of emails for
transactions has led to an increase in spam worldwide.
Spam emails are unsolicited messages sent by email to
several recipients who did not wish to receive these
messages. The spammer has no previous relationship
with the recipients, but collects their addresses from
various sources, such as phone books and completed
forms. Since email messages are the main means of
sending harmful information, including viruses and
phishing attacks, the number of spam messages is
growing rapidly and is one of the most serious threats to
email users [7-8].

Many researchers are already working on spam
filtering techniques, but accurate spam detection is
considered a challenge for many reasons, including the
subjective nature of spam, the overhead of processing
and delaying messages, the type of language used, and
dinamical cost of filtering errors. To classify mail into
regular messages and spam text classification approach
is used [3].

Classification or prediction tasks, which are solved
by supervised learning, seek to reveal hidden associa-
tions between the target class and independent variables,
are widely used in data extraction. For supervised learn-

ing, classifiers allow you to assign labels to observa-
tions so that unobserved data can be classified based on
learning data. Spam detection systems are built using
classification algorithms and group emails as spam or
regular messages [4]. Therefore, for effective filtering
we need to create a system that will use the most effec-
tive methods of spam classification.

Analysis of the Recent Research and Publica-
tions. In the last years the growing number of email
users as well as growing number of email with spam
have made the task of processing large volumes of e-
mails a difficult task for data mining and machine learn-
ing. This has led a number of researchers to conduct
comparative studies on the effectiveness of classifica-
tion algorithms using a different performance metrics
for solving spam classification task.

A number of recent publications [4—11] were con-
sidered, where compared the efficiency of some algo-
rithms of email classification and their modifications.
Different algorithms were developed and compared by
different authors and on different data sets. In [4], the
most extensive previous studies of other authors, the
classification algorithms they used for comparison or
modification, and some new models were analyzed. The
following standard algorithms were considered: Naive
Bayes, Logistic Regression, K-neighbors [5], ANN [5],
SVC, Random Forest, Random Tree, J48, multilayer
perceptron, SVM [9] and other less known or their mod-
ifications: C-PLS, C-RT, CS-CRT, CS-MC4, CS-SVC,
SCS-SCM [6], Continuous PLS-DA, PLS-LDA, LDA
[1], Bayesnet, Rotation Forest [4] , Bayesian Logistic
Regression, Hidden Naive Bayes, Voted Perceptron,
REP Tree [4; 10-11].

Artificial neural network and particle swarm opti-
mization (PSO) was combined with a support vector
machine for spam classification and separation problem
by [9]. Their algorithm was compared with Self Orga-
nizing Map and K-means which uses method of estimat-
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ing the area under the curve (AUC). The results showed
that this method is better than others.

In [10], conducted an experiment with many meth-
ods of spam classification, trying to find the most suit-
able classifier for separating email as spam and non-
spam. Authors tested the effectiveness of many classifi-
ers and found that in the analysis of the results the Na-
ive Bayesian classifier (NB) provides an accuracy of
76%, which shows a result that is better than the other
two classifiers, such as SVM and J48. Also classifica-
tion and training time for the NB classifier is less than
for other two ones, which means that the NB classifier
is the best classifier among the other two for spam clas-
sification.

A study was conducted [15] where particle swarm
optimization (PSO) was used along with a naive bayes
algorithm. The study showed that PSO gives for Naive
Bayes a significant increase in classification accuracy
within the framework of this task.

In the work that showed the most capacious re-
search [4], were compared more promising algorithms
that were discovered earlier, such as Bayessian Logistic
Regression, Hidden Naive Bayes, RBF Network, Voted
Perceptron, Lazy Bayessian Rules, Logit Boost, Rota-
tion Forest, NNge, Logistic Model Tree, REP Tree,
Multilayes perceptron, Naive Bayes, J48, Random Tree.
A comparison of these algorithms showed that the Rota-
tion Forest spam algorithm most effectively recognizes
spam.

The Aim of the Research is the creation of the
most effective spam classifier. Since Rotation Forest
showed the most effective result in this problem, the
purpose of this study was also determined to improve
this algorithm.

Statement of basic materials
Algorithm concept

In this section the basic concepts of the classifica-
tion algorithm created on the basis of Rotation Forest.

To improve it were consider the work with the al-
gorithm Rotation Forest concept description [12]. In this
paper options for improving the algorithm including the
concept of using Rotation Forest as a basis for other
ensemble models and the concept of using another algo-
rithm as a basis for Rotation Forest such as the Naive
Bayes algorithm is discussed.

Ensemble methods usually use weak learning
models as basic algorithms, i.e. those that do not differ
much from conventional guessing. Rotation Forest is an
ensemble model using bagging as the ensemble method
and decision tree as the individual model. So Rotation
Forest is a very strong model. That is most likely, the
use of this algorithm as a basis for another ensemble
algorithm will give a very slight increase as an algo-
rithm in the classification of spam.

Considering the concept of using another algo-
rithm as a basis for Rotation Forest, you can see that this
may be a good idea. For example, many studies [3—4;
17; 20] have shown that the Naive Bayes algorithm is
the most efficient simple classifier for use in the spam
classification problem, much more efficient than Deci-
sion Tree.

Considering various works using the naive Bayes-
ian classifier as one of the basic algorithms for Rotation
Forest [13—14], we can conclude that this modification
is likely to be very effective.

In [15], we can see that the particle swarm optimi-
zation (PSO) [16] greatly increases the efficiency of
finding the local minimum by the Bayesian classifier in
spam recognition.

Based on these findings, Rotation Forest with Mul-
tinomial Naive Bayes as basic algorithm which will be
trained using the PSO optimization is used in this study
as the main classification algorithm. To define which
modification affects better on the basic algorithm, we
will compare different combinations of these modifica-
tions.

Classifier creation

The paper [17] describes the general process of
creating a text-based spam classifier (Fig. 1).

Classification Model

Results Comparision
and
Analysis

Fig. 1. The process of creating a text classifier
Source: described in the [17] paper.
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Since we want to develop the most effective classi-
fier, each part of the classifier must be chosen as best as
possible. So we consider all parts of the classifier with
more details:

1. Collection of datasets.

Based on the papers [17; 19], it was decided to
take a set of datasets, which will be assembled into one,
so that the classifier works more stably on unknown
data. The following datasets were combined for the
study:

— Enron spam (16545 spam and 17171 ham);

— SpamAssasin (1897 spam and 4150 ham);

— Lingspam (481 spam and 4212 ham).

The composite dataset of 18923 spam messages
and 25533 regular messages was divided into 35565
messages for training and 8891 messages for testing
algorithms.

2. Pre-processing of the dataset.

In order to work with text, the first we need to pro-
cess it so that it is easy to vectorize. We will use the
following methods of primary text processing, described
in [18]:

— deleting links and digits or replacing them with a
word;

— removal of punctuation marks, spaces;

— deletion of stop words, such as articles, preposi-
tions, exclamations, etc.;

— stemming and lemmatization - transformation of
a word into an initial form and infinitive;

— division of text into a set of tokens.

Following the recommendations [18] during pre-
processing, we received sets of 1-gram and 2-gram, with
which we will continue to work.

For further work we need to vectorize the text.
There are many methods of vectorization of the text, but
in [19] study was conducted and it shown that it is best
to use a combination of two methods of vectorization in
spam classification task: PV-DM and TF-IDF.

These methods complement each other — PV-DM
has been trained to generate a vector for each word and
each email and shows only the semantic meaning of
words, while the TF-IDF method captures features that
show high importance [20-21]. That is, the combination
of these methods will analyze the semantics of words
and their importance in the text.

3. Selection of algorithms for comparison.

The main goal is to compare the model Rotation
Forest + Naive Bayes + PSO with other modifications.
That is, it is Rotation Forest with Bayesian and Decision
Tree (standard) with or without particle swarm optimi-
zation. The Random Forest model is also used for com-
parison, which is also based on the ensemble bagging
method. Also we need to compare basic algorithms:
Naive Bayes and Decision Tree.

Experimental results

The efficiency of the proposed algorithm is evalu-
ated in terms of accuracy, f-measure, precision and re-
call. These parameters are calculated using next meas-
ures defined below [17]:

— True Positive (TP) — the number of emails with
spam is correctly defined as spam;

— False Positive (FP) — the number of ham mes-
sages is incorrectly defined as spam;

— True Negative (TN) — the number of ham emails
is correctly defined as ham;

— False Negative (FN) — the number of spam
emails is incorrectly defined as ham messages.

Sets of experiments were performed, the results of
which are displayed by the following metrics:

— Recall can be defined as the probability of cor-
rectly classifying spam. A high recall means that the
filter tends to find as much spam as possible, no matter
how many ham messages it identifies as spam. The for-
mula is defined as follows:

Recall = TP/ (TP + FN).

— Precision defined as a fraction of correctly de-
tected spam messages relative to all messages which
detected as spam.

Precision = TP/ (TP + FP).

— Accuracy is the common ability of the filtering
method to correctly classify spam and ham emails.

Accuracy = (TP + TN) / (TP + TN + FP + FN).

— F-measure: a popular indicator that combines
precision and recall, calculating their mean harmonic
value. This metric reflects the importance of spam clas-
sification only when the message is actually spam, ra-
ther than filtering all messages as spam. Defined as fol-
lows:

F-measure = 2 * (Precision * Recall) / (Precision
+ Recall).

Fig. 2 shows the comparative results of algorithms
that worked on data vectorized using the principles of
PV-DM and TF-IDF [19] using the addition of 2-grams

[18].
Fig. 2. The results of the algorithms according

to the given metrics using PV-DM and TF-IDF
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To be able to compare algorithms in standard con-
ditions, experiments were performed without the use of
2-grams and using the following standard vectorization
methods: TF-IDF (Fig. 3) and Bag of Words (BOW)

(Fig. 4).
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Fig. 3. The results of the algorithms according
to the given metrics using TF-IDF
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Fig. 4. The results of the algorithms according
to the given metrics using BOW

ROC-curve is a graph that helps to assess the qual-
ity of a binary classification, as the classification result
usually reflects the probability and the threshold of the
classification result may change. Analysis of this curve
provides an opportunity to rank models regardless of the
costs context or class allocation. Fig. 5 shows the ROC
curves of the classifiers used in this study.
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Fig. 5. Graph ROC (AUC) curve (PV-DM and TF-IDF)

Based on previous calculations, we can conclude
that the proposed algorithm works much better than

Vectorisation type BOW

other algorithms selected for comparison, such as the
standard Rotation Forest algorithm and variations of its
modifications (Fig.5). The accuracy of classification of
the proposed algorithm increases all other algorithms by
at least 1.7%. The main advantage of this algorithm is
the use of PSO optimization technique, which has the
ability to optimize solutions using the global space of
search solutions. Another advantage is the use of the
Naive Bayes algorithm as the basic algorithm for Rota-
tion Forest, which gave a slightly smaller increase in
efficiency than the PSO optimization.

Fig. 6 below shows all the results obtained during
the study. As we can see, the combined method of vec-
torization of PV-DM and TF-IDF actually shows better
results than standard methods. However, it shows a
slight improvement over the TF-IDF method.

Conclusions

This study was driven by an increase in email
spam worldwide. From the literature of spam classifica-
tion algorithms, it was concluded that in each of the
stages of the spam classifier many experiments are con-
ducted and there is a need to create a better classifier
that will contain the best of the components. The Rota-
tion Forest method was chosen for improvement, ex-
periments with which showed that the use of another
basic algorithm can significantly improve the efficiency
of this metamodel.

The experiments were performed on the basis of a
dataset, which is a combination of Enron, Ling and
SpamAssasin datasets. They showed that the modified
Rotation Forest algorithm works with an accuracy of
99.14%, which is 2.17% better than the basic algorithm
Rotation Forest.

Making a conclusion from the results of classifiers
that worked on data vectorized in different ways, we can
say that the particle swarm optimization gives a greater
increase in efficiency than the replacement of the basic
method by Naive Bayes. But both of these modifica-
tions make a significant contribution to the resulting
algorithm.

To improve the stability of the classifier, it is rec-
ommended to use additionally other datasets, such as
Trec 2005, Trec 2006, Trec 2007, Spam archive, etc.

TF-IDF PV-DM + TF-IDF

Accuracy Precision Recall F-measure Accuracy Precision Recall F-measure Accuracy Precision Recall F-measure

Algorithm
RotFor+MN 0932473 0.908437 0961363 094672 0964286 0941964 0.99061 0965675 0974558 0.942222 (.995305 0.968037
RotFor 0934912 0907151  0.95552 0929517 0961205 0.930131 1 0.963801 0969757 0.933628 1 0.963801
RotFor+MNE+PS0 094273 0930154 0.8970564 096023 0983333 0972477 0.995305 0983759 0991361 0.972477 0.995305 0.983759
MHE+PS0 09161 0920212 0.912971 0924836 0947619 0952607 0.943662 0.248113 0955355 0.956938 0.943662 0.948113
MME (0.896778 08481 0877777 0912933 0823129 0968182 1 0.883834 0938552 0.968182 1 0.983834
DST 087226 0932976 0.814121 0866007 0902381 0957447  0.84507 0.897756 0909747 0957447 0.84507  0.897756
RFC 0915084 0.935362 0.954151 0945239 0.955539 0.976959 0.995305 0.986047  0.96334 0.976959 0.995305 0.986047

Fig. 6. The results of algorithms, using different methods of vectorization
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Because the more diverse the data, the more stable For better recognition, you should delve deeper in-
the algorithm. Also, for a qualitative classification of to the most modern methods of vectorization and text
spam regardless of language, you should use datasets in  preprocessing. Find more appropriate sets of stop-words
other languages. It is recommended to investigate the in spam emails. It may also be advisable not to delete
spam features within different language groups. some data, such as punctuation marks or numbers, but

To improve the resulting efficiency of algorithm, it  to use it in a special way. Also recommended try to use
is recommended to try to use PSO-BO optimization, different machine learning tools.
which improves the search for hyperparameters of the
model.
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MOOU®IKALIMA MOLOENI ROTATION FOREST B PAMKAX 3A[AUI
KNACU®IKALII CITAMY EJIEKTPOHHOI MOLLTHU

A.O. lllanin

3binvuennsn euxopucmanHa eneKmpoHHOi NOWMU 8 WOOEHHUX MPAH3AKYIAX 01 6a2amvox RIONPUEMCME A00 3a2anbHO20
CRINKY8aHHA 3A605KU CEOill eKOHOMIYHIL eheKmusHOCmi 3p0OUN0 eNeKMPOHHI IUCMU 8PAZTUBUMU 00 AMAK, GKIIOYAIOYU CHAM.
Cnam-mucmu — ye HeOa#CaHi NOBIOOMAEHHS, AKI OYAHCce CXO0XHCI 00UH 00 00OHO20 MA HAOCULAIOMBCA OEKIIbKOM 00epiCy8auam
BUNAOKOBUM UYUHOM. Ananizylouu ocmanni oocaiodxcenns ma nyonikayii 6 yiil eanysi, 6yn0 3pobaeHo 8UCHOBOK, WO HAUOINLIU
SAKICHUM Cnocobom eekmopusayii mexcmy 0711 nooanvuloi knacugixayii € noeouanus memooie PV-DM ma TF-IDF, a naiikpawa
MoOdenw ons knacugixayii cnamy ye Rotation Forest. Omoice, memoro ybo2o 00cniodicents € moougixayis moodeni Rotation Forest
ma cmeopenHs Hatbiibul AKICHO20 Kiacugikamopa ons 3a0aui kiacugixayii cnamy eiekmponnoi noutmu. OCKIIbKY aneopumm
Naive Bayes 6 pamkax xkaracugixayii cnamy npayioc nabazamo kpawe, Hige Decision Tree, 6yno eupiuieno suxopucmosysamu
aneopumm Naive Bayes sk 6azosuil arcopumm y moougixoeaniti mooeni Rotation Forest. Buxoosuu 3 pe3ynomamie 00CniodiceHs
Memooie onmumizayil, 8UAUIOCs wjo onmumizayis poro yacmurok (PSO) suauno noxkpawye egpekmusnicmo ancopummy Naive
Bayes 6 pavmxax xnacugixayii cnamy. Tomy 0na mpenyganns 6a308ux ciabKux aneopummis makodlc 3acmocogysanu ONmumiza-
yito PSO. J[nsa noninwenns cmabinbHocmi Kiacugixamopa exchepumenmu npogoounucy Ha ocHosi komboinayii Enron, Ling ma
SpamAssasin damacemis i oyinlosanucs 3 mouku 30py moynocmi (accuracy), f-mipu (f-measure), ényunocmi (precision) ma nos-
nomu (recall). B pesynbmami excnepumenmie 6y10 NOKA3AHO, WO 3anpONOHOBaNUll Mooudikosanuil areopumm Rotation Forest
OIICHO NPayle 3HAYHO KPAWje BIOHOCHO cmanoapmuoeo aneopummy Rotation Forest. Moougixosanuii areopumm Rotation
Forest noxaszag eucoxy mounicme knacugixayii 6 99,14%, mooi ax cmanoapmuuii Rotation Forest npaytoe 3 mounicmio 96,97%.
B pesynomami oocniooicenns mu cmeopunu cnpasdi sxicnuti kiacugikamop. OOHak, OCKIIbKU MOYHICMb Kiacu@ikayii ne €
100%, yvomy ancopummy € Kyou pocmu.

Keywords: Email spam classification, Rotation Forest, Naive Bayes, Particle Swarm Optimisation, PV-DM, TF-IDF.

MOANDUKALINA MOLENN ROTATION FOREST B PAMKAX 3AIAYU
KNACCU®UKALIUU CINTAMA SJTIEKTPOHHOM NMOYTbI

A.A. lllanuna

Veenuuenue ucnonvzosanus 21eKMpoHHOU NOYMbL 8 eHCEOHEBHbIX MPAH3AKYUAX Ol MHOSUX NPEONPUAmMuUL uiu obujeco
obwenus 61a200aps 80ell IKOHOMUUECKOU IPHeKmMUsHOCIU cOenano dNeKMpoHHble NUCOMA YAZGUMBIMU K AMAKAM, BKII0YAs
cnam. Cnam-nucoma — 5mo Hegxcelamenbtvle COOOUeHUs, KOMOpble 04eHb NOX0XHCU Opye HA Opyea U HANPAGISIOMCS HECKONbKUM
noxyuamenam Ciyyaunvim 00pasom. Anarusupysa nocieoHue uccie008anus u nyosukayuy 8 3mou ooracmu, 6vll cOeian 8vl800,
umo Hauboee Ka4eCmEeHHbIM CROCODOM 6eKMOPU3AYUY mekcma Ois OanbHelwell KIACCUQUKayuu A6Isemesi couemanue Memo-
006 PV-DM u TF-IDF, a nyuwas modens 015 kraccuguxayuu cnama smo Rotation Forest. Hmak, yeavio 0annozo ucciedosanus
saensiemcst mooughuxayus moodenu Rotation Forest u coz0anue Haubonee KaueCmMeHHO20 KAACCUDUKAMOPA 05 3a0adu KAAcCCu-
Quxayuu cnama snekmponnoi noumel. Ilockoavky aneopumm Naive Bayes 6 pamkax knaccuguxayuu cnama pabomaem 20pazoo
nyuwe, yem Decision Tree, 6vi10 peuteno ucnonvzosams aneopumm Naive Bayes kak 6a308bill anzopumm 6 MOOUPUYUPOSAHHOU
moodenu Rotation Forest. Hcxo0sa us pe3ynismamog uccie008anull Memooos onmumMu3ayuii, 0ka3aiocs, 4mo OnmumMusayus posi
yacmuy (PSO) snauumenvro ynyuuwaem s¢hpexmusrnocms ancopumma Naive Bayes 6 pamxax knaccugpuxayuu cnama. Ilosmomy
0151 MPEHUPOBKU OA308bIX CIADBIX ANCOPUMMOE MAKdCe npumensau onmumusayuro PSO. [Jua ynyuwenus cmabunbHocmu Kiac-
cuguxamopa sxkcnepuMenmvl nPoBOOUNUCH HA OCHO8e KombOuHayuu Enron, Ling u SpamAssasin damacemos u 0yeHusanucy ¢
MouKu 3peHus mounocmu (accuracy), f-wepul (f-measure), memxocmu (precision) u noanomul (recall). B pezynomame sxcnepu-
MeHmOo8 OblI0 NOKA3AHO, YMO NPeonodICeHHblll MoOupuyuposannvlii arcopumm Rotation Forest oeiicmsumenvno pabomaem
SHAYUMENLHO JIyYUle OMHOCUMENbHO cmanoapmuo2o aneopumma Rotation Forest. Moouduyuposannuiii arcopumm Rotation
Forest nokaszan évicoxyio mounocme knaccugurayuu ¢ 99,14%, mozoa xax cmanoapmusiti Rotation Forest pabomaem ¢ mouno-
cmoio 96,97%. B pesynomame uccrnedosanus mbl co30anu 0eucmeumensro kavecmeenuwvlii kiaccuguxamop. OOHAKO, NOCKOIbKY
moyHnocms kraccuguxayuu ve aensemes 100%, smomy aneopummy ecmo Kyoa pacmu.

Keywords: Email spam classification, Rotation Forest, Nauve Bayes, Particle Swarm Optimisation, PV-DM, TF-IDF.
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