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Main 
conclusions and 
observations

T
his collaborative study between 
MINTIC, the OAS and the 
IDB represents a pioneering 
initiative in the region, which is 
rare on a global scale, since it 
highlights information, which 

is difficult to collect, about threats to a 
country’s digital security and its ability to 
defend itself against them. The Colombian 
government is thus at the forefront of the 
generation of knowledge in the area of 
digital security to facilitate the design and 
implementation of policies that address 
the weaker aspects of the scenario as 
revealed in this study.

The information gathered provides a 
complete picture of the attacks on both 
the public and private sectors, as well as 
their level of preparedness to defend 
against such attacks. The study aims to 
present the information according to the 

different profiles of both public and 
private institutions, and numerous 
statistical tools have been used to 
make it easier for the readers to draw 
their own conclusions.

Colombian organizations participating 
in this study have a high level of 
connectivity, for the most part. Of the 
companies interviewed, 65% reported 
that between 81% and 100% of their 
workforce had access to the Internet. 
In the public sector, 69% of the 
participating entities reported that 

between 81% and 100% of their employees 
had access to the Internet at work.

When Colombian organizations are asked if 
they believe they are prepared to deal with 
a digital incident, a simple average of 37% 
of the companies that participated in the 
study (companies in the Service, Industry 
and Commerce sectors) believe that they 
are prepared to handle a digital incident. As 
for the size of these companies, 70% of large 
enterprises feel very prepared or prepared 
to handle a digital incident, compared to 
45% of micro-enterprises. When public 
entities are asked the same question, one 
of the results found is that most entities 
at the national level “feel prepared”. Study 
participants at the national level reported 
that 13% and 48% felt very prepared or 
prepared, respectively. However, when 
compared to municipal and province 
authorities, data show that only 28% at the 
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municipal level and 38% at the province 
level felt very prepared or prepared 
to handle an incident. A higher level of 
confidence in preparation is observed at 
the national level, so it would be interesting 
to develop public policy initiatives focused 
at the province and municipal levels.

The study also included specific questions 
about digital security measures adopted 
by the organization, in order to be able 
to compare them with their level of 
security perception. It was noted that, in 
general, Colombian organizations that 
replied that they feel prepared, in fact, 
adopt more security measures than 
other organizations. For example, large 
enterprises tend to adopt more security 
measures than microenterprises, and 
national public entities have a greater 
concern with digital security than 
territorial entities. However, organizations 
that feel more prepared still need to 
increase their digital security measures, 
which should include a larger budget 
allocation for digital security issues. 

Among the most important measures that 
could be identified to ensure a Colombian 
organization against digital incidents is the 
identification of a full-time position for 
the management of digital incidents. This 
position is important because it will help 
organizations quickly detect, isolate and 
resolve incidents as they occur.

Among all those who answered the 
question: “Does your entity/company have 
an area, position (s) or role (s) dedicated 
to digital security (digital security and/
or information security)?,” 70% of large 
enterprises responded “yes” compared 
to merely over 20% of micro-enterprises. 
Among economic sectors, most companies 
in the industry sector said they have a 
dedicated team, with a little more than 
54% responding positively to the question, 
compared to only 45% and 42% of 
companies in the Service and Commerce 
sectors, respectively. Among public entities, 
only 33% at the national level and 10% and 
17% at the municipal and province level, 
respectively, have an area dedicated to 
digital security within their organization. It 
was noted that there is a general tendency 
to transfer responsibility for incident 
response and digital security under the 
general functions of IT departments. 

When asked, on a scale of 1-5, what 
respondents believe to be the main factors 
that would affect their ability to address 
digital security, they respond that the lack 
of dedicated staff and lack of budget were 
rated as the main factors, with the lack 
of awareness of employees immediately 
following. In fact, analyses of the budget 
allocation to digital security issues 
confirmed this concern of respondents, as 
noted below.
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Having the ability to identify incidents is 
important for entities, given it is the first 
step to contain a malicious attack and to 
be able to respond. When asked whether 
digital incidents against their organization 
were identified in 2016, more than 70% of 
micro-enterprises replied that they had 
not identified digital incidents. Among 
small enterprises, approximately 60% also 
did not identify digital incidents. However, 
among medium and large enterprises, 
most replied that they did identify digital 
incidents: 51% and 63%, respectively. When 
analyzing the different economic sectors, 
only in the industry sector was where most 
of the companies identified digital incidents, 
with 52% of the companies. With respect 
to state entities, 59% of national entities 
identified digital incidents, while 56% of 
territorial-province entities responded 
alike. On the other hand, 42% of municipal 
entities responded that they have identified 
digital incidents. 

A statistically significant positive relationship 
was shown between the implementation of 
technical measures–such as vulnerability 
testing and maintenance of the Information 
Technology infrastructure–and the 
identification of digital incidents by public 
and private organizations. This is also seen 
with the explanatory variable related to 
the practice of cybernetic risk assessment. 
That is, organizations that implement more 
digital security measures tend to identify 
a greater number of digital incidents. This 

means that many organizations that do not 
implement these measures are unaware 
that they are targets of cyber-attacks. 
Likewise, a statistically positive relationship 
was observed in the National Digital  
Security Policy (CONPES Document 3854, 
2016), approved on April 11, 2016, and the 
identification of digital incidents by state 
entities.

Regarding the types of incidents occurring, 
in the question: What types of digital 
incidents, cyber threats or cyber-attacks 
has your entity/company identified in 
2016?, the study participants responded 
that malware and phishing were among 
the most common types of incidents. It 
was noted that within the Service sector, 
50% of respondents noticed an increase in 
malware attacks, 47% phishing, 39% web-
based attacks, and 18% denial of service 
attacks. In the Commerce sector, similar 
observations were made with 53% reporting 
an increase in malware, 41% reported an 
increase in phishing and 21% noticed an 
increase in both web-based attacks and 
denial-of-service attacks. Interestingly, 
however, there were some variations within 
the industry sector in this observation, since 
67% reported an increase in the severity of 
web-based attacks and malware and 59% 
reported an increase in phishing attacks. In 
terms of entities that actually identify not 
only the increase in severity but the type of 
attacks, study participants reported that 
they have seen a major increase in phishing 
and malware attacks. 
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When analyzing the values of companies 
that allocated a budget to digital security, 
it was observed that the median digital 
security budget in relation to company 
sales was approximately 0.3% of sales 
in 2016. Micro-enterprises have smaller 
digital security budgets in absolute terms. 
On the other hand, companies in the 
service sector (mainly in the financial 
sector) tend to allocate a larger budget to 
digital security.

In public entities, the estimate of the 
median budget allocated to digital 
security in relation to the investment 
budget was approximately 0.05% of total 
investments in 2016. 

That is, when the digital security budget was 
allocated, this budget did not reach 1% of 
organizations’ sales or investments in 2016. 
In addition, it was verified that, on simple 
average, most of the budget was allocated 
for platforms and technological means, 
while the capacity generation received the 
least amount of resources in both public 
and private organizations. It should be 
stressed that capacity building includes 
issues such as training and awareness of 
employees and officials. As mentioned, 
the lack of dedicated staff to the area 
and lack of budget were classified as the 
main factors that affected digital security 
in organizations, with the lack of awareness 
of employees immediately following.

It is important to note that many of the 
organizations do not estimate the cost of 
digital incidents: 79% of companies said 
they had no estimated costs, while 85% of 
public entities said they did not make any 
estimates. In this context, estimates were 
made based on the organizations that did 
estimate the cost of digital incidents.

It can be observed that the relative cost of 
digital incidents decreased as companies 
increased in size. Although large enterprises 
had an absolute cost with digital incidents 
much higher than the costs incurred by 
a microenterprise, the relative cost of 
digital incidents of a large company was 
significantly smaller. It is very important 
to note that there is a greater number 
of companies with costs related to the 
loss of intellectual property in excess 
of $325 million Colombian pesos about 
10% of the companies, where 3% had 
intellectual property losses of more than 
COP 4,000,000,000. In the latter group, 
the majority consisted of large enterprises, 
including enterprises in the commerce 
sector, and the financial sector.

The results indicate that there is a significant 
and positive relationship between cost 
and number of incidents. According to the 
model, it is estimated that the increase 
of one unit in the number of incidents 
increases the cost incurred by companies 
in Colombia by approximately $ 500,000 
Colombian pesos because of digital 
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incidents. It is important to keep in mind 
that this value is an estimate based on 
the reported information and that some 
incidents may have lower values, while 
others higher. 

In relation to the national state entities, 
the cost represented approximately 0.5% 
of the investment of the public entities. 
However, these data refer to national 
state entities of the executive branch or 
to autonomous national entities. There 
was not a significant number of territorial 
entities that responded to information 
regarding cost.

In summary, it can be concluded that 
implementation of digital security measures 
is essential not only for protection, but 
also to gain a better understanding 
of the impact of digital incidents on 
Colombian organizations. Although many 
organizations claim to be prepared 
for digital incidents, many do not have 
dedicated digital security personnel, with 
the general tendency to shift responsibility 
for incident response and digital security to 
the overall functions of IT departments. 

Budget allocation to digital security is 
less than 1% of organizations’ sales/
investments and about 10% of this 1% 
is allocated to training and awareness 
issues. This is worrying, especially when 
considering that most organizations 
involved in the study have about 81% to 
100% of their employees and officials 

connected to the Internet, and particularly 
with the increase in the severity of phishing 
and malware attacks, which can target any 
person within the organization.

The data collected show that cyber-attacks 
increase in sophistication and impact, but 
investment in human and technological 
resources for defense and budget 
allocations focused on digital security is still 
small and growing slowly. The seriousness 
of the threats and the harm they cause 
require urgent action where the public and 
private sectors can collaborate closely.

From the analysis of the different 
Colombian organizations, it was observed 
that large enterprises are more prepared 
and, although absolute costs of digital 
incidents are higher, their relative costs are 
smaller than the costs of microenterprises. 
That is, it is estimated that the costs of 
digital incidents have a greater impact 
on microenterprises. With respect to 
state entities, there is statistically positive 
relationship in knowing the National Digital 
Security Policy (CONPES Document 3854 
of 2016) and identifying digital incidents, 
mainly among the national entities. It would 
be interesting to develop digital security 
policy actions with a particular focus on 
territorial entities.
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T
he purpose of this instrument, 
prepared by the Government 
of Colombia through the 
Ministry of Information and 
Communication Technologies 
(MINTIC), the Organization of 

American States (OAS) and the Inter-
American Development Bank (IDB), is 
to obtain information on digital security 
threats (cybersecurity and/or information 
security) and their impact on the country. 

The National Digital Security Policy, 
approved on April 11, 2016 by the National 
Digital Security Council, through the 
issuance of Document CONPES 3854 of 
2016, reported on the need to “Create both 
the conditions for multiple stakeholders 
to manage the digital security risk in 
their socio-economic activities and 
the confidence in the use of the digital 
environment”. In this context, this study will 
serve as input for the national government 
to generate relevant instruments in 
relation to compliance with the defined 
policy and prioritization of the development 

of future plans in the field. More 
specifically, this study will identify the 
main incidents, threats and attacks 
against digital security (cybersecurity 
and/or information security) that 
are affecting the country, recognize 
the main targets or objectives and 
know the economic costs that they 
represent for the different sectors 

of the economy of the country and the 
Government, among others. Therefore, 
this study aims to identify how digital 
security incidents are affecting Colombian 
organizations in both the private sector and 
the public sector, using the figures for 2016.

The study is divided into two parts as 
follows: 

Part 1) Private Sector Analysis: This 
analysis is divided into five sections. The 
first section provides information on the 
profile of Colombian companies, such as 
the size, number of employees, economic 
sector and the approximate percentage of 
company personnel with Internet access to 
carry out their professional activities. This 
data aided in the analysis of companies’ 
digital security taking into account their 
different profiles. The second section of 
the analysis presents information on digital 
security measures taken by companies, 
such as digital security technical 
measures, organizational policies and risk 
management. The third section describes 
the digital incidents to the company during 

Reader’s
GUIDE
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the time period analyzed. The fourth 
section estimates the budget allocated 
to digital security issues by the company, 
and finally, the last section seeks to identify 
the costs of the consequences of digital 
incidents.

Part 2) Analysis of public sector entities: 
Similar to the analysis of the private sector, 
this analysis is divided into five sections. The 
first provides a summary of the profile of 
the Colombian public entities interviewed, 
also including information about the 
government tier to which the entity belongs, 
number of personnel, and percentage of 
the entity staff with access to the Internet. 
The second section describes the digital 
security measures taken by the various 
entities, while the third section describes 
the types of incidents occurring during the 
period of time analyzed by the entities 
interviewed. The fourth section describes 
the budget allocation, and the last part 
analyzes the costs related to the digital 
incidents.

Appendix 1) Situational Analysis: It provides 
an overview of Colombia’s digital security 
landscape and it includes an situational 
analysis of digital security capacity in 
Colombia, based on the results of the 
Report prepared by the OAS, IDB and 
the Global Cybersecurity Capacity 
Centre, University of Oxford, entitled 
“Cybersecurity: Are We Ready in Latin 
America and the Caribbean?” The levels 

of maturity described in this report cover 
five dimensions: (1) Policy and Strategy; 
(2) Culture and Society; (3) Education; (4) 
Legal Frameworks; and (5) Technologies. 
The situational analysis also provides 
information on the progress in digital 
security and other activities related to the 
field of digital security.

Appendix 2) Methodology: It describes the 
methodology adopted for this study. It 
includes the rationale for the development 
of the questions raised in the information 
collection instrument used, as well as the 
distribution methodology adopted.

Appendix 3) Supplementary statistical 
analysis: It presents the results of the linear 
regressions conducted in this study, as well 
as the estimates of the LOGIT models 
adopted.
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Minister of Information 
Technologies and 
Communication of 
Colombia (MINTIC)

Impact of cyber 
incidents, threats and 
attacks in Colombia
The development of solid digital economies 
that contribute to the generation of economic 
and social prosperity in Latin America and the 
Caribbean requires the construction of an open, 
as well as safe and reliable digital environment, 
in line with the increase and dynamism of their 

citizens’ activities. To this end, the countries of 
our region must have a strategic vision regarding 
digital security and the management of the 
risks associated with incidents and threats that 
may affect the integrity of the members of 
society, the Social Rule of Law, the exercise of 
fundamental rights, national security, national 
defense and sovereignty.

In the case of Colombia, the growing use of 
Information and Communication Technologies 
(ICT), increased Internet connections, the 
massification of telecommunications networks 
as the basis for any socio-economic activity, 
and the increase in the number of services 
available online show a significant increase in 
the participation of Colombians using electronic 
channels.

However, the exponential use of the digital 
environment entails uncertainties and inherent 
digital security risks that, if not properly and 
timely managed, can lead to cyber incidents, 
threats and attacks, with serious economic or 
social consequences for the country.

Given the above, and by identifying a clear 
problem to be resolved, Colombia issued 
the National Digital Security Policy (CONPES 
Document 3854 of 2016), championed by the 
Ministries of National Defense and Information 
and Communications Technologies of Colombia 
and with the participation of all interested 
parties. This is one of the first national policies 
in the world and the first in the region to accept 
the September 2015 recommendations on 
management of digital security risks issued by 
the Organization for Economic Co-operation 
and Development (OECD). The document 
also incorporated the recommendations of 

david 
    luna



25

other international organizations such as the 
Organization of American States (OAS), the 
International Telecommunication Union (ITU) 
and the North Atlantic Treaty Organization 
(NATO).

The Policy articulates a strategic vision that 
seeks to make responsible use of the digital 
environment by the national and territorial 
governments, public and private organizations, 
the Public Force, owners and operators of 
critical national cybernetic infrastructures, 
academia and civil society, as well as strengthen 
their capacities to identify, manage, address 
and mitigate digital security risks in their socio-
economic activities in the digital environment, 
within a framework of cooperation, collaboration 
and assistance.

In order to have basic input to formulate 
strategic documents and prioritize actions by 
the national government, the Ministry of ICT of 
Colombia, the OAS and the IDB, together with 
national and international experts in the field, 
have conducted this study, entitled Impact 
of cyber incidents, threats and attacks in 
Colombia, which presents a current overview 
of digital security (cybersecurity and/or 
information security) in Colombia; it identifies 
the main types of incidents, threats and attacks 
against it affecting public sector entities and 
companies; it identifies the main targets or 
objectives and it estimates, generally, some of 
the economic costs they represent for different 
sectors of the country’s economy.

The Colombian national government is 
convinced that the management of digital 
security risks is a fundamental requirement 
for the processes of sector digitalization and 

digital transformation of the country, and it 
constitutes a valuable tool for consolidating 
peace, strengthening confidence, massification 
of the Internet, poverty reduction and firming 
the digital economy. 

For this reason, and based on the results 
presented in this study, it is necessary for the 
leaders of the public and private organizations 
of Colombia and the region to make a detailed 
review of the digital security measures 
implemented until today and their level of 
investment, in order to adapt their management 
and business models to maximize opportunities 
in the development of socio-economic activities 
in the digital environment.

   In Colombia, the number of Internet connections increased by 
11 times, from 2.6 million in 2010 to 28.7 million in 2017. With 15.6 
million millions of broadband Internet connections in 2017, the 
country increased by 609% compared to 2010, approaching similar 
levels of access to OECD countries, such as Portugal, Turkey and 
Israel, and well above the average countries of Latin America and 
the Caribbean.

   The country has a national fiber optic network and advances in
the connection of remote areas of the national territory, through 
the high speed network. At present, more than 160 thousand 
with Internet at social rates and have installed more than 1,300 
new Live Digital Kiosks in rural areas, 37 laboratories for the 
development of  video games, applications and digital content and 
more 750 free WiFi zones.

   It is estimated that 26% of micro, medium and small Colombian 
companies (MSMEs) buy online and 8% sell by Internet.

1

2

3
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Secretary for Multidimensional 
Security of the Organization of 
American States (OAS)

Cybersecurity threats are now a part of our 
everyday reality. Sovereign nations must 
consider their development and economic 
investments in the framework of a digital 
world.

According to industry estimates, global 
spending on cybersecurity products and 
services will reach USD 86.4 billion by 2017, 

an increase of 7 percent since 2016, with 
an expected expenditure of USD 93 billion 
in 2018. More alarming is the fact that 
global spending on cybersecurity products 
and services is projected to exceed USD 1 
trillion over the next five years, 2017-2021.

With more than a decade of experience in 
the field of cybersecurity, the Organization 
of American States (OAS) provides Member 
States with comprehensive research and 
studies on cybersecurity in Latin America 
and the Caribbean.

It is in this line that we present this report 
on the practices of digital security and the 
impact of cyber incidents in Colombian 
organizations.

Since 2016, the OAS and the Ministry 
of Information and Communications 
Technologies of Colombia (MINTIC) have 
been cooperating with the purpose of 
providing technical assistance in conducting 
a study like this.

The OAS, through the Inter-American 
Committee against Terrorism (CICTE), 
worked closely with the Colombian 
Government to obtain input from national 
actors throughout the process of 
developing the report.

The results of the report show that the 
vast majority of companies and state 
entities do not carry out a cybersecurity 
risk assessment, and when asked which 

 Claudia 
Paz y Paz
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department handled cybersecurity, the 
vast majority responded that it was 
managed by the technology department: 
not a specific security department.

This indicates the need for enterprises 
to allocate greater resources for the 
management of cybersecurity at all levels.

The study also shows a significant 
relationship between cost and number of 
incidents, since even though organizations 
claim to be prepared to deal with digital 
incidents, many do not have dedicated 
cybersecurity personnel, and less than 
1% of the organization’s sales/investment 
budget is allocated to cybersecurity, with 
about 10% of it allocated to training and 
awareness-raising issues.

Colombia has demonstrated its 
commitment to make cybersecurity both a 
priority and a strong component of its socio-
economic development. We are confident 
that this study will not only be of benefit to 
the Government of Colombia, but it will also 
provide insight into the importance of good 
cybersecurity practices and to the reality 
of the cost of cyber incidents in our region.

We look forward to continuing to support 
the Government of Colombia in its efforts 
and to continue working with the Inter-
American Development Bank (IDB) 
to extend cybersecurity cooperation 
initiatives, such as this, to other countries 
in the region.
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Manager of Institutions for 
Development of the Inter-
American Development Bank (IDB)

Last year, the 2016 Cybersecurity Report 
“Are we ready in Latin America and the 
Caribbean?” showed that the region is still 
not ready to face the challenges of this 
new digital society. The region continues 
its efforts to keep up with the fourth digital 
revolution: more than half of the countries 
have a digital government strategy, Latin 
America and the Caribbean is the most 
active region in the world in social networks, 
and more than half of its population 

regularly connects to the Internet. However, 
we are not pursuing digital security policies 
that ensure that our citizens and our 
businesses can operate in the cyberspace 
without risking their identity being stolen, 
their property damaged or their physical 
integrity threatened.

Like the Internet, digital security is global by 
nature and urges local ownership. Effective 
cybersecurity policies need mechanisms for 
the exchange of information, collaboration 
and coordination that bring together 
different countries’ efforts both in the 
public and private sectors. The chain that 
defends citizens of the digital era from 
cyber-attacks is as strong as its weakest 
link and, therefore, it must be everyone’s 
concern that no country is left behind in the 
implementation of cybersecurity policies.

Based on the data shared by companies 
and public institutions, this report, “Impact 
of Digital Security Incidents in Colombia”, 
reveals the main areas of digital weakness 
in Colombia and their effects, leaving 
us with messages that demand the 
attention of all actors in the country’s 
digital ecosystem. Most Colombian 
organizations are not adequately prepared 
and are being attacked; such attacks are 
increasingly severe and have significant 
economic impact. The common citizen and 
microenterprises are also weak links, for 
which it is necessary to carry out awareness 
and training actions to reduce their risk of 

 Ana María
 Rodríguez
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becoming victims of cyber-attacks.

The depth of this study and the information 
surveyed mark Colombia as a benchmark 
in the collection of complete data about a 
topic on which it is difficult for institutions to 
share information. This has been possible 
thanks to the collaboration between MINTIC, 
the OAS and the IDB, and the technical 
contributions of the World Economic Forum 
and the University of Oxford. 

I am sure that this publication will be a 
useful tool to guide the implementation 
of the National Digital Security Policy 
recently launched in Colombia, and I am 
confident that other countries will follow its 

example by studying in depth the impact 
of cybersecurity incidents and design the 
necessary policies to decrease it.

The IDB is and will continue to be an active 
partner in the digital transformation in Latin 
America and the Caribbean to maximize its 
benefits and control its risks. The data show 
that the investment in preventing cyber-
attacks is less than is required to recover 
from them. 
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PART 1

Private 
Sector 
Analysis
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F
or the purposes of this study, 
an enterprise is a Colombian 
enterprise: i) from the private 
sector or ii) from a mixed economy 

with a State share of less than 50%. To 

answer the question: What is the size of 
your company? 44% of the respondents 
said that they were microenterprises, 23% 
were small enterprises and 12% and 21% 
reported medium and large enterprises, 
respectively, as shown in the following 
diagram:

Company Profiles

Graph 1: Size of the Companies

Number of Observations: 515
Note: CMMLW is the Current Minimum Monthly Legal Wage in force in Colombia
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Among the companies, 84% reported 
that 100% were privately owned, while 16% 
were either i) publicly owned or ii) publicly 
and privately owned (mixed). Of the 

enterprises interviewed, 69% belong to the 
service sector, which includes, for example, 
the financial sector, 20% to the commerce 
sector and 11% to the industry sector. 

Graph 2: Economic Sector of Interviewees

Number of Observations: 515
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As for the number of companies according 
to size, 28% had less than 4 employees, 
60% between 4 and 799 employees, and 

11% of companies have more than 800 
employees. 

Graph 3: Number of Employees in the Companies

Number of Observations: 515
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Regarding the companies that participated 
in this study, 65% reported that between 
81% and 100% of their workforce had 
access to the Internet, 9% responded that 

they gave access to 61% -80% of their 
employees and 26% provided between 0 
and 60% of its employees.

Graph 4: Approximate Percentage of your Company 
Personnel with Internet Access 

Number of Observations: 515
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When asking the question: Does the 
Company apply a “Bring Your Own Device” 
Policy? 40% of those interviewed reported 
that they had a BYOD policy compared to 
60% which indicated that they did not.

In general, it can be concluded that the 
general profile of those participating in 

this study are Microenterprises, with the 
majority of the service sector. However, it is 
important to note that 21% of respondents 
belong to large enterprises and 34% of 
those interviewed had a minimum of 99 
employees or more.

As part of the study, a number of questions 
were asked regarding digital safety 
practices. These questions were asked 
to assess how their practices impacted 
the level of attacks experienced and the 
ultimate impact these practices may have 
on actual costs incurred as a result of an 
attack.

In response to the question: “My entity/
company is prepared to deal with a digital 
incident”, the data were analyzed taking 
into account both their sector and size. 
Among the sectors of service, industry and 
commerce, a simple average of 37% of 
respondents in all three sectors believe 

they are prepared to handle a cyber 
incident. 

Approximately 30% of respondents in 
the commerce sector considered that 
they were not prepared or were not fully 
prepared for a cyber incident.

Digital security practices 
in companies 
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Graph 5: Level of Readiness to Deal with a 
Digital Incident (Economic Sector)

As for the size of these companies, 70% of large enterprises feel very prepared or prepared 
for a digital incident, compared to 45% of micro-enterprises. The results show that a simple 
average of about 22% of companies of all sizes replied that they “Neither agree nor disagree” 
with the statement “My company is prepared to deal with a digital incident”.

Number of Observations: 486
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An important aspect of cybernetic readiness 
is the measures implemented, whether 
they are policies, technical measures or 
standards. In order to understand these 
examples, the following are listed below:

·	 Organizational (e.g. area, department 
dedicated to digital security, head of 
information security, roles associated 
with information security, functions 
around information security)

·	 Policy (e.g. system access policy, 
password update policy, awareness)

·	 Technical measures (e.g. vulnerability 
testing, maintenance of IT 
infrastructure)

·	 Standards (e.g. ISO 27001, other 
international standards)

In relation to this, respondents were asked: 
Which of the following practices in digital 
security (cybersecurity and/or information 
security) are implemented by your entity/
company? Among respondents from 
the three economic sectors, a majority 
responded that they had implemented policy 
measures (55% of the commerce sector, 
70% of the industry sector and 59% of the 
service sector), with the implementation of 
technical standards (e.g. ISO 27001, other 
international standards), it being the next 
highest measure implemented (commerce 
43%, industry 63% and service 49%).  

Graph 6: Level of Readiness to Deal with a Digital Incident (Company Size)

Number of Observations: 486

1.

2.

3.

4.
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Compared by size, it is clear that the majority 
of respondents also placed greater weight 
on the implementation of policies as a digital 
security measure. Among micro-enterprises, 
44% of them have implemented policies, 37% 
technical measures and 34% standards and 
organizational measures. Among the larger 
companies, an interesting observation was 
that 88% implemented policy measures, 
but only 45% of the companies participating 

in this study mention that they adopted 
standards. Among all the interviewees, the 
implementation of organizational measures 
and standards was identified as the lowest 
priority practice. See the graphs below.

Graph 7: Digital Security Practices 
(Economic Sector)

Number of Observations: 554
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One of the most important steps to 
safeguard an organization against digital 
incidents is to identify a full-time position 
for the management of digital incidents. 
This position is important because it will 
help companies quickly detect, isolate and 
resolve incidents when and if they occur. If 
this position does not exist, attackers could 
remain in the organizations’ system longer 
than necessary, making detection a longer 
process as well. Among all who answered the 
question: Does your entity/company have 

an area, position (s) or role (s) dedicated 
to digital security (cybersecurity and/
or information security)? 70% of large 
enterprises replied ‘yes’ compared to 
a little over 20% of micro-enterprises. 
Among the economic sectors, most of the 
industry sector had a dedicated team, with 
a little over 54% responding positively to 
the question, compared to only 45% and 
42% of the service and commerce sectors, 
respectively. See graphs by size and sector 
below:

Graph 8: Digital security Practices (Company Size)

Number of Observations: 486
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The above question can be compared 
to the following question: Under which of 
the following schemes does your entity/
company manage security?  Among 
respondents, 37% of micro, 58% of 
small, 64% of medium and 58% of large 
enterprises responded that digital security 
was managed under the IT department. 
Only 22% of micro, 18% of small, 7% of 
medium and 21% of large enterprises 
reported that it was managed under a 
digital security area. 

In terms of sectors, approximately 83% 
of the Commerce sector reported that it 
was under the IT department, compared 
to 55% in the Industry sector and 47% in 
the Service sector, which responded in 
a similar way. What the answers might 
indicate is that most respondents see the 
need to address digital security issues and 
have placed them under the department 
most closely associated with digital security 
(i.e. Information Technology). However, this 
trend of reorienting information technology 

Graph 9: Position (s) or Role (s) Dedicated to Digital security 
(Companies’ Size and Economic Sector)

Number of Observations: 486
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departments to handle digital security 
and incident response can, in the long run, 
lead to having a team of people without 
the skills to respond to more sophisticated 
incidents1.  

When the interviewees were asked, 
How many people make up the team 
or area responsible for digital security 
(cybersecurity and/or information 
security) in their company? 55% said they 
had 1-2 people dedicated, 27% answered 
3-5 people and only 18% reported more 
than 5 people.

1  Similar observations were made in the Incident 
Response Capabilities in 2016: The 2016 SANS Incident 
Response Survey, p. 5 Accessed at: https://www.sans.org/
reading-room/whitepapers/incident/incident-response-
capabilities-2016-2016-incident-response-survey-37047 
Last consulted on August 28, 2017

This further demonstrates that while 
companies have recognized the importance 
of addressing cyber incidents, they have 
not invested in the organizational areas of 
their companies to address this.

Finally, in relation to organizational 
practices, when asked whether their 
organization conducted digital security risk 
assessment, most respondents reported 
that they did not. This, in terms of business 
size, is broken down as follows:

Graph 10: Cyber Risk Assessment (Size of Enterprises)

Number of Observations: 439
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Regarding the economic sectors, 50% 
of respondents in the industry sector 
reported that they did not, compared to 
only 32% and 45% of the commerce and 
service sectors that did undertake a digital 
security risk assessment.

Graph 11: Cyber Risk Assessment 
(Economic Sector)

Number of Observations: 439

This result leads to significant observations 
since the purpose for conducting a risk 
assessment for any organization is to help 
it develop enforceable recommendations 
to improve safety and implement industry 
best practices. One of the best industry 
practices is the digital security framework 

of the National Institute of Standards and 
Technology (NIST)2, which emphasizes that 
the purpose of a risk assessment is for 
an organization to understand “the risk of 
digital security for organizational operations 
(including mission, functions, image or 
reputation), assets of the organization 
and individuals”.  As established by NIST, 
conducting a risk assessment typically 
includes the following six steps:

·	 Identify and document asset 
vulnerabilities.

·	 Identify and document internal and 
external threats.

·	 Acquire information about threats 
from and vulnerabilities to external 
sources.

·	 Identify potential trade impacts and 
probabilities.

·	 Determine business risk by reviewing 
threats, vulnerabilities, probabilities 
and impacts.

·	 Identify and prioritize risk responses.

In this sense, it can be inferred that many of 
the respondents do not fully appreciate the 
value that best practices could award their 
commercial operations. For example, when 
asked: When protecting yourself from 
digital incidents, cyber threats and/or 
cyber-attacks, which of these data and/
or information assets are prioritized by 
2 NIST Cybersecurity Framework, Accessed at: https://
www.nist.gov/cyberframework; Last access: August 29, 
2017

1.

2.

3.

4.

5.

6.
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your entity/company? Please check the 
options that apply, almost all respondents 
across sectors and sizes reported that 
they would give priority to Data access 
to information systems (e.g. passwords, 
tokens, credentials) and Customer data. 
As for the economic sectors, companies 
of the three sectors (Commerce, Industry 
and Service) placed the lowest priority on 
Brand, Intellectual Property/Industrial 
Secrets and Reputation. 

Interestingly, when data were compared 
by size of organizations, the results were 
almost exactly the same in terms of priority 
levels. This is significant since one of the 
best practices for digital risk management 
is for entities to be proactive rather than 
reactive and as such it is important to 
review threats, identify vulnerabilities and 
consequences and it is clear that most 
organizations see the data as a significant 
asset to protect. The following graphs show 
the summary of results by sector

Graph 12: Data and Assets Prioritized by 
the Company (2016)

In terms of analysis by size:
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Therefore, when asked, on a scale of 1-5, 
what respondents believe to be the main 
factors that would affect their ability to 
address digital security, lack of dedicated 
staff and lack of budget were classified 
as the highest, with the lack of employee 
awareness immediately following. In this 
respect, it can be inferred that, while most 

companies see the need to address digital 
security, dedicated human and financial 
resources are still not being prioritized. 

Number of Observations: 450
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Graph 13: Percentage of Companies that Identified Digital 
Incidents, According to Company Size (2016)

Number of Observations: 451

When asked whether digital incidents against their organization had been identified, more 
than 70% of micro-enterprises replied that they had not identified digital incidents. Among 
the small enterprises, approximately 60% also did not identify digital incidents. However, 
among medium and large enterprises, most companies replied that they did identify digital 
incidents: 51% and 63%, respectively. 

Digital Incidents 
in Companies
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In order to understand why some 
companies identified digital incidents while 
others did not, an equation was estimated 
of determinants of the probability of a 
private sector company identifying digital 
incidents against its company, where the 

dependent variable3 is “1” if the company 
identifies digital incidents and “0” if it does 
not identify them. 

3 The dependent variable is ‘dependent’ on the values 
assumed by the independent variable

When analyzing the different economic sectors, most of the companies–only in the industry 
sector–identified digital incidents: 52% of the enterprises. It is important to note that the 
majority of companies in the Industry sector, analyzed in this study, are large enterprises.

Graph 14: Percentage of Companies that Identified 
Digital Incidents, by Economic Sector (2016)

Number of Observations: 451
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Within the explanatory variables4, a set 
of dichotomous variables5 was included, 
capturing specific factors of the companies, 
such as company size and the economic 
sector. That is, large, medium, small or 
micro, as well as whether the company 
belongs to the industry, commerce 
or service sector. Other dichotomous 
variables included: (i) whether the company 
implements digital security policies (e.g., 
system access policy, password update 
policy, awareness); (ii) whether the 
enterprise implements technical measures 
(e.g., vulnerability testing, maintenance of 
IT infrastructure); (iii) whether the company 
implements standards (e.g., ISO 27001, 
other international standards); (iv) if the 
company has an area, position (s) or role 
(s) dedicated to digital security; (v) if the 
company is aware of any regulations and/
or national or territorial legislation requiring 
companies in its sector to implement digital 
security management practices; and (vi) 
if the company conducts any cyber risk 
assessment. 

Other explanatory variables were also 
included, such as the number of employees 
in the company, the approximate 
percentage of company personnel with 
access to the Internet to carry out their 

4 The explanatory variable, or independent, is that which 
explains the changes in the dependent variable. 

5 The dichotomous or binary variable is that which has 
only two forms of presentation. It is a variable that can 
assume only two possible values, such as “yes” or “no”. 

professional activities, the percentage of 
the company’s share capital that is foreign, 
the approximate value (in Colombian 
pesos) of the company sales during 2016, 
as well as the approximate budget value 
designated by the company for digital 
security matters.

Given the binary nature of the dependent 
variable, a logit6 estimation model is used 
(Appendix 3). The results indicate that 
there is a statistically significant positive 
relationship between the implementation 
of technical measures–such as vulnerability 
testing and maintenance of the IT 
infrastructure–and the identification of 
digital incidents. This is also seen with 
the explanatory variable related to the 
practice of cybernetic risk assessment. 
More specifically, the results indicate that 
the probability that a company in Colombia 
identifies digital incidents increases for 
companies that implement technical 
security measures and that perform risk 
assessment. There is also a statistically 
significant positive relationship between 
incident identification and the number of 
employees in a company. On the other 
hand, the results indicate a statistically 
significant negative relationship between 
incident identification and microenterprises.

6 This model assumes that individual effects have been 
averaged, facilitating the calculation and interpretation 
of marginal effects, which in turn measure the effect 
of a change in one of the regressors on the dependent 
variable.
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Having the ability to identify incidents is 
important for entities, since it is the first 
step to contain a malicious attack and 
to be able to respond. When asked: Has 
your entity/company noticed a change in 
the severity (or criticality) of cyberattacks 
during 2016? 70% of the Industry sector 
replied that they had noticed a change 
in the severity of the attacks compared 

with the rest of the population. 35% of the 
commerce sector and 46% of the service 
sector reported that the levels of attacks 
remained the same. In terms of enterprise 
size, it was observed among the responses 
that a larger number of small enterprises 
responded having seen an increase in 
severity. See the comparative graphs 
below:

Graph 15: Change in the Severity of Digital Incidents (2016)

Number of Observations: 178
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Regarding the types of incidents occurring, 
the study participants answered the 
question: What types of digital incidents, 
cyber threats or cyber-attacks has your 
entity/company identified during 2016?, 
with malware and phishing being among 
the most common types of incidents. It 
was noted that within the Service sector, 
50% of respondents noticed an increase 
in malware attacks, 47% phishing, 39% 
web-based attacks, and 18% denial of 
service attacks. In the Commerce sector, 
similar observations were made with 53% 
reporting an increase in malware, 41% 
reported an increase in phishing and 21% 
noticed an increase in both web-based 

attacks and denial-of-service attacks. 
Interestingly, however, there were some 
variations within the industry sector in 
this observation, given 67% reported an 
increase in the severity of web-based 
attacks and malware and 59% reported an 
increase in phishing attacks.

In relation to the size of the reporting 
companies, the results were also similar in 
the response of micro, small, medium and 
large enterprises. See comparative graphs 
below:

Number of Observations: 178



51

Graph 16: Gravity of Digital Incidents (2016)
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Number of Observations: 178
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When comparing these data with the 
Report of August 2017 of the Police Cyber 
Center (CCP, in Spanish) of Colombia, there 
has also been an annual increase in cyber 
reporting under Reports, Law 1273-Cyber 
Crime in Colombia issued for these 
purposes especially in relation to Article 
269E: Use of malware and Article 269G: 
Phishing of websites to capture personal 
data. The March 2017 Report: Cybercrime 
Threats in Colombia 2016-20177, 
concluded that the level of information of 
the business sector increased from 5% to 
28% in the number of reports received. 
The report revealed some interesting facts 
such as that during 2016 there was a 
114.4% increase in malware attacks in the 

7 Report on Cybercrime Threats in Colombia 2016 
- 2017, Accessed at https://caivirtual.policia.gov.co/
contenido/informe-amenazas-del-cibercrimen-en-
colombia-2016-2017, Last entry: August 28, 2017

country, compared to 2015 (153 incidents 
reported in 2015, 328 incidents reported 
in 2016).

However, it is still necessary to increase 
the level of reports filed of digital incidents, 
such as when respondents were asked 
to respond: In the occurrence of a digital 
incident, cyber threat and/or cyber-
attack, who is notified in your entity/
company? Please check the options that 
apply, 87% reported that they did not report 
digital incidents to a National Authority, 
compared to 80% who responded that they 
reported it to the organization directors.
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: 

With respect to the number of digital incidents, it was observed that in 2016 more than 
50% of the Colombian companies interviewed recorded between 1 and 5 digital incidents, 
and that approximately 30% between 6 and 100 digital incidents. Although the vast majority 
of companies are in the indicated ranges, it should be noted that 5% of the companies 
interviewed registered anomalous values of more than 1,000 digital incidents. In fact, in this 
group, there are companies that registered more than 100,000 digital incidents in 2016.

Graph 17: Notice of Digital Incident (2016)

Number of Observations: 439
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Finally, a linear regression was performed 
where the logarithm of the number of 
digital incidents was the dependent 
variable (Appendix 3). The logarithm of the 
number of incidents was selected, in order 
to normalize the distribution of the variable. 
The following explanatory variables were 
included in the model: (i) company sales in 
2016; (ii) the approximate budget amount 
designated by the company for digital 
security; (iii) the number of employees; 
(iv) the approximate percentage of staff 

with access to the Internet to perform 
their professional activities; and (v) the 
percentage of the share capital of the 
company that is a foreign. 

The model also has the following 
dichotomous variables: (i) if the company 
has an area, position (s) or role (s) dedicated 
to digital security; (ii) whether the enterprise 
implements technical security measures 
(e.g., vulnerability testing, maintenance of IT 
infrastructure); (iii) if the company adopts 

Graph 18: Number of Digital Incidents 
Identified by Companies (2016)

Number of Observations: 173
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digital security policies (e.g. system access policy, password update policy, awareness); (iv) 
whether the company implements standards (e.g., ISO 27001, other international standards); 
(v) if the company conducts any cyber risk assessment; and (vi) if the company is aware 
of any regulations and/or national or territorial legislation requiring companies in its sector 
to implement cyber risk management practices. In addition, the model has dichotomous 
variables that identify the economic sector to which the company belongs, such as Iindustry, 
commerce and service, and company size.

The results indicate that there is a positive and statistically significant relationship between 
the budget designated by the company for digital security and the number of incidents. 
With regard to digital safety practices, a significant and positive relationship was also 
observed between companies that implement technical safety measures, which perform 
risk assessment and adopt standards. That is, companies that implement more digital 
security measures tend to identify a larger number of digital incidents. This means that 
many companies that do not implement these measures have no knowledge that they are 
targets of cyber-attacks.

 

It is interesting to note that the vast 
majority of companies that did allocate 
IT budget also allocated digital security 
budget issues: about 92% of companies 
that allocate IT budget also assign to digital 
security. Centering on the companies that 
allocate IT budget, the amount allocated 
by the companies to digital security in 2016 
was verified, as indicated in Graph 19: 

Digital Security 
budget in 
companies                   
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The distribution of the budget is biased to the right, so it was preferred to work with the 
median of the digital security budget in 2016 considering company size as well as its economic 
sector. It is important to note that Table 1 presents the digital security budget that is in the 
middle of the values provided by the companies. It should also be noted that 8% of these 
companies did not allocate any budget to digital security, while companies in some sectors, 
particularly the financial sector, invested more than COP 6,000,000,000 in digital security in 
2016.

Graph 19: ANNUAL DIGITAL SECURITY BUDGET OF 
COMPANIES THAT ALLOCATE RESOURCES FOR IT (2016)

Number of Observations: 250
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When analyzing the amounts allocated by 
the Colombian companies that assigned 
some budget to digital security, it was 
observed that the median of the digital 
security budget in relation to company 
sales was approximately 0.3% of sales 
in 2016. That is, when the budget was 
allocated to digital security, this budget 
did not reach 1% of the company’s sales in 
2016.

In addition, it was verified that, on 
simple average, most of the budget was 
allocated to platforms and technological 
means, while capacity generation 
received the least amount of resources. 

Approximately 47% of the digital security 
budget was allocated to electronic media 
and platforms, and 11% to capacity building 
which, in turn, included topics such as training 
and awareness raising. It is interesting to 
note that the chapter on digital security 
practices in companies showed that the 
lack of awareness and knowledge on the 
part of the employees was among the 
failings that most affected the capacity of 
companies in the field of digital securityin 
2016.

Table 1: Median of the Annual Digital Security by 
Enterprise that Assigns Resources for IT

Number of Observations: 250
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Finally, a linear regression was performed 
with the objective of identifying the factors 
that drive a company to invest more in digital 
security. In this regression, the logarithm 
of the budget allocated by companies for 
digital security issues during 2016 was used 
as the dependent variable (Appendix 3). 
The logarithm of the digital security budget 
was selected, with a view to normalizing 
the distribution of the variable. In addition, 
the following independent variables were 
included: (i) the number of employees 

of the company; (ii) the approximate 
percentage of company personnel with 
access to the Internet to carry out their 
professional activities; (iii) the logarithm 
of the company sales; (iv) the percentage 
of the share capital of the company that 
is a foreign; and (v) the logarithm of the 
number of digital incidents suffered by the 
company in 2016.

Table 2: Budget Allocation for Digital 
security Issues (2016)

Number of Observations: 230          

Categories

Human Resources (e.g. employees, 
contractors) 

25%

Platforms and Technological Media (e.g. 
hardware, software)

47%

Capacity Generation (e.g. training, awareness 
raising, research)

11%

Specialized Services (e.g. security 
management, outsourcing, support) 17%

Percentage
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The model also has dichotomous variables 
that identify the economic sector to which 
the company belongs, such as Industry, 
Commerce and Service, and company 
size. The following dichotomous variables 
are also included: (i) if the company has an 
area, position (s) or role (s) dedicated to 
digital security; (ii) whether the enterprise 
implements technical security measures 
(e.g., vulnerability testing, maintenance 
of IT infrastructure); (iii) if the company 
adopts digital security policies (e.g. system 
access policy, password update policy, 
awareness); (iv) whether the company 
implements standards (e.g., ISO 27001, 
other international standards); (v) if 
the company conducts any cyber risk 
assessment; and (vi) if the company is 
aware of any regulations and/or national 
or territorial legislation requiring companies 
in its sector to implement cyber risk 
management practices. 

The results indicate that there is a positive 
and statistically significant relationship 
between the number of employees, 
company sales and digital security budget. 
In other words, the greater the number of 
employees and company sales, the larger 
the budget allocated to digital security.

With respect to digital security practices, 
a significant and positive relationship 
between the digital security budget and 
the following dichotomous variables was 
also verified: existence of a position or 

role dedicated to digital security, technical 
measures, digital security policies, 
standards, and risk assessment. In other 
words, companies implementing these 
digital security practices assign a larger 
digital security budget than companies that 
do not adopt these practices. Finally, the 
negatively significant relationship between 
microenterprises and the digital security 
budget should be noted. In other words, 
microenterprises have the smallest digital 
security budgets in absolute terms. On 
the other hand, companies in the service 
sector (mainly in the financial sector) 
tend to allocate a larger budget to digital 
security.

It is important to keep in mind that the 
digital security budget is a cost for digital 
incident prevention. That is, they are the 
resources used to cover the costs incurred 
in digital security practices. In the next 
section, the costs incurred as a result of a 
digital incident will be analyzed.
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When companies were asked about the 
estimation of the costs derived from the 
negative consequences caused by the 
occurrence of digital incidents, 79% of 
the companies stated that they had no 
estimates, as shown in Graph 20 below: 

Graph 20: Companies That Estimated 
the Negative Consequences of 

Digital Incidents (2016)

Taking into account the companies that 
estimated the costs incurred as a result 
of the digital incidents, the graphs below 
present the distribution of costs with 
the number of digital incidents incurred 
by the companies according to five cost 
categories: (i) disruption of normal company 
operations; (ii) damage to assets and 
infrastructure; (iii) penalties, fines and legal 
expenses; (iv) damage to the reputation 
and image of the market; and (v) loss of 
intellectual property or other commercially 
sensitive business information. 

In contrast to the costs of preventing 
digital incidents described in the section 
on digital security budgeting, these five 
categories refer to cost estimation as 
a consequence of a digital incident. For 
example, a digital incident can lead to 
disruption of product production or the 
provision of a company service, affecting 
its regular activities. A digital incident 
can also result in theft of company data, 
such as commercially sensitive data and 
intellectual property. Some incidents seek 
to attack the technological infrastructure 
of companies and cause damage to their 
network and systems. Likewise, a digital 
incident can generate legal expenses, such 
as regulatory fines and compensation to 
customers. The aim was also to include 
costs to the reputation of the company, 
which can result in the loss of confidence of 
customers and, as ultimately, affect sales.

Cost of Digital 
Incidents for 
Companies

Number of Observations: 429
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Graph 21: Costs of Operation Disruption Incurred by Companies 
That Estimated the Impact of Digital Incidents (2016)

With respect to the cost of disruption of normal company operations, 50% of the companies 
incurred in costs of less than COP 1,000,001, 22% incurred in costs between COP 1,000,001 
- COP 15,000,000, and approximately 25% between COP 15,000,001 - COP 235,000,000. A 
few companies have extreme values that move away from the dataset, with more than COP 
4,000,000,000. Companies with extreme values are all large enterprises.

Number of Observations: 58
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Graph 22: Costs of Damage to Assets and Infrastructure Incurred by 
Companies That Estimated the Impact of Digital Incidents (2016)

With respect to damage to company assets and infrastructure, more than 60% of the 
companies incurred in costs of less than COP 1,000,001, approximately 20% incurred in costs 
between COP 1,000,001 - COP 15,000,000, and approximately 15% between COP 15,000,001 
- COP 235,000,000. About 5% of companies presented extreme values that are far from 
the data set, with more than COP 4,000,000,000. In addition, companies with extreme 
values are all large enterprises.

Number of Observations: 58
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Graph 23: Costs of Penalties, Fines and Legal 
Expenses Incurred by Companies That Estimated the 

Impact of Digital Incidents (2016)

With respect to penalties, fines and legal expenses, more than 75% of the companies 
incurred in costs of less than COP 1,000,001, approximately 12% incurred in costs between 
COP 1,000,001 - COP 15,000,000, and approximately 10% between COP 15,000,001 - COP 
235,000,000. About 3% of the companies presented extreme values that are far from the 
data set, with more than 4 billion Colombian pesos. It should be noted that companies with 
extreme values were all large enterprises.

Number of Observations: 58
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With respect to reputational damage, 60% 
of the companies incurred in costs of less 
than COP 1,000,001, approximately 16% 
incurred in costs between COP 1,000,001 
- COP 15,000,000, and approximately 
12% between COP 15,000,001 - COP 
235,000,000. It is important to note that 
of the companies that participated in 
this study, there was a larger number of 
companies with reputational costs of more 

than 325 million Colombian pesos, which 
corresponds to approximately 12%; while 5% 
reported presenting reputational damages 
of more than COP 2,000,000,000. In the 
latter group, the majority consisted of 
large enterprises, including firms in the 
commerce, communications and financial 
sectors.

Number of Observations: 58

Graph 24: Costs of Reputational Damage 
Incurred by Companies That Estimated the Impact 

of Digital Incidents (2016)
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Finally, with respect to the loss of intellectual 
property, 60% of the companies incurred 
in costs of less than COP 1,000,001, 
approximately 17% incurred in costs 
between COP 1,000,001 - COP 15,000,000, 
and approximately 12% between COP 
15,000,001 - COP 235,000,000. It is 
interesting to note that there is a larger 
number of companies with costs related 
to the loss of intellectual property above 
COP 325 million: about 10% of companies, 
with 3% having intellectual property losses 
of more than COP 4,000, 000,000. In the 
latter group, the majority consisted of 

large enterprises, including firms in the 
Commerce and the financial sector.

It can be noted that the cost distribution 
among the five categories was biased 
towards the right, so the aim was to work 
with the median of the grouped cost 
incurred by each company, according to 
company size. That is, Table 3 presents 
the cost of digital incidents that are in the 
middle of the values provided by each 
company that estimated the impact of 
digital incidents.

Graph 25: Costs of Intellectual Property Losses Incurred by 
Companies That Estimated the Impact of Digital Incidents (2016)

Number of Observations: 58
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Table 3: Total Median Cost per 
Company that Estimated the Impact 

of Digital Incidents (2016)

Table 4 shows the relative cost of digital 
incidents by sales for 2016, incurred per 
company according to company size. In 
other words, the percentage of the cost of 
digital incidents in relation to the sales of 
the company.

Table 4: Total Cost per Company 
Sales (2016)

It can be observed that the relative cost of 
digital incidents decreased as companies 
increased in size. However, large 
enterprises incurred in absolute costs with 
digital incidents much higher than the costs 
incurred by a microenterprise, for example, 
the relative cost per digital incident of a 
large company was significantly smaller.

It should be noted that few companies in the 
Industry and Commerce sector provided 
information about their costs. In relation 
to the Service sector–which, in turn, had 
a more significant number of responses–
it was observed that the median of its 
costs is between COP 5,000,000 and 
COP 11,000,000, with a relative cost of 
approximately 0.5% of sales.

Number of Observations: 58
Number of Observations: 58
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Finally, the cost was estimated in relation 
to the number of digital incidents. A linear 
regression was performed where the 
cost of digital incidents in 2016 was the 
dependent variable and the number of 
incidents was the explanatory variable. The 
results indicate that there is a significant 
and positive relationship between cost 
and number of incidents. According to the 
model, it is estimated that the increase 
of one unit in the number of incidents 
increases the cost incurred by companies 
in Colombia by approximately 500,000 
Colombian pesos as a result of digital 
incidents. It is important to keep in mind 
that this value is an estimate and that 
some incidents may have lower values, 
while others, higher.

Finally, the aim was to analyze how the cost 
incurred due to digital incidents in 2016 
impacted the investments of companies 
in research, development and innovation 
(R&D&I), given the importance of R&D&I 
for the development of a digital economy, 
as well as for the advancement of digital 
security measures. As shown in Graph 26 
below, 42% of the companies interviewed 
said that they have increased investments 
in R&D&I. 

Graph 26: Investment in R&D&I

Among the companies that claimed 
that their R&D&I investments increased 
as a result of digital incidents, 36% of 
these companies responded that their 
investments increased by more than 15% 
in 2016. It is noteworthy that awareness of 
the impact digital incidents in companies is 
driving them to invest more in R&D&I.

Number of Observations: 58

42 %



69

PART 2

Analysis 
of public 
sector 
entities
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I
n relation to Colombian public entities, 
64% of the respondents were from 
the Executive Branch, while 23% 
were Autonomous Entities. The other 
interviewees who constituted the 

other 13% were from the Electoral Body, 
the Judicial and Legislative Branch, and 
Control and Surveillance Agencies.

Of the public sector entities, 52% of 
respondents belonged to the Territorial-
Municipal level, compared to a total of 36% 
of the responses being national entities 
and 12% of Territorial-Province level.

Profile of the Entities

Graph 27: Public Power Branch of Which the Entity is Part

Number of Observations: 724
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Graph 28: Government Tier of the Entity 

Number of Observations: 724

As for the regional distribution of the interviewees at the territorial level (i.e. province or 
municipal), 41% were from the Central Region, 19% from the Eastern Region, 14% from the 
Pacific Region, 13% from the Atlantic Region, 7% from Bogota and the remaining 6% from the 
Region of the Former National Territories.
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Public Sector entities varied in a fair range 
for the purposes of this study in terms of 
small and large entities. When answering 
the question: How many people work 
in your organization? (Select only one 
response), 18% reported that they had 

fewer than 50 employees, 36% reported 
that they had 51-200 employees, 9% had 
201-500 employees and 11% had 501-1000 
employees. The other significant response 
was that 26% of respondents reported 
that they had more than 1,000 employees. 

Graph 29: Region Where the Entity is Located

Number of Observations: 461
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In light of the previous results, the profile 
of the state entity respondents could be 
described mainly as coming from entities 
from the Executive branch and the Central 
region; more than 46% of interviewees 
have 500+ employees.

Regarding Public-Sector entity employees, 
41% of respondents established a BYOD 
policy and allowed access for the use of 
external USB devices and other storage 
devices such as external disks, databases 

and files on servers. 59% of those 
interviewed responded that they did not. 
Among respondents from public sector 
entities, 60% responded that they did not 
have a BYOD policy compared to 40% that 
had one in operation.

More than 69% of respondents from public 
sector entities reported that 81% to 100% of 
their employees had access to the Internet 
at work; 21% answered that 61-80%; and 
10% had 0-60%. 

Graph 30: Number of People Working 
in the Entities

Number of Observations: 583
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Having identified that most public entities 
allow their employees to access the Internet 
to carry out the activities of the entities, 
it is important to consider the measures 
that public entities have taken to protect 
themselves. When the question was asked: 
My entity/company is prepared to deal 
with a digital incident, it was clear that 
most entities at the national level felt 
prepared. Entities reported that 13% and 

48%, respectively at the national level, felt 
very prepared or prepared. These data, 
compared to the municipal and province 
levels, show that only 28% at the municipal 
level and 38% at the province level felt 
very prepared or prepared to handle an 
incident. 

Some conclusions can be drawn from 
these results as it demonstrates that there 
is a higher level of confidence in national 
preparedness that is supported by all 
the initiatives being implemented by the 
national government in the development 
of a secure digital economy. On the other 
hand, it also indicates that it is necessary 
to develop these initiatives at the municipal 
and province level. See graph below:

Digital 
security 
practices 
in entities

Graph 31: Percentage of Staff of Your Institution with 
Access to the Internet (2016)

Number of Observations: 583
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This led to an analysis regarding digital 
security practices that have been 
implemented by state entities in this 
matter. When asked, Which of the following 
practices in digital security (cybersecurity 
and/or information security) are 
implemented by your entity?, similar to 
companies’ response, most respondents 
from public entities reported that they 

have policies, with lower priority standards 
and organizational measures. Of the total 
number of respondents, 62% reported that 
the policies were implemented, compared 
to 46% of the technical implementation 
measures, and only 31% reported that they 
implemented organizational measures.

Number of Observations: 559

Graph 32: Level of Readiness of the Entity to 
Deal with a Digital Incident
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These results are particularly interesting 
when analyzed against the results of the 
question: Does your entity have an area, 
position (s) or role (s) dedicated to digital 
security (cybersecurity and/or security 
of the information)?, as if the state entity 
placed low emphasis on implementing 
organizational measures, then there is a 
strong probability that they would not have 
a dedicated digital security position. Among 
interviewees, only 33% at national level and 
10% and 17% respectively at the municipal 
and province level have an area dedicated 
to digital security within their organization. 

As highlighted in the previous section on 
enterprises, there is a general tendency 
to shift responsibility for incident response 
and digital security under the general 
functions of the Information Technology 
Department. As such, 52% at the national 
level, 78% at the municipal level and 72% at 
the province level address the issue of 

digital security under the Department of 
Information Technology. Only a very small 
percentage of respondents addressed 
this under the general business areas of 
the entities or other areas. See the graph 
below:

Graph 33: Digital security Practices 
Implemented by Entities

 Number of Observations: 559
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When asked, How many people make up 
the team or area that is in charge of digital 
security (cybersecurity and/or information 
security) in their entity?, it is notable that 
44% of those interviewed had only 1-2 
employees, 27% had 3-5 people and 29% 
reported that they had more than 5. These 
results emphasize the need to examine 
how the issue of digital security is being 

addressed within state entities. Some have 
argued that when the two areas are joined, 
the security views of an IT department 
vary in relation to the proactive and 
reactive measures that an entity must 
implement. According to Forbes, ‘Being a 
subdivision of the IT department makes 
security blind to important business 
processes and to decision making at the 

Number of Observations: 246

Graph 34: Entities with an Area, Position (s) or Role (s) 
Dedicated to Digital security
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corporate and department level’8. For 
example, security teams are often not 
part of planning processes in HR, Marketing 
and R&D departments, nor are they given 
the opportunity to review investments 
before they are concluded. As a result, the 
security teams are incorporated after the 
fact, and this can affect the final budget 
since the entities can end up spending 
more in recovery instead of investing, in the 
beginning, in a proactive security solution. 
However, if given a more prominent role 
within the organization, security teams 
could proactively advise the organization, 
thereby significantly reducing risks.

In addition, in identifying risks and 
implementing risk mitigation measures, 
state entities should consider the assets 

8 Forbes (July 2015) Why It’s Worth Divorcing Information 
Security From IT, accessed at: https://www.forbes.com/
sites/frontline/2015/06/22/why-its-worth-divorcing-
information-security-from-it/#3ecd98c342a3, Last entry: 
August 30, 2017

they believe should be prioritized for their 
protection. In response to the question: 
Which of the data and/or information 
assets are prioritized by your entity? at 
the national level, access to digital data 
in the information system and access 
to information systems had the highest 
priority in relation to personal data and 
following these, customer data in terms 
of priority. Similar results were observed 
at the municipal and province level. This is 
important since, based on what an entity 
prioritizes, it could be an indication of where 
it will invest in terms of digital security. See 
the graphs below:  
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As mentioned above, understanding risk 
is important. In this study, Digital security 
Risk Management has been defined as 
the set of activities coordinated within 
an organization or among organizations 
to address the risk of digital security 
while maximizing opportunities. It is an 
integral part of decision-making and a 
comprehensive framework to manage the 
risk of economic and social activities. It is 
based on a flexible and systematic set of 
cyclical processes, as transparent and as 
explicit as possible. This set of processes 

helps to ensure that digital security 
risk management measures (“security 
measures”) are appropriate for the risk 
and the economic and social objectives at 
stake. When the participants of the study 
answered the question: Does your entity/
company carry out a risk assessment on 
the information it acquires to improve its 
operations?, 89% of entities at the national 
level, 80% of entities at the municipal 
level and 88% of entities at province level 
responded positively.

Number of Observations: 246

Graph 35: Data and Assets Prioritized by Entities
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When the question was asked as to whether 
digital incidents against the organization 
were identified in 2016, more than half of 
the national and territorial-province state 
entities responded affirmatively. 59% of 
national entities identified digital incidents, 
while 56% of territorial-province entities 
responded in the same way. On the other 
hand, 42% of municipal entities responded 
that they have identified digital incidents.

Subsequently, when asked: Is your organization/company’s risk management aligned with 
international standards?, it is interesting to note that 87% at the national level responded 
positively, compared to 43% at the municipal level and 59% at the province level. Examination 
of these practices is important because, if an entity adopts proactive measures such as risk 
assessment and the application of international standards, it creates an environment for 
risk management and mitigation.

Digital 
incidents in 
entities



81

In order to understand why some state 
entities identified digital incidents and 
others did not, an equation was estimated 
of determinants of the probability of a 
public entity in Colombia identifying digital 
incidents and/or cybernetic threats against 
the company, where the dependent 
variable is “1” if the entity identifies digital 
incidents and “0” if it does not identify them.

Within the explanatory variables, four 
dichotomous variables were included: (i) if 
the public entity has an area, position (s) 
or role (s) dedicated to digital security; (ii) if 
the public entity is aware of any regulations 

and/or national or territorial legislation that 
requires entities to implement digital security 
management practices; (iii) whether the 
entity implements technical measures (e.g., 
vulnerability testing, maintenance of IT 
infrastructure); (iv) if the entity implements 
digital security policies (for example, 
system access policy, password update 
policy, awareness); (v) whether the entity 
implements standards (e.g. ISO 27001, 
other international standards); (vi) if the 
entity makes any cyber risk assessment. In 
addition, we include dichotomous variables 
about the government tier of the entity. 

Graph 36: Percentage 
of State Entities That 
Identified Digital 
Incidents (2016)

Number of Observations: 517
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That is, national, territorial-province, or 
territorial-municipal.

Other explanatory variables were 
also included, such as the entity’s total 
investment budget in Colombian pesos 
during 2016, the number of people working 
in the entity, the approximate percentage 
of entity staff with access to the Internet to 
develop their professional activities, as well 
as the approximate digital security budget 
value designated by the entity. Given the 
binary nature of the dependent variable, a  
estimation model is used.

The results show that there is a statistically 
significant positive relationship between 
knowledge of some regulation and/or 
legislation on risk management practices 
and the identification of digital incidents. In 
fact, entities that identified digital incidents 
highlighted their knowledge about the 
National Digital Security Policy (CONPES 
Document 3854 of 2016), approved on 
April 11, 2016. There is also a statistically 
significant positive relationship between 
the implementation of technical measures, 
risk assessment practices and the 
identification of digital incidents. Likewise, 
there is a statistically significant positive 

relationship between incident identification 
and the following explanatory variables: the 
approximate budget value designated by 
the entity for digital security, the number 
of people working in the entity, and the 
percentage of staff having access to 
Internet. 

Another area examined by the study 
was the experience of state entities with 
digital security incidents. In response to 
the question: Has your entity/company 
noticed a change in the severity (or 
criticality) of cyberattacks during 2016?, 
most interviewees (50% national, 56% 
municipal and 57% province) reported 
that the gravity of cyber-attacks remains 
the same. Only 30% at the national level, 
28% at the municipal level and 39% at 
the province level reported that they had 
observed a change.
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In terms of Colombian entities that actually identify not only the increase in severity but 
in the type of attacks, respondents indicated that they have seen the largest increase in 
phishing and malware attacks. See the following graph:

Graph 37: Change in the Severity of Digital Incidents

Number of Observations: 240
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In this regard, when asked: In the occurrence 
of a digital incident, cyber-threat and/or 
cyber-attack, who is notified in the entity?, 
It was interesting that of the entities 
answering the question, 73% answered 
that they would inform the Directors of the 
organization with only 23% indicating that 
they would report to the Legal Adviser, 20% 
would inform the local/regional authority, 
38% the national authorities (police, 
regulatory agencies, prosecutors, etc.) and 
25% indicating that they would report to 
the Computer Security Incident Response 

Team (CSIRT). The low indication in the 
notification of incidents to the national 
authority ultimately impacts the national 
government on the State’s understanding 
of digital security incidents in Colombia. 
Although the State, at the national level, 
continues to invest in mechanisms to 
increase reporting, it can be inferred that 
it is necessary to increase these efforts 
within State entities.

These data, if compared to the question: 
At what level is the area in charge of 

Graph 38: Severity of Digital Incidents

Number of observations: 240
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digital security (cybersecurity and/or 
information security) in your institution? 
(The highest level or hierarchy is the 
highest), it is worth noting that 47% at the 
national level, 68% at the municipal level and 
57% at the province level indicated that it is 
at the operational level. Compared to the 
hierarchical (or director) level, 27% at the 
national level, 16% at the municipal level and 
29% at the province level reported that it is 
at that level. What could be inferred from 
these results is that while digital security 
is not located at the director level, it is the 
first level within an entity to be reported of 
digital security incidents.

It is important to note where cyber 
incidents are reported and at what 
level digital security is located since this 
provides information on how an entity 
could strategically address incidents and 
related budgets. When asked: Which of 
the following failings most affect your 
organization/company’s capability in 
digital security (cybersecurity and/
or information security)? Please rate: 
1 (affecting less or does not affect) to 
5 (affecting more), most interviewees 
identified Lack of dedicated staff and Lack 
of budget as the two reasons that affect 
them the most. 

It should be noted that most entities that 
allocated IT budgets in 2016 also did so 
for digital security issues: about 82% of 
state entities that allocated budget for IT 
also allocated for digital security in 2016. 
Considering the companies that allocated 
IT budget, the amount allocated by the 
state entities in 2016 was verified as 
indicated in Graph 39. 

Digital security 
budget in entities
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Since the budget distribution is biased to the right, Table 5 presents the median digital 
security budget in 2016 considering the government tier of the state entities. It is important 
to note that Table 5 presents the digital security budget that is in the middle of the values 
provided by the national entities. However, it was noted that 18% of the state entities that 
allocated IT budget did not allocate any resources to digital security, particularly municipal 
and territorial-province entities. On the other hand, it was observed that some entities 
invested more than COP 6,000,000,000 Colombian pesos, the majority at the national level, 
but there were also isolated cases of entities at the municipal and territorial-province level. 

Graph 39: Digital security Budget (2016)

Number of Observations: 327
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When analyzing the digital security budget 
amounts allocated by the state entities, 
it was observed that the median of the 
digital security budget in relation to the 
investment budget was approximately 
0.05% of investments in 2016. In addition, 
it was verified that, on average, most of 
the budget was allocated for platforms 
and technological means, while capacity 

building received the least amount of 
resources. Approximately 46% of the digital 
security budget was allocated to electronic 
media and platforms, and 9% to capacity 
building which, in turn, included topics such 
as training and awareness raising.

Number of Observations: 327

Table 5: Median of the Digital Security 
Budget by Entity that Assigned IT 



88

Finally, a linear regression was performed 
with the purpose of identifying the factors 
that drive a state entity to invest more 
in digital security. A linear regression 
was performed where the logarithm of 
the budget allocated by the entities for 
digital security issues during 2016 was 
the dependent variable (Appendix 3). 
We selected the logarithm of the digital 
security budget, with the aim of normalizing 
the distribution of the variable. In addition, 
the following independent variables were 
included: (i) the number of personnel; (ii) 
the approximate percentage of staff of 
the entity with access to the Internet to 
carry out its professional activities; (iii) the 
logarithm of the investment budget; and 
(iv) the logarithm of the number of digital 
incidents suffered by the public entity in 
2016.

In addition, the model has dichotomous 
variables that identify the government 
tier of the public entity, such as national, 
territorial-province and territorial-
municipal. The following dichotomous 
variables are also included: (i) if the 
entity has an area, position (s) or role (s) 
dedicated to digital security; (ii) whether 
the entity implements technical security 
measures (e.g., vulnerability testing, 
maintenance of IT infrastructure); (iii) if the 
entity adopts digital security policies (e.g., 
system access policy, password update 
policy, awareness); (iv) whether the entity 
implements standards (e.g. ISO 27001, 
other international standards); (v) if the 
entity conducts any cyber risk assessment; 
and (vi) if the entity is aware of any national 
or territorial regulations and/or legislation 
that require public entities to implement 
cyber risk management practices. 

Table 6: Allocation of the Digital Security Budget by Entity 
that Allocated Resources to IT (2016)

Number of Observations: 327          
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The results indicate that there is a positive 
and statistically significant relationship 
between the number of staff, staff with 
Internet access, state entity investment 
budget and the digital security budget. 
With regard to digital security practices, 
a significant and positive relationship was 
also observed between the digital security 
budget and the following dichotomous 
variables: existence of an area, position 
(s) or role (s) dedicated to security digital, 
implementation of technical measures 
and implementation of standards. In other 
words, public entities that implement these 
digital security practices assign a larger 
digital security budget than entities that 
do not adopt these practices. Finally, we 
should highlight the positively significant 
relationship between the entities at the 
national level and their digital security 
budget. In other words, national public 
entities have larger digital security budgets. 

When asked the question about the 
estimation of the costs derived from the 
negative consequences caused by the 
occurrence of digital incidents, 85% of the 
state entities affirmed that they do not 

make any estimation, as seen in Graph 40 
below: 

Graph 40: Entities that Estimated the 
Negative Consequences of Digital 

Incidents (2016)

                        
Taking into account the entities that 
estimated the costs incurred as a result 
of the digital incidents, the following 
graphs present the distribution of digital 
incident costs incurred in 2016 by state 
entities according to five cost categories: 
(i) discontinuation of normal company 
operations; (ii) damage to assets and 
infrastructure; (iii) penalties, fines and legal 
expenses; (iv) damage to reputation and 
image; and (v) loss of intellectual property 
or other sensitive information. 

Cost of digital 
incidents for 
entities

Number of Observations: 474
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With respect to the cost of disrupting 
normal state entity operations, 33% of 
entities incurred in costs of less than 
COP 1,000,001, 20% incurred in costs of 
COP 1,000,001 - COP 15,000,000, and 

approximately 24% of COP 15,000,001 - 
COP 235,000,000. There are some entities 
with extreme values that are far from the 
data set, with more than 4 billion Colombian 
pesos.

Graph 41: Information Disruption Costs Incurred by State 
Entities That Estimated the Impact of Digital Incidents (2016)

Number of Observations: 46
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With respect to damage to the entity assets and infrastructure, more than 40% of the 
entities incurred in costs of less than COP 1,000,001, 20% incurred in costs of COP 1,000,001 
- COP 15,000,000, and approximately 20% of COP 15,000,001 - COP 235,000,000. However, 
about 17% of the entities presented costs related to asset damage of more than 700 million 
Colombian pesos in 2016. 

Número de observaciones: 46  

Número de observaciones: 46  

Graph 42: Costs of Damage to Assets and Infrastructure Incurred by State 
Entities That Estimated the Impact of Digital Incidents (2016)

Graph 43: Costs of Penalties, Fines and Legal Expenses Incurred by State 
Entities That Estimated the Impact of Digital Incidents (2016)
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With respect to penalties, fines and legal 
expenses, 65% of the entities incurred 
in costs of less than COP 1,000,001, 
approximately 13% incurred in costs of 
COP 1,000,001 - COP 15,000,000, and 
approximately 10% of COP 15,000,001 
- COP 235,000,000. About 11% of the 

entities had costs higher than 700 million 
Colombian pesos, with some territorial-
province entities costing more than 4 billion 
Colombian pesos. 

Graph 44: Reputational Damage Incurred by State Entities 
That Estimated the Impact of Digital Incidents (2016)

Número de observaciones: 46  
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With respect to reputational damage, 
approximately 60% of entities incurred in 
costs lower than COP 1,000,001 in 2016, 
approximately 9% incurred in costs of 
COP 1,000,001 - COP 15,000,000, and 
approximately 11% of COP 15,000,001 - 

COP 235,000,000. On the other hand, it is 
interesting to note that 17% of the entities 
presented a cost higher than 700 million 
Colombian pesos. 

Graph 45: Costs of Loss of Intellectual Property 
and Sensitive Information Incurred by State Entities 
That Estimated the Impact of Digital Incidents (2016) 

Number of Observations: 46
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Finally, with respect to loss of intellectual 
property and sensitive information, 61% 
of the entities incurred in costs lower 
than COP 1,000,001, approximately 13% 
of COP 1,000,001 - COP 15,000,000, and 
approximately 9% of COP 15,000,001 - 
COP 235,000,000. On the other hand, it is 
observed that 15% presented costs higher 
than 700 million Colombian pesos, and 
others over COP 4,000,000,000: 9% of the 
entities. 

It can be seen that the cost distribution 
among the five categories is biased to 
the right, so the aim was to work with the 
median of the grouped cost incurred. In 
relation to national state entities, the cost 
interval is 20 - 40 million Colombian pesos, 
representing approximately less than 
0.5% of entities’ investment. The national 
entities that provided the cost data are, 
for the most part, in the executive branch 

or are autonomous entities. In this context, 
it should be taken into account that these 
data reflect the situation of public entities 
with these characteristics. In addition, no 
significant number of territorial entities 
responded the cost information.

Finally, there was an analysis on how the 
costs incurred from digital incidents in 
2016 impacted state entities’ investments 
in research, development and innovation 
(R&D&I). As shown in Graph 46 below, 48% 
of the state entities interviewed said that 
they have increased their investments in 
R&D&I. 
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Among the entities that stated that their investments in R&D&I had increased as a result of 
digital incidents, 46% of these entities responded that their investments increased by more 
than 15% in 2016. It should be noted that these entities are mostly national, in the executive 
branch, or they are autonomous entities or control and monitoring agencies. 

Graph 46: Investment in R&D&I of Entities Estimating 
the Impact of Digital Incidents (2016)

Number of Observations: 46
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APPENDIX 1 

Situational 
Analysis 
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I
n 2011, the Government of Colombia, 
through the National Council for 
Economic and Social Policy (CONPES), 
established the Policy Guidelines for 
digital security and cyber-defense, 

Document CONPES 3701, with the 
support of the Ministry of Information and 
Communications Technologies MinTIC), the 
Ministry of National Defense, the National 
Planning Department (DNP) and other 
key national institutions. This strategy 
focused on the establishment of national 
institutions necessary for the development 
of cybernetic capacity in Colombia.

In 2014 there was a significant development 
where the national Government carried out 
an in-depth review of CONPES Document 
3701 and requested international support 
in the revision and development of a new 
digital national security strategy. In April 
2016, the new National Digital Security 
Policy, CONPES 3854 was approved, 
which articulated a strategic vision where 
Colombians are encouraged to make 

responsible use of the digital environment 
and strengthen their capacities to identify, 
manage, treat and mitigate the risks of 
digital security. This new CONPES 3854 
document fed from the successes of its 
predecessor and focused on promoting 
and securing a digital Colombia.

In the context of digital security based on risk 
management, CONPES 3854 promotes the 
participation of multiple actors, especially 
in the cross-sectional functions. As a direct 
result, Colombia is the first country in Latin 
America and one of the first in the world 
to fully incorporate the recommendations 
and best international practices in risk 
management and digital security recently 
issued by the Organization for Economic 
Co-operation and Development (OECD).

Digital Security Risk 
Management for Economic 
and Social Prosperity; 
OECD Recommendation

The OECD promotes policies and 
instruments for innovation and trust in 
the digital economy and the issuance of 
recommendations on digital security risk 
management for economic and social 
prosperity (2015), and provides guidance 

Overview of digital 
security in Colombia
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for the development of national strategies 
based on the management of digital 
security risks and the optimization of the 
economic and social benefits derived 
from the digital opening. The OECD 
recommendations include the promotion 
of general principles on knowledge, skills 
and training, responsibility, human rights 
and fundamental values, cooperation, risk 
assessment and treatment cycle, security, 
innovation and preparation measures and 
continuity. These guided recommendations 
were incorporated into various aspects of 
the development process and the content 
of the CONPES Document 3854. As 
such, in the review of the progress made 
in the implementation of this national 
policy under the situation analysis, the 
observations would be taken into account 
on the alignment of public policies with the 
OECD recommendation.

The process of joining the OECD has been 
described as having a positive impact on 
Colombia’s public policymaking process9. 
In May 2013, Colombia was invited to 
begin the formal accession process to the 
OECD. The invitation included a road map10. 
Colombia would have to demonstrate to 

9 Why Good Policy-Making Matters: The Accession 
Case of Colombia to the OECD Source: https://www.
hertie-school.org/the-governance-post/2016/03/why-
good-policy-making-matters-the-accession-case-of-
colombia-to-the-oecd/- Accessed August 25, 2016

10 http://www.oecd.org/officialdocuments/
publicdisplaydocumentpdf/?cote=C(2013)110/
FINAL&docLanguage=En 

23 OECD technical committees that it has 
made significant reforms to comply with 
OECD standards, since these committees 
would have to present formal opinions on 
Colombia’s accession to the Council.

In the OECD Economic Outlook11, Volume 
2016, Number 1, the OECD generally 
concluded that macroeconomic policies [in 
Colombia] were appropriate, but structural 
reforms were needed to increase 
productivity. Despite the impact of global 
financial market volatility and declining oil 
prices, the OECD foresaw that, by bringing 
the peace process to fruition, it could 
improve corporate confidence and capital 
inflows. In addition to the accession process 
to the OECD, Colombia participates in 
the work of many of the organization’s 
specialized committees. 

It is pertinent to consider the OECD 
process when examining the development 
and implementation of public policies, 
including the CONPES Document 
3854, given it takes into account OECD 
recommendations for the management of 
digital security risks. As part of the OECD, 
Colombia could receive ongoing study 
and evaluation of the effectiveness of its 
policies. This ongoing evaluation process, 
11 Last consulted on September 8, 2016 at: Profile 
of Colombia- http://www.keepeek.com/Digital-Asset-
Management/oecd/economics/oecd-economic-outlook-
volume-2016-issue-1/colombia_eco_outlook-v2016-
1-11-en#page1 Full Version: http://www.oecd-ilibrary.
org/economics/oecd-economic-outlook-volume-2016-
issue-1/colombia_eco_outlook-v2016-1-11-en 
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known as peer review, has proved to be 
effective and useful, because it exposes 
reform programs to discussion by good 
researchers (OECD staff), as well as by 
experts in the formulation of real policies 
in the specific area (members of each 
committee)12.

Implementation of the 
CONPES Document 3854

The increasing use of the digital environment 
in Colombia to develop economic and 
social activities generates uncertainties 
and risks inherent in digital security that 
must be managed permanently. Failure to 
do so may result in the materialization of 
cyber threats or attacks, with undesirable 
economic or social effects for the country, 
and affecting the integrity of citizens in this 
environment.

The focus of the digital security and 
cyber-defense policy had been, until 
2015, counteracting the increase in 
cyber threats under the objectives of (i) 
the country’s defense; and (ii) the fight 
against cybercrime. Although such a policy 
approach had positioned Colombia as one 
of the leaders in the field at the regional 

12 Digital Security Risk Management for Economic 
and Social Prosperity: OECD Recommendation and 
Companion Document. Consulted on September 8, 
2016. Available at: http://www.oecd.org/sti/ieconomy/
digital-security-risk-management.pdf  

level, it had also left out risk management 
in the digital environment. The approach, 
essential in a context of increasing use of 
ICT for economic and social activities, has 
brought with it new and more sophisticated 
ways of affecting the normal development 
of ICT in the digital environment. This fact 
demands greater planning, prevention and 
attention by the countries.

Taking into account the above, the following 
problems were identified in the country: 
(i) there is no strategic vision in digital 
security based on risk management; (ii) 
multiple stakeholders do not maximize 
their opportunities when developing 
socio-economic activities in the digital 
environment; (iii) strengthened digital 
security capabilities are required with a 
digital security risk management approach; 
(iv) there is a need to strengthen cyber-
defense capabilities with a digital security 
risk management approach; and (v) 
national and international cooperation, 
collaboration and assistance efforts 
related to digital security are not sufficient 
and need to be articulated.

In order to address this problem and 
to adopt international best practices, 
the Government of Colombia issued 
the National Digital Security Policy 
(Document CONPES 3854 of 2016) in April 
2016, led by the Ministry of Information 
and Communications Technologies and the 
Ministry of National Defense of Colombia. 
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The main objective of this public policy 
is the strengthening of the capacities 
of all the stakeholders (national and 
territorial governments, public and private 
organizations, the Public Force, owners or 
operators of national critical cybernetic 
infrastructures, academia and society 
civil society) to identify, manage, treat 
and mitigate the risks of digital security 
in their socio-economic activities in the 
digital environment, within a framework of 
cooperation, collaboration and assistance 
at national and international level, in order 
to contribute to the growth of the national 
digital economy and maximize the benefits 
obtained from greater economic, political 
and social prosperity of the country.

The issuance of this new public policy was 
the result of a process of participation 
among representatives of the country’s 
multiple stakeholders and it is one of the 
first national policies in the world and first in 
the Latin American region to adopt the risk 
management recommendations issued in 
September 2015 by the Organization for 
Economic Co-operation and Development, 
OECD. The contributions made by the 
representatives of the Companies, the 
national Government, civil society, national 
critical infrastructure operators and 
academia were taken into account. Also 
incorporated were the recommendations 
of other international organizations such 
as the Organization of American States, 
OAS, the International Telecommunication 

Union, ITU, and the North Atlantic Treaty 
Organization, NATO.

Colombia’s National Digital Security 
Policy: (i) clearly differentiates the 
objectives of economic and social prosperity 
from the country’s defense objectives 
and the fight against crime in the digital 
environment, (ii) includes components 
such as governance, education, regulation, 
international and national cooperation, 
research and development, and innovation; 
and (iii) changes the traditional approach 
by including risk management as one 
of the most important elements for 
addressing digital security. This is done 
under four (4) fundamental principles, 
focusing on safeguarding human rights and 
fundamental values of citizens in Colombia, 
actively involving all stakeholders, and 
ensuring a shared responsibility among 
them. These principles are reflected in five 
(5) dimensions where this policy will act, 
which determine the strategies to achieve 
the main objective. 

Finally, in 2017, a National Digital Security 
Agenda will be built in Colombia, together 
with multiple stakeholders, in order to 
prioritize national interests around the 
issue, identifying impact variables (for 
example, economic losses, impact on 
people, environmental consequences 
or relationship of the effects with other 
parties), under the framework of the 
fundamental principles of the National 
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Digital Security Policy. Formulation of the 
following is also expected:

1.	 Strategic documents for policy 
implementation: Multi-stakeholder 
Coordination Mechanisms, International 
Strategic Agenda for Cooperation, 
Collaboration and Assistance, and 
National Strategic Agenda for 
Cooperation, Collaboration and 
National Assistance.

2.	 Plans to strengthen institutional, 
operational, administrative, human 
and physical and technological 
infrastructure capacities of the current 
institutions.

3.	 Technical feasibility studies for the 
creation of new digital security and 
cyber-defense instances or projects.

4.	 Specialized educational content to 
train officials responsible for digital 
security in Colombia.

5.	 Complementary educational 
contents related to the management 
of digital security risks tailored to 
students of basic, middle and higher 
education as well as to teachers.
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Progress in the National 
Digital Security Capacity 
Maturity Model

The National Digital Security Capacity 
Maturity Model (CMM) developed by Oxford 
University’s Global Cybersecurity Capacity 
Centre was the basis for the Cybersecurity 
Report: Are we prepared in Latin America 
and Caribbean? This model assesses the 
maturity of a country’s digital security in 5 
main dimensions: (1) Policy and Strategy; 
(2) Culture and Society; (3) Education; (4) 
Legal frameworks; and (5) Technologies. 
This report included a country profile for 
Colombia, which shows a high level of digital 
security capacity maturity in the country, 
as assessed.

Colombia is the first country to conduct 
an evaluation of the improvements made 
in relation to the first CMM evaluation. As 
such, the analysis below provides a parallel 
comparison of the progress achieved since 

the approval and implementation of the 
CONPES 3854 Document in its issuance in 
April 2016. 

In general, most indicators have had 
improvements with significant movement 
in Dimension 1. It was observed during this 
period that the implementation of the 
CONPES 3854 Document of 2016 allowed 
Colombia to experience a significant 
level of maturity in terms of stakeholder 
participation, coordination with national 
development policies and the incorporation 
of risk management as part of the 
implementation framework.

In addition, Dimensions 2 (Culture and 
Society) and 3 (Education) also had a 
notable improvement in the last year.
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Dimensions

In relation to Dimension 1 (Policy and 
Strategy), the new National Digital 
Security Policy (CONPES Document 3854, 
2016) is currently being implemented in 
Colombia, which seeks to involve multiple 
stakeholders in the management of digital 
security risk, so they can assume their 
responsibility according to their role and 

function and actively participate both in 
the construction phase of the elements 
included in this document and in the 
implementation of the policy. To this end, 
the National Digital Security Coordinator 
will design and implement, during the 
second half of 2017, a dynamic coordination 

Graph 47: Comparison of CMM results 
(2016 and 2017)
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mechanism that defines (i) the roles, 
responsibilities and functions of multiple 
stakeholders; and (ii) a communication 
and follow-up matrix between the National 
Digital Security Coordinator, the highest 
level of government (National Digital and 
State Information Commission) and the 
multiple stakeholders, in order to address 
the digital security issues In Colombia.

The National Digital Security Policy includes 
an Action and Follow-up Plan (PAS, in 
Spanish) which includes all the actions that 
will be implemented in order to achieve 
both the general objective and the specific 
objectives of the Policy. Specifically, 
this PAS establishes measurement 
processes and metrics for each action 
as follows: responsible for the execution, 
time of execution, relative importance 
of the action, relation with other actions, 
compliance indicators, cost of the action, 
allocated financial resources for the action 
and its sources and follow-up to the 
implementation through annual progress 
cut-offs. This PAS is periodically reviewed 
by the National Planning Department 
(DNP) together with the National Digital 
Security Coordinator, in order to renew, if 
necessary, the provisions of the National 
Digital Security Agenda (an instrument for 
prioritizing national interests around the 
matter, identifying impact variables).

Within the framework of strategies 
and actions established in the PAS, it is 

worth noting that the Ministry of National 
Defense will carry out and participate in 
national and international simulation and 
training exercises that will develop the skills 
and abilities for the multiple stakeholders 
responsible for national cyber and national 
defense critical infrastructures in the digital 
environment, in order to strengthen the 
capacities of those responsible for ensuring 
national defense in the digital environment.

Within the framework of the National Digital 
Security Policy (Document CONPES 3854 
of 2016) a clear institutional framework 
is established around digital security in 
Colombia. To this end, the highest levels 
of coordination and superior guidance 
on digital security are created in the 
national government, and sectoral liaison 
figures are established in all entities of the 
executive branch at the national level. In 
particular, the position of National Digital 
Security Coordinator was created, to direct 
the implementation of the national digital 
security policy and to continuously monitor 
it, together with the National Planning 
Department.

Finally, the National Digital Security 
Coordinator will perform inter-institutional 
and intersectoral coordination in all digital 
security issues in the country. Additionally, 
in the long term, the aim is to create a Digital 
Security and Cyber Defense Directorate, 
under the Deputy Ministry of Defense 
for International Affairs and Policies, as a 



107

relevant element to implement escalation 
levels for the reporting of digital incidents 
and ensure the participation of multiple 
stakeholders in the management of 
digital security risks. In the short term, 
the implementation of the strengthening 
plan for colCERT will be the beginning. 
This will develop the necessary capacities 
to implement a multi-stakeholder 
participatory governance scheme and 
define escalation levels for the reporting of 
digital incidents.

In relation to Dimension 2 (Culture and 
Society), a digital security risk management 
model is currently being designed and 
administrative mechanisms will be created 
so that all the administrative entities and 
departments of the executive branch 
adopt and implement it, permanently. 
Programs, projects and awareness-raising 
and sensitization campaigns, as well as 
training, exchange and transfer workshops 
on best practices in digital security for 
all multi-stakeholders are also carried 
out. The actions made in front of public 
organizations, in particular all public entities 
in the executive sector, are highlighted. 
Likewise, awareness days are being held 
for local entities.

The national government continues 
to implement and strengthen its 
e-government strategy called “Gobierno 
en línea”, in order to build a more efficient, 
transparent and more participatory State 

through Information and Communication 
Technologies (ICT). Within the framework 
of this strategy, activities are carried 
out under the following themes: i) ICT for 
Open Government: seeks to build a more 
transparent and collaborative State, 
where citizens are actively involved in ICT 
decision-making; ii) ICT for services: seeks 
to create the best procedures and services 
online to respond to the most pressing 
needs of citizens, iii) ICT for management: 
seeks to give strategic use of technology to 
make management more effective, and iv) 
Security and privacy of the information: 
seeks to safeguard the citizens’ data as a 
treasure, guaranteeing the security of the 
information.

Online privacy is also being addressed. In 
keeping with the principles recommended 
by the OECD and the recommendations 
of agencies such as the OAS, Colombia’s 
National Digital Security Policy is governed 
by four fundamental principles defined 
according to the national context. Human 
rights and the fundamental values of 
citizens in Colombia are safeguarded, 
actively involving all stakeholders, and 
ensuring a shared responsibility among 
them. These principles are reflected in the 
dimensions where this policy acts, which 
determine the strategies to achieve the 
main objective. 

The first fundamental principle was 
established as follows: “Safeguarding 
human rights and fundamental values of 
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citizens in Colombia, including freedom 
of expression, free flow of information, 
confidentiality of information and 
communications, protection of privacy 
and personal data and privacy, as well as 
the fundamental principles enshrined in 
the Political Constitution of Colombia. In 
case of limitation to these rights, it must 
be under exceptional measures and be in 
accordance with the Political Constitution 
and applicable international standards. 
These measures must be proportional, 
necessary and be framed in legality”.

In relation to Dimension 3 (Education), 
Colombia has made significant progress 
in the generation of academic offer 
specialized in digital security. In 2011, 
Colombia had twelve academic programs 
at the national level, from the technical level 
to the masters’ level, while to date it has 
more than fifty programs and a wide range 
of informal education courses, including 
international recognition certificates. 

In addition, one of the functions assigned 
to the National Digital Security Coordinator 
is to ensure that the programs, projects 
and awareness raising campaigns, as well 
as the training provided by the different 
entities, are designed on the basis of 
guidelines issued by the National Digital and 
State Information Commission, in order to 
avoid duplication of effort and guarantee 
efficiency in the management of resources.

The policy addresses the national 
development of digital security education 
and it also proposes strategies such 
as strengthening the instances and 
entities responsible for digital security, 
evaluating the creation of new instances 
where training, research and innovation is 
developed, especially in relation to technical 
capabilities inherent in digital security. To 
ensure the relevance of the creation of 
new instances, the Ministry of National 
Defense will carry out feasibility studies for 
the creation of a Center of Excellence for 
Digital Security, among others.

Likewise, the capacities of those responsible 
for ensuring national defense in the digital 
environment will be strengthened. The 
Ministry of National Defense will design 
specialized educational content and train 
the multiple stakeholders responsible for 
ensuring national defense in the digital 
environment. The Ministry will carry out and 
participate in national and international 
simulation and training exercises that 
will develop skills and abilities for multiple 
stakeholders responsible for national 
critical cybernetic infrastructures and 
national defense in the digital environment. 
These activities would involve the multiple 
stakeholders responsible for national 
critical cyber infrastructures and national 
defense in the digital environment.

Finally, taking into account the background 
of the implementation of digital security 
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and cyber-defense guidelines in the 
country (CONPES Document 3701 of 
2011), the decision-making bodies of state 
and private companies in Colombia are 
now aware that their organizations may 
be at risk and generally make investment 
decisions on reactive security measures.

In addition, in relation to Dimension 4 
(legal frameworks), while the level of 
maturity remains stable, the new National 
Digital Security Policy establishes a set of 
actions aimed at providing the legal and 
regulatory framework that supports all 
aspects necessary to comply with the 
policy objectives. For this purpose, the 
policy provides that the different instances 
will submit the proposals of adjustment 
and of new regulations that are required, 
to the consideration of the Ministry of 
Justice and Law of Colombia and it will 
verify constitutional and legal coherence. In 
addition, the Communications Regulatory 
Commission (CRC) will adjust the regulatory 
framework for the ICT sector in 2017 taking 
into account issues necessary for the 
management of digital security risks, such as 
the protection of communications users or 
the quality regime of telecommunications.

The framework of crimes established in 
Law 1273 of 2009 was made considering 
essential aspects of the characterization 
of crimes defined in the Convention on 

Cybercrime (Budapest Convention), 
however, the legislative process required 
to achieve adherence to this convention is 
still underway. For this purpose, the policy 
provides that the different instances will 
submit the proposals of adjustment and 
of new regulations that are required, to 
the consideration of the Ministry of Justice 
and of the Law of Colombia. The country 
has made progress in its incorporation into 
information networks related to cybercrime 
and response teams and, mainly through 
the Police Cyber Center (CCP, in Spanish), it 
actively collaborates in research processes 
in this area. 

Finally, in relation to Dimension 5 
(Technologies), the National Digital Security 
Policy establishes actions for digital security 
risk management capabilities, including 
adoption of good practices and standards 
by all stakeholders. National Resilience is 
very important. The construction of the 
National Digital Security Policy approved 
last year by the Government of Colombia, 
as well as existing spaces such as Critical 
Infrastructure, Operational Risk and Cyber 
Defense meetings, have generated a 
dynamic of interaction between the public 
and private sectors. In fact, the work tables 
specifically prepared to address critical 
infrastructure issues, led by the country’s 
defense sector, do so regularly (once a 
month). 
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In the framework of the working groups, 
talks are held on the vulnerabilities to 
which information assets of Critical 
Infrastructure are exposed. However, a 
protocol or mechanism to ensure periodic 
reporting of vulnerabilities and the extent 
to which reporting should be carried out 
has not been consolidated. Talks are also 
held to sensitize operators of Critical 
Infrastructures on digital security. Colombia 
has a growing offer of specialized training 
in digital security (certified courses and 
even master’s programs) which have been 
accessed by some of the operators of 
Critical Cybernetic Infrastructure.

In relation to software development, the 
new National Policy establishes actions 
for the strengthening of digital security 
risk management capabilities in all 
stakeholders. In particular, the Government 
of Colombia is promoting the development 
of the Information Technology industry and 
digital entrepreneurship through different 
initiatives. Some of them even promote 
security certificate programs for company 
personnel, as well as funding certificate 
programs in maturity models, widely known 
as CMMI.

In relation to cybercrime insurance, in 
Colombia there are insurance companies 
that offer insurance policies (with additional 
and optional protections) intended for 
companies and natural persons in their 
decision-making bodies, in order to: i) 
cope with responsibility for the use and 
processing of information (derived from 
data protection, management and handling 
of personal data and the consequences 
of loss of corporate information); and 
ii) to deal with data security liability 
(damages and defense costs associated 
with contamination of third party data by 
a virus, improper or erroneous denial of 
access rights to the data to an authorized 
third party, theft of an access code of the 
company premises, a computer system, 
or an employee, destruction, modification, 
corruption, damage or deletion of data 
stored on any computer system, theft 
of hardware to a company, containing 
personal or corporate data or disclosure of 
data as a result of a data security breach).
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SWOT Analysis

A SWOT analysis (strengths, weaknesses, 
opportunities, and threats) was applied to 
the data collected to date, as a way to gain 
a deeper understanding of digital security 
capability in Colombia. This SWOT analysis 
took into account documentary research, 
information gathered during consultations 
with stakeholders and publicly available 
data on Colombia, including its economic 
and political realities, as well as its economic 
development objectives. However, the 
SWOT analysis does not intend to conduct 
a comprehensive national analysis, but 
it focuses on the impact that external 

factors may have on the implementation 
of the CONPES 3854 Document, the 
development of new digital security 
initiatives and the improvement of maturity 
of digital security in Colombia. 

The implementation of a SWOT analysis 
of national digital security capability takes 
into account internal factors, including 
resources and expertise available and 
under country 
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control that could be classified according 
to strengths and weaknesses. On the other 
hand, external factors are also identified 
(regardless of whether or not they are 
connected directly or indirectly), which can 
be presented as opportunities and threats. 
Some of the issues examined were: 

1.	 Strengths - What are the factors, 
from an internal perspective and 
from the point of view of external 
actors, which make the country 
strong in that area. 

2.	 Weaknesses - From an internal and 
external basis, what do external 
stakeholders consider to be 
perceived weaknesses that could 
be avoided or improved. 

3.	 Opportunities - Based on the 
strengths and weaknesses identified, 
what are the opportunities and 
can they help reduce or eliminate 
weaknesses. 

4.	 Threats - What current external 
factors and obstacles are beyond 
country control and could threaten 
its success? Can economic 
considerations threaten the 
country’s digital security position? 

The advantage of the SWOT analysis is 
that its results can be taken into account in 
the ongoing planning and implementation 
of CONPES 3854, since it not only identifies 
the threats and weaknesses that affect 
the effectiveness of the digital security 
strategy, but also the opportunities and 
strengths that can be used to achieve 
success. 
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APPENDIX 2

METHODOLOGY
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To gather information on the various digital 
incidents, two (2) types of instruments 
were developed for the following analysis: 1) 
Situational Analysis (style of the interview); 
and 2) Impact analysis (online).

The development process began with the 
research and review of various publicly 
available studies and reports on digital 
security and the impact analysis of 
cybercrime. Although several documents 
were reviewed, no attempt was made 
to summarize the applications of those 
studies. Overall, it was concluded that most 
of the available studies focused on the 
overall estimation of the economic impact 
of cybercrime and, to a lesser extent, 
on cyber incidents. These studies were 
carried out both at the transnational level 
with several countries involved and at the 
national level, but with a small sample of 
the various industries.

The instrument was developed over a period 
of six months and it involved several stages. 
The Pilot Phase was one of the Project’s 
significant milestones as participants 
were asked to apply the instrument to 
their entities/institutions in the context of 
testing the applicability of the terms and 
definitions used, the understanding of the 
questions asked and the usability and logic 
of the online instrument.

With regard to Situational Analysis 
(Appendix 1), the results of the 
implementation tool developed by the 
OAS, the IDB and the Global Cybersecurity 
Capacity Centre, Oxford University were 
used as a reference point, summarized in 
the report “Cybersecurity: Are We Ready 
in Latin America and the Caribbean?”, 
to develop a questionnaire that was 
completed by relevant stakeholders of 
the national government around five main 
areas: 1) Policy and Strategy; (2) Culture 
and Society; (3) Education; (4) Legal 
Frameworks; and (5) Technologies. The 
answers facilitated the analysis of the main 
strengths, weaknesses, opportunities and 
threats (SWOT analysis) for the country 
in terms of developing its digital security 
capabilities, as well as an update of the 
various dimensions and indicators. 

Development of 
the Instrument
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Analysis of responses

With the analysis of the responses of the 
public and private sector entities that 
participated in the instrument in Colombia, 
this study provides a summary of the 
estimated costs related to cyber incidents 
at the macro level and possible losses 
incurred. There were several factors and 
limitations that had to be taken into account. 
Many companies, for example, hide their 
losses while others do not have the skills to 
identify their losses. In addition, in the data 
collection methodology, namely, the use of 
an instrument, some of the results may not 
be accurate, because, since ranges were 
used for value estimates, the respondents 
selected the results and some of the 
answers were based on a perception of 
self, which some interviewees may distort. 
Therefore, the analysis of this study 
considered and took into account several 
factors in reaching its conclusions: 1) several 
economic sectors that are included; 2) size 
of sectors; 3) number of respondents; 4) 
variation between the interviewees who 
completed the instrument and those who 

did not complete it; and 5) control factors, 
such as ‘yes’/’no’ to ensure that apples 
were measured with apples.

A total of 1,606 organizations started 
the instrument, but only a total of 1,098 
respondents (515 Companies and 583 
public sector entities) completed the profile 
section. In response to how they learned 
about the instrument, 37% responded that 
it was through an official letter from the 
national government, 24% reported that it 
was through a national government website 
and 23% said it was another website. It 
was noted that 16% was informed as a 
result of the dissemination with industry 
associations and guilds. No quota was 
established by industry and company size 
(income), but rather a reasonable margin, 
and representative answers were obtained 
from companies of different sizes and 
economic sector.
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APPENDIX 3

análisis 
estadistico
complementario
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 Table 7: Estimation of the Likelihood That a Company 
Will Identify Digital Incidents (2016)

Estimation model: logit
Dependent variable: 1 if the company identifies digital incidents, 0 if it does not identify them.

(*) the discrete change of the dummy variable from 0 to 1.

Number of Observations = 428
LR chi
Prob > chi2 = 0.0000
Log-Likelihood = -243.5582
Pseudo R2 = 0.1542

***Significant variables at 1%
**Significant variables at 5%
*Significant variables at 10%

Variables                        z           P > |z|               x 

Digital security budget 1.,2e-10  9.01E-11 1.240 .215 1.47E+08

Number of employees 0.0003791 0.0001581 2.40 0,017**1 50.0771

Staff with  
internet access -0.000852 0.0010589 -0.800 .421 64.31776

Sales 5.82E-163 .78E-15 0.15 0.877 2.03E+12

Foreign capital 0.0005361 0.0011843 0.45 0.6518 .418224

d_digital security 
positions 0.0801065 0.0603055 1.330 .1840 .4509346

d_technical 
measures 0.1329351 0.0622521 2.14 0,033**0 .4929907

d_digital security 
policies

-0.0211699 0.0632615- 0.33 0.738 0.6051402

d_standards 0.0451697 0.0686568 0.66 0.5110 .2429907

d_valuation of risk 0.1430716 0.0629847 2.27 0,023**0 .4252336

d_legislation -0.0054669 0.0641935 -0.090 .932 0.2616822

d_industry -0.0668821 0.1018324 -0.66 0.5110 .1121495

d_service 0.00679120 .067205 0.10 0.920 0.6775701

d_micro -0.12042110 .0671351 -1.790 ,073* 0.4182243

d_medium 0.0796988 0.0945996 0.84 0.400 0.1214953

d_large -0.0621638 0.1070584 -0.580 .561 0.2242991

Marginal 
effect (dy/dx)*

Standard 
error



121

Table 8: Regression Results - 
Number of Incidents (2016)

Linear Regression Model
Dependent variable: logarithm of the number of incidents

Number of Observations = 428 
R2 = 0.1712

***Significant variable at 1%    **Significant variable at 5%       *Significant variable at 10%
   

Variables Coefficient             t        P > |t|

Digital security 
budget 5.42E-101 .74E-103 .110 ,002***

Number of 
employees 0,00038520 ,0006597 0.58 0.560

Staff with 
internet access 0,00111430 ,0027034 0.41 0.680

Sales -7.30E-155 .68E-15- 1.29 0.199

Foreign capital -0,0037696 0,0041925 -0.900 .369

d_digital security 
positions 0,0649893 0,19196060 .340 .735

d_technical 
measures 0,5166059 0,1724034 3.00 0,003***

d_digital security 
policies -0,0027982 0,1667429 -0.020 .987

d_standards 0,4788695 0,2640027 1.81 0,070*

d_valuation of risk 0,3383868 0,1761986 1.92 0,055*

d_legislation 0,20839570 ,2382764 0.87 0.382

d_industry 0,0598495 0,40633260 .150 .883

d_service 0,0328707 0,21814840 .150 .880

d_micro -0,2104846 0,1693744- 1.24 0.215

d_medium 0,21474670 ,3611340 .590 .552

d_large 0,02505050 ,379239 0.07 0.947

Robust Standard
 Error 
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 Table 9: Regression Results – Company-Assigned Digital 
security Budget (2016)

Linear Regression Model
Dependent variable: Logarithm of the budget assigned by the company for digital security

Number of Observations = 428
R2 = 0.4251

***Significant variable at 1%    **Significant variable at 5%    *Significant variable at 10%
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Table 10: Regression Results - Cost With 
Digital Incidents (2016)

Linear Regression Model
Dependent variable: cost with digital incidents

* Significant variable at 1%
Number of Observations = 42
R2 = 0.1633

Variables Coefficient Standard  Error t P > |t|

Number of incidents 531651 190266.32 .790 ,008*
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Table 11: Estimation of the Likelihood That a Public 
Entity Will Identify Digital Incidents (2016)

Estimation model: logit
Dependent variable: 1 if the entity identifies digital incidents, 0 if it does not identify them.

(*) dy/dx corresponds to the discrete change of the dummy 
variable from 0 to 1.

Number of Observations = 493
LR chi
Prob > chi2 = 0.0000
Log-Likelihood = -298.91209
Pseudo R2 = 0.1247

****Significant variables at 1%
**Significant variables at 5%
*Significant variables at 10%
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Table 12: Regression Results - Budget 
Allocated by the Public Entity for Digital 

security (2016)
Linear Regression Model
Dependent variable: logarithm of the budget assigned by the public entity for digital security

Number of Observations = 453
R2 = 0.4379

***Significant variable at 1%      **Significant variable at 5%     *Significant variable at 10%
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