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Abstract— Online banking user interface gives customers’ the 
platform to link-up their bank servers and conduct 
transactions over the Internet. It provides both customers and 
banks with great opportunities. Security and privacy are one of 
the big issues that banks are contending with to survive the 
global competitive banking market. Many technological 
innovation and solution are being suggested to combat these 
issues. However, these solutions are making banking user 
interface more complicated and complex which is affecting the 
simple and clear natures of an ideal banking user interface. 
Thus, this paper aim at examining customers’ perception and 
attitude toward the ease of use of online banking interface in 
Nigeria commercial bank. The study will probe on how 
advancement on online banking user interface securities 
feature affect customers’ attitude and intention to use the 
interface.  The investigation of this study was done in the light 
of Technological Acceptance Model (TAM). A survey was 
carried out on 500 respondents in Nigeria out of which 356 
were usable, giving a response rate of 71.2 percent. Data were 
analyzed by employing descriptive analysis using SPSS. 
Findings of the study indicates that as banks are providing 
more security measures on their online banking user interface, 
similarly attention should be given to ease of use of the 
interface. Consequently, if banks can ensure that both security 
and ease of use are integrated on their user interface, 
customers will have more confidence in adoption and usage of 
online banking user interfaces without hesitations. 
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I. INTRODUCTION 
Online banking interface is meant to drive online banking 
practices in a manner to create competitive advantage to the 
local bank. This will enable banks meet up with customer 
demands, improvement in banking practices, image 
positioning, creation of new distribution network, and costs 
reduction [1]. This platform provides increment in banking 
transactions; improve in revenue generation for bank and 
convenience in baking transaction by customers. This will 
bring about easy, fast and effective ways of retaining old 
customers and acquiring new ones when their expectations 
and needs are met. However, security and trust have being 
major concern of customers’ towards online banking 
particularly in Nigeria [2]. Findings from a study [3] 
revealed that Nigeria online banking sector need huge 
attention due to many cases of cybercrime including 
financial fraudsters, internet frauds and scams. 
 
 

 

 

Oyetade, E. M 
Michael Otedola College of Education, Nigeria 

 
Ang, M. T 

Management Information System 
Universiti Utara Malaysia 

 
Sanusi, Y.K 

School of Technology Management and Logistic 
Universiti Utara Malaysia 

 
Likewise, the country is experiencing inadequate operational 
facilities like telecommunication and electricity supply. 
These factors were identified as limitations affecting the 
development of online banking in Nigeria. Although there 
have being many researches on how to prevent cybercrimes 
in online banking sector. For instance, studies [4], [5], [6] 
and [7] suggested the integration of biometric application 
with online banking user interface. Also [8] advocated the 
introduction of android SSL security feature integration with 
online banking user interface; however, these security 
features are creating complexity and complication for 
customers [9], [10] and [11]. 
 
Study [9] argued that most customers are not satisfied with 
the usability of their banks’ online use interface due to 
crowdedness and lack of simplicity. Study [11] maintained 
that in order for bank administrator to overcome issues with 
security threats on their online banking, they created a 
complex and complicated user interface at the end.  
Therefore this study will explore customers’ perception on 
ease of use of online banking user interface.  

II.  LITERATURE REVIEW 
Design of a banking user interface plays a major role in 
delivering excellent customer service and customer 
satisfaction. Layout, navigation mechanisms, graphic appeal 
and clarity could be highly influential in delivering a better 
service to users through a website. The role of a user 
interface designer is critical because its design determines 
productivity and efficiency to the bank. Therefore, the 
designer must integrate factors that will enhance quality to 
the designs. Factors such as functionality, usability, 
reliability and efficiency have been used by researchers to 
evaluate the quality of online interface. Value fidelity of the 
graphics used on the user interface, motion on a dynamic 
web interface, ability to create greater attention span are 
some other important qualitative aspects of user-interface 
development in online banking. 
 
Study [12] explained that user interface is the design of 
banking websites and mobile application software with the 
focus on customers’ experience and interaction. The goal of 
user interface design is to make the user's interaction as 
simple and efficient as possible, in terms of accomplishing 
user goals which is often called user centred design. Study 
[13] argued that good user interface design facilitates 
finishing the task at hand without drawing unnecessary 
attention to it. 
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Furthermore, study [14] maintained that user interface 
designers should focus more on user usability. Their designs 
should be more interactive and user friendly. Thus, there is 
need for improvement on the aesthetic appeal of the design. 
This is because design aesthetics enhance or detract users’ 
intention to use the interface. The design process must 
balance technical functionality and visual elements to create 
a system that is not only operational but also usable and 
adaptable to changing user needs. This argument support 
study [15] assertion that interface design is involved in a 
wide range of projects from computer systems, to cars, to 
commercial planes; all of these projects involve much of the 
same basic human interactions yet also require some unique 
skills and knowledge. As a result, designers tend to 
specialize in certain types of projects and have skills centred 
around their expertise, whether those of software, user 
research, web design and industrial design. 
 
In a major study, [16] mentioned a model for the 
understanding of the role played by seven user-interface 
design elements in e-commerce applications, which is 
popularly known as the 7C Framework. It was used in this 
study as a framework to analyse the design of bank 
websites. Elements in the 7C framework include context 
(how the site is designed), content (what information are 
presented), community (how users communicate with each 
other), communication (how the site communicate with the 
users), connection (how the site is related to the other sites), 
and commerce (e-commerce functionalities). 
 
Their findings were found to be consistent with study [17] 
result that proposed an improved design of banking 
websites. This was done by using the navigation layout, 
graphic, appeal, and clarity. Also the audio was made less 
intrusive, and animation flow and file size were improved. 
The buttons were made more distinctive from other 
graphics, and bullets were removed to avoid confusion with 
buttons. Therefore, usability is a big issue when it comes to 
online banking because it’s surrounded by ease of use of the 
web interface. When customer start exploring the service, it 
is important that they can access the relevant information 
they are looking for, easily and efficiently to enable them 
complete their transaction. This gives the users a feeling that 
they are in control. The ease-of use is perceived as a sign 
that their bank understands, cares and respects their 
customers. Thus, this study will investigate the ease of use 
of Nigeria commercial bank online user interface.  
 
More recently, study [18] comprehensively analyzed 
Nigerians’ perspective on online banking user interface 
design using five Nigeria commercial banks namely UBA, 
First Bank, GT Bank, Zenith Bank, and Stanbic IBTC Bank. 
Study [18] concluded that customer access online Banking 
services through the user interfaces via the websites which 
means that such interface designs should follow best 
practices and highest standards. Though no singular Internet 
Banking System may be termed as superior over the rest of 
the others in the world, it is necessary that system designers 
should be contemporary, innovative and customer-centric 
with their designs. 
 
Likewise, study [19] explored the design of a biometric 
application on Nigerian commercial automated teller 

machine (ATM). They suggested that financial cybercrime 
is increasing in Nigeria; hence there is need for more 
security measures. Security measures at banks online sector 
is a critical role that must be played by the bank in 
preventing attacks on customers. These measures are of 
paramount importance when considering vulnerabilities and 
causation in civil litigation and banks must meet certain 
standards in order to ensure a safe and secure banking 
environment for their customers. 
 
Similarly, the Advance Fee Scheme or 419, which is one of 
the most popular of all online frauds, has its origin from 
Nigeria in the 1980s. Its development and spread follows the 
path of the developments in information technology. At 
inception, postal letters were used as key media for 
committing 419 frauds. Later in the early 1990s, it became 
integrated into telecommunication facilities such as the 
telephone and fax. From the late 1990s following the 
introduction of computers and Internet, 419 crimes became 
prevalently perpetrated through the use of e-mail and other 
Internet means. The latest dimension taken by the 
perpetrators of this crime is the use of fake Internet bank 
sites, and using that to encourage victims to open accounts 
with them. The country is currently rated as having one of 
the highest records of Internet frauds in the whole world. 
According to study [20], the country is the third highest 
ranked in Internet ‘money offer' frauds. As was reported in 
one of the national newspapers, frauds and forgeries in 
Nigerian banks as at June 2005 stood at 329 or N1.15 billion 
(6.17 million US dollars) monetary equivalents, against 222 
cases or N1.47 billion (7.89 million US dollars) monetary 
equivalents in April that same year. There is even global 
suspicion that a Nigerian crime syndicate that coordinates 
global crimes such as money laundering, bank fraud and 419 
scams exists even till today. These issues basically defeat 
the key ingredients of online banking, which includes 
confidentiality and integrity. 
 
The above situation constitutes the environment upon which 
Internet banking has emerged in Nigeria. Although the level 
of the adoption and practice of Internet Banking has 
remained quite insignificant, global projections still remain 
that the Internet would continue to play a revolutionary role 
in the development and delivery of banking products and 
services all over the world. In effect, it is this projection that 
has raised pertinent regulatory questions concerning Internet 
banking, especially in Internet fraud-infested countries like 
Nigeria. One key issue here borders on how to handle the 
rising level of frauds and forgery prevalent in the entire 
banking system; and how to make Internet banking fit well 
in the banking structure of a country so notoriously 
identifiable with criminal use of Internet access. These have 
led Nigerian commercial banks to tighten securities on their 
online user interface to prevent against crimes. However, 
scholars have argue that when security is too tight then it 
have a negative effect on its ease of use [21] and [22]. 
Hence, perceived interface security is a variable that need to 
be further explored on customers’ ease of use of online 
banking user interface. Therefore, this study will examine 
how the preventive securities features on online banking 
user interface of Nigeria commercial banks affect 
customers’ ease of use.  
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III. METHOD 
The most used research method recommended for studies 
investigating perception, attitude, opinion and behavioural 
intention is quantitative survey method with questionnaire as 
instrument [23], [24] and [25]. The questionnaire will be 
developed using the 7-Point Likert-type Scale (1-Strongly 
Disagree, 2-Disagree, 3-Slightly Disagree, 4 Neutral, 5-
Slightly Agree, 6-Agree and 7-Strongly Agree). In 
conducting this study, the Technology Acceptance Model 
(TAM) was expanded to incorporate perceived interface 
security. The questionnaire was designed with structured 
questions and was distributed by the researcher to 500 
respondents.  The target respondents of this study were bank 
customers and convenience sampling was used for sample 
selection. 
This study is very sensitive because it involves banking 
issues which is considered personal. Hence, the researcher 
ensured that a high ethical standard is maintained by 
following strict ethical procedures and guidelines. All 
respondents for this study were on a voluntary basis. Each 
respondent was provided with a research study information 
sheet that will show the nature of this research. Also, 
respondents’ confidentiality was ensured by not taking their 
names, identities and bank details.  

 
The instrument was subjected to a reliability and validity 
test using both IT and academicians. This study reliability 
analysis was based on study [27]. This was achieved on the 
Cronbach’s alpha which is the representation of a lower 
level of internal consistency with its supposition of parallel 
measures. Based on [28] 0.50 can be regarded as a 
significant value of measure. The reliability analysis is 
present in Table I 
 

TABLE I 
COMPOSITE RELIABILITY OF VARIABLES 

Variable Number of 
Items 

Composite 
Reliability 

Perceived Usefulness 4 0.79 
Perceived Ease of Use 4 0.89 

Perceived interface 
Security 

4  0.91 

Attitude 4  0.87 

Intention to Use 3  0.84 

 
Factor analysis was conducted to test how well the 
instrument developed measures the actual proposed 
measurement. This is to ensure that the principle of validity 
and reliability of items are well met. This is also done by 
looking at the loadings to their individual variables as 
present in Table II. It could be seen that the percentage 
variance is above 50% therefore the variables are valid for 
the measurement.  

TABLE II 
FACTOR ANALYSIS MEASUREMENT 

 Extraction Sums of Squared Loadings
Variable Total % of Variance Cumulative %
Perceived 
Usefulness 

2.47 61.77 61.77 

Perceived Ease 
of Use 2.99 74.72 74.72 

Perceived 
Interface 
Security 

3.13 78.19 78.19 

Attitude 2.85 71.36 71.36 
Intention to Use 2.29 76.31 76.31 

IV. RESULTS AND FINDINGS 
Based on survey research method, 500 questionnaires were 
distributed to respondents. A total of 356 questionnaires 
were returned. Attempts were made to explain and clarify 
verbally with respondents that their identities and banking 
details were not needed for the study. This is to gain the 
confidence and trust of respondents to ensure their 
cooperation in participating in the study. The response rate 
is 71.2% and is considered good return rate compared with 
previous studies in the same field. This is supported by 
study [26] argument that 20% and above can be considered 
as good return rate with survey research method. The 
demographic information is presented in Tables III. The 
items were found to be reliable and valid (as extracted and 
shown in Table II) and were used to compute the mean for 
each of the items measuring the variables. Table IV shows 
the mean composite factor of the variables. 

V. DISCUSSION  
From Table IV, the value for perceived usefulness is at 6.27 
which connotes that many of the respondents agreed that the 
usage of Nigerian commercial bank online user interface is 
useful both for personal banking and cooperate transaction. 
Whereas an opposite values 3.06 and 3.06 respectively were 
obtained for perceived ease of use and perceived interface 
security compare with perceived usefulness. This implies 
that respondents agreed that online user interface is useful 
and advantageous to their online banking experience  
 
However, they slightly disagreed that their bank users’ 
interface is easy to use. This finding support studies [29] and 
[30] however the finding contradict study [31] which 
discovered that 57 percent of the customers in the developed 
countries (Scandinavian) who visited physical bank 
branches frequently claimed that it was easier to complete 
banking transactions in the traditional way, not via the 
Internet. The customers perceived no urgent need for 
Internet banking services and felt cumbersome to learn the 
Internet banking system repeatedly every time they need to 
use it. 
 
Surprising, respondents slightly disagreed on their bank 
online users’ interface security. This implies that they felt 
that the interface is not too secure and safe for their 
transaction however, they still considered it useful and 
advantageous. Also, the values for both perceived ease of 
use and perceived interface security were same (3.06) which 
implies that respondents have the same perception toward 
both. These values connotes that respondents slightly 
disagree on the ease of use and security of online banking 
users’ interface in Nigeria commercial banks. 
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TABLE III 

OVERVIEW OF DEMOGRAPHIC INFORMATION 
 

 Frequency Valid % 
Respondent's Age 

<18 
19 – 30 
31 – 45 
46 – 60 
Total 

 
54 

228 
69 
5 

356 

 
15.2 
64.0 
19.4 
1.4 

100.0 
Respondent's Gender 

Male 
Female 
Total 

 
222 
134 
356 

 
62.4 
37.6 
100.0 

State of Origin 
Delta State 
Ekiti State 
Imo State 
Kogi State 

Kwara State 
Lagos State 
Niger State 
Ogun State 
Ondo State 
Osun State 
Oyo State 
Others 
Total 

 
13 
8 
6 
5 

26 
27 
9 

59 
23 
80 
90 
10 

   356 

 
3.7 
2.2 
1.7 
1.4 
7.3 
7.6 
2.5 

16.6 
6.5 

22.5 
25.3 
3.5 

 
Respondent’s Level of 

Education 
unschooled 

primary 
secondary 
university 

Total 

 
 
3 

23 
24 

306 
    356 

 
.8 

6.5 
6.7 

86.0 
100.0 

Respondent’s Marital 
Status 
single 

married 
Total 

 
 

278 
78 

    356 

 
78.1 
21.9 

   100.0 

Respondent's 
Occupation 

civil servant 
student 
trader 

teachers 
others 
Total 

 
 

40 
246 
33 
6 

31 
   356 

 
11.2 
69.1 
9.3 
1.7 
8.7 

    100.0 

Respondent's Bank 
Access Bank Plc 

Citibank Nigeria Ltd 
Diamond Bank Plc 

First Bank of Nig Plc 
Guaranty Trust Bank 

Skye Bank Plc 
United Bank For Africa 

Wema Bank Plc 
others 
Total 

 
35 
26 
19 
33 

161 
23 
14 
13 
28 

     356 

 
9.8 
7.3 
5.3 
9.3 

45.2 
6.5 

     3.9 
3.7 
9 

   100.0 
 
 
 

 

TABLE IV 
MEAN COMPOSITE FACTOR 

Variable Mean Standard Deviation 
Perceived Usefulness 6.27 1.43 
Perceived Ease of Use 3.06 1.81 

Perceived Interface Security 3.06 1.81 
Attitude 5.10 1.63 

Intention to Use 5.18 1.71 
 
Similarly, the findings indicate that respondents have high 
attitude toward the usage of online banking user interface. 
This is because the values for both attitude and intention to use 
were 5.10 and 5.18 respectively. These values connotes that 
respondents have high attitude and intention to use the 
interface whereas they slightly disagreed on the ease of use of 
the interface. The results in this study reveal that respondents’ 
attitude is high on interface usage. This implies that if 
respondents have high attitude, they will feel more confident 
about it usage and encourage huge transaction on it. This 
result is in line with study [32] that pointed out that high 
attitude leads to intention to Use. Also it is consistent with 
study [33] who found out that that Perceived Ease of Use does 
not impact on Attitude towards intention to use. 
 
In addition, with a value of 3.06 for user interface security, it 
suggested that respondents slightly disagree on the safety and 
security on the usage of the interface however they have high 
attitude and intention to use the interface. This implies that 
despite the fact that they have concern and worries toward the 
safety and security of their operations on the interface, yet 
they maintain a high attitude and intention to use it. This 
position also indicates that if their worries should increase on 
the security and safety of the interface then it might reduce 
their attitude and intention to make use of the interface too 
low. Also it can be deduced that respondent do not have strong 
confidence in online banking in Nigeria because they 
perceived it to be a threat to their privacy and personal 
information. This finding strengthens previous literature that 
security concerns deflect customers’ intention to use a system 
[34] and [35].  
 
For instance, in Australia, as identified by study [34], 20 
percent of online banking users’ experienced electronic attacks 
through unauthorized access to their accounts, 45 percent of 
them experienced virus or worm infections, 21 percent 
experienced non self-propagating trojan or rootkit infections 
and 18 percent experienced both virus/worm and trojan/rootkit 
infections. In United States, more than 5 million of the online 
users lost money to phishing attacks, nearly 40 percent 
increase compared to one year ago, as identified by study [36]. 
Unfortunately, study [37] revealed that only 16 percent of the 
banks in both countries enforced password that combines digit 
and alphabet and 8 percent of users’ interface imposed 
mandatory periodic changes of password. These alarming 
statistics could possibly raise the concerns of respondents in 
the United States and Australia over the safety of their Internet 
banking passwords and personal information. The same 
scenario is being experienced in Nigeria where security of 
privacy, personal information and cybercrime are limiting the 
usage of online banking user interface.  
Consequently, the results also provide statistical evidence 
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showing that perceived ease of use, perceived usefulness and 
perceive security will determines customer’s attitude and 
intention to use the user interface. The results illustrate that 
Nigeria banks should ensure that their online banking user 
interface are always reliable; secured, accessible, easy to use 
and trustworthy. These results put together imply that as banks 
are providing more security measures on their online banking 
user interface, similarly attention should be given to ease of 
use of the interface. For if banks can ensure that both security 
and ease of use are integrated on their user interface then 
customers will have confidence in usage and adoption of 
online banking user interfaces without hesitations. 

VI. CONCLUSION AND FUTURE-WORK 
This study contributes to the existing literature on online 
banking user interface using TAM to measure perception and 
attitude of users toward ease of use and intention to use the 
interface in Nigeria’s commercial banks. The results of this 
study show that for developing countries like Nigeria where 
internet fraud and cybercrime is on the increases, there is need 
to pay more attention to both online security and ease of use of 
online application. This will make customers have confidence 
in the adoption and usage of such online banking application 
without hesitations. Future studies can explore a generic 
model of online banking user interface that will promote ease 
of use and a strong security protection. This is important 
because online banking is a global service hence banks should 
implement and promote strong online banking security 
measures to their user interface while equal attention should 
also be given to its usefulness and ease of use.  
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APPENDIX I 
 Frequency  Valid Percentage  

Industry of Cooperate 
MANUFACTURING 
RETAILING 
IT RELATED 
TELECOM 
BANKING 
FINANCIAL INSTITUTION 
TOURISM 
BUSINESS OWNER 
TRADER 
OTHERS 
TOTAL 

 
24 
78 
32 
14 
20 
34 
2 

30 
27 
95 
356 

 
6.7 

21.9 
9.0 
3.9 
5.6 
9.6 
.6 

8.4 
7.6 

26.7 
100.0 

USING BANKING SERVICES 
ENQUIRY 
DEPOSIT 
LOAN 
EXPORT FINANCING 
IMPORT FINANCING 
FIXED INCOME 
COOPERATE FINANCE 
PRIVATE BANKING 
ASSET MANAGEMENT 
TOTAL 

 
61 
263 
15 
9 
1 
1 
1 
4 
1 

356 

 
17.1 
73.9 
4.2 
2.5 
.3 
.3 
.3 

1.1 
.3 

100.0 
USING INTERNET AT HOME 

NO 
YES 

TOTAL 

 
123 
233 
356 

 
34.6 
65.4 
100.0 

INTERNET AT WORK 
NO 
YES 

TOTAL 

 
149 
207 
356 

 
41.9 
58.1 
100.0 

RESPONDENT BANK INTERFACE 
OCCASIONALLY 

USUALLY 
TOTAL 

 
 

174 
182 
356 

 
 

48.9 
51.1 
100 
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