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What is Insider Threat?

Insider threat is a security threat that comes from within an organisation, as apposed to
external threats such as hackers. These insiders often have access to systems and
information due to their job and understand where there are gaps in security systems. In
recent times insider attacks have been widely publicised due to the actions of Edward
Snowden and his information theft, however all organisations are at risk of insider
attacks, and there are many ways for an insider to damage or attack an organisation or

system. These can include malicious insiders, those who purposely and knowingly
commit attacks, and inadvertent insiders, those who click on a link in a suspicious email

Why use natural language processing?

Natural language processing (NLP) is the process in which a computer can “understand”
natural language, this can be text or speech. There are many different types of NLP tasks,
such as translation, summarisation, recognising appointments from emails and finding
entities such as places or people's names. Insider threats are witnessed by different
people, at different times, and in different ways, after an attack reports can be a valuable
source of information on the attack, however this value is often lost and locked behind

large amounts of text, using natural language processing details can be extracted which
would otherwise be missed. This can be achieved by taking reports written after an

Connected events and malicious insiders:
Investigating patterns of insider threat using natural
language processing

Proposed natural language processing and visualisation
techniques for insider threat
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Reports of an attack are gathered
from different people who were
witnesses of the attack
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The insider was able to buy a
DDOS attack and use it as a
distraction
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to ensure staff do not get
distracted during a crisis

From this investigation, the insider attack
can be understood better and from this
organisations can make changes to
prevent another attack
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If the baseline reading for normal activity is taken when insider activity is being recorded it can be
impossible to detect
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