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 The internet is considered to be the most advanced technology today and a 

gateway to modern communication and the sharing of information, products, 

services, and technology. Nowadays, users want to be able to access 

anywhere and anytime several services and applications, which is increasing 

data traffic and triggering a mobile data explosion. Iraq has major problems 

in increasing the growth and use of the internet and changing the standard 

method of communication. This is a big challenge, however, since there are 

several variables that characterize this phase of transformation. In this paper, 

the problems, vision, and solutions are presented in details. This study aims 

to clarify the factors of internet use in Iraq by the use of an acceptable 

approach and by suggesting new solutions for all the presented problems. 

This work also, clarify the expected traffic and the mechanism to transform 

the traffic between local ISP’s networks (AS) internet exchange points. 
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1. INTRODUCTION 

Nowadays the internet technologies are very essential in human life because all the digital 

technologies activities depend on it such as watching YouTube, online shopping, connecting to bank 

accounts, video calling, Facebook, Google’s services, and others [1], [2]. Furthermore, there is a huge impact 

of information and Communication on societies’ economics. For the previous reason, the internet’s 

technologies subscribers all around the world request and strongly need a better internet by providing better 

reliability and high bandwidth [3], [4]. In Iraq, the story of the internet is complicated since the progress of it 

was straggled with many wars in addition to the stranglehold of state censorship. 

Before 2003, the internet was very limited; however, because of infrastructure and technical 

problems, the internet still not available to everybody. On the other hand, since the internet is affected by the 

unstable conditions for Iraq, this makes it hard to be a full potential of widespread. For this reason, a slow 

step is being made to create a future-looking technological foundation [5], [6]. After the war 2003, Iraq 

shows clear upgrade in a short period, represented by the transformation from an isolated society and 

technologically backward into a globally connected nation with the accepted potential to grow. This is all 

because access to the internet has begun and made a huge difference in many fields. To increase society 

internet usage, Iraq developed different procedures to get to best benefit from the advancement in the global 

communication system [1], [2], and [7]. Although Iraq continues suffering from economic and political 

challenges until this time especially in some liberated areas, civil stability during 2020 might give the chance 
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to restore, rebuild and fix sectors for the damaged telecommunications services where networks had been 

destroyed.  

The late process of writing Iraq’s Telecommunications Laws made the situation worst since it has 

been under scrutiny for many years and has not finished yet. In early 2020; the law had been discussed at a 

workshop hosted by the GSMA, a suggestion of improving the law raised to improve and reach the best 

global practices. The neglected backbone infrastructure in Iraq causes a limitation in the internet growth, in 

contrast, there is an increased number in the wired, and data subscription. Because of the poor infrastructure, 

high cost of bandwidth and few options to choose from all these reasons leads to a low internet-subscription 

ratio [8]-[10].  

Same as in the other country’s internet in Iraq, play a major role in life, it is not only a basic thing, it 

is considered as a whole life of some people no matter who is using it and how it represents a different value 

for each one. For this reason, Iraq companies started to make many changes for internet development. 

Although many of them started to implement projects to enhance the internet infrastructure, the government 

must take some responsibility to support such a development. The problem of providing the internet is not 

only because of the poor infrastructure, but also a matter of interest, knowledge, and needs. This paper 

presents a technical explanation of the current MoC’s (infrastructure of internet, limitations, problems, 

solutions, and future plans) on the internet in Iraq. These solutions and future plans could be a good 

beginning and bring good changes so the next years face big differences and widespread of the internet in 

Iraq. 

 

 

2. INTERNET CHALLENGES 

Currently, users want to be able to access anywhere and anytime several services and applications, 

which is increasing data traffic and triggering a mobile data explosion [1]. The statistics in Iraq show that 

internet usage is skipped rapidly to 19 million users in 2017, instead of 2.2 million users in 2012. The current 

expected usage is more than 30 million internet users in 2020 and 41 million as cellphone connections [4], 

[6]. This section can be divided in two parts as the current status and future solutions: 

 

2.1.  Current infrastructure and problems 

Iraq is one of the least countries in internet speed. The current total traffic is about 850-1000 Gbps 

through Ministry networks (fully controlled by Alsalam state company). This traffic comes via 13 border 

points (8 in Iraqi borders plus 5 in Kurdistan region). This state of internet development in Iraq is in a 

disappointing situation and needs rapid developments. There are two main reasons for this lack of services: 

First, most internet service providers (ISP) rely on free licensed wireless services as a last mile-access. 

Second, MoC has the right to license the optical fiber (monopoly) with very high prices compared to Iraqi 

neighbors [9], [10]. As a result, this will increase the cost of the internet for public usage. As mentioned in 

the latest reports of the Speed-test Global Index, which is compares internet speed data monthly around the 

world. The global statistics showed a maximum internet bandwidth this year of 197-150 Mbps for advanced 

countries like Singapore in 1st then Korea, Romania, Thailand, and Switzerland in 5th for fixed broadband. 

And for mobile internet 83-73 Mbps for United emirates 1st rank, South Korea, Qatar, China, and Canada in 

5th rank.  

In November, Iraq ranked as 105 (-4) in fixed broadband and 133 (-6) in mobile internet speed 

services. Since November 2019, the speed variation in mobile and fixed internet access is illustrated in  

Figure 1. In November 2020, the monthly average in mobile services is 11.98 and 5.71 Mbps (with 52 ms 

latency) for download (green line) and upload (purple), respectively [11], [12]. The figure also shows in fixed 

broadband service is 27.85 and 25.65 Mbps (with 23 ms latency) in download and upload, respectively [13], 

[14]. 

 

 

 
 

Figure 1. Internet speed variation (mobile and fixed broadband) [12] 
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As mentioned earlier, the internet service comes from several ISP companies through MoC 

Infrastructure. Then, ISP provides the internet to multi regions by resellers with multi Wi-Fi towers. 

Currently, Iraq has around 8000 resellers that providing the service by more than 20000 registered towers. 

Map distribution is presented in Figure 2. Besides that, there are several towers that are not registered with 

the Iraqi government. These towers cover around a half kilometer causing severe interference. 

 

 

 
 

Figure 2. Map distribution of internet resellers [source: MoC] 

 

 

From the technical side, as known Wi-Fi technology uses radio waves to connect devices. And two 

significant parameters in the internet wireless service, which are the bandwidth and range. The range; defines 

the maximum coverage area, whereas more bandwidth is required for higher download and upload over the 

wireless network. 

Two different frequencies are used in Iraq: 2.4 GHz and 5 GHz. In 2.4 GHz, there are only three 

non-overlapping channels possible that can be seen; also, more devices such as microwaves and cordless 

phones are using the same frequency. This will lead to limited bandwidth and very high interference, but with 

low cost, since it is cheaper to produce such devices, and larger coverage, because the radio waves can 

penetrate walls and floors with respect to the 5 GHz. The 5.8 GHz is used recently after the interference and 

low bandwidth issues. It has a higher bandwidth with more channel available (about 23). Also, this frequency 

is not used by common wireless devices like the 2.4 GHz; therefore, there will be a little interference to cause 

a reduction in bandwidth, i.e. it can carry more data and transmits with faster speed. The main disadvantage 

of this frequency is the low coverage area [15], [16].  

 

2.2.  Technical solutions 

The technical solutions of low-speed internet in Iraq are summarized in two directions. The first 

solution is to use licensed frequencies instead of free Wi-Fi channels. This is known as fixed wireless access 

(FWA), which provides a broadband wireless access (BWA) using specific frequencies that enable higher 

data rate, wide range, low interference, higher capacity, and can be utilized by both public and governmental 

sectors. The license for this solution can be granted and organized by the communication and media 

commission. The second solution is to use wired solutions such as fiber-to-the-home (FTTH), fiber-to-the-

cabinet (FTTC), or very high data rate digital subscriber loop (VDSL). Recently, MoC started some regional 

FTTH projects that located in Baghdad and other provinces with four available profiles of speed  

3.5-10 Mbps. Figure 3 presents and described the scope of the project. 
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Figure 3. Scope of current FTTH project [source: MoC] 

 

 

Local access network local access network is composed of FTTC (cabinet), FTTB (building), and 

FTTH (home) that can supply a totally 286K lines. Also, the abbreviations in the figure can be described as 

follow: New communication center (NCC), outside plant maintenance center (OPMC), dense wavelength 

division multiplexing (DWDM), public switched telephone network (PSTN), asynchronous digital subscriber 

line (ADSL), plain old telephone service (POTS), IP multimedia subsystem (IMS), and media gateway 

(IMG).  

The main problem with these contracts is the duration of investment, which is five years only, and it 

should be at least 10 years and above. The FTTH/C can present a suitable methodology, at least for the mid-

level planning. This technology can provide a very secure and reliable service. In future, such services can 

offer a 20 km reach up to (2.25-2.5) Gbps as a download/upload, with gigabit passive optical networks 

(GPON) optical access network and multi-services such as internet, TV, and telephone. Meanwhile, FWA is 

more cost-efficient as compared with the latest mentioned wired access techniques with some limitations. 

The wired connection will help to decrease the number of wireless subscribers. The current growth of the 

optical fiber networks is very slow because of two main reasons: First, the monopoly of MoC in very high 

prices to Iraqi neighbors, MoC should more liberate the fiber optics to the private sectors with secured 

regulations to get better internet services. Second, installing underground cables is the only allowable legal 

way [17].    

 

 

3. FINDINGS 

In 2014 Iraq has established (very lately), autonomous system number (ASN), to control the internet 

streaming for all ISP companies. ASN is a unique number, a collection of connected internet protocol routing 

under the control of network operators on behalf of a single administrative unit. The nodes inside any 

autonomous system communicate through an internal gateway protocol (IGP). The AS is assigned a globally 

unique identification number by the internet assigned numbers authority (IANA) through one of five global 

regional internet registries (RIRs) set up for Africa, America, Asia, Latin America and the Caribbean, and 

Europe [18], [19]. Until 2007, ASN was 16 bit (2 byte) and gave IANA 65,536 possible ASNs to distribute 

(IPv4 addresses). Once, IPv6 has been created, so the ASN became 32 bit (4 byte). This provides 

4,294,967,296 autonomous system numbers. There are three types of Autonomous Systems: i) AS connects 

to two or more ASes, ii) AS connects to only one other AS (not visible to the rest of the internet), iii) A 

transit AS acts as a link between two or more other ASes, allowing for data to pass from even unassociated 

networks [17], [19].  

Figure 4, this info-graph illustrates an example of traffic streaming via MoC’s ASN, which is 

(AS208293) as peering with IPv4 and IPv6. Majority of IPv4 streaming is 18.9% via Al-Sard Fiber services 

(AS39216), and then Nawroz Telecomm (AS21277) by 13.9% and the third is 7.9% by IQ Networks 

(AS44217). Also, the majority peering of IPv6 is 26% via Earthlink Telecomm (AS60051), then 16% by IQ 

Networks Ltd, and the third and fourth is 13% by Cogent Communication company (AS174) and Level 3 

parent (AS3356) [20], [21].  
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Figure 4. MoC ASN’s percentage with ISP (IPv4 and IPv6) [21] 

 

 

4. RESULTS AND ANALYSIS 

This presented as the first step to initialize the international gateway in Iraq. As discussed below, the 

internet gateway, whether it has a distributed or central topology, requires to have some functionalities that 

can be achieved in the current gateway with only one layer. MoC should uses at very early stage, the border 

gateway protocol (BGP), which uses the ASN to uniquely identify each system. The BGP manages the 

routing of packets between different autonomous systems paths across the Internet.  

It is a path vector protocol, and enabled AS in border routes send signals and from the external 

internet through a border gateway protocol (BGP) via IGP. Countries need to be protected from distributed 

denial of service (DDoS) attacks by using a robust Anti-DDoS system. DDoS attacks could be either locally 

or coming from the internet. In the case of large attacks, a cloud-based Anti-DDoS system could be used for 

mitigation. Moreover, the security solution for the international internet gateway (IIG) must include data 

packet inspection (DPI) system. DPI gives the ability to filter websites based on content and services (e.g. 

Voice over IP) which optimizes the traffic eventually. Finally, it is worth to mention that a logging system 

could be used for security and traffic optimization as well by analyzing, studying and tracing the logs in order 

to create future upgrades and enhancements. Iraq should increase and optimize the performance of internet 

across the country by several steps including but not limited to: 

 Controlling the full bandwidth of internet traffic coming into Iraq. 

 Protecting from cyber-attacks and eliminating fraud using security services such as Anti-DDoS, DPI, 

and logging system. 

 Offering a secure backbone infrastructure for ISPs and government sector. 

 Providing a secure digital infrastructure for e-commerce. 

 Expecting a 5 Tbps internet traffic in the near future and upgrade the infrastructure. 

 Building internet exchange points (IXPs) to transport Internet traffic between local ISPs networks (AS). 

One of the benefits of using IXP is when one of the ISPs hosts a website for government/private 

sectors; other ISPs can access the website locally without the need to request it from outside the country. This 

optimizes the internet traffic going in and out the country. However, ISPs have to be able to exchange traffic 

between themselves through a local IXP [14]. 

In summary, international gateways allow connections to international cable systems (often satellite 

or submarine) to organize the voice and data traffic. Iraq and most developed countries are connected by 

several redundant international links, which are often available at internet exchange points to receive internet 

traffic to MoC’s infrastructure. National networks then connect between IG and access networks to provide 

internet services. Figure 5 illustrated as the function of IIG. 
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Figure 5. Function of an international gateway [22] 

 

 

These points are achieved by building a robust IIG with modern security equipment and software. 

However, multiple protocols and different devices brands make the networks complicated. Therefore, a 

layered model for a reliable network was designed and developed by [23], [24] to maintain a scalable and 

cost-effective network. This model shown in Figure 6 has three layers including:  

 Access layer (Aggregation) incorporates all ISPs networks to be connected to this layer. The ISPs traffic 

will either be redirected nationally or internationally. 

 Distribution layer serves as the communication point between the core and the access layer. Its key 

functions are to provide routing, filtering, and WAN access to determine how packets can reach the core.  

 The DPI and Anti-DDOS systems need to be located between the internet layer and the distribution layer 

to inspect the traffic before forwarding it to its destination. 

 Core layer (internet) referred to as the network backbone; which is responsible for transporting large 

amounts of traffic quickly and to be connected to our national DWDM [24], [25]. 

 

 

 
 

Figure 6. Cisco three layers model 
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5. CONCLUSION  

The performance of the internet in Iraq should be increased and optimize all around the country by 

several steps such as; the  full bandwidth must be controlled for the internet traffic that is coming to it, use a 

security service to eliminate fraud and preventing from cyber-attacks, secure the infrastructure of the 

backbone for the government sector and ISPs, the e-commerce, and others must have a secure digital 

infrastructure,  the internet traffic expected to be a 5 Tbps so the infrastructure should be upgraded, to 

transport internet traffic between local ISP’s networks (AS) internet exchange points (IXPs) must build. 
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