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ABSTRACT

According to recent advances in wireless telecommunications, the performance
and use of wireless technologies has increased extremely. In this study concerned on the
Mobile Ad-hoc Network (MANET) is a collection of self-configuring mobile node
without any infrastructure. There are different security flaws and attacks on the routing
protocols in the MANET. One of the critical threats is the wormhole attacks, which have
attracted a great deal of attention over the years. The wormhole attack can affect the
performance of different routing protocols. During this attack, a malicious node captures
packets from one location in the network, and “tunnels” them to another malicious node
at a distant point, which replays them locally. This study presents a review of the most
important solutions for counteracting wormhole attacks, as well as presents proposed
method on DSR routing protocol for detecting them. The performance of the proposed
method was examined through ns-2 simulations. Hence, the results show that proposed

method can detect this serious attack in a Mobile Adhoc Network.
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ABSTRAK

Menurut kemajuan terkini dalam telekomunikasi tanpa wayar, pelaksanaan dan
penggunaan teknologi tanpa wayar telah meningkat sangat. Dalam kajian ini berkenaan
atas Mobile Rangkaian Ad-hoc (Manet) adalah koleksi diri mengkonfigurasi nod mudah
alih tanpa apa-apa infrastruktur. Terdapat kelemahan keselamatan yang berbeza dan
serangan ke atas protokol di Manet. Salah satu ancaman kritikal adalah serangan lubang
ulat, yang telah menarik banyak perhatian sejak beberapa tahun. Serangan lubang ulat
boleh menjejaskan prestasi protokol laluan yang berbeza. Dalam serangan ini, nod
berniat jahat menangkap paket dari satu lokasi dalam rangkaian, dan "terowong" mereka
yang lain nod berniat jahat di tempat yang jauh, yang ulang tayang mereka dalam
negara. Kajian ini membentangkan kajian semula penyelesaian yang paling penting bagi
mengimbangi serangan lubang ulat, serta membentangkan kaedah yang dicadangkan
pada DSR routing protokol untuk mengesan mereka. Prestasi kaedah yang dicadangkan
telah diperiksa melalui ns-2 simulasi. Oleh itu, keputusan menunjukkan bahawa kaedah

yang dicadangkan boleh mengesan serangan ini serius dalam Adhoc Rangkaian Mobile.
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CHAPTER 1

INTRODUCTION

1.1 Overview

A network is a set of connected nodes. Networks can be wired, wireless or wired
cum wireless (Suganya and Palaniammal, 2012). Network technology is developing
quickly, particularly in wireless communications. Therefore, fixed networks cannot
satisfy enormous demands on the network connectivity, data storage and information

exchange any longer (Fan, 2010).

Two wireless network models that have been developed for the wireless
communication systems. The fixed backbone wireless model consists of a large number
of Mobile Nodes (MNs) and relatively fewer fix nodes; but fixed nodes are more
powerful. The communication between a fixed node and a MN within its range happens
via the wireless medium. However, this needs a fixed stable infrastructure (Junhai et al.,
2009). Another system model, a Mobile Ad-hoc NETwork (MANET) is based on
wireless and multi-hop communication have emerged to provide efficient solutions for

the growing number of mobile wireless applications and services (Fan, 2010). It is a



self-organizing collection of MNs that form a temporary and dynamic wireless network
on a shared wireless channel without fixed network infrastructure or centralized

administration (Junhai et al., 2009).

Figure 1.1: Wireless Network (Suganya and Palaniammal, 2012)

1.1.1 Mobile Adhoc Network

The Mobile Adhoc Network (MANET) are a group of mobile nodes collaborate
and send packets to each other (Sen et al., 2007a). Each node operates as an end-system,
also as a router to send packets. The nodes are self- organization and free to move into a
network (Yi et al., 2005). Such networks extend the limited wireless transmission range

of each node by multi-hop packets forwarding (Sen et al., 2007a).

According to the IETF (Internet Engineering Task Force), a MANET is an
independent system of mobile routers connected by wireless links. The network's
wireless topology may change rapidly and unpredictably. Nodes can be different
wireless devices such as PCs, mobile phones, printers, scanners, fax machines, MP3

players, key boards, joysticks, robots etc (Ben Othman and Mokdad, 2010).



In a MANET, a source node must rely on other nodes to forward its packets on
multi-hop routes to the destination (Wang et al., 2011) and thus, they are ideally suited
for scenarios in which pre-deployed infrastructure support is not available. MANETSs
have some special characteristics such as constantly changing network topologies,
infrastructure less, limited bandwidth, limited resources, low power, high cost etc. While
these characteristics are essential for the flexibility of MANETS, they introduce specific
security concerns that are either absent or less severe in wired networks (Sen et al.,
2007b).

1.2 Background of the Problem

Security issues in the MANET are main threat to the operation of it. Due to
mobility and open media nature, MANET are much more prone to all kind of security
threats, such as intrusion, information disclosure, or even denial of service (Jawandhiya
et al., 2010). However, with the convenience the MANET have brought to us, there are
also increasing security threats for the MANET, which need to gain enough attention
(Rai and Singh, 2010).

In ad-hoc routing protocols, due to nodes are also routers, they exchange
information about the network topology with each other. This is an important weakness
because a compromised node could give bad information to forward traffic or simply
stop it (Deshpande, 2007). Moreover, the existing Adhoc routing protocols such as
Adhoc on Demand distance vector (AODV), Dynamic Source Routing (DSR) do not
provide a trusted environment; therefore, a attacker can become a router and disturb
network operations by disobeying the specific protocol (Rai and Singh, 2010). Due to
diverse features of MANET, security is an important subject in wireless. Also, there are

different types of challenges in MANET which are given below (Ali and Sarwar, 2011).



1.2.1 Lack of Centralized Management

Lack of centralized management in MANET makes it hard to recognize whether
the attack is created by adversaries or because of benign failures. Observing the traffic of
a extremely dynamic large MANET is a hard task and is even more complex when

adversaries regularly change their pattern and targets for attack (Mandhata et al., 2012).

In MANET, all network nodes are required to work together in the network,
although no security organization can be assumed for all nodes in the network. And a
correct operation between trusted and un-trusted nodes cannot be obtained (Mandhata et
al., 2012).

1.2.2 Non-Predetermined Infrastructure

This feature removes the opportunity to establish a central authority to control
the network characteristics. Due to lack of authority, traditional techniques of network
management and security are hardly appropriate to MANETSs (Agrawal, Jain et al.,
2011).

1.2.3 Dynamic Topology

In MANET, nodes are free to join, leave and move arbitrarily; as a result, the
network topology, which is typically multi hop and consisting of both bidirectional and
unidirectional links, may change randomly and rapidly (Mandhata et al., 2012).



1.2.4 Resource Constraints

MANETS are a group of mobile devices, which are limited in power capacity,
computational capacity, memory, bandwidth etc. by default. Thus, in order to
accomplish a secure and reliable communication between nodes, these resource

constraints make the task more enduring (Agrawal, Jain et al., 2011).

1.3 Problem Statement

Wormhole attack is a sever attack on MANET routing protocol where two or
more malicious nodes make tunnel in the network that transport packets between the
tunnel endpoints. The tunnel can establish in many different ways such as out - of - band
channel, packet encapsulation, high power transmission, packet relay and using protocol
deviations. This route via wormhole tunnel is attractive for legitimate nodes because it
provides less number of hops and latency than normal channel multi-hop routes.
However, these malicious nodes act as neighbors to other nodes whereas they are several
hops away. Therefore, such attack results a false route. So, if wormhole attack lunched
in the network and source node chooses this false route as least hop count to the
destination, then malicious nodes have the option of delivering the packets or dropping
them (Choi et al., 2008). In this project uses some techniques that are used to propose
the possibility of method that detects false route created by malicious nodes.

1.4 Research Questions

The main questions this research motivates to answer are as follows

e How do current methods detect wormhole attack in the MANET?

e How can detect wormhole attack in the MANET?



e How can measure the performance of the proposed method?

1.5 Project Objectives

The objectives of this study are

e To investigate the current methods to detect wormhole attacks in the MANET
e To propose and develop an enhance method to detect wormhole attack in the
MANET

e To evaluate the effectiveness of the proposed method against wormhole attack

1.6 Project Aim

Due to the mobility and open media nature, the MANETSs are much more prone
to all kind of security risks, such as information disclosure, intrusion, or even denial of
service. MANET is susceptible to many attacks, including an attack known as the
wormhole attack. The wormhole attack is very powerful and detecting wormhole attack
has proven to be very difficult. The aim of this study is to investigate the possibility of

improving method to make a reliable and secure MANET against wormhole Attack.

1.7 Scope

Security in MANET is hard because of dynamic topology, infrastructure less,

limited bandwidth, etc. Hence, this study has focused on security issues and threats of



MANET and we investigate vulnerability of MANET against Active attacks specially
wormhole attacks. Wormhole attack is a sever attack on the MANET leads to create
false route. Therefore, there are several types of protocol that vulnerable to this attack. In
this project will investigate the possibility of method to make a reliable and secure
MANET (Mobile Adhoc Network) on the DSR protocol (Dynamic Source Routing)
against wormhole attack. This study implements wormhole attack by using out of band
channel also, it will detect both Exposed and Hidden Wormhole attack without use any
special hardware requirements. Ns2 network simulator software will use for

implementing this project.

1.8 Significance of the Study

Due to the mobility and open nature of the MANET, they are much more prone
to all kind of security threats. Therefore, increasing security threats for the MANET
needs to gain enough attention. As a result, the aim of this project is increasing security
in MANET and tries to reduce drawbacks in previous methods and investigate the

possibility of method to make a reliable and secure MANET against wormhole Attack.

1.9 Summary

In this chapter introduced the mobile adhoc network (MANET), described about
its problem and focused on problem of wormhole attack, and followed by objectives.
The project’s aims were then discussed. Afterwards, research scope, significance of the
study, and the summary of this chapter explained respectively. The next chapter presents

the overview of literature of methods in MANET against wormhole attack.
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