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What is Natural Language Processing (NLP)? & Managing Corpora & Creating Topic Models & Analysing Topic Models
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She had done so over 18 years.
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Not sure why, but it was mentioned that she had a lavish lifestyle and always bought drinks and meals for others.

Sentence 1: A women who works for a company was stealing from them for over 18 years, she was well-loved and appreciated by her . ) X . A T H 49 k' 4 H b " ing fraudulent cheque's, 200 of them to be exact. . . e .
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the company. Topic 49 (cooki privaci browser collect supra employe) o confirmed.
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Sentence 3: She was caught out by a bank teller who noticed a discrepancy in one of her cheques, after she was caught out, The manager was involved in setting up the new IT system so that she could determine whether or not she could still continue her
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* cetmad fatshe sio ssmuch & e The manager was involved in setting up the new IT system so that she could determine known personality to get around the new system and have her whole team exempt to avoid detection / questioning as to why only
Topic 47 (employe ohio comput enforc licens count) @@ whether or not she could still continue her current fraudulent activities without being her and her accomplices required the exemption.
caught and when she realised this wasn't going to be the case she used her status and
NLP Toolkit Topic 46 (orleski cambridg user norquest colleg analytica) known personality to get around the new system and have her whole team exempt to
. + @ Appllcatlon Layer Ja rgon (2] avoid dgtectlon / questioning as to why only her and her accomplices required the
Website Backend exemption. .
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The higher management gave her department exemption to not use to system and
Topic 43 (shell royal dutch hall pic oil) € enforced usage on the rest of the organisation.

* Training — The process used to create machine learning models

* Insider Threats — Security threats that arise from an organisations own employees rather than externally This tool-support has been created as part of a project considering the use of
*  Topic Models — An NLP model that attempts to automatically find topics in a piece of text using Topic 42 (amazon employe defend ident degre comput) @

10d NLP to better understand reports of insider threat attacks. These are security
| A | probabilities and key words incidents where the attacker is a member of staff or another trusted individual.
Insider threat attacks are particularly difficult to defend against due to the level
of access these individuals gain during the regular course of their employment.

) (i) User Interface Layer
Website Front End

Managing Corpora Creating Topic Models |  |Analysing Topic Models| (i) Business Logic Layer S u m m a ry Tech n0|ogy Stack

Front End — Bootstrap Framework Th id f th techni Id t ter | t both
A Using natural language processing (NLP) tools can be difficult for non-specialists. _ € Wwider use of these techniques would generate greater impact Do
L , f D fg ds ? .tg. > | 8 ( d'ﬁz 1 le with different b FI)< d Back End — PHP7 and the Laravel Framework tactically in defending against these attacks and strategically in developing
eracje Wi e.ence an. e.curl y In\{o VEs many difreren .pe'op € WILH GITErENE DaC groun > : NLP API - R using Plumber policy and procedures. There are tools available, however they are often
* Machine learning is becoming more common within the defence and security domain Database - PostgreSQL

complex and perform a single-task, limiting their use. To generate maximum
PostgreSQL impact from our research we have developed this web-based software to make
the tools more accessible, especially to non-specialist researchers, customers
and potential users.

Therefore it is necessary to create a tool which offers the same functionality as ad-hoc code N
User but is clear and approachable without requiring specialist skills B !'ﬁ
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Solution: Web based tool with R application programming interface (API) Bootstrap
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