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Abstract— Nowadays remote access to systems in the
instrumentation and measurement fields is both a reality and a
challenge. There is a growing interest in replacing manual actions
performed on site by remote actions carried out from anywhere
around the world. To do that, besides the availability of suitable
communication networks, it is necessary for the elements
involved in the network to recognize each other, this latter task
perhaps being the most complex one of the two. Integrating
different hardware/software from different manufacturers into a
single system with controlled remote access is not a trivial task.
This paper presents a fully integrated open solution for the
operation of pilot plants (scaled down, laboratory level industrial
plants operated in university and other environments) using open
access hardware/software on public networks. The proposed
solution is independent of the nature of the pilot plant and its
elements and can therefore be considered standard. In order to
illustrate the capabilities of the proposed solution, two different
types of pilot plant are presented.

Index Terms— Remote access, instrumentation, remote sensor,
remote pilot plant.

I. INTRODUCTION

L ike other sectors, [1], [2], industry today requires the
capacity for remote measurement, monitoring and control
of its systems. In fact, this is already possible in domestic life
and even in the field of education, [3]. However, solving the
problem of remote access and control is a challenge for
instrumentation and measurement. Indeed, in many cases,
manual devices are no longer useful, so the availability of
sensors, meters, actuators and other remotely controlled
devices is absolutely essential.

However, the availability of such devices is not the only
necessity for the development of remote monitoring and
control system. The integration of the relevant
hardware/software into a communication network is also
required. The more complex the task, the more open the
required solution needs to be.

Hence, if the remote system supports devices from a single
manufacturer or compatible software, all of which are
connected to the same local area network (LAN), [4], the
system can be considered a closed or proprietary: level 1 of
openness as shown in figure 1.
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The system is a little more open if it is accessible via the
Internet, although the devices must remain compatible, [5],
[6], level 2 in figure 1.

However, if the system can communicate devices from
different, mutually incompatible manufacturers and is
accessible via the internet, then it can be considered fully
open, level 3 in figure 1.

Accesible from a
LAN

Compatible devices

Non-compatible

devices

Fig. 1 Solution’s level of openness.

Some systems in this latter category can be found in the
literature, but not many. Moreover, they are usually local
solutions and tend to be ad hoc [7]-[9], that is non-
transferrable from one system to another. For example, [10]
presents a procedure based on instant messaging (IM)
application architecture but this procedure is only valid for
plants controlled with LabView. Further, there is no access
control through methods such as time reservation or user
profiles and the system recognizes only those protocols
adapted to http.

In the field of research and higher education (and also in
industrial environments, especially for testing, checking and
scaling), industrial plants are usually managed at laboratory
scale, using pilot plants (PPs), [11]-[13]. For remote operation
of plants, at both industrial and laboratory scale, it seems
highly desirable to take advantage of the developments made
in the field of remote laboratories (RL), [14].

In other words, the monitoring and control of a PP via the
internet can be approached as an RL.

Regarding the state of the art of RLs, the last few years have
seen the development of a great many across various
engineering fields, from electronics, [15]-[17], to automatic
systems, [18]-[21]. Robotic is also an area where RLs have
been extensively developed, [22], [23]. In addition, there are
some physical, [24], [25], mechanical and chemical
engineering experimental setups, [26]-[28].

In [29] a power engineering and motion control RL is
presented, which offers 18 complete online courses with
remote experiments and the corresponding documentation.
Within the electrical engineering, there are some other remote
platforms, [30]-[32].

Actuators are electric machines with stringent safety
requirements. It is essential to avoid the over-acceleration and
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overheating, both of which can lead to the destruction of the
machines. These safety requirements are more easily met if
they are managed remotely and it is therefore essential that
remote operating systems include appropriate protection. In
addition, the remote management of electric machine requires
the design of secure interface modules for the control and
measurement of the voltage and current, and the effect of the
electromagnetic field created by the electric machines on the
PP control boards must be also taken into account.

With respect to photovoltaic system, there are multiple
studies into the use of remote transmission systems to monitor
them, such as [33] and [34], among others. Within the
educational field, the possibilities have been explored of
virtual labs, [35], and RLs, [36]-[38]. In [36], a photovoltaic
remote system, implemented in LabView, is presented. In
[37], the authors consider solid-state photovoltaic cells
characterization using several photovoltaic systems. In [38], a
remotely triggered photovoltaic solar cell experiment is
presented, in which the user is able to turn a number of light
bulbs on and off, adjust the load voltage of the solar cell, and
view the experiment in real time via a webcam.

Using concepts deriving from RLs, the authors of this paper
have gone further and have designed and developed a fully
integrated open solution for the remote operation of any PP
via the internet, regardless of its characteristics. The solution,
based on open-source hardware platforms and free software,
covers not only the remote interaction with the PP but also
solves communication problems. It has been used to enable
the remote access of several pilot plants at the University of
Huelva including the automation plant of a commercial PLC
and communications plants, among others. These projects can
be accessed at http:/sarlab2.uhu.es/sarlab/ and many of them
are in operation in several universities. Some other remote PP
in operation in those universities have been implemented
using the solution proposed in this paper as for example an air
levitation system to control the position of an object lifted
without mechanical support.

Two of the PP accessible through the URL indicated above
are described in this paper. The first, denominated electric
machines remote pilot plant (EMRPP), involves actuators
located in various industrial plants. The second, the
photovoltaic remote pilot plant (PRPP), concerns photovoltaic
panels. Although these plants are simple relative to the
potential of the solution, their particular characteristics allow
different technical details regarding implementation to be
illustrated. Indeed, our intention is to show the potential for
the remote operation of plants, rather than the complexity of
the plants themselves. In fact, the solution allows the inclusion
of as many sensors and actuators as necessary, regardless of
the complexity of the plant, as well as providing the procedure
and tools for the plant remote management of the plant.

It should be noted that the solution presented in this paper,
which is characterized as fully integrated open, is the result of
several years’ work during which we have presented partial
results within the RL field, always in terms of their
educational value. Thus, [39] presents a RL for electric
machines, and [40] one for photovoltaic systems. It is from

these that the current EMRPP and PRPP originate. Following
the educational approach, in [41] a comparative analysis of
both RLs is presented. Finally, [42] displays a solution for
transforming a laboratory experiment into a remote
experiment. Building on these conference papers, this one
describes a fully integrated open solution for operating PPs via
the internet, using open access hardware/software. It describes
the two parts comprising the solution, one general and valid
for any RPP, and the other, significantly smaller, specific and
dependent of the nature of the PP.

This paper is organized as follows: section II provides a
detailed description of the solution we propose for the remote
operation of PP is summarized. In sections III and IV, two
operation of PPs. Sections III and IV discuss two examples of
PP working under the control of the system, the first
concerned with electric machines and the second with
photovoltaic panels. Finally, in section V, some conclusions
are drawn.

II. DESCRIPTION OF THE FULLY INTEGRATED OPEN SOLUTION

In this section the proposed framework for the design and
implementation of RPPs is presented. Figure 2 shows the
general scheme of the complete scenario. The RPP shown here
serves only as an example, as it could be substituted for any
other type.

UNIVERSITY ENTERPRISE SERVER

PILOT PLANT INFRASTRUCTURE

User’s computer

Authentication
and resources
reservation
through the LMS/
BMS

..

Fig. 2. General scheme of the proposed fully integrated open solution for
the remote operation of any pilot plant via internet (RPP).

Fig. 2 shows the infrastructure of the RPP. The PP (1), via
an associated PC (Personal Computer) (2), and an IP (Internet
Protocol) camera (3) is directly connected to the University
LAN by means of an Ethernet switch (4). The PC (item 2) can
be replaced by a single-board computer (SBC). For example,
in the PRPP, the PC functions are carried out by a Raspberry
Pi, [43]. In the same way, the IP camera can be replaced by a
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USB (universal serial bus) camera connected to (2).

Continuing with Figure 2, the communications system
which has been developed (5) is a server running specific
software designed to automatically generate the necessary
communication channels (tunnel) to facilitate transparent
access to the PP via the internet. This communications system,
denominated SARLAB (an acronym corresponding to its
Spanish name, Sistema de Acceso Remoto a LABoratorios, or
Remote Laboratory Access System in English), has been
designed and developed by the authors of this paper. All
remote PPs (RPPs) at the University of Huelva are ready to be
operated through a learning management system, LMS, (in
this case Moodle, this being the university’s LMS of choice)
(6). In this way, the academic issues are optimally solved by
the LMS. For example, and of particular importance in the
case of PPs operated by students, the LMS includes a
reservation system which allows for orderly user access 24
hours a day, 7 days a week. Moreover, the proposed solution
also facilitates concurrent access.

In the same way that access to our PP is granted from an
LMS, based on the solution presented here, access to other
industrial plants can be granted from the business management
system (BMS) of a company, or simply from a content
management system (CMS).

The user accesses the RPP through the LMS/BMS/CMS,
via a web browser. This is achieved via a user interface (UI),
(7), which runs in the user’s computer and includes the
following elements:

e Live video stream from the IP camera located at the PP
scenario.

e Augmented reality (AR) features, [4], synchronized with
the live video stream to enhance the Ul

e  Monitoring and control of the PP actuators/sensors.

e Required safety features for ensuring correct operation of
PP devices.

The UI is created using EJS (easy Java simulations), [44], a
free authoring tool written in Java (although compatible with
the constraints of the new generation of browsers), which
facilitates interactive simulations, and overcomes the
limitations of the proprietary software used by applications
such as Matlab or LabView.

With the fully integrated open system described and
presented in this section, a PP can be remotely accessible
whatever form it takes. The procedure to carry out the general
scheme in Figure 2 would be as follows:

1. The PP (1), generally different in each case, must be
equipped with sensors and actuators that can be
monitored and operated by computer. This will be
addressed in more detail later in this section.

2. The fulfillment of the previous condition allows the
plant’s sensors and actuators to be connected either
directly to an associated PC (2) or SBC, or indirectly
through the Ethernet switch (4).

3. The camera (3) can be an IP camera directly connected to
the network through the Ethernet switch (4), or an USB
camera directly connected to the associated PC (2).

4. Through the Ethernet switch (4), all incoming and

outgoing PP signals can travel to or from the specially
developed communications system (SARLAB) (5).

5. SARLAB is hosted on a server (5) and connected to both
the company/institution LANs (through the Ethernet
switch) and to the internet.

6. The Ul corresponding to the PP is activated (7),
providing user with all necessary commands and
registers to monitor and control the PP, including video
stream (and audio if needed) and required safety
controls.

7. The UI is integrated into the company’s/institution’s
CMS/BMS/LMS (6), and runs on the user’s computer.

Elements 2, 3, 4, 5 and 6 in Figure 2, frame in the blue box,
constitute the fully integrated open solution and are common
to any RPP. Elements 1 and 7 are obviously specific to each
PP, although in the case of 1, the presented solution develops a
general conditioning/signal processing/communication
architecture. Thus, a good part of 1 is common to all plants
and can therefore be considered part of the proposed fully
integrated open solution.

A. Architecture of the general conditioning/signal

As indicated above, the network can only send data
structures (data packets) from one end to the other. Sensors
and actuators must therefore have an interface to send the
actions in data packages from the network on the PP and vice
versa. This is essential for SARLAB to be able to control
communication.

With this in mind, in order to convert any PP into an RPP,
the first step is to consider the physical PP as a black box with
the required number of inputs/outputs, whether analog or
digital, depending on the nature of the PP (see Fig. 3). Outputs
are sent from the sensors and inputs are received by the
actuators. All signals (analog or digital) must be normalized to
standard formats: 0/5 V, 0/3.3 V, PWM and so on (Signal
conditioning stage). In general, when there are signals that
have to go through an A/D and/or D/A conversion process,
they have to be conditioned to cover the entire range of the
converter’s input window, which provides the largest possible
dynamic range. The hardware/software solutions to implement
the signal conditioning stage and the A/D and D/A conversion
stage may be different in each PP, but the purpose of these
stages remains the same.

The stages analysed thus far (framed in red above) form
part of element 1 in Figure 2.

Once PP is completely monitored, the rest of the process
does not absolutely depend on the nature of the PP. It may be
chemical, mechanic, electric or whatever nature.

Thus, from here, the data processing/computing stage (2 in
Figure 3) is carried out by an associated PC or SBC (2 in
Figure 2), which connects the PP (1 in both Figures), through
the network interface (4 in both Figures), to the
company/institution’ LAN. The PP controller can be hosted in
stage 2 of Figure 3, or in a higher level, or even distributed
across different levels.
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Fig. 3. Stages for managing any pilot plant remotely.

Whatever the particular case, the fully integrated open
solution proposed here largely consists of solving a
communication problem, the core of which is SARLAB,
outlined briefly in the following subsection.

B. SARLAB

Although SARLAB is a pure communications system and
is, therefore, outside the scope of this journal and this study, as
it is a key part of the proposed solution, a brief description is
of interest.

The SARLAB server runs the LINUX open operating
system and links the company/institution LAN, to which the
PPs are connected, to the internet, to which the user is
connected. It thus controls the data flow between the user and
the PP, but, importantly, creates a secure frontier between the
LAN (a secure network) and the internet (a public network).

The use of the internet imposes the use of a specific family
of protocols in the communication structure that govern the
flow of data: TCP/IP protocols. These have become the
standard of any type of network because in order to connect to
internet, LANs have had to adopt these same protocols.
Consequently, the data packages that allow the monitoring and
control of a RPP in the proposed solution will be transmitted
from the user's PC to the PP and vice versa encapsulated in
this family of protocols.

In a network with TCP/IP technology, every
communication node is identified by an IP (Internet Protocol)
address. SARLAB must thus have two Ethernet interfaces -
one connected to the internet and the other to the
company/institution LAN to which the PP is connected. This
means that on the LAN side, SARLAB has a range of private
IP addresses and, on the internet side, at least, one public IP
address.

The end of the tunnel located in the LAN is identified by
the IP and the port which corresponds to the device to be
accessed. This means that the user at the other end of the
tunnel will gain access only to that device and none of the

others connected to the LAN.

In addition, SARLAB turns on the power when the PP is in
use and shuts it off when it’s not. This enables the RPP to
optimally manage its energy consumption 24 hours a day, 7
days a week.

Furthermore, SARLAB allows the following goals to be
met:

e Internet access to devices connected to different
LANSs.

e Access control by means of different user profiles,
including concurrent access.

e Unification of the access control to devices with
different access protocols.

e Access to several commercial devices with
proprietary software, in addition to devices whose
access procedure is implemented in open platforms
with low cost software.

e Abstraction of the complexity inherent in
communication programming for the PP designer and
user.

e Overcoming of limitations associated with the new
generation of browsers, whereby their capacity for
interaction with the physical system on which they
run can be restricted or even eliminated.

[II. THE ELECTRIC MACHINES REMOTE PILOT PLANT

Figure 4 illustrates the complete EMRPP, which is
comprised of all the components of the general scheme shown
in Figure 2. (1) is the PP detailed at blocks diagram level. The
associated PC (2) collects the signals from the sensors of the
PP and sends orders to its actuators. In this case the PP and
associated PC are directly connected, through connection by
means of an Ethernet switch is also possible. The axis camera
(3) is directly connected to the Ethernet switch (4) and sends
the video and audio streams to the UI (7). SARLAB (5) solves
the communication problem. (6) is the company/institution
server, which hosts the CMS/LMS/BMS. Finally (7) is the Ul,
which is included in the CMS/LMS/BMS, but runs on the
user’s computer during access. Access to the Ul is available
24 hours a day, 7 days a week via the browser, using the
corresponding user profile.

The following section describes the two specific elements
of the EMRPP: PP and UL

As mentioned above, the PP is detailed in Figure 4, framed
in the red box. The core is an electric machine bench,
comprised of a synchronous generator (A) driven by a DC
(Direct Current) machine (B). The nominal values of the
generator are 360 W, 380/220 V AC (Alternating Current),
1500 rpm with a power factor of 0.72. The DC machine
nominal values are 440 W, 220 V DC and 1500 rpm. Both
electric machines are coupled to an analog tachometer (C),
which sends the rotational speed signal to an I/O
(input/output) board, [45], (D), with analog inputs and digital
outputs. This I/O board is directly connected to an USB port in
the associated PC (2). Its functions are:
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e Rotation speed measurement.
e Field current measurement from the current source (E).
e  Switching the current source on/off (E).
e Turning the RPP supply on/off, according to the orders

received from the PC, through a set of optocoupled
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e Configuring the connections suitable for each test of the
synchronous generator (vacuum or short circuit tests,
among others), through several contactors (G).
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Fig. 4. Diagram of the Electric Machines Remote Pilot Plant including the different elements that composes it.

The current going into the rotor of the DC machine is
supplied by a current source (H), which is controlled by an
analog output board (I) [46]. This device also the controls the
field current supplied by the current source (E).

Finally, a voltmeter (J) is used to show the voltage
measurement and an ammeter (K) to show the current at the
generator input.

Fig. 5. Actual PP; (1) in Figure 4.

The physical PP is shown in Figure 5, where the devices
named in Figure 4 are indicated.

The following section describes the other specific element:
the UI shown in Figure 6. The central part of the display
shows the video stream enriched with AR objects in the form
of interactive tabs providing useful explanatory information
about the nature and function of the PP. The pop-up displayed
when the user selects the DC machine tab is shown at the top
right of Figure 6 while at the bottom right, a graph illustrates
the evolution of the actuators’ signals.

In addition, in order to enhance the user's involvement in
the PP scenario, the video stream is reinforced by an audio
stream, since the variations in rotational speed have a direct
effect on the sound produced by the electric machines. Hence,
the availability of audio boosts the feeling of being engaged
with physical elements, albeit remotely.

Finally, in the case of this RPP, the UI incorporates the
required safety measures, which are of particular relevance.
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Fig. 6. EMRPP user interface.

IV. THE PHOTOVOLTAIC REMOTE PILOT PLANT

Analogously to the EMRPP, the complete PRPP is
presented in Figure 7, which shows all the elements of the
general scheme included in Figure 2. (1) is the PP block
diagram. In this case, a Raspberry Pi (2) acts as the associated

3

USB Camera S

Raspberry pi

Arduino Eth t
r unrlDA erne

Circuit to EDS
control the

variable load

PC and, by means of the Ethernet switch (4), receives the PP
sensors’ signals and drives its actuators. (3) is a USB camera,
directly connected to the Raspberry Pi, which also controls the
PRPP on/off switch and the optimization of the PP energy
performance. SARLAB (5) is connected to both the
company/institution LAN and the internet. (6) is the
company/institution server which hosts the LMS/BMS/CMS,
and (7) is the UI for this PP. This is included in the
LMS/BMS/CMS, although it runs on the user’s computer
during access. As in all the PPs made accessible remotely by
this solution, the UI can be accessed via the browser 24 hours
a day, 7 days a week using the corresponding user profile.

In Figure 7, the PP is framed in the red box. Again, the
stages for remote management of the PP (PRPP) are those
illustrated in Figure 3.

One of the most valuable characteristic of the PRPP is the
use of low-cost elements - a Raspberry Pi as the associated PC
and Arduino targets ([47], a low-cost, open-source electronics
platform) as I/O boards to control both the light and the
variable load, and to measure the sensing parameters.
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Fig. 7. Diagram of the Photovoltaic Remote Pilot Plant.

The Modbus Industrial Standard protocol has been used to
unify the mode of access to all the devices throughout the
network. This enables the transmission and receipt of data
across all devices and, furthermore, allows them to be
monitored by an EJS element with Modbus Master

Architecture. In order to achieve this, a Modbus Slave has
been included in all the Arduino boards, [48]. Thus, in this
case, Modbus is used to interconnect the I/O boards located in
the PP, and the Ul accessible from the LMS.

The following provides a detailed explanation of the two
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specific elements of the PRPP: the PP and the UL The
physical PP outlined in the red box in Figure 7, it involves the
following elements: a set of two photovoltaic panels (A). Each
panel’s nominal values are 0.4 W, 12 V. The panels are
connected to a variable load (B), which is controlled by an
Arduino board (C), by means of the corresponding circuit (D).

This board is also the responsible for configuring the panel’s
connection through the circuit (E). The final function of the
board (C) is to measure the load voltage, through the
corresponding circuit (F). As there are two voltage ranges to
measure, the measured voltage is doubled.
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Fig. 8. Diagrams of the control circuits in the PRPP.

Figure 7 also illustrates the use of two 500 W light sources
(G) to excite the photovoltaic panels (substituting solar
radiation). To study the effect of irradiance in the
characteristic curve of the photovoltaic panels, the power of
the light sources can be controlled through an Arduino
Ethernet board (H).

The control of high power elements by means of an
Arduino board is possible due to a novel circuit designed
specifically by the authors (I), as detailed in Figure 8. This is
basically composed of a module that detects the zero value of
the electrical grid and another one which uses this value to
establish the trigger point of a TRIAC to control the time in
which the light sources are on/off. The resulting circuit is a
dimmer switch, directly accessible from the internet using
TCP/IP protocol. Therefore, light sources can be controlled by
the user via the internet through an Arduino Ethernet board
(H).

A second circuit, illustrated at the bottom of Figure 8§,
manages the load values, which are controlled electronically
through a variable current source, connected to the panels.
This circuit changes the connection which run in series,
parallel, or even single panel, and measures the load voltage
with two measurement ranges. The connections are also
electronically controlled by relays R1 and R2. Both the
connections and loads can be controlled by the user via the
internet through an Arduino mega board (C).
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Fig. 9. PRPP user interface.
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The PRPP UI is composed of two parts, as illustrated in
Figure 9. The PP video image shown at the top displays two
photovoltaic panels lit by a variable light source, whose
change of irradiance can be distinguished with the naked eye
by means of the photographic image. In order to enrich the UI,
making it more intuitive and user-friendly, the load, I/'V
meters and panel connection presented in the image are not the
real ones, but have instead been developed through AR to
provide the following advantages. Firstly, AR connections are
more user-friendly. Secondly, from the user’s perspective, the
appearance (resistance) of the physical load in the PRPP
operation remains unchanged, though it must be remembered
that it is comprised of a variable current source (see Figure 8),
and, as such, the values can vary (V1 to V8). Voltmeter and
ammeter measurements have also been included as AR
elements in the UI (0.65 V and 46.08 mA respectively).

The second part of the UI, illustrated at the bottom of
Figure 9, contains the control parameters that the user has to
manage: the irradiance received by the panel (depending on
the lighting power of the scenario, the focus power can be
modified continuously, although only four typical values can
be selected in the UI) (A), the load value (B), and the panels’
connections (individual, two in series or in parallel) (C).

V. CONCLUSIONS

This paper presents a fully integrated open solution for the
remote operation of PPs via the internet. The PP can be
configured with elements from different manufacturers,
despite incompatibility, and from the user’s perspective, the
solution appears fully integrated open. Thus, the solution is
appropriated for PPs of any nature and adaptable to different
technologies.

Evidence of the potential of the proposed solution is provided
via a URL (uniform resource locator) which grants access to a
number of projects successfully utilising the technology, two
of which are outlined in detail. These two examples have been
selected as they demonstrate the adaptability of the system and
allow for the inclusion of different technical details such as
innovative problem solving techniques. The first RPP is
devoted to the operation of electric machines, whereas the
second deals with the management of photovoltaic panels.

The proposed fully integrated open solution facilitates the
remote management of the PP via an internet browser, through
a friendly UI, 24 hours a day, 7 days a week, using the
corresponding user profile. Furthermore, it even switches on
the power supply when the PP is in use and whuts it off
afterwards.
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