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Abstract

Communication, which intends to provide a link between any two people, is now 
moving towards man-to-machine and machine-to-machine connection for transfer-
ring different types of data. This transmission scenario, with and ever expanding 
number of active and passive users, lays the foundation to variety of communica-
tion protocols owing to the different types of data which is involved in the process. 
Within this ever expanding communication arena, Middle-ware can be thought of 
as a set of hardware and software which is used to connect different platforms with 
the end-users that are increasing in number day-by-day, with a possible wide spread 
over any region spanning from few meters to several kilometers. IEEE 802.11 is the 
set of standards which guides the wireless technology for device implementation 
and demands seamless integration across the entire protocol stack. This in turn 
demands an overview of the middleware architecture in broader perspective. This 
chapter explores the concept of middleware in the existing communication sce-
nario, current trends and future scope.

Keywords: Middleware architecture, Communication protocols, IEEE 802.11, 
Network layer, Application layer, TPM, RPC, MOM, ORB

1. Introduction

Widespread usage of communication technology, intended to transfer informa-
tion from one person to another, is moving rapidly towards information exchange 
between man and machine. The advent of computer along with digital formatted 
communication in light of advanced algorithms, low cost VLSI (Very Large Scale 
Integration) and high efficiency in computation paves the way for massive informa-
tion exchange among individuals.

Simultaneously, ubiquitous computing paradigm with sensor based data com-
munication presents unique man-to-machine information exchange which not only 
spread across large area but is also found to be a source of voluminous data, that 
needs to be carefully segregated and segmented for figuring out intelligence from a 
large pile of existing data.

Conventionally, middleware is said to be collection of algorithms, components 
and devices which enables the information exchange between different entities. 
As per the OSI model, middleware can be placed between the transport and the 
application layer, as shown in Figure 1.

In existing literature, the concept of middleware was discussed starting in the 
year 1968 in a report of the North Atlantic Treaty Organization [1], where it was 
placed between the application programs and the service routines. This paradigm 
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was quite pragmatic due to its ability to interconnect new components with the 
existing hardware within the same distributed system.

With the advent of the recent 5G technologies along-with strong data network-
ing capability, a plethora of innovative sensor-based application are appearing 
over the horizon. This motivates us to look at the middleware architecture at a 
microscopic level as it involves different sensors with their applications without 
considering the interconnection involved i.e. it hides the heterogeneous nature of 
the underlying sensing data to yield the support system with the help of unified 
interface for the final application. This results in an easy access of the network by 
sensors as well as different applications, which can call the sensing network with 
the middleware open interface. This helps in the reduction of the design and the 
development cost with improved efficiency.

2. History and motivation

The initial development of the computer was based on the premise and promise of 
high-speed calculations which was iterative in nature. It was initially proposed through 
mechanical gear system but was found to be excessively time consuming. With the 
advent of vacuum tubes, the hurdle of timing is attended to and further, investigation 
in the field of solid state electronics which results in devices such as, diodes, transistors 
and operation amplifiers paves way for low power consuming, portable size devices 
which are termed as analog computers. This was the first era of computers [2]. The 
more robust, fast and complex Integrated Circuits (IC) were responsible for the design 
and development of digital computers which are having tremendous capability to 
perform high speed and complex calculations [3].

With the elaboration of theoretical concepts and their implementation in terms 
of ideas such as, distributed computing, abstraction, object-oriented programming, 
etc., results in the coding of complex software programs to an easily solvable prob-
lem at hand. At the same time, in order to reduce the design and development cost 
of the software and its interaction with the hardware, the concept of re-usability 
comes into software design paradigm [4].

The parallel progress in networking paradigm, which was simply started with 
possible interconnection of machines, later resulted in the development of OSI 

Figure 1. 
Location of middleware in OSI reference model.
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model to yield a layered structure of communication among different machines [5]. 
The layered architecture is profoundly based on the software abstraction model 
which felicitates a very specific section/property of the network to change without 
hampering the process of communication among other machines through different 
layers. This paradigm was the primary basis of middle ware architecture which was 
placing it between the transport and the application layer, as shown in Figure 1.

With the expansion of networking paradigm, Middleware architecture found its 
place among the widely used concepts, especially in the era of plug and play design 
methodology. In the subsequent section, we will look at the different attributes 
which Middleware workable.

2.1 Features of middleware

As discussed in the introduction, middleware is a set protocol for data exchange 
between the transport and the application layer. It helps different machines to share 
the data with the network and vice versa without considering the heterogeneity of 
the underlying data from both sides, and results in reduced development cost and 
improvement in the efficiency [6].

The following features are the major attributes of the middleware architecture:

1. From the Software management perspective, Middleware is found to be more 
and more integrated into the operating system, which results in the applica-
tion evolved in a machine to be safely ported on the network as well, wherein 
the network is acting as an up-scaled version of the machine. Also, this results 
in resource management mechanism based on service quality and the flexible 
configuration capability [7].

2. With the widespread availability of the Internet, middleware architecture pro-
vides web-based services and resource sharing capacity, making middleware 
architecture almost like connecting glue which supports in the running of the 
application software successfully. Also, the resource sharing methods based on 
Internet services are more universal, cost effective and efficient.

3. Middleware architecture has transformed the conventional spoke and wheel 
system into the distributed system by combining different technologies such 
as, cloud computing, big data and virtualization, which provides the capacity 
to integrate different resources and yields more robust service capability. With 
this architecture, one can solve the issue of data storage, processing and trans-
mission among the different internetworked systems.

Depending on the different attributes, the middleware architecture can be clas-
sified into four types [8, 9].

1. Transaction Processing Monitors (TPM)

2. Remote Procedure Call (RPC)

3. Message-Oriented Middleware (MOM)

4. Object Request Brokers (ORB)

These types are based on the varied services offered by the specific process.
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Transaction Processing Monitors (TPM) is designed to monitor the suc-
cessful transactions from one stage to another stage. In case of any error, TPM 
takes an appropriate action to rectify the error. A TPM supports optimal resource 
sharing among the applications with the following functionalities:

• Monitoring operation/transactions

• Managing queues

• Coordination among resources

• Creating new processes on requirement

• Secure access to services

• Wrapping data messages into messages

• Unwrapping messages into data packets

• Handling errors

• Hiding the details of inter-process communications from programmer

Remote Procedure Call (RPC) is an inter-process communication facility 
generally used in a client server based model with the following functionalities:

• Supports process-oriented or thread-oriented models

• Hiding details of inter-process communications from programmer

• Useful in local environment as well as distributed environment

• Performance improvement can be achieved by omitting unwanted  
protocol layers

Message-Oriented Middleware (MOM) is an asynchronous technique  
that passes the messages between transmitting and receiving application with a 
communication channel. Its asynchronous nature makes the applications  
decoupled from each other as MOM is responsible for message manage-
ment system.

Object Request Brokers (ORB) acts like a broker between a client request for a 
service from a distributed object and the completion of that request with following 
functionalities:

• Life cycle service

• Persistence service

• Naming service

• Event Service

• Concurrency control service
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• Transaction service

• Relationship service

• Externalization service

• Query service

In view of the above-mentioned services offered by the different types of 
middleware, following are the major attribute of services offered by any middle-
ware structure [8]:

• Presentation management: Forms manager, graphics manager, hypermedia 
linker, and printing manager.

• Computation: Sorting, math services, internationalization services (for 
character and string manipulation), data converters, and time services.

• Information management: Directory server, log manager, file manager, 
record manager, relational database system, object-oriented database system, 
repository manager.

• Communications: Peer-to-peer messaging, remote procedure call, message 
queuing, electronic mail, electronic data interchange.

• Control: Thread manager, transaction manager, resource broker, fine grained 
request scheduler, coarse-grained job scheduler.

• System management: Event notification service, accounting service, con-
figuration manager, software installation manager, fault detector, coordinator, 
authentication service, auditing service, encryption service, access controller.

3. IEEE 802.11 adaptation with middleware

The emerging trend of wireless technology and the associated innovative appli-
cations has changed the communication landscape drastically. Now, the reduced 
cost of data, high computation power of smartphones and the 5G enabled sensor 
technology is the major driving force behind the widespread adaptation of network 
services such as, map enabled movement, shipment tracking, and interactive gam-
ing such as, Pokemon.

Inherently, multimedia services are found to be wideband in nature which, 
with the unpredictable channel characteristic of wireless medium, place a chal-
lenging condition to maintain reliable communication with a predefined Quality of 
Service (QoS).

IEEE 802.11 standard, proposed by IEEE for local area network (LAN) protocol, 
specifies the physical layer (PHY) and media access control (MAC) protocols for 
the implementation of wireless local area network (WLAN) communication in the 
frequency bands such as, 2.4 GHz, 5 GHz, 6 GHz, and 60 GHz. Presently, various 
tributaries of IEEE 802.11 are framing our day-to-day communication across the 
world. As per the convention, IEEE 802.11 standards are defined for physical and 
data link layer of the OSI data communication network protocol and become the de 
facto standard for wireless communication.
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Moreover, the heterogeneous nature of different services such as, Wi-max, 
Wi-Fi, Bluetooth, and many more, with their unique data link layer presentation 
have their own quality control mechanism for data transmission. This results in 
a complex connection strategy management at network, data link, and physi-
cal layer.

In comparison, at the application layer, the QoS management parameters such 
as, semantic, presentation etc., have their own constraints to be followed. These 
constraints may not be followed every time due to resource limitations at the physi-
cal layer or multiplexing issue due to the fluctuating number of users sharing the 
resource pool in the end system and the network.

In the process of communication, wireless channel demands adaptive QoS 
implementation for peer-to-peer communication, due to its dynamic behavior. This 
places a bound on the middleware to manage the communication as it connects the 
lower layers of the communication protocol (which actually perform the commu-
nication at the data level) to the application layer (which is responsible for com-
munication in the correct semantic and form) [10, 11]. Thus, the unique position 
of middleware demands a monitoring as well as an adaptive perspective such that 
the desired QoS requirements can be maintained at the application layer without 
disturbing the underneath communication.

This QoS maintenance requires a two-fold strategy, first is the monitoring 
of application performance and the second is adaptation of service to maintain 
pre-specified quality of service [11]. This adaptation strategy requires a perfect 
synchronization of middleware level with lower level of protocols.

These conditions lay the foundation for the middleware control framework. The 
middleware control framework has three primary concerns to address [12]:

• Coordinate the adaptation of all the concurrent application tasks in the end 
system globally i.e., maintain fairness in the architecture.

• Increase the adaptation effectiveness to maintain the QoS.

• To monitor on-the-fly dynamics in the heterogeneous environment to achieve 
optimum control over the smooth functioning of the applications.

3.1 IEEE 802.11 - an interesting journey

IEEE 802 project was aimed to establish the standards for physical layer (PHY) 
and medium access control (MAC) layer to support deployment of the local area 
network. The first candidate was IEEE 802.3, popularly known as Ethernet. It was 
a wired connection mechanism to connect devices based on carrier sense multiple 
access with collision detection (CSMA/CD) mechanism. Its wide acceptability with 
industry and home users, motivates the researcher to look for its replication in wire-
less domain as well which yields the IEEE 802.11 standard [13, 14].

Due to inherent unpredictable nature of radio/wireless medium paves the way 
for numerous deliverables of IEEE 802.11 standards, which have been flourished 
over the last twenty years [15, 16], such as 802.11a, 802.11e, 802.11f, 802.11 t and 
so on. Readers are encouraged to refer [17] to explore the need and their solutions 
under IEEE 802.11 horizon.

3.2 Middleware in IEEE 802.11 environment

Under the middleware architecture a brief account of various cases has been 
summarized below.
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Authors in [18] address the issue of mobility management in increasing integra-
tion of Internet with telecommunication network which give rise to distributed 
computing environment. Authors proposed three mobile computing services by 
incorporating user virtual environment (UVE), mobile virtual terminal (MVT), 
and virtual resource management (VRM) based on mobility middleware solution 
for mobile agent.

In [19], the Authors illustrate Quality of Service (QoS) maintenance for multi-
media applications over wireless network which are characterized by their limited 
bandwidth. Authors proposed a novel two level QoS architecture by providing 
service differentiation at network level and service adaptation at the middleware 
level. Authors validate their results with experiments and show that specific QoS 
levels for multimedia applications can be optimally achieved in IEEE 802.11 based 
wireless network.

Costa et al. in their path breaking work proposed the real time-WiFi architecture 
to address the issues faced by IEEE 802.11 networks in high density industrial envi-
ronment [20]. Authors compare the performance of proposed architecture against 
the standard distributed coordination function (DCF), point coordination function 
(PCF), hybrid coordination function (HCF) controlled channel access (HCCA) and 
enhanced distributed channel access (EDCA) medium access control mechanism. 
Authors used a realistic error-prone model to monitor the impact of message losses 
in the real time Wi-Fi architecture and their result confirm that the proposed 
architecture performs better as compared to existing IEEE 802.11 standard mecha-
nisms. Their architecture also offers almost consistent access delay which is one of 
the major requirements for real time applications.

Authors in [21] use context meta-information to improve the system perfor-
mance by describing a context management middleware that can successfully 
handle context irrespective of the execution environment’s heterogeneity.

Cruz et al. in [22], reviewed the middleware framework for Internet of Things 
(IoT) from software perspective. Authors rigorously explored the existing literature 
and analyzed the reference model for IoT platforms and proposed the basic security 
feature for this software. Authors also detailed the difficulties in achieving and 
enforcing a universal standard for middleware in the IoT structure.

Authors in [23], present a fundamental analysis to quantify the goodput perfor-
mance parameter for IoT. Authors show the closed form expression of goodput as 
a function of the data payload length, frame retry count, data rate of transmission 
and wireless channel condition. Authors proposed a novel link adaptation scheme 
for MAC protocol data units for known wireless channel model.

Increasing use of mobile devices for location sharing applications such as Google 
map, OLA, Uber, pose a challenge of maintaining adequate user privacy with loca-
tion sharing services and exchange of information across high heterogeneity among 
connecting technologies and devices. Authors in [24] proposed a middleware 
prototype to answer these challenges with two level proxy-based architecture as a 
solution.

Hamidreza et al. in [25], proposed service-oriented architecture for middleware 
to resolve the issue of heterogeneity among various sensors in IEEE 802.15 based 
wireless sensor network.

Authors in [26] discuss different types of sensor network applications with 
overview of related middleware and infer that none of the existing approaches can 
provide all the management tools required by sensor network applications. Authors 
showcase their new middleware MILAN with sensor-based health monitor-
ing system.

In [27], the authors explored the concept of inter-vehicular communications. 
The field of vehicle to infrastructure and vehicle to vehicle communications were 
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undertaken as well. This work provides detailed account of underlying technology 
under each layer with rich resource references.

Authors in [28], address the combination of vehicular ad-hoc networks 
(VANETs) with the social Internet of things (SIoT). Their work describes two fold 
relations which can be established between the vehicles and between the vehicle 
and road side unit (RSU). Authors proposed a social Internet of vehicle middleware 
to incorporate the functionalities of the intelligent transportation systems station 
architecture, defined by ISO and ETSI standards to integrate VANET with SIoT. 
They present their proof of concept with simulation results.

Pease et al. in [29] present an adaptive middleware methodology to provide 
robust mission critical/ military communication by providing timely MANET com-
munications with predictive selection and dynamic contention reduction, without 
going for invasive protocol modification. To address the issue they proposed a novel 
Real-time Optimized Ad hoc Middleware based architecture (ROAM). They dem-
onstrate the adaptability, scalability of the architecture along-with the capability 
to bound maximum delay, jitter and packet loss in complex and dynamic MANET’s 
with extensive simulations.

In [30], the authors elaborated a novel mobile collaboration architecture 
(MoCA), a service oriented middleware architecture which support the develop-
ment and deployment of distributed context-aware applications for mobile users. 
Authors explained the compatibility of proposed MoCA with existing software 
engineering principles responsible for design and implementation of context aware 
applications. Authors also present different prototype applications that have been 
developed on the top of MoCA.

Authors in [10] addressed end to end delays and security issues in application 
implementation. Authors proposed an integrated solution with middleware adapta-
tion to provide tunable delay and security support according to network condition. 
To Support the proof of concept, authors perform test-bed experiments to showcase 
successful meeting of delay and security requirements in IEEE 802.11 based wire-
less environment.

4. Conclusion

Middleware architecture defines the connection protocol between the network 
layer and the application layer. In view of the on-going advances in the mobile 
communication, there is a requirement of a better understanding about Middleware 
functionality with IEEE 802.11 protocols which are responsible for the design rules 
of modern wireless communication.

In this chapter, we addressed the key functionalities of the middleware architec-
ture in addition to its adaptation to the IEEE 802.11 protocols.

In the current scenario, where the need of ubiquitous connectivity is reality, 
the need of minimum end to end delay with almost no loss in data i.e. maintaining 
stringent Quality of Service at every end, is a challenging task.

This monograph will be helpful for the researchers to investigate middleware 
architecture in IEEE 802.11 framework to deliver robust design solution in wireless 
network.
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