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Abstract

Quantum key distribution (QKD) protocols allow for information theoretically secure
distribution of (classical) cryptographic key material. However, due to practical lim-
itations the performance of QKD implementations is somewhat restricted. For this
reason, it is crucial to find optimal protocol parameters, while guaranteeing informa-
tion theoretic security. The performance of a QKD implementation is determined by
the tightness of the underlying security analysis. In particular, the security analyses
determines the key-rate, i.e., the amount of cryptographic key material that can be
distributed per time unit. Nowadays, the security analyses of various QKD protocols
are well understood. It is known that optimal protocol parameters, such as the number
of decoy states and their intensities, can be found by solving a nonlinear optimization
problem. The complexity of this optimization problem is typically handled by mak-
ing a number of heuristic assumptions. For instance, the number of decoy states is
restricted to only one or two, with one of the decoy intensities set to a fixed value, and
vacuum states are ignored as they are assumed to contribute only marginally to the
secure key-rate. These assumptions simplify the optimization problem and reduce the
size of search space significantly. However, they also cause the security analysis to be
non-tight, and thereby result in sub-optimal performance. In this work, we follow a
more rigorous approach using both linear and nonlinear programs describing the opti-
mization problem. Our approach, focusing on the decoy-state BB84 protocol, allows
heuristic assumptions to be omitted, and therefore results in a tighter security analysis
with better protocol parameters. We show an improved performance for the decoy-state
BB84 QKD protocol, demonstrating that the heuristic assumptions typically made are
too restrictive. Moreover, our improved optimization frameworks shows that the com-
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plexity of the performance optimization problem can also be handled without making
heuristic assumptions, even with limited computational resources available.

Keywords Quantum key distribution - BB84 - Key rates - Decoy states - Nonlinear
optimization

1 Introduction

The goal of a key-distribution protocol is for two parties, Alice and Bob, to agree on a
key k € {0, 1}"* over an insecure communication channel, such that even an adversary
Eve with full control over this communication channel can only obtain a negligible
amount of information about this key k. If Alice and Bob are capable of communicating
quantum information, they are able to achieve information-theoretic or unconditional
security, i.e., security against adversaries with unlimited computational power.

The use of quantum information to securely distribute symmetric cryptographic
keys was first proposed in 1984 by Bennett and Brassard [1], and today most, if not
all, quantum key distribution (QKD) protocols can be viewed as adaptations of their
original BB84 protocol. Since then, much progress has been made and the first QKD
systems are already commercially available. Thereby, QKD has become one of the
first applications of quantum mechanics at an individual quanta level [2].

The information-theoretic security of the BB84 protocol against the most general
attacks allowed by quantum mechanics was proven in 1996 by Mayers [3]. In general,
however, Mayers’ security notion does not imply that the derived key can securely be
used in other cryptographic protocols [4] and a stronger notion of security following
the universal composability framework is required [5]. Informally, universal security is
proven by comparing the output of the protocol to the output of an ideal key-distribution
protocol, i.e., a perfect key. If these two outputs are indistinguishable, the protocol is
said to be universally secure. Fortunately, QKD protocols that satisfy Mayers’ weaker
notion of security were shown to be universally secure [4].

Practical implementations deviate from the theoretical BB84 protocol, which may
render them insecure. As any realistic quantum channel introduces noise by imper-
fections in the source, channel and detector. These benign losses and errors are
indistinguishable from the ones introduced by an adversary. For this reason, the con-
servative assumption is made that all losses and errors are caused by an adversary.
Mayers’ proof already considered noisy quantum channels, and shows that the BB84
protocol is information-theoretically secure as long as the noise level is below a certain
threshold [3]. In contrast to the ideal BB84 protocol, practical implementations there-
fore require an error correction procedure. An elaborate review of practical quantum
key distribution protocols is given in [6], including different adversary strategies for
practical QKD protocol implementations.

One of these adversary strategies relates to the photon source. Some protocols, such
as the original BB84 protocol, require information to be encoded in single photons.
However, producing single photon pulses is hard in practice. Therefore, typically, the
quantum information is encoded in weak laser pulses, where the number of photons
in each of these laser pulses follows a Poisson distribution with an attunable mean
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W, called the intensity of the source. As a result, laser pulses can contain multiple
photons, which can be exploited via the photon-number-splitting (PNS) attack [7,8].
For this reason we must assume that all key material derived from multi-photon pulses
is compromised. Privacy amplification is applied to establish a secret key from such a
partially compromised key.

In general, the performance of a QKD implementation can be quantified by the
key-rate R, indicating the amount of secure key per sent pulse. For the BB84 protocol,
this key-rate depends, apart from the noise and losses, also on the laser source intensity
. By carefully choosing this attunable w, the key-rate can be maximized. In fact, the
protocol does not require the intensity to be fixed throughout the protocol. On the
contrary, it has been shown to be beneficial to randomly vary the intensity u between
pulses, resulting in the so-called decoy-state BB84 protocol with higher achievable
key-rates [9-11].

This work focuses on the security analysis of the decoy-state BB84 protocol and
the optimization of its protocol parameters. The security analysis is based on the
uncertainty relation for smooth entropies [12]. In [13], the uncertainty relation was
applied to the analysis of the BB84 protocol implemented with a perfect single photon
source. This analysis was extended to the decoy-state BB84 protocol in which weak
pulsed laser sources with attunable intensities are applied [14]. The analysis of [14]
restricts itself to the case where the intensities are randomly varied between three
different levels. The intensities and sample distribution are chosen to optimize the key-
rate that is achieved in a specific set-up. This approach can be generalized to arbitrary
numbers of intensities resulting in a larger parameter search space over which the
key-rate is optimized.

Our main contribution is the formulation of the key-rate optimization problem as
linear and nonlinear programs. Analytical lower bounds on the number of multi-photon
states can be found [14,15], as the number of photons is assumed to follow a Poisson
distribution. Whereas in general these lower bounds are non-tight, the linear programs
allow for tight lower bounds, which in turn results in an improved security analysis.
Additionally, the linear programs are used to upper bound the number of single-photon
errors. Constrained nonlinear optimization techniques [16] are then used to optimize
the lower bound on the key-rate.

Due to the larger parameter search space, higher key-rates are found using linear
programs, compared to analytical methods. For that reason, linear programs have been
used before to optimize the key-rate for the BB84 protocol [17] and measurement-
device independent QKD protocols [18]. Both works however still make assumptions,
for instance by only including the first laser intensity instead of all or by fixing the
probabilities for the bases and intensities.

We formalize the approach and do not make such assumptions. Furthermore, we
improve the lower bounds found with the linear programs by including the vacuum
and single photon pulses in a single linear program. This opposed to determining lower
bounds for the two separately, resulting in conservative and sub-optimal estimates. We
furthermore allow for freely varying each of the intensities.

We show that using this formal approach results in an improved obtainable secure
key-rate. We furthermore show the effects of using more decoy states and the effects of
increasing the number of sent pulses. First, we explain the BB84 protocol in Sect. 2 and
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discuss the security and robustness of the protocol from a mathematical perspective in
Sect. 3. The same mathematical perspective is used in Sect. 4 to explain how to obtain
secure key-material from a BB84 protocol execution. This section also introduces
finite key-effects. Afterwards, Sect. 5 explains how to optimize the secure key-rate
and how to incorporate the used quantum channel in our model. Results of our model
are presented in Sect. 6 and a conclusion is given in Sect. 7.

2 Decoy-state BB84 protocol

In this section, we recall the decoy-state BB84 QKD protocol. Alice and Bob are
assumed to have access to a (noisy) quantum channel and an authenticated classical
channel. Both channels are insecure and can be fully controlled by the adversary,
however, active attacks on the classical channel are assumed to be immediately detected
as this channel is authenticated.

In the following, all keys are denoted by an uppercase K and the superscripts refer
to the party Alice a or Bob b and type of key: raw r, sifted s or error-corrected e. The
decoy-state BB84 protocol now goes as follows.

Preparation: Alice generates a raw key by sampling a uniformly random bit string
in K™ e {0, 1}¥. Moreover, Alice samples a random basis string X € {X, Z}V,
where P(Xi“ = X) = px forall 1 <i < N. For all i she encodes bit Ki’“ in basis
A" resulting in a sequence of qubits in {|0), |1), [+), L

Communication: For all 1 <i < N, Alice samples an intensity U; from a probabil-
ity distribution Py, xe conditioned on the chosen basis A" € {X, Z}. The distribution
Py, xa is 1ndependent of the index i and for both bases 1ts support lies in a finite set
of intensities {mo, ..., wm}. Alice encodes the associated qubit in a laser pulse with
intensity U; and sends this pulse to Bob over the quantum channel.

Measurement: Bob samples a random basis string X? € {X, Z}"V, where P(Xl.h =
X) = pxforalll <i < N and measures pulse in basis Xl.b .If both of Bob’s detectors
register an event, for example in the case of a multi-photon pulse and a measurement
incompatible with Alice’s preparation, Bob randomly selects a measurement outcome
K7 b € {0, 1}. It can also occur that no detector registers an event, in this case Bob
defines the outcome to be {J. As aresult Bob obtains his raw key K" b e {0, 1, VJ}N . Note
that Bob’s sifting probability pé’( isequal to that of Alice p%,i.e., p§ = p’?( = px.This
is not required, but it can be shown that for all protocol instantiations with p§ # pé’(,
there exists a protocol instance with p§ = pl}’( with at least the same secure key-rate.

Sifting: Alice and Bob announce their basis choices and Bob announces the pulses
for which no detection event took place. The pulses that were prepared and measured
in the same basis and for which a detection event occurred, are sifted from the raw keys
K”® and K" and Alice and Bob obtain sifted keys K*¢ € {0, 1}"s and K*” € {0, 1}"s,
respectively. In addition, we let K'Y, K jé’ € {0, 1}"¥ be the strings containing the bits

of K*% and K*” obtained by preparing and measuring in the X-basis for X' € {X, Z}.
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Parameter estimation: Alice announces the chosen intensities U, which allows
Alice and Bob to compute the amount of detection events

) ey

[i:xr=x =X nU; = ;K" £0)

Nuj,x =

for all intensities u; and for both bases X € {X, Z}. In addition, Alice and Bob
reveal the parts of the sifted keys K3, K %h € {0, 1}"2. Using this information they
can compute the amount of errors in the Z-basis

Egz=|li:dt =xl =z U= n ki 2 &Y. @

for all intensities u ;. Given these values Alice and Bob determine upper-bounds on the
number of bits in K} that are associated to multi-photon events and the error-rate e, 7
for single photon pulses in the Z-basis. From these bounds Alice and Bob determine
the length ¢ of the secret key that can be extracted after the error reconciliation phase.
If £ < 0 the protocol aborts. Note that only the Z-events are used to determine £. The
X-events will be used in the error reconciliation and privacy amplification phase to
construct the final key.

Error reconciliation: Errors in the quantum channel can cause the strings K" and
K ‘;{h to be distinct. For this reason Alice and Bob perform an information reconciliation
protocol by which they obtain error-corrected keys K¢, K¢* e {0, 1}¥, respectively.

Verification: Alice samples a uniformly random hash function i from a two-
universal family of hash functions 7, : {0, 1}"* — {0, 1}/ ~1022(&o)] [19]. Here
0 <1 — €cr < 1is alower bound on the probability that the protocol is correct,
i.e., that Alice and Bob will obtain identical keys. Alice applies this hash function to
her error-corrected key K ““. She sends the hash-function / and hash-value 2 (K“?) to
Bob, who then computes /(K °?). If h(K¢®) # h(K¢"), the protocol aborts.

Privacy amplification: Alice samples a uniformly random hash function /4 from a
two-universal family 7, mapping {0, 1}"¥ to {0, 1}¢ and announces 4 to Bob, where ¢
has been determined in the parameter estimation phase. Both Alice and Bob compute
the secret keys K¢ = h(K**) and K b = h(Key, respectively.

3 Correctness and robustness

In this section, we recall two important (security) properties of QKD protocols. A
QKD protocol should be correct and secure against any attack allowed by quantum
mechanics. Moreover, the protocol should only abort with a small probability, i.e., it
should be robust. In this section we formalize the correctness and robustness properties,
following the approach of [20], and show why the decoy-state BB84 protocol admits
these properties. The security of the protocol will be analyzed in Sect. 4.

A QKD protocol is €¢op-correct if

P(K® # K") < écor, 3)

@ Springer



154 Page6o0f26 T. Attema et al.

for all possible strategies of an adversary. This property is easily seen to be satisfied if
in the verification phase F, is indeed a family of two-universal hash functions mapping
{0, 1}"X to {0, 1} —logy(écor) | The hash value reveals

1 2
()]0 (2)

bits of information to the adversary.

Note that the protocol is allowed to abort, in which case no secure key is exchanged.
We denote this event by K¢ = K” = 1. The probability paport that the protocol aborts
in the absence of an adversary, depends on the error reconciliation protocol that is
applied. For any security parameter . > 0, there exist error reconciliation protocols
that leak at most

ny (h(ex) + 8ec) )

bits of information [20], where /4 is the binary entropy function and ey is the quantum
bit error rate (QBER) of the sifted keys in the X-basis. Moreover,

—nx52
<P (Ke“ Keh) <2exp | X% ) 6
Pabort = #* = 2¢eXp 3log, (5)2 (6)

where the last inequality follows from Corollary 6.3.5 of [20]. To achieve an abort
probability of at most ppore We therefore take

2 31 5)2
Sec(Paborts 1x) = \/ln ( ) 08,0) . @)

Pabort ny

4 Security of the decoy-state BB84 protocol

In this section, we recall the standard (composable) security definitions for QKD
protocols, specifically focusing on the Decoy-State BB84 protocol. In particular, we
derive an expression for the length of a key that can securely be generated by running
this QKD protocol (Sect. 4.1). This expression contains a number of variables that
are unknown to Alice and Bob. In Sect. 4.2, we show how these unknown protocol
variables can be bounded by solving certain linear programs.

4.1 Secure key length

To evaluate the security of the protocol let us consider the joint state of the classical
random variable K := K¢ with support K and the adversary’s quantum system

prE =Y  P(K =x)x)(x| ® p}, ®)
xelkl
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where p7, is the state of the adversary’s system given that K = x. Ideally, the classical
probability distribution P (K = x) is uniform and the adversary’s state is independent
of K. Hence, the joint state of a perfect key and the adversary’s system is given by

1

1] > (x| ® o ©)

xek

A QKD-protocol is now said to be €gec-secure if

1

2

1
PKE — — E [x){x| ® pE
[l
xelkl

< €sec, (10)

1

where ||A|| = tr («/ A*A) is the trace norm of the complex matrix A.

If a QKD-protocol is €sc-secure the output cannot be distinguished from that of
a perfect protocol with probability more than €g. [20]. Moreover, this security def-
inition ensures universal composability, i.e., the key K can safely be used in other
cryptographic protocols.

In general, Alice’s bit-string K¢ € {0, 1}"*¥, obtained after the error correction
and verification phase, does not satisfy the above security definition. For this reason
privacy amplification is applied. From the leftover hash lemma [21] it follows that the
QKD protocol is egec-secure if there exists an € > 0 such that

1
(= {H&in(Ke“IE) — 2log, <m>J , (11)

where HS. (K¢|E) is the smooth min-entropy of the random variable K“* condi-
tioned on the adversary’s (quantum) information E. The leftover hash lemma thus
gives an expression of the bit-length £ of the secure key K in terms of this conditional
smooth entropy.

The error corrected key is obtained from the sifted key after performing the error
correction and verification phase, which both leak some information to the adversary.
If we let E* be the adversary’s (quantum) information after the sifting phase, it follows
from Eqs. (4) and (5) that

) ! 2
rf]in(leE) ZHriin(K;(ulEé) —nx (h(Ex) + Sec(Paborts X)) — logz (6 ) .
cor
(12)

Now observe that the bits of K¢ are all derived from vacuum, single-photon or
multi-photon pulses. Hence, we can write

K5 = Kif © K% ® Ky, a3

where K%, K{% and K7 contain the bits associated to the vacuum, single-photon
and multi-photon pulses, respectively.
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It is impossible for an adversary to obtain information about the bits associated to
vacuum pulses, hence for all € > 0

Hin (Ko |E*) = Himin (K| E*) = no,x. (14)

where ng x is the number of vacuum pulses that were sent. In contrast, the PNS

attack allows the adversary to obtain all information about the bits associated to multi-

photon pulses. Hence, for all € > 0 we must lower bound the associated min-entropy
as follows
min

Hyin (K x| Ko E*) 2 0. (15)

Applying the chain rule for smooth min-entropies [22] twice and plugging in
Egs. (14) and (15), we find that for all €, €1, €4,€5 > 0 and €2, €3 > 0 such that
2e; +e2+e3+2e4+e5 =€ < 1,

H (KEIE®) = Hed (KSKE) + Hel (K% E) + Hy (Kol x| KGO E®)

min min min min
1
— log, — log,
1—,/1-— 62 1-— 63
= nox + Hmm(KlmX|E (16)
1
— 10g2 logz
1—,/1— 62 1— 63

> no,x + Hmm(KS“X|E) — 2log, ( 263>

where E = Ky ® K,'x ® E* and for the third inequality we use that for all x <1
it holds that

1—«/1—x2%.

See also [14] in which the same lower bound is derived.

Hence, combining Eqgs. (11), (12) and (16) gives an achievable secure key-rate in
terms of the smooth min-entropy of the ny, x single-photon pulses in the X-basis con-
ditioned on the quantum system E. For these pulses we have the following uncertainty
relation [12],

Hmm(KlmxlE) =ny X = Hrillax(Li,azlLil,;Z)’ (17)
where L%, and L1 ., are the hypothetical sifted keys that would have been obtained
if Alice and Bob would have prepared and measured the K% -pulses in the Z-basis.

Informally, this uncertainty relation states that either Eve 1s uncertam about Alice’s
key in the X-basis or Alice and Bob observe a high amount of errors in their Z-events.
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Let eX , be the fraction of errors between L%, and L?., and let e1,z be the fraction
1,7 1,Z 1,Z

of errors between K1, and Ky bZ The total fraction of single-photon errors that would
have been obtained if Alice and Bob had prepared and measured all these pulses in
the Z-basis then equals

L
" nxel’z—l—nzel,z
e ;= ——. (18)
nxy +nz

The amount of errors nze;,z can now be seen to be equal to the number of errors
in a subset of size nz randomly sampled from a set of size nx + nz containing

(nx +n z)et"t errors. Hence, nze; z follows a hypergeometric distribution and
P(eL >e —i-(S)—P ngeiz <n emt—M
1.z =€,z zel,z zeyz nx +1zs)
19
—2n%nz8? (19)
< exp s
(nx +nz)(nx +1)

where the inequality follows by applying Serfling’s tail bound of the hypergeometric
distribution [23]. This upper bound is slightly different from that of [13]. If nxy > nz,
then Eq. (19) gives a tighter upper bound than [13], but the difference between the
two bounds is negligible. By Eq. (19) the event that an adversary correctly guesses the
basis choices is taken into account for example.

If we now take

828(}”’”2761)z\/(nx+nz)(nx+1) (l) 0)

2nxnz €]

we find that P (ef‘z >ey1z+ 8) < €1. It now follows that

HE (L35 1L37,) < nixh(enz +8(nx, nz, €D)., 21

were h(p) = h (min (p, 1/2)) for the binary entropy function 4 (Lemma 3 of [13]).
Note that in the asymptotic limit, i.e., nx, nz — 00, the term § vanishes.
Altogether, we thus find that the QKD protocol is € c-secure if

14 =\f?0,x +nix —nixh(ez +8(nx, nz, €1)
(22)

2
—nx (h(ex) + Sec (Pabort, nx)) — log, (E (€263 (€see — E))Z)J’

for some €1, €2, €3 > 0 and € = 2¢; + €2 + €3. The values ¢, €3, €3 can be chosen
to maximize the length ¢ of the secure key. Note that this key-length is conditioned
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on the fact that the protocol does not abort. The expected key rate of the protocol is
therefore given by,

R— 1 — pabort
N

2
—nx (h(ex) + Sec (Paborts nx)) — 10g2 ( )Jy

€cor(€2€3(€gec — 6))2

Lno,x +ny.x —nixh (el,z +d(ny,nz, 61))
(23)

4.2 Linear programs to bound the unknown parameters

Some of the parameters, such as the amount of successful detection events ny in the
X-basis, in the key rate expression of Eq. (23) can be observed by Alice and Bob
during the execution of the QKD protocol. However, Alice and Bob remain oblivious
to other parameter values in this expression. For instance, we assume that Alice and
Bob can not distinguish between single and multi-photon events. For this reason, they
can not determine the number of single photon events ny | in the X-basis. To this end,
Alice and Bob resort to upper and lower bounds for these unknown parameter values.
In this section we describe the linear programs that are used to find these bounds.

Let us first consider the different parameters of Eq. (23). The amount of successful
detections nx in the X-basis and the QBER ey can be observed by Alice and Bob. The
QBER ey can be estimated before running the QKD protocol, hence no key material
has to be sacrificed to estimate this value. A different QBER during the QKD protocol,
possibly due to adversarial behavior, will not compromise the security, but merely
influence the abort probability of the protocol. Note that the adversary, controlling
the quantum channel, is always capable of aborting the protocol, i.e., performing a
denial-of-service attack. Since Alice and Bob are unable to determine the amount of
photons per pulse, the variables ng_x, n1,x and e, x remain unknown. For this reason
the observable quantities Ny X [Eq. (1)] and E Wi,z [Eq. (2)] for all intensities f
and both bases & are used to upper bound the error rate ¢1, 7 and to lower bound the
expression ng, x +ny,x — nqui_z (el,z +68(ny,nz, € )). These bounds result in lower
bounds on the secure key length £.

Let n; x be the amount of /-photon pulses detected by Bob and prepared and
measured in the X'-basis. Then, for 0 < j < m, it holds that the expected number of
X-pulses sent with intensity u ; equals

E[m,.x] = Zp,i,u s 4)

where p,, 1, x 1s the probability that an /-photon pulse is sent with intensity 4 ; given
that Ahce and Bob chose basis X. Since the amount of photons in a weak laser pulse
follows a Poisson distribution, we find by Bayes’ rule that,

e 'u'/“’j p;l,j‘X
Puji.x = >
! I px

(25)
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where p,, ;| x is the probability that an X-pulse is sent with intensity 4 ; and

m —i,,l
Dujlxe U
= 30 e 2
Jj=0 '

is the probability that an X'-pulse consists of / photons [14,15].

In addition, the number of /-photon pulses in the X basis n; x that result in a
detection event is upper bounded by the number of /-photon pulses N; x sent by Alice
and measured by Bob in the X'-basis. Note that we use an uppercase N to denote the
amount of pulses sent by Alice and a lowercase n to denote the number of events
detected by Bob. Hence,

nx <Nyx and E[N; x]=pjaNx. (27)

forall/ > 0 and for all X € {X, Z}.

Alice and Bob cannot exactly determine the values n;_y, but Eqs. (25) and (27) do
supply them with constraints on these values. The variables n,,; x are measured in
the parameter estimation phase. In the asymptotic limit these estimations are equal to
their expected values. Hence, neglecting finite key effects, we can find a lower bound
nT , forny z by solving the following linear program over the unknown variables n;, z
forl > 0.

"T.ZZ min niz,
st. YO0<j<m,VI>0

1y (28)

Mujz =€ ’PMIIZZI—.E

0=<n;z < pyzNz.

However, in all practical situations the amount of pulses is finite and the finite key
effects cannot be neglected. By Hoeffding’s bounds [24] we find that

P()nﬂj,x —E [n,”,x]‘ > \/— In (eglj/z)n/y/z) <el v (29)

forall0 < j <m, X € {X, Z} and 6 ;> 0. Since the variables N; y are sums of
Bernoulli random variables we can apply Chernoff’s bounds [25]. In this effort, let us
define the following function,

In(e)
(30)

(=)
f:Zs0x[0,11 x(0,1] > R50p =, (N,p,e)— —In(e) |14+ [1— .
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Then by Chernoft’s bound,
P(Nix = E[N ]+ £(Nas pyas €y)) = € G31)

forall! = 0, X € {X,Z}and ¢, > 0.
Hence, a lower bound ni‘.z of ny,z, that holds except with probability at most

Yo efz + Z'/';O ij,z’ is given by the linear program of Eq. (32).

ni,= min njgz,

st. VO<j<m,VI>0

nl,Z’Sﬂj e R,
00 1
s Kingz

) L hL
nujz+ou; =e ’p‘”‘zg I' pyz’
. (32)
Z‘Sﬂj =0,
Jj=0

0 <n;z <min (puzNz + f(Nz: puz: € 7). nz) ,

8,1 = /= Inell ,/2m7/2.

Similarly, an upper bound ET ~» that holds except with probability at most
Yo efZ + 30 efj > of the number of errors in single-photon Z-pulses £} z
is found by solving the linear program of Eq. (33).

ET,Z = max El,Z
st. VO<j<mVI>0
El»Z’(SILj e R,
oo l
o M Epz
Epjz 48 =¢ " puz Z _vj_
= ! Pz
B (33)
m
Z%j =0,
j=0
0 < Ej .z < min (PZ|ZNZ + f(Nz; piiz; Efz), Ez) ,
16,,] < \/— In(ef! ;/2)E2/2.
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It follows that

E* 1
. 1,Z
e <ef, =min —, = 34
bz Lz (”Tz 2) G

except with probability at most

ee_ze,ZJrZ( z+ell 5). (35)

Finally, a lower bound ”3,1, x of the expression
no.x +nix —nixh(ef ; +8(nx.nz. €)). (36)

that holds except with probability at mostex = > o e xt s i=0€ M - 1s found by
solving the linear program of Eq. (37). The contribution of the vacuum states, ng, x,
to the secure key-rate can be argued to be marginal. For this reason, the optimization
problem of Eq. (37) is often simplified by ignoring the ng_x component in the objective
function.

nox = min noyx +nix —nyxh(e] ; +8(nx,nz, €)),
st. VO<j<m,VI>0
nyx, (SM]. c R,

Mjan

nujx +ou; =e “’PMIXZ I pix’

Z du; =0,
j=0

0 <n;x <min (puXNx + f(Nx: pux; Efx), nx) ,

8,1 = /= Intell  /2mx /2.

(37

A detail that has been omitted so far is the fact that these linear programs contain an
infinite number of variables, which can be dealt with by truncating the infinite sums
at M. For the resulting linear programs, with a finite number of variables, we refer to
Appendix B. The same truncation applies to the error terms €y and €, i.e.,

M m
C H
ex = x D
=0 j=0

(38)

M m
— c H H
=2 ez + 2 (el z+elle)
=0 j=0
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In addition, the truncation introduces two additional error probabilities €7, x and €7, 7.
Altogether it follows, from solving the linear programs of Egs. (54), (55) and (56) in
Appendix B, that the expected key rate equals

I — pab
R = T‘lm L(né,l,X —nyx (h(ex) + Sec (Pavort, x))

2
~log <Ec0r(6253(6sec - 6))2>>J '

where €1, €2, €3 > 0 are arbitrary values such that € = 2¢1 + €3 + €3 + €, + €x +
EMX T €M 7.

(39)

5 Key-rate optimization

The previous section describes how to compute the key-rate for a given execution
of the BB84 protocol. Hence, given the protocol parameters, the number of detection
events (Eq. 1) and the number of errors (Eq. 2), the secure key-rate R can be computed
by solving three linear programs.

Next, our objective is to maximize this key rate R by choosing optimal protocol
parameters 4 ; and Puj.X forl < j <mand X € {X, Z}. To this end, we model the
quantum channel such that the expected number of detection events and errors can be
computed as function of the protocol parameters. The physical model is the final step
to find the protocol parameter values that optimize secure key-rate R. This optimal
key-rate may be found by using the following nonlinear optimization program:

max R,
st. YO<j<m,Xe(X, Z)

m

> Pujx + pujz =1, (40)
=0
nj =0,

0< Puj.x <1

We obtain the solution of this nonlinear optimization program by applying the con-
strained nonlinear optimization techniques of [16].

5.1 Quantum channel

We consider a QKD system in which Alice encodes qubits in the polarization of
photons and transmits them over a fiber optic cable to Bob. The fiber optic cable is
assumed to have an attenuation of  dB/km, i.e., a channel efficiency of e, = 107%%/10
for distance x km [14]. The channel efficiency equals the fraction of photons that arrive
at Bob’s detection apparatus, which we assume to be independent of the polarization. In
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addition to photon losses on the channel, losses can occur in Bob’s detection apparatus.
These losses are captured by the detector efficiency ny. The efficiency of the system
with a quantum channel of length x is therefore given by

Nsys = Nehna = 1074104 (41)

Bob’s detection apparatus has to be capable of detecting individual photons and
is therefore very sensitive. In fact, the photon detectors might click even when they
are not illuminated. These events are called dark counts and the probability that a
detector clicks without being illuminated is called the dark count probability pgark.
Recall that Bob’s detection apparatus contains two single photon detectors, one for
each measurement outcome. Together with the fact that the number of photons in each
intensity u; pulse follows a Poisson distribution with mean w;, we can derive the
following expressing for the gain of 1 j-pulses in this quantum channel,

Qu; =1 = (1= paan)®e Him. (42)

The gain Q,,; indicates the fraction of  j-pulses that result in a detection event. For a
proper derivation of this expression we refer to [14]. From the gain we easily obtain the
expected number of detection events as described in the parameter estimation phase
[Eq. (D],

nuj,Xszuj,XQu.j' (43)

Recall that N is the total number of pulses that is sent and p,,; x is the probability
that Alice chooses basis X and intensity /.

To model the errors we assume that they are either caused by optical errors in
the polarization or by dark counts. Optical errors are modeled by assuming that the
polarization of photons is always rotated by an angle 0 < 6 < m/4. Hence, when
Alice sends the qubit |0), Bob receives qubit cos(0)|0) + sin(6)|0). In practice, the
polarization error is different per pulse and the angle 6 represents an upper bound on
the polarization error. Moreover, 8 = /4 results in worst-case behavior, explaining
why 6 ranges from 0 to /4.

Dark counts introduce errors since the associated detection events are independent
of the polarization chosen by Alice. Hence, any dark-count event results in an error
with probability of 1/2. Altogether, the expected number of errors for u ;-pulses in
the X basis is,

NpMj,X
2

—(1 = paa)?e ™). (44)

. 2 — in?
Eyjx = (14 (1 = paa) (700570 — gmymesin?)

In this section polarization encoded qubits transmitted over a fiber optic cable
were considered. In practice, qubits transmitted over fiber optic cables are often phase
encoded [26]. In contrast, polarization encoding is mostly used to transmit over free
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space optical communication channels. Considering, these and other quantum chan-
nels requires some (minor) modifications to the physical model.

6 Results

In this section we present the results of our key-rate optimization approach. We start
by comparing the results from our model to the results presented in [14]. Afterwards,
we consider the effects of increasing the number of pulses sent and increasing the
number of intensities used. We denote the number intensity settings by m and number
of pulses sent by N.

Our experiments comprise three regimes. As baseline regime we compare our
approach using the parameter settings from [14]. The baseline considers a finite number
of intensities m = 3 and ignores finite key effects N — oo as depicted in Fig. 1. Please
note that in contrast to [14], we do not fix any of the used intensity settings. The second
regime considers a finite number of intensity settings (m = 3), and explores the impact
of finite key effects by varying the number of pulses N e {107, 103, 10%, 10?0, 10'!}.
For comparison, we include our result from the baseline regime (where N — 00)
as depicted in Fig. 2. In the third regime we vary the number of intensity settings,
while discarding finite key effects, i.e., N — oo. The third regime includes the fully
asymptotic case where both m — oo and N — oo. This is depicted in Fig. 3.

6.1 Baseline

For the baseline regime we adopt the following parameter settings from [14]:

— We fix the dark count probability pgax = 6 X 10~7 and the detector efficiency
nd = 0.1.

— For the misalignment we take 6 = 0.0707, with corresponding probability ep;s =
5x 1073,

We only compare the results for the asymptotic case, because the results for finite
number of pulses are incomparable. In contrast to [14] we fix the number of pulses
sent, while in [14] the post-processing block-size is fixed. To keep the same post-
processing length a higher number of pulses needs to be emitted for larger distances.

Our results for the asymptotic case are shown in Fig. 1. Both the maximum achiev-
able secure key-rate in terms of the loss in decibel (Fig. 1a) and the optimal intensity
settings (Fig. 1b) are presented. The results in [14] are presented as key-rate per dis-
tance in kilometers, however, the two are directly related by an attenuation factor of
0.2 dB/km. In order to compute a lower bound for the secure key rate we apply the LP’s
of Sect. 4.2. However these contain infinite sums and assume finite key sizes. We refer
to Appendix C.1 for the LP formulations that discard finite key effects and truncate the
infinite sums. Note that the optimal intensities vary for different channel distances and
that, in contrast to [14], fixing one of these intensities is sub-optimal. Estimating the
leaked information is relatively easy for low losses, and in that case hardly any decoy
states are required and the most frequent intensity can be chosen relatively high. For
higher losses, more decoy states with higher intensities are required to still obtain a
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Asymptotic secure key-rate Intensity settings
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(a) (b)
Fig. 1 The maximum achievable secure key-rate using our model compared to the maximum rate using
the model of [14]. We discard finite key-effects and for our model, we also present the optimal intensity

settings per loss

good estimate on the information leaked to an adversary. This explains the behavior
of the three intensities shown.

With our model the maximum achievable key-rate is higher. However, we did not
take into account the after-pulse probability. Depending on the magnitude of this error
source, the results of our model may be closer to those of [14]. It is expected that the
used intensities show a rather smooth evolution with increasing distance, however,
different behavior is seen. This might result from the optimization routine where a
stopping criteria is met too soon, for instance a maximum number of iterations or a
local maxima with zero gradient. This can result in a sub-optimal solution and can be
overcome by more strict stopping criteria. Despite these artifacts, the found key-rate
is higher than obtained in [14]. Furthermore, secure key material can be extracted for
higher losses.

6.2 Finite-key effects

In this regime we consider the effects of increasing the number of sent pulses N on the
key-rate while preserving the baseline settings of Sect. 6.1 including m = 3. As we
include finite key-effects, we have to fix certain cryptographic security parameters.
We want to achieve a certain security of our protocol and we want it to be correct
with high probability. Therefore, we fix the security and correctness parameters as
€sec = €cor = 2720, Furthermore, we take the abort probability to be paport = 2730,
Consequently, we fix efx = efz = E/ZX = E,Ijj,x = e[jj’E = 2790 This gives upper
bounds fore, < 2% andexy <27 andwe sete] = €; = €3 = 27>, Combined this
gives € < 2792, which matches with our constraint s > €, obtained from Eq. (39).
The linear programs given in Sect. 4.2 bound the number of usable pulses and photon
errors, but contain an infinite number of variables. We refer to Appendix B for the
truncation of the infinite sums of Sect. 4.2.

For the chosen security parameter € it is sufficient to upper bound multi photon
pulses to at most 20 photons. Indeed, 20 is a sufficiently large upper bound on the
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number of photons per pulse: Let X be Poisson distributed with rate . According to
[27, Corollary 6], the Poisson tail probability may be bounded by

e~ DrL(i,x) e~ DrL(p,x)

2 27Dxi(i, x)

P(XZx|;L=1)§min< ), forx > u, (45)

where Dk, (i, x) is the Kullback—Leibler divergence between two Poisson distributed
random variables with respective means p and x:

Dxr(u,x) = —x+xIn (i) . (46)

Using the bound from Eq. (45), we can show that
P(X>20|p=1) <2603 - »-60 (47)

We consider the key-rate for N = 10’ pulses, fori € {7, ..., 10} and we consider
the limit N — oo. The results are shown in Fig. 2. The same channel and detector
parameters are used as in the baseline. We observe that with increasing number of
pulses, the expected secure key-rate indeed increases. Note that already for 1010 pulses,
our key-rate estimation approaches the asymptotic key-rate quite well. The shown
figure is the convex hull of the data points. This to account for instabilities in the
optimization. We found that for all considered number of pulses sent, the probability
that a pulse was sent in the Z-basis was less than 6%, independent of chosen intensity
and the loss of the channel. This corresponds with the asymptotic case where the
number of pulses sent in the Z-basis can be assumed to be an arbitrarily small fraction
of the number of pulses.

6.3 Asymptotic key rates for different intensity settings

In this experimental regime we vary the number of intensity settings, form € {2, 3, 4}
while preserving the baseline settings of Sect. 6.1 including N — oo. We also include
the fully asymptotic regime, where m — oo, and N — oo. We refer to Appendix C.2
for the unknown parameter estimation in this fully asymptotic case. The key-rate results
are presented in Fig. 3a and b. We observe that while using only two intensities, the
key-rate quickly drops. However, for more than two intensities, the results are very
close to each other. Therefore, we focus on regime for 38 dB up to 40.5 dB loss in
Fig. 3b. Here we observe that with each additional intensity, more key-material can
be extracted. However, we also see that the gains are marginal. Already for three
intensities, losses of up to 39.5 dB can be tolerated, with key-rate ~ 10~7. Using
more intensity settings gives only a minor increase in the maximum losses tolerated
and a slightly higher key-rate for the same channel lengths. In the limit m — oo, the
maximum tolerated loss for safely executing the protocol is bounded by 40.1 dB with
a key-rate of about 5 x 1078,
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Secure key-rate

0 5 10 15 20 25 30 35 40
Loss (dB)

Fig. 2 The secure key-rate obtained in terms of the losses of the quantum channel (dB). For a varying
number of pulses
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Fig.3 The secure key-rate obtained in terms of the loss over the quantum channel (dB) for varying number
of intensities m

7 Conclusion and discussion

In this work, we presented a key-rate optimization approach for the decoy-state BB84
QKD protocol. Our approach combines several linear and nonlinear programs to derive
tighter protocol parameters and better key-rates, compared to previous approaches
relying on heuristic assumptions.

Our optimization framework allows the complex optimization problem to be solved,
without requiring it to be simplified by means of heuristic assumptions. We compared
our model to that of [14] and show that higher key-rates are attained. Furthermore,
we show the effect of increasing the number of decoy states and we show that using
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three laser intensities is in general sufficient. In this way we validated a heuristic that
is commonly used.

Our work is especially relevant to quantum channels with a significant amount of
noise. In these cases, the effect of choosing sub-optimal protocol parameters is the
largest. Some settings do not even allow any key material to extracted when sub-
optimal protocol parameters are used. In particular, our parameter settings allow for
higher losses to be tolerated.

The analysis of this work focused on the BB84 QKD protocol. However, similar
analyses can also be applied to other QKD protocols, such as for instance BBM92
or measurement-device independent protocols. The model can also be extended to
incorporate more practical disturbances and noise. Furthermore, the model can be
used in practical settings to optimize QKD protocol parameters to obtain higher key-
rates.

OpenAccess This article is licensed under a Creative Commons Attribution 4.0 International License, which
permits use, sharing, adaptation, distribution and reproduction in any medium or format, as long as you give
appropriate credit to the original author(s) and the source, provide a link to the Creative Commons licence,
and indicate if changes were made. The images or other third party material in this article are included
in the article’s Creative Commons licence, unless indicated otherwise in a credit line to the material. If
material is not included in the article’s Creative Commons licence and your intended use is not permitted
by statutory regulation or exceeds the permitted use, you will need to obtain permission directly from the
copyright holder. To view a copy of this licence, visit http://creativecommons.org/licenses/by/4.0/.

A Notation

See Table 1.

B Linear programs with finite number of variables

The linear programs given in Sect. 4.2 contain an infinite number of variables. To
reduce the number of variables we truncate the infinite sums at M and upper-bound
the number of pulses containing more than M photons,

o0
myx =) nx. (48)
I=M+1

Namely note that,

M Ml' n o0 l/vl' n

14 i 1,X —u; i 1,X

e pﬂj\XZ I pix =€ PuleZ I pix =Mmm.x
=0 " Pl =0 ' Pl

o Hjnx
e M pux Y —’— (49)
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Table 1 Overview of the most important variables

Variable Domain Description

N Z>0 Number of pulses sent by Alice

X {X,Z7} Basis

U {mo, - oy m} Intensities

n Z>0 Number of pulses in which Alice and Bob chose
the same basis and Bob registered an detection

E Z>0 Number of errors

e [0, 1/2] Error rate

w R>o Pulse intensity (mean photon number)

P [0, 1] Probability

l Z>0 Length of the secret key (in bits)

R [0, 1] Secret key rate

K" {0, 11V Raw key

KS {0, 1} Sifted key

K¢ {0, 1}"x Error corrected key

K {0, l}l Secure key

Subscripts are used to condition on events such as basis, intensity or photon number. Superscripts indicate
whether the key is Alice’s (a) or Bob’s (b)

Hence, these inequalities allow us to bound the infinite sum by two finite sums.
Let g)s, x be the probability that a X'-pulse contains more than M photons, i.e.

m 00 Ml‘
amx =Y pujgxe ™ Y l_‘/ (50)
j=0 I=M+1
For
Ay x =quxNx + f (Nx:qmx: €mx) . (51)
it follows, by Chernoff’s bound, that
P(myx > A x) < emx. (52)

for all €37 x > 0. Hence solving the linear programs of Eqgs. (54), (55) and (56), that
contain a finite number of variables, will allow us to compute the length £* of the
secret key,

2
€ :=ng 1 x —nx (h(ex) + 8ec (Pabort, nx)) — 1o ( )
0.1.X ec Mabor 82 €cor(€2€3(€gec — 6))2
(53)
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forsome €1,€2,e3 > 0ande =2¢1+ex+ 63+ €, +ex +eyx +€uz.

niz= min nz,
S.t. V<j<mVOo<I<M
nl,z,sw S ]R,
M
s Kinz
Nu;,z+0u; >e M/pu,-\ZZFE,
Mj nlz
”m,Z"‘au e MIPM/\ZZ [ Pllz M.z
m
Z‘Sﬂj =0,
j=0
0 <n;,z < min (puzNz + f(Nz: pijz: sz), nz) ;
H
8, = /= (€fl ,/2)nz/2.
ET’Z = max E|z
s.t. VO<j<mVO<I<M
El,Zaa;,Lj € Ra
Ml
s W Ep 7z
Ell«j,Z +8M_,‘ >e MJP#_,\ZZ?E,
M] E[Z
Euz+0,; <e M/pu,\zz I iz M,Z»
m
Z‘% =0,
j=0

0 < E; 7z < min (PuzNz + f(Nz, DIZ; €] z) Ez)

b = Sl
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ngx = min ngx +nyx —nyxh(e] , +8(nx,nz, €1)),
s.t. VO<j<mVO<I<M

nl,Xv 8/1,1' € Ry

M 1

Mingx
" J s

Mg x 8, = e puyx 27_

=0 = Prnx

M 1

Wing x
J >

Ny X +8Mj <e ”’lex ZT— + Ay o x,

=0 = Plx
m
Z‘Sﬂj =0,
Jj=0

; . .. C
0 <n;x <min (PllZNX + f(Nx: pix; Gl,x), nx) ,
H
8, = /= (€l /2)nx/2.
(56)

C Asymptotic case

In the asymptotic limit, i.e. when N — oo, the Serfling, Hoeffding and Chernoff terms
vanish and the linear programs simplify significantly. In this section the asymptotic
linear programs are presented. First, the case with a finite amount of decoy states is
presented. Subsequently, we consider the case where the number of decoy intensities
m goes to infinity as well. In this case the linear programs can be omitted entirely.

C.1 Finite number of decoy intensities

Let us first define the yields Y; x and the gains Q,,; x,

npx
Yy =——"—, VIi>0,Xe{X, Z)},
prxNx
ne v (57)
Ouxi=—"—-—, YO<j<mXe(X, Z}
PujixNx
In addition, we define the following variables,
EizY 7z Eiz
i,z =ezY .z = = , VI=0,
niz plzNz (58)
Eu; 20,2 E, .z
y.,zi=€.’zQ Lz = ! = s V0§j§m.
K Hj nj nﬂj’Z puj‘ZNZ
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Substituting the above variables in Egs. (32), (33) and (37) results in the following

linear programs, where ¢} , := ;:}_i
Y{,= min Yz,
st. VO<j<mVI=0
%) I
) w
Qujz=e" ZI_YJYIZ’
1=0
0<Yz<l1
Viz= max yiz
st.  VO<j<mVIl>0
oo l
) w
Yujz =¢ M’Zl—,])/zz,
=0
0<wyz=1
Y(;F,I,X = min poxYo x + pyxYi,x (l — h(eT,Z)) ,

S.t.

VO<j<mVI>0

00 MI
; J

OQujx =e M E l_'YlX’
=0

Solving these linear programs results in a secure key-rate

R* = Y(T,I,X — QOxh(ex).

(59)

(60)

(61)

(62)

In linear program 61, we have used the fact that the sifting probability px can be

taken arbitrarily close to 1.

C.2 Infinite number of decoy intensities

If, in addition, we assume an infinite amount of decoy intensities (i.e. m — 00) then,
for properly chosen intensities, the linear programs can be shown to posses a single
feasible solution. Hence, Alice and Bob can in this case compute the exact yields and

error rates. The resulting key rate can therefore be computed as follows,

R* = poixYo,x + pixYi,x (1 —h(e1,z)) — Qxh(ex).
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The sifting probabilities pox and p1x depend on the intensities, which are chosen

to maximize the key rate.
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