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Abstract—Data with high security requirements is being
processed and stored with increasing frequency in the Cloud. To
guarantee that the data is being dealt in a secure manner we
investigate the applicability of Assurance methodologies. In a
typical Cloud environment the setup of multiple layers and
different stakeholders determines security properties of
individual components that are used to compose Cloud
applications. We present a methodology adapted from Common
Criteria for aggregating information reflecting the security
properties of individual constituent components of Cloud
applications. This aggregated information is used to categorise
overall application security in terms of Assurance Levels and to
provide a continuous assurance level evaluation. It gives the
service owner an overview of the security of his service, without
requiring detailed manual analyses of log files.
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.  INTRODUCTION
An important transformation process in IT systems

currently taking place triggered by the rapid propagation of
Cloud Computing paradigm across distinct domains a
organisations. Hence it is envisaged that ICT services will

future be delivered in a manner similar to utilities such

water, electricity, gas, and telephony. The main motivation for
adopting Cloud technology is to increase efficiency an
minimize IT costs by offering new concepts such as elasticifs
scalability and on-demand resource provisioning. However, in
order to automatically provision resources for elastica@%

adaptive Cloud applications it requires botie applications
and the underlying platform to be constantly monitored

capture information at various system and operational Ievehst
and time intervals. This is particularly manifested in Critic
Infrastructures, which require even more attention when th

systems are hosted on top of Cloud environments.

However, the use of Cloud computing has introduced n
risks that have to be sufficiently understood before o
organisation should consider adopting the Cloud and usif

a

Mauthe, Andreas
Lancaster University

Edgar R. Weippl
SBA Research

a.mauthe@Ilancaster.ac.uk EWeippl@sba-research.org

availability of the physical resources of the VMs. Thus, this
would require the use of different tool sets to collect and
analyse the performance of data from each level in order to
reach the point where the application can be certified

Under these circumstances, we should gather different
types of information at various levels of granularity, from low-
level system metrics (e.g. CPU usage, network traffic, memory
allocation, etc.) to high-level application specific metrics (e.g.
throughput, latency, availability, etc.). These are collected
across multiple system layers (physical, virtualization,
application level) in a Cloud environment at different time
intervals. Hence, the challenge in this case is to define a way to
aggregate these different types of information from different
levels in order to provide an overall assurance, and determine
how changes in individual assurance levels of every
component affects the overall assurance

In this paper, we propose, based on existing work[h0] a

assurance method. We refer to assurance, motivated by

tE%mmon criteria, as the likelihood for a service falling victim
0

) @ cyber-attack. A high assurance level means a low
%obability for this to happen. Security properties, based on
mseasurable metrics, of substituent components contribute to
e overall assurance level and how they are aggregated is
This is based on a
omprehensive concept for assessing security properties across

ultiple layers with different stakeholders for composite based

Subject to dependency policies.

stems. The dependency policies, can be flexibly adopted
cording to various use case requirements to derive evaluation
%‘ every individual component of a service or a system.

The rest of the paper is structured as follows. Section I
lines the related work. Section Ill describes our approach
and introduces the Assurance Assessment Method, the way we

€se. ;
d%e(?me assurance levels, how we abstract the service as a

eneral tree, and the assurance aggregation process. In Section
the evaluation of the approach is provided based on a Use
se Scenario. Finally, section V provides concluding remarks
B1Yd directions for future work.

Cloud services. Moreover, due to the complexity of the

application execution environment, routine tasks such as Il.
monitoring or security analysis becomes quite complex. These raditional approaches for assurance assessment in the
tasks often require close interaction and assessment bet ex PP

: d, such as Cloud Security Alliance (CSA) [12]
different layers of the Cloud stack. For example, cert oud,
distributed applications running withia Cloud cluster on alnformanon Technology Assurance Framework (ITAF) [17]

specific virtual machine(s) (VM) require a general assuran é,theEﬁllgxd 1%omput|ng Inlflorrtr:a.tllton Assyrt:?mcef Framewlsrk
or even have to be certified, for maintaining specific secur m [18], are usually built on existing frameworks

properties. This might also require monitoring the execution ch as ISO/IEC 27000-series (e.g. current work in progress

the application on the VMs, as well as monitoring thI O/IEC 27017 and ISO/IEC 27018 which are focusing on
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RELATED WORK



information security and data protection in Cloud), PClI DSS The assessment of such services when taking into account
Cloud Guideline [13], COBIT [14], NIST [16], or IT Baselinedifferent Cloud layers requires a compact solution, able to
Protection Catalogues [15]. embrace all requirements and produce an effective assessment
We have considered existing approaches, namely tbel. Especially when considering different stakeholders,
Common Criteria framework [6] for assurance of IT systemarious business and security objectivashigh degree of
(as it is the most dominant work in the field) and extendssirvice complexity, business model, and distinct technologies.
[10] since its main focuss on assessing assurance in thdence, we adopt Common Criteria f8]address assurance in
development phase of the life cycle but lacks support in tB8&ud related environments. Although, Common Criteria
subsequent production phase. offers a comprehensive solution for assurance assessment, it
Unlike traditional approaches, the work derived frodacks support for the production phase, especially when
Krotsiani et.al. [11] proposes a novel approach for certifyimgferring to those services that are hosted on top of the Cloud
the security of Cloud services based on incrementathitectures. Taking this and the above-mentioned objectives
certification of security properties for different types of Clouithto account, we use the Common Criteria approach in order to
services (including laaS, PaaS and SaaS services). Hudress assurance assessment of complex services hosted
approach uses operational evidence from the servi€dsud infrastructured-urthermore, the policies of some Cloud
provisioning through continuous monitoring. Although thproviders restrict information crawling across their Cloud stack
model does nodirectly address assurance as an expligior instance software as a service Cloud provider will hesitate
objective, it can be adopted to efficiently assess assuranc& aeveal the information of underlying service being provided,
various levels and time intervals. in order to mitigate potential attack vectors on its
Our approach is related to autonomic monitoring systeingrastructure). Hence it is harder to analyse, indicate or predict
that are based on the SECCRIT architecture model [7] andsecurity issues in such environments. Thus, we distihguis
an evidence-gathering model for assurance assessmeninam categories: a) solutions based on open-source Cloud
critical infrastructures hosted on top of Cloud environments @svironments (i.e. solutions where we are able to freely acquire
introduced in [8]) Moreover, we found the concepts ohecessary information without restrictions); and b) closed
Common Criteria for analysing and assessing applicationGfoud environments with restricted information access (i.e.
preproduction phases. However, we emphasize the importapeblic Cloud providers which provide any additional
of observing systems in their production phase, as well as thieformation via the Service Level Agreements (SLA)
dependencies with other corresponding elements inside[2#][22]). Due to the flexibility of acquiring the information

heterogeneous systems and ability to modify services for provisioning the information,
this paper focuss primarily on open-source Cloud solutions
1. MULTI LAYER ASSURANCEASSESMENTMODEL (e.g. OpenStack [23], CloudStack [24]). This does, however,

The popular National Institute of Standards angot limit our approach to these environments.

Technology (NIST) [3] model depicts the Cloud architecture The assessment and aggregation of different information
through a dynamic tree-layered service-provisioning moduts (i.e. analysis of a particular entity in the Cloud with
(infrastructure, platform and software - as a Service layegspect to a specific set of properties) is derived from the
capable of scaling services across distinct administrative ahcept ofassurance levelssupportd through aggregation
legislative domains However, the common practices fopolicies (i.e. decision making algorithms that cluster the
provisioning and delivering services (as well as the abstractggcurity properties of each class towards the predefined
of those layers and driven technologies) differentiates basedasaurance levels), aligned with the Common Criteria approach
the business objectives of a particuldoud provider. Hence, [6].
the traditional assessment frameworks (e.g. COBIT, IS'&‘) Assurance assesment method
27000 series) are not fully applicable, especially when o o o
addressing security related concerns in Cloud environments (as-onsidering thee objectives and building on the research
discussedn [10]). presented in [10] we propose a comprehensive and flexible

However, in order to build a comprehensive and flexib@prqaCh for perfqrmmg assurance assessment. The -approach
framework that is able to acquire heterogeneous informatiénUsing a well-defined set of security properties, provided by

across the Cloud stack the following objectives have to ¥ CUMULUS project$]. These are additionally aligned with
addressed: the SECCRIT vulnerability catalogue [20] and The Notorious

e cross layer assessment Nine from Cloud Security Alliance [19]..
. Our assessment method emphasises three core assessment
« information acquisition restrictions entities Target of Evaluanon(TqE), Group of Eval_u_atlon
P : C%OE) andComponent of EvaluatiofCoE). These entities are
e assessment, quantification and aggregation : o
) . ) aligned with the Common Criteria assessment framework, and
different information sets : o N
are therefore designed to offer flexibility, determination of the
precise impact of the individual components or group of

* It should be noted that our work is a part of a beoaesearch programme,  components, scalability of assessment across different time
undertaken by the EU F7 project SECCRIT [4]

technology independence




intervals, and the possibility to highlight each individual entitstatement as presented in Figureahbe formulated a$oE =

of the system as an independent point of evaluatidbOE, = {COE, i€ (B, C,D, E,F, G, H, I, J}. The group of
Furthermore, we designed our methasla hierarchical tree objects, formally referred as Group of Evaluation (GoE) and
structure defined with parent-child object relationship. Eaclefined as GoE = {CoEi, £ N}, are a compound sebf
parent can be ira direct relationship with multiple child individual objects that share common properties based on
objects. The parent object that does not have any related chitich the assessment is conducted. Considering Figure 1, GoE
object is referred to adeaf object. Additionally, we also can be formulatedas compound of objects, e.g. GOE
define associationsdependencies, associated component s¢®OE;, i € (F, H, |, J)}. Each individual object to which we
and assurance profilesas supporting assessment elements reffer to as the component of evaluation (CoE) can be also
the ToE. Figure Idillustrates the fundamental elements of oufandled as an independent ToE. Each GoE is composed of (i
Assurance Assessment Method. More specificéllpresents attributes, used for describiragparticular group; (ii) assurance
how a particular service can be abstracted through a sepmwffile, which is the essential element for evaluation; (iii)
hierarchically organized components. We use these abstractissociations, an element used to describe relationships between
elements to build our method and to efficiently assediferent groups in the scope of the evaluated target; and (iv)
assurance according to a predefined set of security propeilite$vidual components.

derived from the CUMULUS project. Component Dependency (CD) is a correlation between two
individual components of the evaluated system (i.e wherg CD

@ {(COE, COR), i, j €N}), that arises when a component is not
self-sufficient and relies upon the presence of another

component, e.g. when referring to FigureCDcc={COEc,
COEg}. Associationis a set of two individual components that

@ @ are in a direct parent-child relationship with a defined

dependency, for which it is validt AS; i € N =13 CD; {

(COE , COB), i, j EN} = COE parent of COE An

individual parent object can be associated with N distinct child
@ e @ @ objects, which we formally refer to #ssociated Component

Set(ACS), for which the following statements are valid: ACS

.= ACS (COR) = {COE, i € N}, v COE = !3 Parent=
COE and# CD; {(COE , COE), i, j € N}.

Last but not least, thassurance profil{AP), an essential
element in our method used to define policy related with
ri roperti h re mapptedthe Assuran I

Figure 1: Hierarchical illustration of services via the genetae mode S:((;u t¥ P Opet.t eIS télt é‘ € GapE Tthe ssura .fe casset§
structure. The service or application is defined @arget of Evaluation (Tol ( ) ) of a particu "_"r OE or GOoE. ese security PrOPe_r 1es
depicted with the individual Components of Evaluat{@E), whereby ear Will at the end define the level of assurance for an individual
individual CoE can be associated with N distinct CoHermed as Associatt  component, group or even a whole system. We emphasize two
Component Set (ACS). The correlation between twaviddal CoEs i tynes of Assurance profiles setup: Uniform Assurance Profile
referred to as a Component Dependency, which isrmalocompound ¢ AP hich is al th dl f el luated
Association. Moreover, CoEs are grouped in order tobksiteassurance ( ] v), which is always the same regardless of class, _eva uate
components with respect to specifc security classes, tmesms are the Object, group or target; and Custom Assurance Profilg)(AP
formally defined as Groups of Evaluation (GoE). which can be customised depending on the object of appliance

The initial step of the assessment method defines dAdTable 1 we illustrated thé&Py for a.particular assurance
details the ToE. This can be either an asset of the Cldu@ss. Furthermore, we can also assign a custom Assurance
referred to as service (e.g. a specific service operation, a sdtféfile to a particular CoE, GoE or ToE.
service operations, data_managed by the _ser_v|ce) or an asSeissurance Levels
that is required or contributes to the realization of a Cloud
service (e.g., a virtual machine).

Moreover, each ToE contaimasset of attributes such as: (i)
security objectives, which are mapped towards the related

of security claims and are formally referred to Security & . . L
PropertiegSP); (ii) attributes that define the type of assuran gterla) Morgovgr, the SP.S derllve the AL per |nd|v!dual AC
also taking into consideration the dependencies of the

(e.g. information or system assurance) according to luated obiect t target of evaluati
assurance model presented in [1{@]) a short description of svauatec objec, €., Componer, group or target of everuation

the ToE; and (iv) the assessment interval. The secuwlrt%u‘:h are present. However, eab@ may contairk of SP &

Assurance level¢AL) outline the scale of measurement

for evaluating predefined ToE, GoE or CoE. Every individual

%85 or GoE contributes directly to the assurance level of the
ok by meeting a set of SPs (i&.certain set of security

objectives are the statements of intent to counter the identi ber of SPs) as shown in equations (5) and (6). Due to the

threats by IT measures. Each ToE can be formally defised Inary decision making concept applied in our apphahere
ToE = T = {COE, i € N} [ {GOE. i € N}. This generalized S b % combinations of distinct SP states whefee N, and
- i y .

N is the cardinality of AL, in terms of security properties (AL=



{1, 2, 3,4 ... N}). Thus, each individual combinations of SPs For each individual AC thais associated with a set of
{SP,, SP,, SR, SR, ... SPy\}, associated with a particular AC,SPVs particular SP (part of SPV) may vary. Nevertheless,
are formally referred to as Security Property Vector (SP¥yery individualAC, regardless of the SPs, always has to have
(equations (3(4, (5, (6). Security Property Vector defines thehe same cardinality k (equation (5)h order to efficiently
current state of an object by identifying particular set afygregate the assurance across the variety of architectural
security properties. Each SPV, is associated with a particutrers, ACs first has to fulfil the equations (5) and (6), stating
assurance class, whereby each class can comprise multh@é regardless of the AC, none of the SPs can be associated
SPVs. Thus, in order to scalb fates over N assurance levelsyith more than one AC (equation (7)).
we encode ranges in hexadecimal vectors that cluster a Although, we abstracALs over N levels, for the purpose
potential set of states that correspond to a particular, &PV of our empirical evaluation we will conduct the assessment
shownin Table 1 Hence, each individual AL is assigned wittover 7 ALs therefore having minimum 3 SP per AC to be able
multiple SPVs, which are formally referred as Vector Set (VS map all assurance levels with SPVs. Depending on the
(equation (2). property set that a particular entity (i.e. class component, group
Table 1 presentan example of Assurance profile fa@ or even a whole target of evaluation) is assigned with and due
particular Assurance class. More specifically, it illustrates a setthe dynamic behaviour of the Cloud the AL will also be
of relevant SPs clustered per individual A2presented with dynamic and varyHence, it is crucial to efficiently assess the
a hexadecimal vector. The left hand side of the table showsaksurance ira continuous manner without impacting on the
SPVs, sorted by relevance, and all potential combinations foparformance of the evaluated service or collocated services
particular security vector SPV = [gF5R, SB, SR]. The right :
hand side shows a binary vector for;,AL€ {1, 2, 3... 7}), C. Assuranc-e Aggregation
which associates particular set of SV vectors. At the bottom of AS mentioned above, we propose a concept for the

the table the Hexadecimal representation of each partic@dgfurance aggregation through a recursive process, which
binary AL vector is illustrated. aggregates the individual assurance levels of the underlying
Table 1 Assurance level association for a particulanrasse class. Setf o associated objects (i.e. it calculates the overall assurance of the
relevant SPVs clustered per individual A@presented with a hexadecimalcomponents that are associated with the root component). The
vector. The Ie_ft hand side of the tgble_ shows the SEM:Bed per relevance, overall assurance can be derived by applying the method
and all potential appearance combinations for aquaati vector SPV = [SP depicted in Fi 1. Furth b ducti th d
SR, SR, SR]. The right hand side shows a binary vector for,Ale {1, ... G€PICt€d In Figure 1. Further, Dy conducting the propose
7}, which associates particular set of SV vectors. At thetwof the table the algorithm described in Figu#ewe can then derive the overall
Hexadecimal representation of each particular bindryéctor is illustrated.  assurance. Therefore by referring to Figure 1, we state the

CoE, as the ToE. Since, the Cphks associated with two

Pmpsil;fc&m T v additional components, Cgkand Cok, which represent the
(SPV) associated components set (AESof the Cok and are
SOP4SOPaSOPzSOPl A_L Aé—1 Aé—z Aéa Aé—A A(')-s A(')—e Aé—v additionally connected with other components. The overall

oTololtlAa Tt T o oo ol oo assurance in this case has to be recursively aggregated from the
olo[1|oJAL| 0] 2 0] 0o o] oo
ofof1J1JAL,J o] 1] oo [ o]of]o ACS,. = (0)/ACx (SPV), ACx € CoEy,i € {1...N} (8)
N P O T ACSy (i) - DALys(i) (©)
chfifolautotot ot Telols (10
1{o]ool Al 0o 0o oo 2 0o (DALys(i) A ALys(i)) = AL(ACx)=i, ACx € CoBy  (11)
1 8 (1) é ﬁts g 8 g 8 (1) 2 8 13 ALi E YMin(CALj) i€ {1...7},j€ {1...N} (12)
o1l ALZ ol ol ol ol ol 1 o leafs of the tree (i.e. by aggregating all ACS (ACSCSc and
1]t]olofA, J o[ o[ oo [ o001 ACS;). Therefore we will use tree traversal post order method
B R ﬁt; e to iteratively walk through the tree. For the first use case, we
ili]ililAa Lol o] o] o ol o 1 just refer to the concept of the tree traversal post order method
Hexadecimal AL vector | 0002| 000C| 0030] 00C0| 0300] 0C00| 7000 as a tool for our concepthis method is slightly exterd by
integrating our Assurance Level Calculation Procedure
(ALCP) from Figure 3 using recursively aggregate assurance.
VALk € ACx: 13 VS, (1) The assurance level of the referenced ACS ACES:
VS = {SPV;, SP\ ... SPVy}, (2 and ACS, respectively), by applying the ALCP aligned with
SPM=[ SR, SR, SR, SR], SR= {0,1} ©) the equation (8)The procedure sequentially conducts bitwise
VVS€ ALk : 3 SPM,i€eN 4 conjunction of individual SPs for each CoE across each ACS.
vV SPM € ACx: [SPV| =k (5) Depending on the result of conjunction (1 or 0) it is decided if
ACx= {SPV1, SP\;, SP\4, ... SPV} (6) all SPVs are discarded with the bit that matches the result of

Pl (7) the conjunction. For example, by discarding certain SPVs we
ﬂACz =0 are indirectly discarding those ALs that are not fulfilling the
i=1



Figure 2 Evaluation use cases derived with respect to the SECZRIdase studies. The subfigure (a) illustrates the bmasitel of a general tree where

depth of the tree is one and the degree is N. This isital model where the algorithm introduced in Urig 3calculates iteratively the conjunction of SR

to determine the overall assurance of the leaves of fACSoE;, i € {B,C,D...N} and aggregates towards root according the policies defined in Table 2 anc
equations (8(9, (10, (11, (12). Although this is straight forward, in subfigure (b), the same process is aligned with the post-order traversal method

which at the end aggregates the Assurance towards the root COE,.

current set of SPs for particular ACS. The next step is to m@&hildren). Each node of the tree is defirmdtwo properties:

the suitableACS,., according to the Table 2, towards th®epth and Degree. Depth of the node is the distance of the
appropriateDAL ys. The DALysis not only used for mapping node from the root node, and Degree of the node is the number
the calculatedACS,, but also to customize the underlyingf successors for a particular node. Moreover, each general tree
security properties of a particular AL. Finally, we calculate tlwan be partitioned in n > 0 disjoint subsets Ty, T, ... Ti.1,

AL of the root CoE for a particular ACS, equation (9where each is a tree whose roogsR, R, ... R,.1 are children
depending on the SPs that the CoE corresponds to the Alofothe tree G. The subset 0 <i > n) is a subset of the trees
the ACS whereby the equatior)f and have to be fulfilled of T.

However, in casef multiple ACs per CoE we have to consider Although we intent to depict our services through a general
equation {2) where we consider the AL of individual ACs tdased tree model, they can be also depicted via the binary tree
determine consolidated ALs for a CoE. model, since the general tree model is easily transforméd to
Table 2 Assurance Level per distinct Assurance classes depictéd wpinary tree. For demonstrational purpose of our algorithm
Hexadecimal vectors. We define minimal assurance level ramgants (0 re 3) we will use the general tree model. Since the model
(DALys) of the objects that are in direct relationshiphvitie parent object. It . . .

also defines the assurance level requirements per dévile parent object Can be easily transformed, our implementation can be adopted
itself, ALys. Additionally we define the minimum requirement for eaC in  t0 apply the algorithm on binary trees as well. However, we

terms of AL, i.e. we define at which assurance lewelividual AC has to will not address the assessment of binary trees as it exceeds the
satisfy to define the overall assurance of the objectalse when we have scope of this work

multiple AC to consider in order to derive the overAL we use the

Consolidated Assurance Level (CAL). Y, EVALUATION
mssurancerever) || Il [ 00 [ IV | V. | VI |Vl | N The introduced approach is evaluated and explained in
Alys | 0002 | 0008 | 0010 | 0080 | 0C00 | 7000 | 8000 | 8000 more details using two scenarios. As first step, the cyber-risks
AC; |DALys | 0002 | 0004 | 0030 | 00CO | 0DOO | 3000 | COOO | 8000 that exist in the use case scenario have to be understood

CAL = AL, | AL, | ALz | ALs | AL | ALy | Aly
ALys | 0002 | 0008 | 0020 | 0040 | 0300 | 1800 | 4000 | 8000

alongside the security properties that need to be assessed and

AC, |DALy | 0004 | 0018 | 0020 | 00co | 0300 | 100 | 6000 | 8000 certified. o _
cAL | - | AL [ AL [ AL | AL [ AL | AL [ AL Perceptions of risk in the context of Cloud computing have
Alys | 0002 | 000C | 0010 | 00CO | 0200 | OCOO | 4000 | 8000 to be well understood since they will inevitably influence
AC; DALy | 0006 | 0004 | 0030 | 01CO0 | 0200 | 1C00 | 6000 | 8000 decisions about the adoption of Clouds or the security controls
CAL | AL, AL, Al Al, Als Als Alg ALy h ill b lied to th T . tant fact that t
ALs | 0006 | 000C | 0030 | 00CO | 0D0O | 1C00 | 7000 | 8000 that will be applied to them. Two Important factors that mus
ACy [DALys [ 0006 | 00oc | 0030 [ 0aco | opoo | 1coo | 7000 | 8000 be taken into consideration fabetter understanding of cyber-
CAL | AL | AL | Als | ALy | Als | Als | ALy | Aly security risks are: (i) the threats and their likelihood to occur;

and (ii) the vulnerabilities and an indication of their severity. A

key challenge when understanding the risks associated with

A general tree G is a finite compound set of nodes such tb‘?gud computing is to determine those that are specific to the
there is only one designated node R, referred as root of the {[&€ ot Clouds

G, where each individual node has only one ancestor (Parent)
node, with exception of the root, and multiple successors

D. General Tree Model



Therefore, in order to comprehend the Cloud-specific risapplication of our algorithnin a more complex general tree
of our scenario we use the Cloud vulnerability catalogue tivbich would illustrate the service more realistically.
SECCRIT project [4] has developed, in which we then mappgd . . -
the Notorious Nine Top threats from CSA [1]. Further, with’ Security Properties, Vulngrabll|t|e§ and T.hrean
the help of the CUMULUS project’s security property The SECCRIT case studies consider mainly risks related to
catalogue [2], we map these vulnerabilities to possible secufftg authorisation of users, data storage and data leakage. In
properties for their assessment. The basis of this cataloguEiggire 4 we present the architecture of the system with
the identification of a number of categories that enable usc@mponents in different levels, as well as their dependencies.
focus directly on Cloud-related issues. The core of thed@reover, some relevant security properties are magped
categories is based on the NIST essential Cloud compul‘iﬁ@h component that needs to be certified in order to assure the

characteristics [3] whole service.
ARCHITECTURE
begin procedure: ABSTRACTION LEVEL
for i=k .. i=1 do o B
if (V CoEc (SPV[I]) 3! ALM, M € {1, 2,...,7}) { Level Dependencies
AL = M,‘ Cryptographic

Application Level

module

end procedure
protection level

}

else if ([[iZ} CoE;(SPV[i]) ==0) { Dt Leakage
discard V SPV where SPV[i] =1; Mk e Detection /
continue; el Prevention

¥
= . st

else ([I CoE (SPVI) == 1)
discard V SPV where SPV[i] =0; Level
continue; Ho0R I ccte Data Alteration

} Detection /

Prevention

end procedure

User
Authentication
and Identity
assurance level

Figure 3 Assurance level calculation procedyAd_CP) for associated objects it el

used in equatioff8). The procedure does the bitwise conjunction ofrtiost

significant bit and based on the result decides whethdiscard the SPV that

have O or 1 assigned to a particular bit that is beimalysed. Furthermore,

during each iteration, the procedure checks if émeaining vectors that define Figure 4 Identified set of Security Properties across various tire layers
a particular component ar subset of one of the vector sets associated t0p the Cloud environment, mapped towards the SECCRIhevability

particular AL, as shown in Table 1, for a particular AC catalogue and CUMULUS property catalogue. Due te fact that both
catalogues enumerate large number of properties we ithmgyrated most
A Use Caseses representative ones for time being and will provideeriwtailed catalogue in

The aim of the evaluation is to illustrate a real worledr further work.

scenario via the abstractio_n of a gener_al tr(_ee model. i¥his  T4ple 3presents a number of security properties that are
used to assure the public safety aftical infrastructure rejevant for the case study, their security property category, as
services and assessthe assurance according t0 a set Qfg| a5 the vulnerabilities and threats that are related to each of
security classes/propertied/e refer in particular to the caseyem Moreover, the dependencies between these properties are
studies from the SECCRIT project [4] in order to abstract oyl provided according to Figure From this list we have
approach and make a proof of concept assessment algorithmg|ected four properties, e.g. SP_7, SP_4, SP_6 and SP_1 to
To demonstrate our algorithm we abstract a service via f}gceed to the evaluation of our approach, as a starting point of

use case scenarios explained belowloreover, We o, on-going research on multi-layer assurance dependencies
implemented our assurance algorithm in Java so we ?ﬁﬂicies.
of a

randomly define properties of evaluation such as depth
tree, degree of a node, security property vector bit lengéh. Scenario based assessment
Furthermore, our implementation method is founded on post- To demonstrate the approach we distinguish two specific
order tree traversal model in order to efficiently evaluate thge casesthe fundamental general tree model (illustrated in
assurance of servidgy traversing the tree to aggregate securitfigure 2- a) and the advanced tree model (illustrated in Figure
in respect to assurance policies 2- b). Both models illustrate a service through a general tree
For the first use case scenario, the Deptf) @the tree T model, where each individual node represents a standalone
is 1, meaning that we have only a root watket of children, entity of the particular service that is being evaluated.
Degree (B) will be N, generated randomly, as shown ifurthermore, we use our set of identified security properties to
(Figure 2 (a)). In the second use case both degree and depthonstrate our approach by distinguishing the four most
properties are predefined, e.g;=3 and D=3 (Figure 2(b)). relevant properties SP_7, SP_4, SP_6 and SP_1 assigning them
Within the second use case we want to demonstrate #eSR, SR, SP. and SR respectively. We implemented a



random bit vector generator that generates four bit séfiable 1we discard all potential combination that fulfil SP

regardless of the use case, and associates them with indivi@uaper eight combination 8-15) and reduce to 3-bit vector set

SPV for a particular object. for further evaluation. Our next sequential step, applies the
For the evaluation of our first use case scenario wame process on $SResulting also to 0, which also lead to the

illustrate a general tree model for each GAEe {B, C, same outcome, but reducing iiito 2-bit vector. The next

D...N} generated SPV [SP4, SP;, SR, SR], as shown in Table iteration for theSP; resulted to 1 that maps the remaining bit

4 (a). We use the traversal post order method to recursivedgtor sets towards the assurance level two, therefore making

assess the use case scenarios. the last bit irrelevant for the assurance since both potential
) ) tcom nd 1) would | towar rance level two.
Table 3 Security Properties, Vulnerabilities & Threats outco ei (Ofa |d ) ould eac?. owards bellssu ance e € h
. Security Category Vilnerability Threats Depen Hence,.t e fina _vector, according to Table 1, associates the
Property dendies | underlying Associated component set (ACS) of the root node
Loss of human- Data Breaches . . . R .
operated conlrol point | Data Loss with AL=2 is SPV = [001X]. This process is derived for each
to verify security an are echnolof . . - . . .
User rivacy settings Vunerabilties AC until we derive the final SPVi for each ACi. The final
Authenticati y ) - H . . . .
o | mamieny | | aencaionsaeuy | Taeraos | eve | 200TEQANON towards the oot Is defined with equation (8),
assurance e.g., weak Insecure Interfaces which leverages the policies of Table 2 to decide whether both
level authentication and APIs - . e .
mechanisms, onthe | Malicious Insiders conditions of the DAl and Alyg are satisfied to determine
Cloud tmanagement the root assurance level (the equationg10 and @1 have to
Data deleti Data Dit | Dat: Data B h 1 3 i i 1 -
sp 2 q?l;ityel(gvleoln ola mposa vulnieirzgi(leifiz\sre},.g., Accguant(r)?isce:/isce be fu””led")' In thS pa_rtICUIar Case thls IS CQ@‘L)_Z
- unauthorised access o Traffic Hijacking However, in casef multiple ACs it has to be also chetk
dalta in memory or on Insecure Interfaces None - . .o .
Storage Burabiliy dskfomprevous ' | and APls weather for each AC the minimum CAL is satisfied to fulfil a
users alicious Insiaers . . . .
sp_a| Freshness Insufficient Due particular AL, as stated in Table 2 and defined by equation
Diligence
Data Integrity Poor/ no integrity Data Breaches (12) .
Iterati hecks of the billi I Interf SP_1, o .
SP_4 p?eve;t_:gﬂl ¢ E(i:nfso:)mats)nl " nse(;ﬂ;AT?Iesr oo SP_2, Table 4: Randomly generated SPV per individual GmEdEmonstrating our
detection Insufficient Due SP_3 algorithm Figure 3, via the use cases from Figure 2 thble (a) is referring
Diligence ) . .
Storage Durabity Poor no backup & Data Breaches to the first use case scenario, Figure 2 (a), and (epkefers to the second use
Retrievability restore strategy is in Insecure Interfaces case scenario Figure 2 (b).
place to prevent the losg and APIs
SP_5 of billing information, Insufficient Due sP_4
stomtatare | e @ (b)
Data leakage | Data Leakage | Poor/ no encryption of Data Breaches
detection / the VM data through a Malicious Insiders
SP_6 |  prevention wide-area migration Shared Technology| SP_5 —_
process Vulnerabilities —_
Unmonitored and Insufficient Due CoE,|O0|1]1]1 COEA oj1)1]o0
ted network Dili
truanff?:Cbrgti\J/vZeﬁ(\e/vMV:ris Shareldlgl'ee'l_?j%ology COEB O 1 1 0 COEB i 0 0 0
possble o9, for s | Vuerabites CoEc[0[0[1]0 CoEl1]0l1]0
gp 7| ¢module Key through virtual network | Malicious Insiders None C olol1]1 COED 1(0/1]1
- protection Management : OED
Unencrypted_ ph_ysu:al COEE 0 1 0 1
level storage, which is the COEN 1/(0({1]|0
underlying for allocated COE,: 0 1 1 0
virtual storage of the
VMs CoE;|1|0]0]1
Poor/ no implemented Insufficient Due CoEH ol1]110o0
QoS (Quality of Diligence
Service) services, e.g.,| Shared Technology COE 1 0 0 0
tg fnudav\rl?:jr:the(ree;z?rr;cg;r Vulnerabilities C o EJ 1 0 0 0
the Cloud
Oenly ‘;I;e lIJSSI‘:E'r COEK 1 0 1 1
connection is COE_ O(1]0(0
sP_8 Ezrﬁnr;‘:‘ge of | Availability Cogggzrtﬁ)dnf"' SP_6 CoBy| o111
Poor/ no failoverv Denial of Service COEN 0 1 0 1
mechanism, e.g., in
case of losing one out .
°f&7§s!f§fe‘é”u"n2?n?"s To evaluate the second use case, i.e. the advanced tree
power connection leady model (see Figure 2- b), we generate for each;JGHA, B,
1 . .
° (osing power C, D...N} SPVi Table 4(b). Due to the fact that the first use

case tree is a subset of the tree in the second use case, we can

Due to the simplicity of the first use case scenario the traverapply the whole process conducted in the first use case
post order method only determines the sequence of #oenario iteratively, until we aggregate the assurance towards
evaluated objects, which is {B, C, D ... N} since we have a the root. Therefore, in order to avoid redundancy we will just
one-level deep tree. Consolidating this with our procedurefer to the process explained in the first use case and extend it
algorithm from Figure 3we conduct bitwise conjunction. Inaccordingly. The traversal post order method in the second use
particular we start by conducting the procedure illustrated dase, Figure b has the following sequence {D, F, L, M, N, G,
equation (8) and implemented in our algorithm in Figuen3 B, H, C, |, J, K, D, A}. Therefore we marked 5 steps in Figure
the SR. The result of thiss 0. This indicates that according t@®2 b that illustrate this procedure. The first step will aggregate



(4]
(5]

the assurance for AGS= (COE, i € {L, M, N}) with the
ALCP procedure which results in Cg&L) = [010X]. Then
as second step, when the Assurance level of;Gws been
reached we aggregate the assurance ofgAC&OE, i € {E, (6]
F, G}), e.g. Colg(AL) = [0110]. The third step determines the
assurance level of CeHlirectly according to one child node
CoE,;, CoBEy(AL)=[0110]. The fourth step aggregates thér]
assurance level of AGS= (COE, i € {l, J, K},
CoE5(AL)=[100]. Finally the last step of the assessment
process is to aggregate the assurance level of TORACS, =
(COE, i € {B, C, D}), where Colg(AL)=[0110], by fulfilling [g]
the equations (910 and (1 leads to the overall assurance of
AL=4. However, just as in the first use case scenario, if dealt
with multiple assurance class we have to use equati®mo( (9]
derive the final consolidated AL for a particular CoE.

V.

In this paper we present an assurance methodology {6t
Cloud security properties. This will support Cloud users in
simplifying the assessment on whether a specific security level
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Technology and Secured Transactions (ICITST-2013)3201

A. Hudic, T. Hecht, M. Tauber, A. Mauthe and S. Bcéres, "Towards
Continuous Cloud Service Assurance for Critical Infrature IT", The
2nd International Conference on Future Interneffloings and Cloud
(FiCloud-2014), 2014

(i.e. assurance level) of a service can be maintained despite M. Krotsiani, G. Spanoudakis, and K. Mahbub, “Incremental certification

churn in the substitute components. The method supports
multi-tenant environments and multi-layer environments. The
scheme has been applied to two scenarios. This theor, %}:
evaluation method shows efficient application of the propose

of cloud services,” in SECURWARE 2013, The Seventh International
Conference on Emerging Security Information, Systems and
Technologies, 2013, p. 7280.

Cloud Security Alliance, Cloud Controls Matrix, Alatle from:
https://cloudsecurityalliance.org/research/ccm/

assurance assessment method over the use case WhergsWeayment Card Industry Data Security Standard (PSS)DCloud

demonstrate how services can be assessed according to a set afomputing

security properties with defined set of policies.

Based on this work the next steps will provide a complﬁ'gﬁz1
assurance class and security property catalogue a
comprehensively covers the different aspects of Cloud
environments. Furthermore, we are planning to use real-wqtlsi
applications from the SECCRIT and CUMULUS projects and
benchmark them using the introduced scheme. As far as [t
model itself is concerned we will also further investigate the

use of a binary tree model instead of the currently used genﬁtﬁl

tree model, since we can easily transfargeneral tree to a
binary tree model in order to empirically evaluate thgg
performance of our algorithm.
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