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Abstract A Smart grid is a modern electricity delivery system. It is an integration of energy systems and other
necessary elements including traditional upgrades and new grid technologies with renewable generation and
increased consumer storage. It uses information and communication technology (ICT) to operate, monitor and
control data between the generation source and the end user. Smart grids have duplex power flow and
communication to achieve high efficiency, reliability, environmental, economics, security and safety standards.
However, along with unique facilities, smart grids face security challenges such as access control, connectivity, fault
tolerance, privacy, and other security issues. Cyber-attacks, in the recent past, on critical infrastructure including
smart grids have highlighted security as a major requirement for smart grids. Therefore, cryptography and key
management are necessary for smart grids to become secure and realizable. Key management schemes are processes
of key organizational frameworks, distribution, generation, refresh and key storage policies. Currently, several
secure schemes, related to key management for smart grid have been proposed to achieve end-to-end secure
communication. This paper presents a comprehensive survey and discussion on the current state of the key
management of smart grids.
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Typical smart grid components tend to include smart
electronic hardware, which controls and manages the
distribution and transmission  grids. Automation
applications, such as distribution  management
applications and energy management applications to
provide real-time control over transmission and
distribution, also comprise a significant part of the grid
mechanisms [1]. Each component delivers information
about their operations and tasks, which is forwarded to
centralized systems for automation. This data is used to

1. Introduction

The smart grid is an electricity system with bi-
directional power flows and communications between the
utility provider and end user. Processes are automated and
use sensors to communicate and monitor. Intelligent
computational devices provide security, efficiency and
reliability in the electricity system grid. Smart grids are

able to deal with a large number of customers, enabling a
timely, secure and adaptable information flow, which is
needed to provide power to the evolving digital economy.

One of the main advantages of the smart grid is a model
system of monitors which fosters communication between
the power utility and the end user. This communication
life-cycle involves; sending generated electricity to the
distribution centre/power storage where it can be
dispersed depending on need. During the power transfer
from distribution to user, the utility company has the
ability to monitor the process using sensors. The
information recorded can include current electricity
residence and the amount of potential energy being sent.
Using this information, utility companies manage the
zones of high use, detect power failure, control and store
unneeded power and provide a suitable service. The data
collected during peak times can be used to ensure high
demand is adequately met and provided for [1].

improve the reliability and efficiency of the system.

In 2009, US President, Barack Obama, announced an
investment grant program totalling $3.4 billion for the
development of smart grid networks in the USA [2]. As
present grids need improvement, due to age and growing
demand, there are many factors that encourage world
governments to invest more in smart grids. Further more,
traditional electricity suffers from many issues, such as
limited control, down falls and black outs, manual
monitoring and one-way communication [3]. The
following are the expected benefits for utilities, consumers
and society offered by the introduction of smart grids:

o Reliability—Smart grids are more reliable than the

traditional grid infrastructure [4].

e Business economics—The introduction of future
smart grids is expected to improve the economics for
both utility companies and end users. For utility
companies there will be opportunities for new energy
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sources. Particularly, theft of service is reduced from
efficient management of billing [5].

o Efficiency—BY upgrading the traditional power grid,
several new features are added to the power grid
system to improve its efficiency. For example,
improved efficiency in the smart grid is reductions in
peak load and transmission congestion costs. Smart
grids are able to intelligently integrate all the users to
improve operator control and decrease the cost of
generation [6].

e Safety—Decreasing accidents and providing a fault-
tolerant system prevents voltage spikes caused by
grid-related events [7].

Despite its numerous advantages, there are many
security challenges and issues with smart grids. Access
control, identity management, connectivity, privacy, cyber
malicious attacks and other issues are challenges, which
the smart grid must contend with. Recent cyber-attacks,
such as Stuxnet, on critical infrastructures have
highlighted security as a major requirement for smart grids
[8]. Cryptographic issues, such as data encryption and key
management, are important security considerations which
must be addressed to guarantee safe and secure grid
operations.

Key management is a process of controlling access to
and validating keys in cryptographic systems. This
involves key generation, keys distribution, key storage and
key updates. Key management is one of the most
important  security requirements to achieve data
confidentiality and integrity in smart grids. However,
smart grids consist of multiple components and
applications, which imply key management schemes are a
challenge to implement. In addition, there are a
significantly large number of components, such as power
generators, smart applications, system integrators etc. with
different security levels and security requirements.

Many key management solutions have been proposed to
fulfil the security requirements of smart grids. This survey
presented in this paper summarizes the current state of the
art on the key management for smart grids. The
advantages and limitations of each solution are
highlighted. The aim of this paper is to assist researchers,
and provide and introductory background knowledge and
understanding of key management for smart grids. The
rest of this paper is as follows. Section 2 presents the
background research into Smart Grids. Section 3 presents
the existing literature in Smart Grid Networks and the
security challenges on such networks. Section 4 presents
an overview of cryptographic key management and
literature that propose security schemes for Smart Grid
Networks. Section 5 dwells in detail on Key Management
for the AMI in the Smart Grid. Section 6 presents the
privacy issues in the Smart Grid and Section 7 concludes
the survey.

2. Smart Grid Background Research

Existing traditional power grids provide a consistent
one-way power distribution to end-users. However, they
face issues that need to be addressed in the future. The two
main problems include slow reaction time and lack of real
time monitoring. Broader issues which need to be
addressed include, depletion of primary energy resources,

climate change, reliability issues, diversification of energy
generation and unintelligent systems, to name a few [9].

Smart grids are intelligent, with the capability to control
and monitoring different devices and grid components for
the provision of optimal energy generation and usage [9].
In this section, we describe the architecture for
Supervisory Control and Data Acquisition (SCADA) and
explain how control systems play a key role in the
development of the smart grid.

2.1. SCADA system

SCADA is just one example of a control system, which
plays an important role in the smart grid. SCADA is
distributed system wused to control and monitor
geographically dispersed resources spread over a huge
area of several square miles. Centralized data acquisition
and controls are critical to the system’s operation.
Typically, SCADA systems are used in distribution
systems such as gas pipelines, water, oil and electrical
grids [10]. The technology used in SCADA systems helps
smart grids to reduce operational and maintenance costs,
and ensure the reliability of power supply. Hence, without
a secure SCADA system, it is impossible to deploy a
smart grid system [11].

Following are the major components of a SCADA
system:

e Human Operator—Every SCADA system s

controlled and monitored by a human operator [12].

e Human Machine Interface (HMI)—the operator
controls the system by analysing various types of
inputs such as graphs, charts and schematics.
Therefore, the HMI allows the operator to view the
status of the process. There are many technologies
such as web browsers [12] that can support HMI.

e Master Terminal Unit (MTU)—The MTU works as a
master in the master/slave architecture. It manages
the high-level operation of the process. This unit
provides responses based on the data collected from
another site to the operator via the HMI. The remote
site  then receives a control signal which is
transmitted by the MTU [13]. In other words, the
MTU sends control commands and collects updates
from sensors in field devices to allow for high-level
control.

e Communications system—The MTU and remote site
communicate by means of wired or wireless systems,
e.g., the Internet or satellites. They can use different
network protocols, such as TCP/IP or field bus
protocols [12].

e Remote terminal unit (RTU)—RTUs work like a
slave in the master/slave architecture. Signals are
sent to the device under control, and data are
obtained from these devices and then transmitted to
the MTU. RTU is also referred as a programmable
logic controller (PLC) and the communication in the
RTU is two-way [14]. The RTU can also be
described as a microprocessor that controls sensors
and actuators that interact with the real world.
However, there are some limitations in RTUs such as
memory and processing power, where the standard
protocols are 16-bit microspores and 8 KB of RAM
[12].
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Figure 1 displays a high-level view of a SCADA
system with its components.
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Figure 1. Components of a SCADA System

The data transported in the SCADA system can be
sensitive; therefore, it must be protected from
unauthorized access. Consequently, SCADA systems are
paramount to the national security of the country because
these systems control and manage the power, water, oil,
gas, chemical, electric, telecommunications and a number
of other foundations. Unauthorized access to these
SCADA systems by malicious users may result in the
retrieval of sensitive data and result in these systems
becoming inoperable or exposed. Maintaining and
securing the data in the SCADA systems are crucial to
avoid any disruption to the normal lives of the people in
the country. Investing in the security of the SCADA
system will prevent future financial losses due to the
system being hacked or broken as a result of security
weaknesses [15].

House

2.2. Smart and Smart

Appliances

The implementation of the smart grid brings with it the
integration of smart house appliances for enhanced energy
monitoring. Smart house appliances (smart and legacy) are
expected to be able to communicate with smart meters via
a home area network (HAN), which will assist in efficient
energy intake and control to all home devices. One key
appliance is the smart meter, which consists of a
microcontroller that has memory, digital ports, timers,
real-time and serial communication facilities [16]. A smart
meter is an electricity meter that reads and records a user’s
power consumption and enables data collection for the
remote monitoring interface known as an advanced
metering infrastructure (AMI). Each device is able to
record the power intake and transmit it to the utility server,
connect or detach a customer source of energy and send
out alarms in case of an error. Power utilities
communicate with smart meters to control energy intake
[17].

The AMI is a system, which gathers data, measures and
analyses electricity using smart meters and service
providers to offer two-way communication [18]. An AMI
system involves different technologies and applications
including smart meters, user gateways, home area network,
wide-area communications infrastructure, and meter data
management systems (MDMSs), Each are integrated to
perform as one system [19]. The approach is used to
collect, store, analyse, and measure electric usage data. In

Meters

effect, a gateway between the consumer and electric
supply is provided [20].

2.3. An Overview of Smart Grid Architecture

In this sub-section, smart grid architecture is introduced.
A discussion is put forward on the functionalities of each
layer and related communication technologies are
highlighted.

In the smart grid architecture, there are four layers. This
includes: a power system layer; a power control layer; a
communication layer and an application layer. Figure 2
shows an overview of smart grid architecture.
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Figure 2. An overview of the smart grid architecture

The power system layer involves electricity generation,
distribution and customer premise. The power control
layer is comprised of sensors, control systems (such as
SCADA) and the power control system. The
communication layer consists of WAN, NAN (field area
network), HAN/BAN. Finally, the application layer
includes power transmission, customer application, and
real-time pricing.

The application layer can generally be categorized into
customer-side applications and grid-side applications. It
provides smart grid applications for customers (such as
information of energy usage or real-time pricing, critical
peak pricing, automated controls for appliances and smart
devices) and for utility provider (such as substation
monitoring, fault detection, integrated volt-VAR control
[80D).

The communication layer provides a network for the
transport of data and information in a two-way, efficient,
reliable and secure manner between the power systems
and the data centre. As part of the communication layer,
the HAN is initially a multi-supplier environment
composed of smart appliances that need to be set-up
together continuously using suitable standards such as
ZigBee and HomePlug NANs are employed for covering
large geographical areas and distributed field devices.
Typically, NANs use Wi-MAX  (Worldwide
Interoperability for Microwave Access) or 3G/AG based
for wide range communication. Table 1 presents a
comparison of different communication protocols and
standards.

The WAN performs as the core network. It consists of
the backbone network and the backhaul network. In the
WAN, the backbone network connects the utility
backbone and substation to provide high capacity
communication with minimal latency and commonly uses
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optical fibres. To provide broadband connectivity to the
NAN, the backhaul network is the link between the WAN
and the NAN. In addition, it is connected distribution
systems such as sensors, SCADA, remote terminal units
(RTU) and mobile workforces. The main task of the WAN

is to transport the smart grid’s data to distant sites in an
efficient and reliable way. Utility control centres have
been operating WANs and manage the operations and
processes in the grid for many application such as grid
monitoring and SCADA [23].

Table 1. Different Communication Technologies in a Smart Grid

Technology Application E aitez Approx. Coverage
ZigBee Used for HAN, home appliances and AMI 250 kbps 10to 100 m
HomePlug It is a power line uses for electricity wiring to communicate in HAN [21] 21(;10'\|<|/|bbppss 300 m
WiMAX Demand response, AMI/wireless automatic meter reading (WAMR) 75 Mbps 50 Km
Cellular SCADA and controlling for RTUsAMI, Demand response, monitoring for 240 kbps 50 Km
G3-PLC remote site [22]. 33.4 kbps 6 km
Satellite AMI, WAN 450 Kbps Depend on numbte)ggrfnzatellltes and their

2.4. Efficiency and Reliability

The future smart grid requires meeting the increasing
efficiency requirement using and advanced
communication infrastructure. Information technologies
enable smart grids to provide grid-wide remote monitoring
and control capabilities, which go beyond the ability of the
traditional infrastructure. Moreover, smart grids provide
high-performance two-way communication with fast
controls and enable fast automated control actions for
voltage and power flow management [19]. Furthermore,
there is a fault tolerance requirement as smart grid nodes
are often deployed in inhospitable environments. To
achieve increased efficiency, it is essential for smart grids
to meet the need for fault-tolerance and that they have the
ability to deliver the desired level of functionality in the
occurrence of faults.

The reliability of power distribution systems and
transmission systems are critically significant for utilities
and customers. A distributing power generation facilities
at various points within the power grid, and creating sub
grids within larger grids, improves the overall reliability.

2.5. The Challenges of Big Data and
Integration

The smart grid deals with data from a huge number of
devices in the field and HAN. The data collected from
smart appliances; smart meters are very important for
utility companies to obtain information about their power
system such as voltage levels, energy usage and so on.
However, handling, and integrating such huge
interconnected data for analysis is a really challenging and
complex task that needs to be addressed in other to
achieve trusted and reliable data. Smart grid will force
power providers to process far more information than they
are accustomed to handling [24]. Consequently, in the
following section, a background survey of research into
the challenges posed by the integration of big data and
smart grid issues is presented.

3. Related Work

There have been many research and survey papers on
smart grid networks [2,25-32]. This section presents a
discussion on the literature survey conducted into the
related research.

3.1. Smart Grid Networks

The authors of [2] focus on conduct of communication
and reviews networking technologies, including
communication/networking architectures, control and
management of operations and QoS and optimization in
the smart grid. The work in [25] reviews and classifies
various routing protocols of smart grid applications
perspectives found in the literature. In this survey, the
authors have also identified routing design issues for
smart grids.

[26] provides the current status of smart meters and
outlines various issues and challenges involved in the
design, deployment, utilization, and maintenance of smart
meter infrastructure. Furthermore, the authors have
discussed in detail numerous of validate the expectation of
an empirical method in papers using case studies to
simulate or conduct pilot runs of the technologies before
their massive implementations. Strategies are generally
driven by the United States, while other countries are
focusing on quality improvements of the already
strategized initiatives with an efficiency-related goal taken
into account. The user is going to play an important role in
the future of smart grids as they are involved in improving
the business model with the addition of self-generation
and selling-back of any extra capacity to the utility
company.

[28] presents a comprehensive survey of cyber security
issues for smart grids. In detail, their focus is on reviewing
and discussing security requirements, security weaknesses,
and attack countermeasures; secure communication
networking protocols and architectures in smart grids. In
addition, they summarized the design of secure network
protocols to achieve efficient and secure information
delivery in smart grids.

[29] provides a general idea of smart grids and current
advances in distributed sensing, modelling, and control,
particularly at both the high-voltage smart grid and at the
consumer level. The advances will pave way for the
development of an effective, distributed control, and
intelligent power system networks with a focus on
addressing computation-distributed sensing, controls,
dynamic system challenges and opportunities in the future.

The authors of [30] discussed contents, development,
and key technologies of wide-area protection. For
improved availability of data synchronization or
timeliness, and communication technologies applied in
smart grids, they can provide high-precision synchronous
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data acquisition, meet real-time reliability of data
transmission, and provide basic support for wide-area
protection principles and applications. There seems to be
likely for wide-area protection to association with
adaptive protection, such as IEC61850 protocol or multi-
agent technology. Currently, secure WAN is a research
gap in smart grids, however, significant improvement has
already been achieved.

Authors, in [32], present a survey that provides a
critical overview in communication, networking and the
role that smart grid and middleware technologies will have
in the transformation of existing electric power systems
into smart grids. This paper presents detailed key
technological, economic and societal drivers for the
growth of smart grids. The authors of this work present a
conceptual model of communication systems for smart
grids and from the data-centric perspective, many smart
grid applications can be described as operations where a
subset of data is consumed within a definite specified time
or temporal locality. This work briefly identifies
functional components, communication topologies and
communication services that are needed to support. The
authors introduce the major research challenges in this
area including network reliability, QoS, time
synchronization, data management and autonomic
behaviours.

As summarized in the above research, none of these
survey and research works focuses on the theoretical and
practical challenges of management of cryptographic key
protocols by considering securing major smart grid
components.

3.2. Security Challenges in Smart Grid

Security challenges are one of the main considerations
that should be addressed for smart grids. Is includes
situations where malicious users and attackers can modify
customers’ data or cause any type of attack on an
unsecured smart grid network. Therefore, we should take
into account the following security requirements and
challenges in smart grids. In this section, a general and
brief review of security requirements in smart grids will
be presented including availability, data confidentiality,
data integrity and authentication, as well as cryptographic
issues, key management, availability, secure routing.

3.2.1. Data Confidentiality

In order to secure smart grid data from hackers, it is
important to protect the confidentiality of smart grid data
and make sure that data are not changed or lost. Only
authorized entities should be given access to the data to
ensure the level of security is high. The best way to
achieve confidentiality in the smart grid is by encrypting
data and establishing a shared secret key among nodes.
This is a standard method and relies on a shared secret key
to exist between communicating parties. However,
encryption itself is not effective enough because a
malicious attacker can perform traffic analysis on the
overheard cipher text, which could release sensitive
information from the data. Moreover, to avoid the
exploitation of information and confidentiality of sent data
in smart grids, access control policies must also be applied
[33].

Furthermore, to maintain the confidentiality in smart
grids, secure channels should be built into the network.
Also, public node information, such as identities, must be
encrypted to some extent to defend against traffic analysis
attacks [33]. Compromising a node physically becomes a
problem of data confidentiality, whereas, a malicious user
physically captures a node, it is generally expected that the
adversary can obtain all data from that node such as
reading meter data or customers’ data.

3.2.2. Availability

One of the primary aims of security is the availability of
data on the entire network. It is a requirement that nodes
on a smart grid network should be functional throughout
their lifetime. The best way to achieve this is to have
network management and supervision by implementing a
reliable and suitable transport layer solution. Therefore,
resources in nodes should be available throughout the
whole network.

Nodes should have the capability to self-heal to
mitigate for failure. For example, in the case where power
to the node is lost, nodes need to reorganize themselves to
maintain availability [34]. An attack that results in failure
of availability is known as a Denial-of-Service (DoS)
attack. It takes place when a system denies service to
authorized nodes. This may be caused due to resource
exhaustion by unauthorized nodes. DoS are a real
challenge for the smart grid.

Additionally, it is difficult to stop an on-going attack
since the victim and its nodes may not catch the attack. In
this kind of attack, the attacker prevents legal users from
having access to information and services by targeting the
victim’s device and the network connection. This attack
stops the user from making outgoing connections on the
smart grid. Jamming is one of the DoS attacks which
targets wireless communication frequencies in the smart
grid [35]. When they are in close range, large amounts of
noise may be generated in these appliances. The
communication can be jammed so as to make the signal
noise very low, and this could lead to the non-functioning
of the smart grid [36]. Loss of availability may have a
serious effect in some smart grid components such as the
controlling system. Loss of availability may impact the
operation of many critical real-time applications in the
smart grid such as those in the DR.

3.2.3. Access Control and Security Policies

It is important to ensure that data transmitted via smart
grids is kept confidential and that no one but the intended
receiver is able to see the message. In addition, smart grids
contain many components that are interconnected [37].
Because of security concerns related to this, authentication
is needed to verify the identity of the receiver in order to
avoid any disruption or exploitation [38]. Access to the
control centre, transmission and distribution grids is
allowed only for authenticated users, groups and services
[39]. Furthermore, it is necessity for suitable security
policies to establish relationships among consumers,
utilities and third parties, although applying security and
privacy policies should not result in unsatisfactory
latencies. Information security policies define the guiding
rules that security controls are applied to secure data;
communication routing, processes and systems. In various
cases, the information and network protection policies
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used by utilities need to be updated [40]. Smart grid
provides many benefits to consumers such as control and
transparency over their energy usage. For example smart
grid allow consumer to login into their electric account
and view their energy usage based on data reported from
their smart meter and it allows receiving alerts based on
outages by the preferred communication channel and so
on [11]. However, to realize these advantages there will be
a need to utilize personal data and smart grid will collect
personal data. Despite advantages, privacy concerns pose
challenges. The effect on privacy may allow unwanted
parties to know of activities on the property. There are
concerns from consumer about smart meter, which allow
unpermitted third parties to easily obtain personal
information. Therefore, it is important to consider privacy
controls, security and privacy assessment for smart grid.

In other to address this privacy concerns, several
research has being carried out such as the one by Li et al
[70]. In their work, it was pointed out that Power usage
and operational data can be abused to infer personal
information of customers. Without a well-designed
privacy preservation mechanism, adversaries can capture,
model and divulge customers’ behaviour and activities.
This led them to first investigate the natures of privacy
leakages and explore potential privacy threat models.
After that, they designed and implemented a new protocol
named privacy reserving demand response based on the
attributed-based encryption, and formally proved its
validity. To demonstrate its viability, the protocol was
adopted in several types of DR programs on an emulated
smart grid platform. Experimental results show
substantially lighter overheads while formidable privacy
challenges are addressed.

3.2.4. Cryptographic and Key Management Challenges

Cryptographic mechanisms are one of the best ways to
achieve confidentiality and provide protection for data
among smart grids. However, the suitable management of
keys is necessary for the effective use of cryptography for
protection. Smart grid consists of heterogeneous
communication network. Therefore, key management is
particularly challenging in smart grid, and it is not
practical to design a universal key management scheme
for the entire smart grid. Keys are analogous to the
combination of a safe. If the combination is known by an
adversary, the strongest safe provides no security against
penetration [41]. However, weak key management may
easily compromise strong algorithms. Furthermore, it can
be time and cost consuming if it is not handled correctly.
Managing keys in a proper manner could cause additional
storage and bandwidth usage. Therefore, the security of
information protected by cryptography directly depends
on the strength of the keys, the effectiveness of
mechanisms and protocols associated with the keys, and
the protection the keys provide [41].

4. Cryptography Key Management

In smart grids, communications can be monitored and
nodes are potentially subject to capture and surreptitious
use by an adversary. For example, an attacker can modify
customers’ data or cause any type of attack for an

unsecured smart grid network. For that reason,
cryptographically secure communications are required.

Cryptography is used as a protection technique to
provide confidentiality, authentication, data integrity and
non-repudiation in smart grid communication. A number
of different approaches have been used for cryptography
such as hash functions.

4.1. Cryptography Research

In cryptography, the most crucial and challenging step
is Key management [42]. Key management is critical and
to obtain good security the keys' length should be long
enough to reach the security requirement in the smart grid
communication. Furthermore, the key’s lifetime should fit
with the security requirement [43]. A keying relationship
can be used to facilitate cryptographic mechanisms in
smart grid communication.

Cryptographic techniques make use of two types of
keys, either symmetric or asymmetric. Symmetric
cryptography relies on a shared secret key between two
nodes to enable secure communication. Asymmetric
cryptography, applies two different keys, a private key and
a public key. The public key is used for encryption and
can be published. The private key is used for decryption.
From a computational point of view asymmetric
cryptography requires orders of magnitude more resources
than symmetric  cryptography. In general, key
management is considered of four sorts of keys as
following: one-time session symmetric keys, public keys,
private keys, passphrase-based symmetric keys.

The session keys are used once and generated for each
new message. The public keys are used in asymmetric
encryption. On the other hand, private keys are also used
in asymmetric encryption. Passphrase-based keys are used
to protect private keys. A single node can have multiple
public or private key pairs [43].

4.2. Key Management in the Smart Grid

The smart grid contains heterogeneous communication
networks, including small-scale (e.g., a substation system)
and large-scale (e.g., the AMI system) networks, wireless
and wire-line networks. It is not practical to design a
single key management infrastructure to generate and
distribute keys for all networks in the smart grid.
Moreover, key management on a smart grid is to be
performed and protected on its communications networks
among various parties such as a smart meter, AMI,
sensors, IED and SCADA. Therefore, it is not practical to
design a single key management infrastructure to generate
and distribute keys for all systems and parties in the smart
grid. Furthermore, it is important to consider the security
requirements of various systems in the smart grid for
chosen key management schemes [44].

Many approaches have been proposed so far to
implement a key management system for smart grids. In
order to understand the key management issues and
inconveniences for smart grids, we first need to review
and compare these recently proposed approaches and
architectures aimed at distributing and managing
authenticated keys for smart grid systems. We have
classified key management schemes in smart grid
networks as follows.
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4.2.1. Key Management for AMI

The writers in [19] proposed key management for an
AMI system which is built based on the key graph. They
define the secure exchange between a Management Side
(MS) (e.g., utility) and appliance or devices (SX) at the
customer premise (i.e., smart meters). There are three
different key management processes proposed in KMF to
deal with the hybrid transmission modes; the contents of
key management for unicast, broadcast, and multicast
modes. Relatively simple cryptographic algorithms are
chosen for key generation and refreshing policies due to
the storage and computation constraints of SMs. The KMF
has been defined as KMF = (U, K, R) where U nodes in
the AMI system; K denote keys of nodes, gy is group of
keys and R is the binary relation between U and K,
therefore, useru knows key k if and only if (u, k) is in R.
Furthermore, user set k = {u](u, k) € R}. In the proposed
scheme, the root key kg is used for broadcast; the group
keys {0k, Ok, .- Qkmp are used for multicast in different
DR project groups; the keys {ki, k,, . . ., k,} are used for
unicast communication between management side MS and
each devices SX. The proposed KMS is closely integrated
and supports the unicast, broadcast, and multicast. The
distribution of the keys and related data will not affect the
normal network traffic in an AMI system. Moreover, the
proposed scheme can deal with normal security attacks.
Furthermore, forward and backward security is dealt with
in the proposed scheme. The authors of [19] apply the
hierarchy of keys or a rooted tree, therefore, every user is
given a subset of keys which contains its individual key, a
key for the entire group for group communications, and a
key for its subgroup. However, the proposed scheme
requires updating the key redistribution for each joining or
leaving of the session. Furthermore, the network topology
has not been taken into account, which will cause some
unwanted nodes in a group to receive rekey messages.

The authors in [45] propose a lightweight key
distribution and management scheme tailored to AMI.
Specifically, a group ID-based mechanism is proposed to
establish the keys for a large amount of entities with a
small overhead. They propose a group identifier-based
mechanism to establish the symmetric keys, in which a
gateway shares a different secret key with every single
smart meter and the keys are generated based on the D-H
algorithm; however, without authenticating the smart
meters during the key generation phase. Moreover, they
add a verification step to the pair wise key construction.
Since the proposed scheme requires every single meter to have
a symmetric key, it is not scalable for smart grids. Moreover,
use of symmetric keys is vulnerable to MITM attack.

Subir et al., in [46], proposed a unified key
management mechanism (UKMF) that can generate
ciphering keys for multiple protocols of multiple
communication layers from a single peer entity
authentication procedure. The unified key management
mechanism is suitable for smart grid use cases, especially
for smart metering, where smart meters are assumed to be
low-cost wireless devices for which repeated peer entity
authentication attempts for each protocol can be
contributed to increased system overhead. The proposed
mechanism is flexible in that peer entity authentication
can be treated as either network access authentication or
application-level authentication. However, the mechanism
has established that information discovery for bootstrap

application ciphering is an important and as yet missing
piece to realize the unified key management framework
vision. This part needs further analysis.

4.2.2. Key Management for SCADA

Sungjin et al. [47] proposed a key management scheme
that address the broadcasting and multicasting
communication in SCADA system. The proposed scheme
uses a lolus framework [48] as an underlying architecture,
which is based on hierarchy of nodes. The hierarchy
provides a structure of managed and manager nodes; to
manage a protected distribution tree where every node is
managed through a subgroup manager. Through the lolus
framework, the key structure is divided into two types,
which are between master terminal unit MTU and SUB-
MTUs and between SUB-MTUs and RTUs. Each type has
a separate controller. One is responsible for the top-level
management, which is called the Group Security
Controller (GSC).

The second level is responsible for the rest of the
subgroups, called Group Security Intermediary (GSI). The
secret group key is shared between GSls with GSC,
whereas every node subgroup key is shared with every
node of GSI. Therefore, a Logical Key Hierarchy (LKH)
structure is used to manage keys. The use of lolus’s
hierarchy provides the ability of multicasting and
broadcasting for multiple RTUs. Furthermore, it also helps
to minimize the number of keys to be stored. However, the
scheme provides limited multicasting. In addition, it
generates increased number of keys that are stored in
RTUs, which incurs more computational overhead.

To address the scalability issue in key management
solutions, Wong et al. [49] proposed the logical key
hierarchy protocol, which is based on constructing a
logical tree of keys. From its leaf to the root, every node
shares symmetric keys. Whenever a member wants to
join/leave the session, all the symmetric keys are revised
in the tree. The proposed key management scheme is
scalable; however, the main drawback of the scheme is
that the keys are hashed rather than encrypted and
distributed if a new member joins the session [50]. Choi et
al. [51] proposed a key management scheme named as
Advanced Key Management Architecture (ASKMA), for
message broadcasting and secure communications. Their
scheme performs well and minimizes the burden on low
power nodes. Their scheme uses a logical key hierarchy.
The scheme has many benefits; however, it may be less
efficient during the multicast communication process.
Another issue for ASKMA is its lack of availability, that
is, the continuity of the security processes when there is a
node failure or when a new node joins in.

Choi et al. [50] proposed ASKMA+, an improvement to
ASKMA. This new scheme reduces the number of stored
keys and provides efficient and protected multicast and
broadcast communications. However, the availability
issue of ASKMA+ is still not resolved.

National Laboratories proposed the SKE (Secure Key
Establishment) scheme to secure SCADA system. SKE
started with classifying the keys exchange on the SCADA
network into two parts [52]. The first is Controller-to-
Subordinate (C-S) MTU-RTU, and SUB-MTU-RTU
which uses symmetric keys. The second classification is a
Subordinate-to-Subordinate (S-S) communication, which
works as a peer-to-peer communications using public key
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cryptography. However, SKE cannot support RTU-to-
RTU communications. Broadcast and multicast scenarios
are also not supported by SKE.

4.2.3. Key Management for vehicle-to-grid (V2G)

The idea of wvehicle-to-grid (V2G) is that electric
vehicles (EVs) communicate with the smart grid to sell
demand response services by delivering electricity into the
grid. The operation of V2G networks is based on
continuously monitoring the status of individual EVs as
well as a designed incentive scheme to attract sufficient
participating EVs.

Authors of [53] have proposed V2G communication
protocol with privacy preservation. They propose a secure
and privacy-preserving communication protocol for V2G
networks, which utilizes the restrictive partially blind
signature to protect the identities of the EV owners and is
also based on certificate less public key cryptography to
simplify the certificate management as in traditional
public key infrastructure and to overcome the key escrow
problem as in identity-based public key cryptography. The
proposed protocol can achieve the properties of
completeness, identity  and location  privacy,
confidentiality and integrity of the communications, and
known-key security, and is secure against the replay
attacks and existential adaptively chosen message attacks
[53].

4.2.4. Key Management for WSNs

LEAP [54] is Key Management protocol. It aims to
increase the protection of non-security protocols. It
supports 4 kinds of keys to each node. One node is shared
with the base station, which contains individual keys.
Then pair-wise keys are shared with nearby nodes. Cluster
keys are shared with a set of nearby nodes. Finally, one
key is shared with all nodes in the network, which is a
group key. LEAP supports a protocol to authenticate local
broadcast. Furthermore, it supports in-network processing
for its key sharing. Therefore, it sufficiently protects the
sensor networks from many security attacks. Finally, the
LEAP scheme is effective for key creation and key
updating while maintaining the necessity of small storage
for each node.

5. Key Management and Security for
AMI

Nicanfar et al., propose using a CA as a Security
Associate (SA) server in the utility network [55]. Their
system has two secret values with the SA keeping the first
secret (the main part) and smart meters keeping the second
secret value, which is only a counter generated by SA and
it is part of the system secret values managed by SA). The
authors do not consider the security issues when
appliances are installed in the SM perimeter and focus
instead on the security between the SM and the utility.

To minimize public key and private key management
network overheads, the authors propose an ID-based
cryptography model along with a one-way hash function
applied to each node ID to provide the public key of the
node. According to [72], the SA and a new SM are
mutually authenticated during the synchronization phase

of the new SM. The new SM chooses a previously
initialized node (Authentication Agent (AG)) for this step.
During this step, the SM’s private key is sent by the SA
after computing both the SA’s and the AG’s public keys
and after several symmetric and asymmetric encryption
operations by the involved entities. The benefits of
involving AG in the middle of communications between a
new SM and the SA are not clear and b) the way to detect
if an AG has been compromised is also not discussed in
detail. Moreover, the synchronization phase could be
achieved offline (during the factory or site acceptance
tests) thereby reducing the computational overheads
associated with this approach.

A Distribution grid management, which focuses on
improving the performance of various feeders and
transformers, by having a networked distribution system,
which can integrate transmission systems with the needs
of customer management. The different Smart Grid
capabilities are needed in order to ensure that AMI and
other systems can be developed in order to ensure that
various systems can lead to improvement in the grid
management systems. One of the factor which is
important to consider that efficient and reliable systems
can lead to power systems which can reduce the peak
loads, and improve the capabilities of the smart grind in
managing the different renewable energy source. This will
also ensure that improvement in the systems can be
managed in order to create a competitive advantage for the
company who may be using such a grid system.

In their research [66], the authors develop a secure and
lightweight scalable security protocol that allows a power
system operator (PO) to collect data from measurement
devices (MDs) using data collectors (DCs). The security
protocol trades off between computations and device
memory requirements and provides flexible association
between DC and MDs. These features allow data to be
securely transferred from MDs to POs via mobile or
untrustworthy DCs. The complexity and security of the
protocols is analysed so as to validate its performance
using experiments. The results confirm that the proposed
protocol collects data in a secure, fast and efficient manner.

In this work, the authors propose and analyse a key
establishment and data collection protocol, SELINDA,
which allows a PO to establish shared keys with multiple
MDs via an untrusted DC. The DC behaves like a relay for
data communications although it is not continuously
connected to the PO. Besides, the DC has no access to the
keys established between the PO and the MDs. Therefore,
the DC can potentially be mobile and untrusted, which
makes the scheme essential for ensuring the security of
community aided data collection in the smart grid.

The protocol has four key features that distinguish it
from existing protocols. First, the protocol is
computationally lightweight for the MDs as it requires the
MDs to perform very few expensive cryptographic
operations and to send few messages. Thus the protocol
supports resource constrained MDs with limited memory
and a slow CPU. Second, the protocol allows to trade off
computation for memory requirements in the MDs. There
is one long-term secret per entity, its private key. Thus,
the PO needs to maintain the public key of all MDs in the
system. It also maintains state information for the current
session of data collection. The MD only needs to
remember its own private key and the public key of the
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PO. They can recalculate or store the session keys,

depending on their computational and memory constraints.

Third, the protocol provides flexible association between
DCs and MDs. As an MD does not need to know the
public key of any DC, the PO can assign different DCs to
collect data from the same MD at different times. This
feature is particularly important in scenarios where the
DCs are mobile or the infrastructure is evolving so that
different mappings or assignments between DCs and MDs
can be used at different times after the deployment of the
MDs. Finally, the protocol protects the collected data from
a compromised DC. Thus, an attacker cannot access the
collected data even if it is in control of a DC. This allows
the PO to outsource the data collection procedure without
sacrificing security.

In [67], the authors introduce a cryptographic key
management mechanism for secure and efficient key
revocation and exchange. The scheme is based upon a
well-known cryptographic protocol: Broadcast encryption
using a media key block (MKB). In comparison with the
individual identification process in the PKI-signature
based IKE protocol, this approach is more efficient. In the
IKE scheme, each device need to verify signatures in the
certificate and CRL for each device before each
communication starts, whereas this proposed scheme only
requires each device to perform an MKB process to
extract the media key (or, shared key) which contains one
signature verification at the system's setup step.

MKB to all devices in the same management area as
proposed is more efficient than the PKI based scheme,
which need to distribute individual certificate for each
device. The comparison results show that in most cases
this proposed scheme is efficient and cost-effective for
power devices and systems in the smart grid. Similarly, in
[68], an efficient group key (GK) management scheme
aimed at securing the group communications, for instance,
from the utility to appliances and smart meters located in
different homes is presented. The scheme is based on the
X.1035 password-authenticated key exchange protocol
standard and also follows the cluster-based approach to
reduce the costs of the GK construction and maintenance
for large groups. The protocol enables secure
communications utilizing any communication technology.
Analysis using one of the best evaluation tools in the
technical community shows that the constructed GK is
valid and secure against well-known attacks. They also
show that the proposed scheme supports forward and
backward secrecy and is more efficient in comparison
with other GK mechanisms.

They propose the password authenticated cluster-based
GK agreement (PACGKA) protocols to manage the
security of group communication in Smart grid to support
multiparty applications. PACGKA extends the password-
authenticated key exchange (PAKE) protocol to construct
and manage a GK among a cluster of devices, utilizing a
pre-shared password for authentication. We show that key
management using PACGKA is more efficient than
existing methods without sacrificing security

6. User Privacy in Smart Grid

The authors of [69], proposes a privacy-preserving
aggregation (PARK) scheme with adaptive key

management and revocation like in [67], to prevent user’s
data from being disclosed to untrusted entities in smart
grid. Specifically, they first investigate a lightweight
aggregation  scheme  with  efficient  aggregate
authentication, which protects the individual user’s data
from disclosure to the untrusted aggregator. Furthermore,
a proposal for an adaptive key management mechanism
with effective revocation, where users can automatically
update their encryption keys if no user joins or departs
from the system. The expiry time of the key is determined
by user’s reputation for the adaptive key management.
Finally, the security analysis demonstrates that the PARK
can achieve privacy preservation, forward and backward
secrecy at the same time, while the performance
evaluation shows that the PARK consumes reasonable
costs.

In [71], the authors propose a group ID-based
mechanism to establish the keys for a large number of
entities as we expect in the smart grid environment with
many home users. A multiplicative group *q Z (qis a
prime number) is used to generate secret keys as thus;
Every device securely accesses a Certification Authority
(CA) which issues certificates each of which is loaded
with the following primitives: the device Identifier (ID)
(serial number), the multiplicative group parameters (*q Z,
g, a), where a primitive root of q, and H (the hash
function). According to this approach, the gateway GW
(e.g., HEG) and each neighboring device X (e.g., smart
meter and appliances) selects a random number in the
multiplicative group and generates its public key (e.g. X
selects x and computes ax).

Then a group key is generated and shared between a
gateway GW and a group of N devices (X1, X2... XN) in
the HAN as follows: first, GW and each device Xi use the
unauthenticated group key to generate Xi GW K based on
the Diffie-Hellman (DH) key exchange method. Then GW
will aggregate all the symmetric keys to compute the
common group key Gk, which is the multiplication of the
aggregated keys. Finally, GW sends Gk to every device Xi
after encrypting it using Xi GW K. The authors claim that
their approach provides forward secrecy (i.e., if the secret
material is compromised, an attacker should not be able to
decrypt messages that were previously encrypted by that
key material). However, if the secret is compromised, an
attacker will be able to decrypt every message intercepted
before the Key update. Due to the DH deployment,
frequently updating the keys make this approach to be
computationally very expensive. Moreover, the gateway is
a single point of failure in the architecture. This approach
only protects the messages being exchanged between
HAN devices and the gateway.

Kamto et al [72] propose a framework for key
distribution and management for both aggregation and
accountability in a neighbourhood area network employed
by a utility company in its power distribution system.
Specifically, a key distribution table is set up for each
smart meter to carry out homomorphic encryption for
secure data aggregation, while a loose time synchronized
key scheme is proposed for low rate data collection of
each smart meter. Specifically, a secure pair-wise key
agreement scheme is designed to provide the authenticity
of the end user in a wireless mesh network configuration
of SMs. This scheme works in concert with the
homomorphic encryption to provide the utility company
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with the real-time bulk power demand while keeping the
end user’s power usage a secret during the distributed
aggregation. Furthermore, they propose a loose time
synchronized key mechanism for secure collection of
relatively slow paced readings of power consumption
recorded by each individual meter and allocate each end-
user’s individual power demand necessary for accurate
power usage billing and potential Cheaters and attacks
identification.

Seo et al [73], in this paper, propose an efficient
encryption key management mechanism for end-to-end
security in the AMI. By applying certificate-less public
key cryptography (CL-PKC) for smart meter key
management, the approach eliminates certificate
management overhead at the utility. Moreover, our
mechanism is practical, because it does not require any
extra hardware for authentication of the smart meters. In
this approach, the utility supports a PKI and has its own
public key certificate, but smart meters are not required to
have certificates. Instead of using certificates for the smart
meters, the concept of CL-PKC to generate and manage
the keys of the smart meters is utilized. Unlike the utility,
which is a static entity, smart meters are dynamic entities
which often leave or join the AMI. If smart meters are
required to have certificates, the utility has the burden of
managing these smart meter’s certificates.

In CL-PKC, each user’s complete private key is a
combination of a partial private key generated by a Key
Generation Centre (KGC) and an additional secret
generated by the user. The advantage of this approach is
that the KGC is not prone to the problem of key escrow,
because the KGC is no longer responsible for the
complete user private key. Therefore even if the attacker
compromises the KGC, the attacker cannot obtain the
private keys of the users. Moreover, the special structure
of CL-PKC allows a user to encrypt a message without
having to verify the public key of the message receiver via
a public key certificate. By utilizing key settings of CL-
PKC for smart meters, the authors eliminate the utility’s
overhead of certificate management.

[74] proposes an efficient scheme that mutually
authenticates a smart meter of a home area network (HAN)
and an authentication server in the Smart Grid (SG) by
utilizing an initial password, by decreasing the number of
steps in the secure remote password protocol from five to
three and the number of exchanged packets from four to
three. Furthermore, it proposes an efficient key
management protocol based on an enhanced identity-
based cryptography for secure SG communications using
the public key infrastructure. This proposed mechanisms
are capable of preventing various attacks while reducing
the management overhead. The improved efficiency for
key management is realized by periodically refreshing all
public/ private key pairs as well as any multicast keys in
all the nodes using only one newly generated function
broadcasted by the key generator entity.

[75] proposes to protect sensitive energy usage
information of consumers by the use of a virtual ring
architecture that can provide a privacy protection solution
using symmetric or asymmetric encryptions of customers’
requests belonging to the same group. They compare the
efficiency of the proposed approach with two recently
proposed smart grid privacy approaches namely, one
based on blind signature and other based on a

homomorphic encryption solution [72]. They show that
this approach maintains the privacy of customers while
reducing the performance overhead of cryptographic
computations by more than a factor of 2 when compared
with the aforementioned past solutions. It is further
demonstrated that the smart grid privacy solution is simple,
scalable, cost-effective, and incurs minimal computational
processing overheads. The proposed solution can support
both symmetric and asymmetric based authentication
schemes. Furthermore, they demonstrate that the privacy
solution is computationally more efficient than two of the
more recently proposed smart grid privacy solutions and is
more resilient to a wide range of attacks such as replay,
known session key and man-in-the middle attacks.

With large-scale AMI deployments, addressing security
issues is challenging. In particular, as data travels through
several networks, secure end-to-end communication based
on strong authentication mechanisms and a robust and
scalable key management schemes are crucial for assuring
the confidentiality and the integrity of this data [76]. The
authors propose an approach based on PUF (physically
unclonable function) technology for providing strong
hardware based authentication of smart meters and
efficient key management to assure the confidentiality and
integrity of messages exchanged between smart meters
and the utility. This approach does not require
modifications to the existing smart meter communication.

In this work, the problem of designing a key
management scheme able to achieve secure end-to-end
communication in the AMI is addressed. Specifically,
their solution provides an efficient approach to manage
keys and a strong authentication mechanism. The solution
is based on the use of PUF (physically unclonable
function) devices, which are inexpensive to manufacture
and provide hardware based strong authentication
mechanism resistant to spoofing attacks.

The PUF devices’ hardware is based on one-way
function to generate and re-generate the symmetric keys
and access level passwords for smart meters. The PUF
based secret generation mechanism provides strong
protection against key leakage, as the master key is never
stored in memory. PUFs (Physically clonable functions)
are one-way functions that are embedded in a physical
structure [77]. A PUF takes an input challenge Ci €C,
where C is the set of all-possible challenges and produces
a response R;eR, where R is the set of all possible
responses. Mathematically, a PUF can be represented as a
function PUF: C — R. The function is based on the
intrinsic randomness that exists in the integrated circuit
used to generate the response and cannot be controlled. As
PUF relies on the random variations during the integrated
circuit fabrication process, even two PUFs with the same
layout results in two different functions. In other words, it
is physically impossible to make two PUFs behave
identically. This PUF device is incorporated in a feedback
loop for a system-on-chip(SoC) design. The ECU (Error
Correcting Unit) performs error correction on the PUF
response with transmission noise so that, in a real setting,
every time the same challenge is given the PUF along with
the ECU produces the same response.

The CC (Cryptographic Core) is a stand-alone hardware
component that provides cryptographic services to the
communication board of the smart meter. The operation of
the CC depends on the required functionality. In this



Journal of Computer Sciences and Applications 37

approach, the CC implements a secure hashing, and
encryption operations for use by smart meters. The
Reg(register) stores the initial challenge and then later get
overwritten by the subsequent responses from PUFECU
component. Notice that PUF-ECU-Reg forms a feedback
loop. We utilize this feedback mechanism to generate keys
chaining responses in a sequence. This technique is
similar to using hash chains to generate one-time keys
where a cryptographic hash function is applied repeatedly
to obtain a new key.

[77], proposes an efficient and scalable key
management protocol for secure unicast, multicast, and
broadcast communications in a smart grid network. The
proposed protocol is based on a binary tree approach, and
supports all these three types of secure communications by
using only one binary tree. The analysis and discussion
show that the proposed protocol is versatile, and hence
suitable for secure smart grid communications.

The authors propose an efficient and versatile key
management  protocol  for  secure smart grid
communications. The proposed protocol is based on a key
management protocol for secure broadcast
communications in pay-tv broadcasting systems. This
work defines and discusses a new requirement for key
management in secure smart grid communications. It also
proposes a key management protocol for secure unicast
and multicast communications as well as secure broadcast.
The proposed key management comprises of three
protocols: the system initialization, the key management
for secure broadcast communications, and the key
management for secure unicast/multicast communications

7. Conclusion

Cyber security has apparently become an important
concern globally that needs to be addressed. Smart-grid
metering and control systems hold vast opportunities for
improving efficiency, convenience and sustainability of
electronic data. It is also aimed at providing a scalable,
pervasive and interactive communication infrastructure
with new energy management and demand response
capabilities. Cyber security in the smart-grid metering and
control system is a crucial and rapidly growing area that
has drawn attention from governments and various
industries.

The study presented considered various key
management schemes. In general, it is observed that there
are two approaches taken for the initial authentication with
the network — using a pre-deployed key or dynamically
generating a key. Most schemes prefer to use a symmetric
key and justify its use with the low computing power
required, the low computing delay and the low storage
required due to the reduced key length (typically 128 to
160 bits). However, there are schemes that choose to use
asymmetric key cryptography, designating an upstream
server as a trusted CA. Such schemes use asymmetric key
cryptography for the initial authentication and key
exchange. A symmetric key is used for encrypting data
exchanged.

Schemes that are originally designed for WSNs can be
effectively implemented for Smart Grid use. However,
there are certain factors that determine the suitability of a
specific key management solution. These factors depend

upon the functional topology of the Smart Grid segment
where the devices are deployed (i.e., a HAN or a NAN).
The functional topology, in turn depends upon the data
flow patterns (i.e., sensor-to-sensor or sensor-to-NOC),
the direction of the flow, radio range and connectivity
(single hop vs multi-hop) and the data reliability required.
This impacts the type of communication that is used to
distribute the keys — unicast and multicast/broadcast.
Likewise, the choice of using a unique key per sensor or a
group key is impacted. Added to these are the limitations
of the sensor devices in terms of energy use, computing
capability and memory storage. The various key
management schemes presented address different aspects
mentioned above. It is therefore evident that each of the
schemes are efficient for a specific set of factors and no
single scheme claims to provide a generic solution,
deployable across the Smart Grid, efficiently.

It is to be noted that this survey does not address
specifically, the various malicious attacks possible on the
Smart Grid. Therefore, it does not comment on the impact
of such attacks or the characteristics of various key
management schemes to be resilient to such attacks.
Node-capture attacks are expected to cause a high impact
and have the potential to compromise large portions of the
network.
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