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Abstract  

Pervasive healthcare aims to deliver deinstitutionalised healthcare services to patients anytime and 

anywhere. Pervasive healthcare involves remote data collection through mobile devices and sensor 

network which the data is usually in large volume, varied formats and high frequency. The nature of 

big data such as volume, variety, velocity and veracity, together with its analytical capabilities com-

plements the delivery of pervasive healthcare. However, there is limited research in intertwining these 

two domains. Most research focus mainly on the technical context of big data application in the 

healthcare sector. Little attention has been paid to a strategic role of big data which impacts the 

quality of healthcare services provision at the organisational level. Therefore, this paper delivers a 

conceptual view of big data architecture for pervasive healthcare via an intensive literature review to 

address the aforementioned research problems. This paper provides three major contributions: 1) 

identifies the research themes of big data and pervasive healthcare, 2) establishes the relationship 

between research themes, which later composes the big data architecture for pervasive healthcare, 

and 3) sheds a light on future research, such as semiosis and sense-making, and enables practitioners 

to implement big data in the pervasive healthcare through the proposed architecture.  

Keywords: Pervasive Healthcare, Big Data Approaches, Health Informatics, Semiosis, Sense-making 
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1 Introduction 

Pervasive healthcare, also known as ubiquitous healthcare or mobile healthcare, is a concept to deinsti-

tutionalise healthcare services (Ruotsalainen et al., 2012). This concept emerged because of the accel-

erating operational costs due to the age related chronic diseases and the growing numbers of medical 

errors (Varshney, 2003; Shieh et al., 2007; Touati and Tabish, 2013). It is reported that 12.4% of the 

US population are over the age of 65 and this has cost the US government more than 2 trillion dollars 

in healthcare due to the chronic diseases (Touati and Tabish, 2013). The delivery of pervasive 

healthcare relies on the technological foundation that encompasses pervasive computing, sensor net-

works, mobile and ambience intelligence (Ruotsalainen et al., 2012; Maitland et al., 2011; Weiser, 

1991). This includes telemedicine, patient monitoring, location-based medical services, incident detec-

tion, emergency response and management, pervasive access to medical data and prevention 

(Varshney, 2003; Varshney, 2007). Pervasive healthcare improves communication between patients 

and healthcare professionals by delivering accurate medical information anytime and anywhere 

(Varshney, 2003). This enables the real time clinical information recording and avoids information 

duplications, hence leading to a better information sharing and decision making (Varshney, 2003; 

Drayton, 2012).  

Information is pivotal to pervasive healthcare, in providing the right care to the right person at the 

right time (Bush, 2006). Pervasive healthcare involves remote data collection such as personal health 

data (i.e. genomic, proteomic, epigenetic data) and environmental data (i.e. geospatial data) through 

mobile devices and sensor network (Ruotsalainen et al., 2012; Chen et al., 2012a; Akter and Ray, 

2010). However, these collected datasets are usually large in volume, varied in formats and high in 

frequency (Chen et al., 2012a). These new features of data challenges the existing data management 

technology in ensuring the quality of the data source (Madden, 2012), and facilitating the data acquisi-

tion process for healthcare professionals to make their decisions (Feldman et al., 2012).  

Given the nature of pervasive healthcare, data from distributed sources are demanded for the 

healthcare service provision (Heerden et al., 2012). The wide range of mobile devices, sensor and ap-

plications produce data in various formats. Big data is therefore enabling the pervasive healthcare by 

providing an innovative solution in managing the large, varied and high frequency data sets. Big data 

is commonly defined with 4Vs: Volume, Velocity, Variety and Veracity (Hurwitz et al., 2013; Fer-

nandes et al., 2012; Chen et al., 2012b; Feldman et al., 2012). Volume refers to the rapid rate at which 

data is growing. Velocity represents the increasing frequency with which data is delivered or accumu-

lated. Variety signifies the many forms in which data exist. There are two types of data defined in the 

big data context: structured data and unstructured data (Hurwitz et al., 2013). Veracity ensures the data 

quality especially for the unstructured data. Big data management provides the capabilities in data 

storage, management, analysis (or known as big data analytics, which is a pivotal element in the big 

data management) and visualisation for handling large (from terabytes to exabytes) and complex (from 

sensor to social media) data sets (Chen et al., 2012b). 

However, most of the existing research focusses on the technical context of big data (e.g. developing 

decision algorithm and decision models) in the healthcare sector. There is limited research in inter-

twining pervasive healthcare with big data. These two domains are seen as complementing each other 

to better the healthcare services delivery and to reduce the accelerating operational cost. This in turn 

causes data related challenges. For example, when patients have multiple clinical needs and health 

conditions at one time, it is often difficult to use and share the data if it is not interoperable and re-

trievable (Estrin and Sim, 2010; Check, 2013; Heerden et al., 2012). On the other hand, data privacy 

and security issues are inevitable as these medical data are collected, processed and shared among 

multiple systems (Coiera and Clarke, 2004). Security issues are increased with the potential and unex-

pected loss of mobile devices and sensors, theft or inappropriate use of data (Levin, 2011). In addition, 

most healthcare organisations lose sight of the strategic role of big data which has a direct impact on 

the quality of healthcare services at the organisational level without considering the big data imple-
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mentation in a holistic sense. Similar to other sectors, most healthcare organisations tend to dive into 

the flamboyant hype of big data without truly embracing it from the architectural perspective.  

The aim of this study is therefore to propose a big data architecture for pervasive healthcare conceptu-

ally through an intensive literature review of pervasive healthcare and big data. The proposed architec-

ture details the nuts and bolts in the domain of big data and pervasive healthcare, which are developed 

by the identified research themes through the literature review. The proposed architecture provides a 

holistic picture for healthcare organisations on how to implement big data in the pervasive healthcare 

setting. In addition, the proposed architecture contains component that addresses the data interopera-

bility, privacy and security issues and radically enhances the pervasive healthcare delivery. This archi-

tecture is robust where the relationship of big data provision with pervasive healthcare is clearly 

shown. It covers the major mechanisms in the big data domain such as big data collection, governance, 

integration, analytics and visualisation from various users’ perspectives. This paper is structured as 

follows: Section 2 illustrates the review methods adopted for this study, Section 3 discusses the review 

results in depth, Section 4 proposes the big data architecture for pervasive healthcare, Section 5 eluci-

dates the contributions, limitations and further research avenues in the domain of big data and perva-

sive healthcare, and Section 6 draws the conclusion of the study in this paper.   

2 Review Methods 

The review procedure includes the review strategy, inclusion criteria, data abstraction and analysis. 

The review procedure is adapted from the Preferred Reporting Items for Systematic Reviews and Me-

ta-Analyses (PRISMA) statement developed by Moher et al. (2009) to identify, select, collect and ana-

lyse the collected literature. PRISMA is a common review method used in healthcare related research. 

Descriptive statistic is employed to integrate the results of the review findings.  

2.1 Review Strategy and Inclusion Criteria 

In order to have high quality data for this study, the search is performed in four healthcare databases: 

MEDLINE, EMBASE, CINAHL and Health Business Elite.  The keywords such as ‘pervasive 

healthcare’, ‘big data’, ‘big data analytics’ and their relevant index terms are used when conducting 

the search. The period of the publications is omitted in this review since both concepts are relatively 

new in healthcare (Groves et al., 2013; Levin, 2011). Making sense of big data and addressing its chal-

lenges is vital for the pervasive healthcare delivery (Chen et al., 2012a; Bardram, 2008; Touati and 

Tabish, 2013). Figure 1 shows the review strategy. The large amount of healthcare data should be pro-

cessed in a right manner to improve patient safety and quality of care (Akter and Ray, 2010). Hence, 

the inclusion criteria for the review are: 1) the state of art of pervasive healthcare and big data, 2) 

methods used in implementing the big data solution such as big data analytics in the pervasive 

healthcare setting, and 3) data related challenges in implementing pervasive healthcare. Full papers in 

English that fulfil the inclusion criteria were reviewed. The risk of bias is eliminated from this review 

as the review does not involve any of the randomised control trials or health interventions (Dwan et 

al., 2008). The technological elements were selected and discussed with no bias to any solution pro-

viders in this review. 

2.2 Data Abstraction and Analysis 

Pervasive healthcare and big data are the emerging fields where the research questions in relation to 

the approaches and methods are yet to be answered (Bardram, 2008; Groves et al., 2013). Thematic 

analysis is therefore adopted to gain insight of these two disciplines prior to developing the architec-

ture (Boyatzis, 1998). According to Thomas and Harden (2008), there are three steps in the thematic 

analysis: 1) coding text, 2) developing descriptive themes, and 3) generating  analytical themes. Step 

one and two are conducted together. Descriptive themes are derived based on the key message that is 

addressed from the collected literature (e.g. “trend and challenges”, “framework”, “healthcare deliv-
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ery”, “governance”, and “analytics”).  The analytical themes are those descriptive themes that contrib-

ute to the development of the big data architecture for pervasive healthcare. In this review, architecture 

is defined as “a set of design artefacts, descriptive representations, structure of components and their 

inter-relationships, principles or guidelines, that are relevant for describing an object such that it can 

be used to derive the requirements as well as maintained over a period of time” (TheOpenGroup, 

2011; Zachman, 1997). The selected analytical themes are used to construct the components of the 

architecture. For example, the literature coded in the “framework” theme shows that the elements such 

as storage, metadata, analytics and visualisation should be included when developing an architecture.  

 

Figure 1. Review Strategy 

3 Review Results 

3.1 Review Themes and Descriptions 

There are 1905 articles sourced for this review. As a result, 97 articles met the inclusion criteria and 

are reviewed in detail. The analytical themes are derived from these 97 articles and categorised into 

pervasive healthcare (n=25) and big data (n=72). Table 1 shows the description and the number of re-

viewed articles for each theme. The subsections provide an overview of pervasive healthcare imple-

mentation and big data implementation in the healthcare domain. 

 

Pervasive Healthcare Implementation 

Pervasive healthcare is defined as the use of portable devices, sensors and wireless technologies, 

where data is created, stored, retrieved and transmitted in real time for the purpose of improving pa-

tient care (Akter and Ray, 2010; Chao et al., 2005; Levin, 2011). Unlike the conventional delivery of 

healthcare services, pervasive healthcare extends the provision of healthcare services outside a hospi-

tal by heavily utilising the mobile and wireless technologies for enabling real-time data collection, 

monitoring, and even interactive intervention of individual patient’s activities. It leads to a dependency 

of powerful technical infrastructure which is capable of handling big data in high frequency and deliv-

ering context-dependent personalised service. The benefits of pervasive healthcare are (Bardram, 

2008; Drayton, 2012; Gaggioli and Riva, 2012): 1) enhancing continuous care provision, where pa-

tient’s treatment is moved from hospitalisation to home-based treatment, 2) encouraging patient cen-

tric care provision, where patients can monitor their health condition with the assistive decision sup-

port systems, 3) improve communication among clinicians and patients, 4) avoiding data duplication 
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as clinicians can view and share data of the clinical services involved in patient care, and 5) reducing 

operational costs as the needs for hospitalisation is decreased.  

 

Review Are-

as 

Themes Descriptions Articles 

(n) 

Pervasive 

Healthcare 

Trend and Challenges Describes the trend, benefits, applications in general and 

challenges in pervasive healthcare 

9 

Healthcare delivery Illustrates how pervasive healthcare is packaged and 

delivered technically 

2 

Framework Depicts the components or elements that are used to con-

struct pervasive healthcare framework that addresses 

data specific issues such as data interoperability and data 

sharing 

7 

Governance Describes data governance issues such as data privacy, 

data security and data encryption 

7 

Big Data Applications Shows the application domain of big data in healthcare 51 

Analytics Explains methods that are used to facilitate data collec-

tion, data processing and data access 

14 

Challenges Describes the challenges of big data implementation in 

healthcare 

7 

Table 1. Review Themes and Descriptions 

Cloud computing is one of the options in delivering pervasive healthcare due to its nature of perva-

siveness and on demand service orientation (He et al., 2012). The key success factors of pervasive 

healthcare implementation are (Lee and Chang, 2012; Heerden et al., 2012; Touati and Tabish, 2013): 

1) supporting the evidence-base and patient-centred care, 2) ensuring data interoperability, 3) fulfilling 

the hardware and communication requirements, 4) having the sustainability feature so it can be im-

plemented elsewhere, and 5) imposing socio-technical design where patient care should be the main 

focus in the core design. 

Data interoperability, privacy, and security are the core challenges in pervasive healthcare (Check, 

2013; Kluge and Siegal, 2013; Luxton et al., 2012).  The use of data in pervasive healthcare consists of 

data acquisition, data processing and data visualisation which lead to decision making on providing 

treatment or prescription for patients (Shieh et al., 2007). The portable devices and sensors in perva-

sive healthcare usually produce large volumes of high frequency data in various formats (Chen et al., 

2012a). High Level 7 (HL7) or other healthcare information exchange (HIE) standards are adopted in 

an attempt to achieving data interoperability (Yoo et al., 2003; De Toledo et al., 2006; Torrado-

Carvajal et al., 2012; Rafe and Hajvali, 2013; Cruz and Garcia, 2010). Pervasive healthcare poses data 

privacy and security issue as the personal information is collected, processed and shared among a 

number of heterogeneous devices and systems (Ruotsalainen et al., 2012). The number of the devices 

and systems is hard to control and it changes regularly (Ruotsalainen et al., 2011).  Moreover, the use 

of unsecured portable devices in pervasive healthcare increases the risk of breaching patient health 

information (Green, 2013). This should be combated by implementing measures to prevent unauthor-

ised access, data encryption solutions or security components such as MPEG-21 Intellectual Property 

Management and Protection (IPMP) (Fragopoulos et al., 2008; Silva et al., 2013). 

 

Big Data Solution in the Healthcare Domain 

Big data, together with its analytic technology revolutionises how healthcare works (Hardin, 2013). It 

has been applied in various healthcare areas such as: 1) optimising the clinical pathways (Schulte, 

2012; Song et al., 2012; Kersten, 2013; MacDonald, 2012), 2) using predictive modelling to enhance 

patient care (Fox, 2012), 3) enhancing  personalised care (Blobel, 2012), where medicine is developed 
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through understanding the patterns, commonalities and correlations with patients which leads to em-

bracing the pharmaceutical industry (Murdoch and Detsky, 2013; Serebrov, 2013; Montcheuil, 2012) 

(e.g. inventing drugs for HIV with big data (Bushman et al., 2013), unravelling new ways to investi-

gate autoimmunity (Dendrou et al., 2013), modelling new drugs for type 2 diabetes (Harrison, 2012), 

applying large patient clinical data to run amyotrophic lateral sclerosis (ALS) trials (Leitner et al., 

2012),  and making accurate diagnosis by crowdsourcing the raw data (Mavandadi et al., 2012)), 4) 

improving healthcare services delivery performance (Sanderson, 2013), 5) enhancing public health 

surveillance where real time data is collected through mobile devices and sensors to provide insight on 

how people move and behave which helps in understanding the spread of disease (Hay et al., 2013; 

Talbot, 2013; Gardner, 2013; Velikic et al., 2012), 6) harnessing the conduct of  comparative effec-

tiveness research (CER) where large data sets are analysed for deriving the clinical decisions between 

alternate treatment strategies (Garrison Jr, 2013), and 7) contributing to genomics and proteomics re-

search (e.g. the ribonucleic acid (RNA) research requires analysis on large scale of genomic data in 

order to search for a new RNA gene sequence and predict their target (Liu et al., 2012), the Encyclo-

pedia of DNA Element (ENCODE) (Gerstein, 2012; Birney, 2012)  identifies all functional elements 

in the human genome sequence, detects patterns and hypotheses such as the phylomemetic pattern 

through biological data (Chavalarias and Cointet, 2013), and exploring the genomic data for detecting 

diseases (Neafsey, 2013). 

Big data solution is incorporated with big data analytics where certain algorithms are built for pro-

cessing the data in order to gain certain insights of a specific application area (Hrickiewicz, 2012; Le-

venthal, 2013; Müller et al., 2012; Budišić et al., 2012; Rehkopf, 2012; Magallanes et al., 2003). There 

are other co-products developed on top of the big data analytics process, such as the MOLMeth moni-

tors the process of data capture, data analysis and publications (Klingström et al., 2012), Modular API 

(MAPI) integrates the large data sets in different formats and protocols prior to the big data processing 

(Karlsson and Trelles, 2013), and Sagace, a web based search engine that retrieves a wide range of 

biological data such as gene expression profiles and proteomics data (Morita et al., 2012). On the other 

hand, data as a service (DaaS), software as a service (SaaS), platform as a service (PaaS) and infra-

structure as a service (IaaS) are among the cloud services that are highly adopted in processing bioin-

formatics data (Dai et al., 2012). The research in cloud-based big data services helps promoting trans-

lational bioinformatics research and pervasive healthcare in general (Jalali et al., 2012; Chen et al., 

2013). There are economic benefits achieved such as increasing the profitability and operating effi-

ciencies of hospitals and health systems (Iskowitz, 2013a; Fernandes et al., 2012; Harper, 2013; 

Liveris, 2012; Davenport et al., 2012; Schouten, 2013). Knowledge accumulated through big data so-

lution turns a healthcare organisation into a learning organisation (Glaser and Overhage, 2013). These 

benefits draw investment for big data solution in pervasive healthcare (Iskowitz, 2013b; Lewis, 2012; 

Özdemir et al., 2013). However, data privacy and interoperability are the challenges to be addressed 

(Erdmann, 2013; Hoffman and Podgurski, 2012; Schadt, 2012; Erdman et al., 2013). The Health In-

surance Portability and Accountability Act (HIPAA) rule is made to protect individual’s privacy 

where the data is de-identified prior to data sharing so that the patient’s identity remained protected 

(White, 2013; McDavid and Bowen, 2012; Hoffman and Podgurski, 2012). However, HIPAA is not 

robust enough in regulating the health data collection and distribution. The interoperability of various 

big data sources is vital to achieve data harmonisation that has a direct impact on retrieving the right 

information for the right purpose (Hoffman and Podgurski, 2012). 

3.2 Relationship among Research Themes  

It is essential to establish the relationship between themes prior to developing the architecture. Con-

cepts and the relationship among concepts are the main elements in a typical architectural design 

(Franke et al., 2009). These relationships indicate the structure of the architecture and one concept im-

pacts on the other, which aligns with the definition of architecture established in this review.  Themat-

ic ontology is therefore introduced to portray the relationship among themes (Figure 2). Thematic on-
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tology is a type of lightweight ontology; it is a specification of concepts and the relationship among 

themes (adapted from Gruber, 2008; Sun et al., 2010). Architectural research as in Tan et al. (2013) 

and information analytics research as in Sun et al. (2014) in the healthcare domain are adapted to es-

tablish the relationship among themes.  

 

Figure 2.  Relationships between Themes 

The two main themes are pervasive healthcare and big data. Pervasive healthcare is executed by 

healthcare delivery services such as telemedicine, patient monitoring, location-based medical services, 

incident detection, emergency response and management, pervasive access to medical data and pre-

vention. Pervasive healthcare is impacted by the trend and challenges. Trend refers to the existing 

needs or motivations of implementing pervasive healthcare, for example driving the operational costs 

down, improving patient care quality and reducing medical errors. Challenges indicate the data related 

issues such as data interoperability, privacy and security. Data collection in the healthcare delivery is 

enabled by big data.  Big data applications make use of or manage big data. Analytics is required for 

data processing and analysis. The processed data is provisioned to big data, where data is used to ena-

ble pervasive healthcare delivery. For example, the patient care quality is improved through a better 

decision. A better decision can be made via the processed sensor data which usually comes in an un-

structured format, together with the structured data captured in the electronic health records (EHR). 

The challenges in trend and challenges impact big data. Governance controls the data quality in big 

data for delivering pervasive healthcare. Governance considers the requirements from social layer, 

where information requirements from related processes are collected before they are facilitated in the 

technical layer at the data level. Framework describes big data provision for pervasive healthcare, 

with governance addresses the identified challenges.  

3.3 Literature Gap 

There is a lack of literature in the healthcare databases that addresses pervasive healthcare and big data 

methodologically as a complete solution. The application and motivation in adopting pervasive 

healthcare (n=7) and big data (n=51) are heavily discussed for achieving certain objectives. The big 

data analytics (n=14) literature discusses the mathematical algorithms (Budišić et al., 2012; Magal-

lanes et al., 2003; Rehkopf, 2012) or tools (Karlsson and Trelles, 2013; Morita et al., 2012; Klingström 

et al., 2012) which are developed to process the large volume of data, for instance the genomic and 

proteomic data. However, the literature does not really illustrate the topic as a whole, for example, 

what are the processes that are required prior to the development of the algorithms for processing the 

large data set. In hindsight, the existing literature suggests the ‘what’ and the ‘why’ but does not con-

tribute much to the ‘how’ for this review. The aforementioned gap is rectified by incorporating the big 

data practice in the industry into the pervasive healthcare delivery. Hadoop is a pioneer solution for 

big data management (Hurwitz et al., 2013; O’Reilly, 2012). It is designed for reliable and scalable 
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distributed computing (Hadoop, 2012). Its main components are Hadoop Distribute File System 

(HDFS) and MapReduce (Hurwitz et al., 2013; O’Reilly, 2012; Hadoop, 2012). HDFS is a data stor-

age cluster which facilitates the management of the related files across the machines. MapReduce is a 

programming model for generating and processing large data sets for structured data and unstructured 

data such as the large scale images. The delivery of big data solution involves six main components 

(Russom, 2011; Forrester, 2012; Miller and Mork, 2013; Sherman, 2013): 1) identification defines the 

motivation and requirements for big data implementation, 2) collection identifies where data is used 

and what data is required, 3) integration establishes a common data representation, 4) analytics adopts 

advance or discovery analytics techniques to analyse the large integrated data, 5) visualisation presents 

the analytic results in an interactive manner, and 6) consumption enables the decision making process.  

More importantly, the reviewed literature did not seem to provide sufficient emphasis on how to 

achieve the “Value” of big data, which is a potential add on to the “V” series when describing the 

characteristics of big data. Making sense of the health data is imperative for delivering the value of 

pervasive healthcare such as to increase patient safety and to reduce the operational costs. Forming a 

hypothesis is a departure point for any sense-making process and it articulates the process of how data 

is collected, processed, analysed and disseminated in the pervasive healthcare setting. In hindsight, 

sense-making of health data is hypothesis-driven. Despite of the existing technological platforms that 

enable the features such as finding patterns, trends and relationship through the collected health data, it 

is still short of literature in postulating the methodology of making sense of these data. This imparts a 

new research direction which is further discussed in sub-section 6.1. 

4 Big Data Architecture for Pervasive Healthcare 

The big data architecture for pervasive healthcare in Figure 3 is developed from the thematic ontology 

(cf. Figure 2) and the review of big data practice in the industry. It demonstrates holistically the role of 

big data in delivering pervasive healthcare. The thematic ontology informs the fundamental constructs 

of the architecture. In this research context, an architectural framework from the organisational per-

spective should portrays the six dimensions (adapted from Sowa and Zachman, 1992):  Who are the 

users of the architecture, what are the components in the architecture and why these components are 

required, the mechanism of big data provision in supporting pervasive healthcare (how and when), and 

where big data is stored.  The architecture hence consists of four main domains that reflect the six di-

mensions: stakeholders (who dimension), pervasive healthcare applications (what and why dimen-

sions), pervasive healthcare data provision (how and when dimensions), and big data source (where 

dimension).The architecture is described with Hadoop big data solution.  

The identification component suggested by Russom (2011), Forrester (2012), Miller and Mork (2013), 

and Sherman (2013) is not included in the architecture. The assumption made is that the motivations 

and requirements (software and hardware) are deliberated prior to adopting the architecture. 

Healthcare organisations should identify the potential value derived by big data in pervasive 

healthcare delivery, and then decide the solution provider for implementation. Data integration and 

data governance component addresses the imminent data related challenges such as data interoperabil-

ity, privacy and security in the pervasive healthcare delivery (Check, 2013; Kluge and Siegal, 2013; 

Luxton et al., 2012; Erdmann, 2013; Hoffman and Podgurski, 2012; Schadt, 2012; Erdman et al., 

2013).  

 

Stakeholders 

The stakeholders involved in the pervasive healthcare setting are (Feldman et al., 2012; 

DepartmentOfHealth, 2012): 1) patients, 2) healthcare professionals (doctors, nurses and care work-

ers), 3) government or commissioners of healthcare services (those who choose and buy services from 

the service providers), 4) pervasive healthcare service providers, 5) data scientists (people who make 

sure that information can be accessed through computer), 6) information intermediaries (organisations 
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that take information available centrally and present it in different ways such as in interactive formats 

or applications), and 7) technology solution providers (people who provide the pervasive healthcare 

technology which enables the process of collecting, analysing and disseminating information). These 

stakeholders can be either data providers or users, depending on what context they provide and use 

data. 

 

Figure 3.  Big Data Architecture for Pervasive Healthcare 

 

Pervasive Healthcare Applications 

Pervasive healthcare applications delivers six main services aiming to improve patient safety and 

quality of care by optimising the value of the collected large data set (Akter and Ray, 2010; Chao et 

al., 2005; Levin, 2011; Drayton, 2012; Bardram, 2008; Gaggioli and Riva, 2012). These services are 

telemedicine, patient monitoring, location-based medical services, incident detection, emergency re-

sponses and management and pervasive access to medical data (Varshney, 2003; Varshney, 2007). 

Telemedicine enables healthcare professionals such as doctors and specialists to diagnose and recom-

mend treatment to patient from a distance. Patient monitoring enables healthcare professionals to re-

motely monitor patients’ health condition. Location-based medical services enable pervasive 

healthcare service provider to track the location of the elderly or the mental health patients who are 

ambulatory but restricted to certain areas and to help patients locating the nearest healthcare facility. 

Incident detection notifies healthcare professionals if there is a critical change on patients’ health con-

dition. Emergency responses and management efficiently facilitates the emergency services by dis-

patching the nearest ambulatory vehicles to where the emergency event happens and sending patients 

to the nearest hospital. Pervasive access to medical data allows healthcare professionals or patients to 

view and update the clinical records by using the mobile devices.  

 

Pervasive Healthcare Data Provision 

Pervasive healthcare data provision consists of six components: data collection, submission / publica-

tion, data governance, data integration, data analytics and data visualisation. Data collection indi-

cates how data is collected, where data is used and what data is required in which context.  The sub-

mission / publication is an acknowledgement of stakeholders before the data is offered to the big data 

sources. It is usually a set of terms and conditions that is agreed by stakeholders that the data collected 
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from them for serving certain purposes. Data governance deals with the privacy and security issue by 

establishing a set of rules; it establishes who in the defined context has the rights in determining the 

data standards and managing the indicators for data quality. Data quality is assessed in terms of com-

pleteness, validity, consistency, timeliness and accuracy (Khatri and Brown, 2010). It also sets up ac-

cess control rules to protect data privacy and security. It identifies the syntax, structure and semantics 

for the big data sources. The access control rule makes providers aware about the data collection pro-

cess (Miller and Mork, 2013), and determines who has access to the collected data. The collection and 

consumption of the data should comply with standards such as HIPAA. The de-identification rule en-

sures patient’s identity is protected (White, 2013). The security rule incorporates a data encryption 

solution across the sensor devices within the pervasive healthcare network. Meta-data standards are 

defined in this component. It acts as an index to the content of the big data sources and establishes the 

semantic of the data so that it is interpretable by the users who query the data. Hadoop Distributed File 

System (HDFS) and Hbase (column oriented database which can be scaled up to billions of rows) are 

adopted for managing big data sources. Hive (the data warehouse solution with SQL access) enables 

big data sources in the pervasive healthcare network.  

Data integration deals with the structured and unstructured data to enable further data processing 

(Hurwitz et al., 2013; Sherman, 2013). It constitutes the common data representation in relation to the 

big data sources, tracks the established meta-data to facilitate further data analysis and ensures that the 

right data is retrieved for the right purpose. Data integration maintains the data provenance and in-

volves the extract, transform and load (ETL) which processes structured data. The extract process 

reads data from the big data source. The transform process converts the extracted data into the agreed 

format so that they meet the data requirements and then loaded to the targeted database. The unstruc-

tured data is transformed into structured data, and then only applied to business intelligence solution to 

gain further insights (Hurwitz et al., 2013). Data analytics refers to analytics techniques to analyse the 

large integrated datasets in order to discover the patterned behaviour (Russom, 2011). Predictive ana-

lytics, data mining, statistical analytics, complex SQL, fact clustering, natural language processing and 

text analytics are the recognised techniques for big data analytics (Russom, 2011). MapReduce is the 

component in Hadoop which processes large data sets (Russom, 2011; Miller and Mork, 2013). Data 

visualisation presents the analytic result to the healthcare professionals in their desired format and 

views for effective decision making.   

 

Big Data Sources 

Big data sources consist of structured and unstructured data. Structured data is data that has predefined 

format such as the clinical and sensor data and can be processed by the computing equipment (Baars 

and Kemper, 2008). Unstructured data is data that usually does not have a specific format such as the 

hand written note, clinician’s dictations, CT and MRI images (Zikopoulos et al., 2012). 

5 Discussions 

The big data architecture for pervasive healthcare is developed from the studies selected for this re-

view and industrial practice. Thematic analysis is adopted to codify the themes. Thematic ontology, a 

type of light weight ontology is employed to find the relationship among themes. The themes formu-

late the components in the architecture. The methodological gap in establishing the architecture is 

complemented with the empirical big data practices from the industry. The architecture aims to pro-

vide a holistic view of how big data solution can be adopted in the pervasive healthcare delivery for 

healthcare organisations.  

5.1 Contributions 

The first contribution of this study is to identify the research themes for big data and pervasive 

healthcare. These research themes are beneficial for the academics and practitioners for suggesting the 
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future research insights and key considerations prior to big data implementation in the pervasive 

healthcare setting. The review sets the scene by studying the literature in the four healthcare databases 

(MEDLINE, EMBASE, CINAHL and Health Business Elite) in order to gain an insight on the current 

research in the healthcare domain. These healthcare databases are suggested by the health informatics 

personnel from one of a National Health Services (NHS) hospital in the UK for this review. The re-

view themes are derived through thematic analysis following the aim of this study which is to propose 

a conceptual view of the big data architecture for pervasive healthcare.  

The second contribution is to identify the relationship between research themes via thematic ontology. 

A typical architectural design consists of three main elements: concepts, relationships and viewpoints 

(Franke et al., 2009; Lankhorst, 2009). Concept refers to the design artefacts, descriptive representa-

tions or a structure of components. Relationship reflects the behaviour between concepts which ena-

bles the process of developing the architecture. Viewpoint concerns with stakeholders’ perception to-

wards the architecture which later helps with deriving the architectural components. The relationship 

between the research themes is therefore established prior to the design of the proposed architecture.  

The third contribution is to establish the conceptual view of the big data architecture for pervasive 

healthcare (cf. Figure 3) which shed a light on future research opportunities. The delivery of pervasive 

healthcare services requires large volume, varied format and high frequency data as opposed to the 

delivery of conventional healthcare services which is enabled by more controlled and structured data. 

The architecture clearly demonstrates how pervasive healthcare applications can be delivered, includ-

ing the changes made to the delivery of pervasive healthcare services in an efficient manner by inte-

grating the big data solutions. The architecture fulfils the five key success factors for pervasive 

healthcare implementation (adapted from Chen et al., 2012b; Gaggioli and Riva, 2012; He et al., 

2012): 1) supports the evidence base and patient care model where healthcare interventions are made 

by healthcare professionals based on the analysis of the patients’ data in the data collection compo-

nent, 2) equips with the data interoperability capability which is executed by the data integration 

component, 3) addresses the hardware and the hardware and communication requirements through the 

identification component, 4) possesses the generic characteristic where each component is customisa-

ble to the adopter’s requirements, and 5) reflect the socio-technical acumen where different stakehold-

ers’ concern are considered for designing the data pervasiveness which is enabled by big data solution.  

5.2 Limitations 

Limitations have been identified after the review and the consultation with the health informatics ex-

perts from one of the UK hospitals. The limitations are the literature gap and the technical issues af-

fecting the proposed architecture. From the literature perspective, there is limited published work 

about big data in pervasive healthcare as an integrated solution. From the technical perspective, the 

informatics experts find that it remains challenging to manage and process the unstructured data in the 

pervasive healthcare context. They emphasise explicitly that the data provision process should focus 

on the semantics of the data, i.e. the right content in a right context. In addition, the data governance 

component should include the data quality concerns from the commissioners. There should be controls 

in each component in the architecture in order to maintain the data quality for right processing. For 

example, data such as dates, patients and procedure details will be kept in the staging database and 

only sent to the data analytics component once a discharge letter is issued. Furthermore, the architec-

ture is subjected to the feedback loop from the users to revise the meta-data standards in order to im-

prove the health outcome. They suggest that the architecture to be developed as a distributed model. 

For example, in the UK healthcare setting, the whole data collection process is facilitated by the Gen-

eral Practitioners, and the hospital takes on the responsibility for data integration and processing. This 

practice will reduce the implementation costs and at the same time the stakeholders involved will hold 

the same accountability. Then again, when the architecture is a live system, it should deliver a timeli-

ness and accurate data for increasing the pervasiveness of the health services delivery.  
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6 Future Research Directions 

This review suggests seven key research themes for big data implementation in the pervasive 

healthcare setting based on the review finding. The research themes together with the big data practice 

in the industry articulate the components of the big data architecture for pervasive healthcare. The re-

view sheds a light on future research insights for the academic researchers and practitioners. 

6.1 Semiosis and Sense-making of Big Data 

Sense-making is vital for unleashing the full potential of big data. Big data only possess a value if it is 

being interpreted by the stakeholders with a purpose in the pervasive healthcare setting. Big data can 

be seen as a collection of signs according to the semiotics study (adapted from Peirce, 1935). Semiosis 

is a sign mediation process, or also known as a sense-making process which involves three aspects 

(Figure 4): 1) a sign as a signifier, vehicle or representamen (firstness), 2) an object to be signified, 

described or represented (secondness), and 3) an interpretant or the effect of the sign on someone who 

reads and interprets the sign (thirdness).  

 

 

Figure 4. Semiosis and Sense-making (adapted from Liu, 2000) 

In line with the semiosis perspective, the sense-making process dictates the components in pervasive 

healthcare data provision. For example, the interpretant which is seen as the hypothesis before the 

signs have been analysed determines what data should be collected for a specific context, what pur-

pose the data should be processed for, and what way results should be visualised to support decision 

making. In Piercean logical system, the sense-making process is pertinent to the three reasoning ap-

proaches: abduction, deduction and deduction, which are corresponding with the firstness, secondness 

and thirdness (Peirce, 1935). Abduction is a form of semiotics interpretation which guides the process 

of forming a hypothesis through the big data collection and leads to introducing new ideas (Moriarty, 

1996). Deduction is the process of explaining the hypothesis and induction is the process of evaluating 

the hypothesis. Future avenues of research should pay attention in the human reasoning process in or-

der to ensure the big data is efficiently delivering the pervasive healthcare services. For instance, 

stakeholders’ intention of big data usage could be abstracted in delivering or consuming (i.e. the sign 

users’ expectations) the pervasive healthcare applications, the algorithm (i.e. data analytics) could be 

developed to serve a purpose and the outcome of sense-making could be reflected through data visual-

isation (i.e. what stakeholders expects to see and how the graphic displays guides them through rea-

soning process). Sun et al. (2014) demonstrates an exemplary work of the sense-making process in big 

data. 

6.2 Social and Technical Considerations 

The social and technical aspects should be considered prior to implement big data in the pervasive 

healthcare setting. This echoes with IOM’s (2011) claim that healthcare organisation is a large socio-

technical systems. In this research context, the social system is concerned with how information is 

comprehended and used (e.g. the business processes which are associated with the pervasive 

healthcare service delivery), and how it impacts on the human actions in the pervasive healthcare set-
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ting. The technical system concerns with the big data solution used to process input (e.g. data) to out-

puts (e.g. information) (adapted from Bostrom and Heinen, 1977; Mumford, 2006).   

In addition, emphasis should be given to the infrastructure in setting up for pervasive healthcare ser-

vices delivery such as coverage of wireless and mobile network, reliability of the wireless infrastruc-

ture, design of the handheld devices and sensor, and addressing the data governance and management 

issues (Varshney, 2007). 

6.3 Architectural Techniques 

The components proposed in each domain of the architecture (cf. Figure 3) lead to further develop-

ment of the techniques in enabling the big data implementation in the pervasive healthcare setting. For 

example, the future research should focus on how to accurately elicit the information requirement 

from the stakeholders which are later facilitated by the big data solution. Theories such as norms anal-

ysis from organisational semiotics as in Liu (2000) can be adopted for this purpose.  

In addition, focus should be given to increase the capability of delivering pervasive healthcare services 

with the right big data solution by incorporating the service-oriented architecture and enterprise archi-

tecture research. Service oriented architecture offers a set of design principles which enable the units 

of functionality to be provided and consumed as services (Lankhorst, 2009), whereas enterprise archi-

tecture ensures the technology investments is delivering the value of pervasive healthcare (Henderson 

and Venkatraman, 1993). 

6.4 Information Management Framework 

The features of pervasive healthcare data provision can be further developed into an information 

management framework for a healthcare organisation. For instance, Tan and Liu (2014) has proposed 

a preliminary architecture for information provision in a pervasive healthcare setting. Information 

management framework is vital for a healthcare organisation (Berg, 2004), especially in the pervasive 

healthcare setting as information is collected from various sources in different format (Reddy and 

Jansen, 2008). Health information management will only help in reducing operational cost when 

healthcare resources are utilised efficiently (adapted from Choo, 2008) for providing high quality care 

to patients (DepartmentOfHealth, 2010).  

Future research should therefore emphasise on a suite of techniques which provide capabilities to ena-

ble data collection, submission / publication, data governance, data integration, data analytics and 

data visualisation in a robust manner. These techniques should clearly demonstrate information path-

way as information come from heterogeneous sources. Moreover, these techniques should evolve ac-

cordingly to the changes happened in the pervasive healthcare deliver. 

7 Conclusions 

This study reviewed the topical literature on pervasive healthcare and big data and the result was cod-

ed in the themes. Thematic ontology is introduced to establish the relationship between the research 

themes. The research themes lead to developing the big data architecture for pervasive healthcare. The 

literature gap in terms of the methodology is identified and bridged with the empirical big data prac-

tices from the industry. This study also intended to address the data related challenges in implementing 

big data. The proposed architecture aimed to fulfil the key success factors as recognised in the litera-

ture. This study offers three contributions: 1) identifying the research themes of big data and pervasive 

healthcare, 2) establishing the relationship between research themes, and 3) proposing a conceptual 

view of big data architecture for pervasive healthcare. The limitations are illustrated from both litera-

ture and technical perspectives which lead to the future research opportunities such as semiosis and 

sense-making. The review findings benefit the academic researchers and practitioners who are en-

gaged in the emerging research field of pervasive healthcare and big data.   
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