The objective of this research Is to investigate and compare multiple machine Decision Tree: The WEKA J48 implementation of C4.5 (Quinlan 1993) decision tree was In this research study, multiple machine learning techniques were investigated
learning classification technigues with an optimized data set for application in utilized. This classifier produced the best result with 100% accuracy when set to run an and applied to an optimized data set for malware network traffic detection. The
malware network traffic detection. The MTA-KDD'19 data set for malware 80% train 20% test split and 99.99% accuracy when set to run 10-fold cross-validation. This results of this research provide affirmative evidence that classification models
network traffic analysis contains 65,500 instances and is used for constructing result has incrementally improved upon the results observed in the experiment presented based on a statistically optimized data set can assist in detecting the presence
the classification models herein. Cross-Validation and single hold out data by the authors of the MTA-KDD'19 dataset. of malware activity in network traffic. This area of research has direct
portioning techniques are applied during model evaluation to validate accuracy application to cybersecurity industry solutions such as network traffic analysis
results. The following machine learning classification models are applied for software and cyber threat intelligence services. This research can help deliver
this Investigation: Multilayer Perceptron, Decision Tree, Support Vector important capabilities including anomaly detection, threat investigation, and
Machine, and K-Nearest Neighbors. network traffic surveillance.

Machine Learning Techniques for Malware Network Traffic Detection

Multilayer Perceptron: The WEKA hidden layer definition of a = (attributes + classes)/2
was utilized. This classifier produced the second-best result with 99.36% percent accuracy
when set to run an 80% train 20% test split and 99.34% accuracy when set to run 10-fold
cross-validation.

Support Vector Machine: The WEKA sequential minimal optimization implementation of
SVM was utilized. This classifier produced 97.81% accuracy when set to run an 80% train
20% test split and 97.78% accuracy when set to run 10-fold cross-validation.
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