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General introduction.

Information sharing and relationships on social network 
sites. 

A developmental perspective regarding the behaviour 
of adolescents, young adults, and adults on social net-
work sites.

Privacy under construction: a developmental perspective 
regarding the different perceptions of privacy between 
younger and older individuals.

Why concern regarding privacy differs: the influence of 
age and (non-) participation on Facebook. 

The cost of using Facebook: assigning value to privacy 
protection on social network sites against data mining, 
identity theft, and social conflict.

The role of informational norms on social network sites.

General discussion.

• 

•

•

•

•

•

•

•

•
•
•





• •

chapter 1
General introduction



• •10

Chapter 1



• • 11

general introduction

Privacy is a current topic in both academic and societal debates. This has 
been in response to the increasing role that the internet plays in everyday life. 
Our dependence on online services is increasing and simultaneously, threats to 
our informational privacy have multiplied online in the form of targeted adver-
tising, cookies tracking online behaviour, data mining, and possible identity theft 
(Andrews, 2012; Noda, 2009; Roosendaal, 2012; Roosendaal, 2013; Timmer, 2009). 
Here, we focus on the behaviour and privacy issues that can be linked to on one 
particular online service that is especially popular: social network sites (SNSs).

SNSs, such as Facebook or Hyves, have assumed an important place in the 
lives of many people. SNSs that focus on social relationships and friendships 
appear most popular and Facebook leads the pack with over 1 billion users B. 
Originally intended for students, individuals of all ages make use of Facebook 
today (Hampton, Goulet, Rainie, & Purcell, 2011; Lenhart, Purcell, Smith, & Zickuhr, 
2010). In light of the popularity of SNSs, we investigate the current state of privacy 
appreciation with regard to individuals’ SNS use. Specifically, we will study the 
differences between younger and older individuals as they are often found to 
differ in both their behaviour and their privacy concerns. 

In regard to young people’s privacy appreciation, two conflicting lines of 
reasoning can be identified. On the one hand, there is one stream of thought 
that argues that young people value their privacy (e.g., boyd & Marwick, 2011; 
Livingstone, 2008; Raynes-Goldie, 2010). On the other hand, however, young 
people have acquired a reputation to value privacy less compared to previous 
generations in popular discourse (e.g., Nussbaum, 2007).

Several observations concerning the online behaviour of young people are 
indeed cause for concern from a privacy perspective. Young people share great 
deal of personal information with their contacts on SNSs without always adjusting 
the privacy settings to protect this information (Acquisti & Gross, 2006; Debatin, 
Lovejoy, Horn, & Hughes, 2009; Govani & Pashley, 2005). In addition, the press 
has reported numerous incidents that have shown the potential severity of online 
privacy breaches, further fuelling the notion that young people have little regard 
for their online privacy (e.g., Ferenstein, 2013; Levy, 2009; O’Dell, 2011). Finally, 
despite the vulnerability of their online privacy resulting from their behaviour, 
most studies show that younger people are less concerned about their privacy 
when compared to older people, (Fox et al., 2000; “Online privacy worries increase 
with age”, 2009; Paine, Reips, Stieger, Joinson & Buchanan, 2007; Zukowski & 
Brown, 2007).

B Statistic retrieved from newsroom.fb.com.10).
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When these factors are combined- the intensive behaviour on SNSs, the lower 
level of concern for their privacy, and the suboptimal use of privacy settings by 
young people- this could lead to a situation in which there are those who say 
that privacy no longer holds much value in society. For example, to quote Mark 
Zuckerberg, CEO of Facebook: “People have really gotten comfortable not only 
sharing more information and different kinds, but more openly and with more 
people. That social norm is just something that has evolved over time” (Johnson, 
2010). This statement implies that the observed behaviour and the lack of concern 
among youth are generational characteristics (see also, Nussbaum, 2007); the 
current young generation values privacy less compared to previous generations 
their age. Yet, this notion has ignored the growing field of studies which claims 
that young people do in fact value privacy (boyd & Marwick, 2011; Livingstone, 
2008; Raynes-Goldie, 2010). 

In this dissertation we will investigate the differences in online behaviour 
and privacy concerns between young and old. Rather than assuming that the 
risky behaviour and low level of concern for privacy often observed among young 
adults are characteristics of a new generation, we will hypothesize that these 
behaviours and privacy concerns may, to some extent, be related to the devel-
opmental needs and goals of young people (Christofides, Muise, & Desmarais, 
2012; Peter & Valkenburg, 2011; Subrahmanyam, Smahel, & Greenfield, 2006). 
However, we cannot yet provide conclusive evidence for causal relationships 
between developmental factors and online behaviour or privacy concerns in this 
dissertation. Instead, our goal is to explore whether it is feasible that a develop-
mental perspective can be used to help understand the online behaviour and 
privacy concerns of individuals. In doing so, we hope to advance the privacy 
debate by providing new insights into the privacy appreciation of both young 
and old, and to inspire future researchers to investigate this issue further.

It is important to distinguish which characteristics that we can observe today 
differ between young and old and thus signify a generational difference and 
which characteristics are related to developmental differences. In discussions 
regarding the online behaviour of young people, they are often labelled in genera-
tional terms, e.g. as “digital natives” or “millenials” (e.g., Howe & Strauss, 2000; 
Nussbaum, 2007; Palfrey & Gasser, 2008; Prensky, 2001). Such labels not only 
ignore the diversity between children (Marwick, Diaz, & Palfrey, 2010), but they 
also overlook the developmental characteristics of this age group. We will explore 
the possible relationships between developmental goals and behaviour on SNSs 
and privacy concerns in this dissertation. The feasibility of using a developmen-
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tal perspective to understand online behaviour and privacy concerns, and the 
differences between young and old, has important implications when attempting 
to understand the overall privacy appreciation in society, and among young 
people specifically. Therefore, we address the following exploratory primary 
research question in this dissertation: “To what extent does a developmental 
perspective contribute to our understanding of individuals’ behaviour on SNSs, their 
privacy concerns, and their privacy protective behaviour, in particular with respect 
to the differences therein between adolescents, young adults, and adults?”

One important contribution that this dissertation makes is that it includes 
adolescents (12- to 19-year-olds), young adults (20- to 30-year-olds), and adults 
(31-year-olds and older) in the analysis of behaviour on SNSs, privacy concerns, 
and privacy protective behaviour. Until now, no other study has yet addressed 
adolescents, young adults and adults in a single comparative analysis. Including 
respondents from a broad age range and distinguishing between these age 
groups will help to advance our understanding of online behaviour and related 
privacy concerns. For example, previous studies emphasized the intensive and 
risky use of SNSs by young adults (Acquisti & Gross, 2006; Govani & Pashley, 
2005), whereas more recent comparative studies have showed that young adults 
are relatively safe users compared to both adolescents (Christodifes et al., 2012) 
and adults (Madden & Smith, 2010). These conflicting reports show the impor-
tance of making direct comparisons between the respondents of various ages 
in order to obtain an exact interpretation of the observed behaviour and concerns. 
Here, we will do so from a developmental perspective.  

The developmental perspective

A developmental perspective suggests that the observed behaviour on SNSs 
is typical in individuals of a certain age and resembles offline social development 
(Christofides et al., 2012, p. 49; Subrahmanyam et al., 2006). In other words, the 
behaviour that adolescents exhibit on SNSs today is very likely similar to how 
individuals from previous generations behaved offline when they were the same 
age (Herring, 2008, p. 77; Marwick et al., 2010, p. 4; Mesch & Talmud, 2010); it is 
driven by the same social goals, only now the behaviour takes place online. Here, 
we will focus on the social goals of relationship development and identity develop-
ment and their relationship with behaviour on SNSs. Although other social goals 
exist as well, such as the development of autonomy and the sexual self (Peter & 
Valkenburg, 2011), the social goals of relationship development and identity 
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development seem to be the most strongly connected with the adding of contacts 
and disclosure of information which takes place on SNSs (Boneva, Quinn, Kraut, 
Kiesler, & Shklovski, 2006; boyd, 2008; Ellison, Steinfield, & Lampe, 2007; Lampe, 
Ellison, & Steinfield, 2006; Madden & Smith, 2010; Marwick et al., 2010; Nadkarni, 
& Hofmann, 2012; Peter & Valkenburg, 2011; Regan & Steeves, 2010; Steijn & 
Schouten, 2013). 

Relatively little attention has been paid to social development during young 
adulthood and adulthood when compared to adolescence. Peter and Valkenburg 
(2011) give a systematic and extensive theoretical analysis of the link between 
developmental tasks and online behaviour, but their analysis is focussed only on 
adolescents. Christofides and colleagues (2012) did include older respondents in 
their study, but they only discuss the adolescent behaviour from a developmental 
perspective. Yet, it can be expected that similar links between online behaviour 
and age specific tasks and desires exist in the case of young adults and adults. 
In this dissertation we will address this gap by comparing adolescents’, young 
adults’, and adults’ behaviour on SNSs, their privacy concerns, and their privacy 
protective behaviour from a developmental perspective. Next, we will provide 
a short description for each age group in terms of their needs for relationship 
and identity development.

Relationship development is an important developmental goal during adoles-
cence. Adolescents generally live with their parents, but peers play an increasingly 
important role in their lives (Brown, 1990, p.179). Adolescents need to learn the 
skills required to form and maintain intimate relationships (Peter & Valkenburg, 
2011). Peer relationships and friendships can affect the psychological, social and 
academic development of the adolescent (Blieszner & Roberto, 2004; Savin-
Williams & Berndt, 1990). Adolescents often have more friends than adults 
(Blieszner & Roberto, 2004; Hartup & Stevens, 1999) and their focus will be on 
acquiring new friendships (Boneva et al., 2006).

For young adults, the need to develop new relationships declines during 
young adulthood, and instead young adults start to develop existing relationships 
in depth. Young adults start to establish more intimate and satisfying relation-
ships (Erikson, 1968). In their investigation of the relationship between sharing 
information on SNSs and relationships, Steijn and Schouten found that younger 
respondents report to have formed new relationships more often, whereas older 
individuals often report that have become more engaged with others (2013).
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Although the role of friends is significant for all ages, the time spent with 
friends declines during adulthood (Blieszner & Roberto, 2004; Hartup & Stevens, 
1999). In addition, adults can be expected to have developed stable relationships 
and they feel less of a need to use SNSs to establish new friendships. Instead, 
adults may be more likely to use SNSs in order to stay in touch with their family. 
This could, for example, involve their siblings or parents with whom it would 
require more effort to stay in touch at an elderly age as compared to adolescents, 
who have not yet left their parents’ homes. At an elderly age, this might even 
involve adults’ own children, or even their grand-children. 

The development of an identity is another important developmental goal 
during adolescence (Erikson, 1959). Identity development often takes place through 
self-presentation towards peers. During adolescence, much time is spent with 
friends who become increasingly important in establishing an adolescent’s 
identity (Brown, 1990, p. 179). In 2006, Boneva and colleagues noted that “Adole-
scence is defined by the need for intense person-to-person communication with 
a friend—spending a lot of time together […] and self-disclosing” (p. 618). The 
internet has provided adolescents with a new medium in the form of SNSs to 
present themselves, through public posts, and hence to experiment with their 
identity (Valkenburg & Peter, 2008). 

The adolescent need for identity development will persist during young 
adulthood (Arnett, 2006). During young adulthood individuals find employment, 
leave their parental homes, and they may even decide to settle down to start 
families as individuals become more self-sufficient and independent. As a result, 
the focus of their identity development during young adulthood starts to be 
geared more towards the areas of work and love (Arnett, 2006). The identity 
development in relation to love appears to be closely related to the fact that 
young adults establish more intimate relationships (Erikson, 1968). In regard to 
the identity development in relationship to work, it could be expected that young 
adults have an increased need to keep the identity which they have developed 
online separate from their offline identity while searching for employment by 
using the privacy settings. 

Most identity development theories essentially state that as an individual 
grows older his or her identity strengthens (Waterman, 1982). As a result, adults 
will have less of a need to experiment with their identities or to present them-
selves favourably to others (Leary, 1995). Instead, they will be interested in 
strengthening their existing identities (Waterman, 1982). 
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C Facebook’s terms of use explicitly states that you should not use Facebook if under the  

	 age of 13 (see Term 4.5, www.facebook.com/legal/terms)

We will explore three aspects of privacy appreciation from a developmental 
perspective: the behaviour on SNSs, privacy concerns, and the privacy protective 
behaviour. First, we will explore whether an individual’s behaviour on SNSs is 
related to characteristics pertaining to the life phase of adolescents, young adults, 
and adults. As we have mentioned before, up until now academic research has 
mainly focussed on establishing the connection between adolescents’ online 
behaviour and the developmental goals associated with adolescence (Christofides 
et al., 2012; Peter & Valkenburg, 2011; Subrahmanyam et al., 2006). Similar links 
between online behaviour and development related goals can be expected for 
young adults and adults. We will contribute to this field by including both young 
adults and adults in our analysis of behaviour on SNSs. 

Second, we will explore whether a developmental perspective offers an alter-
native interpretation for the lower concern for privacy shown by young people 
(Fox et al., 2000; “Online privacy worries increase with age”, 2009; Paine et al., 
2007; Zukowski & Brown, 2007). To this end, we have introduced the notion of 
privacy conceptions: the individual’s specific idea of what privacy exactly entails. 
In other words, an individual’s privacy conception defines what it is he or she is 
exactly concerned about. We hypothesize that privacy conceptions are related to 
an individual’s developmental life phase and that these differences can sub-
sequently explain differences in the concern reported regarding privacy between 
young and old.

Thirdly, we will explore how individuals protect their privacy online. Exposure 
to the various privacy threats associated with information disclosure on SNSs can 
have serious long term consequences (Andrews, 2012; Binder, Howes, & Sutcliffe, 
2009; Noda, 2009; Skeels & Grudin, 2009; Timmer, 2009). Better insight into why 
and how individuals protect their online privacy is therefore required. We will 
address what kind of privacy protection individuals of different ages consider to 
be important and we will explore the role of informational norms that are used 
to manage privacy on SNSs. 

 
Sample recruitment and data collection

To accomplish the goal that has been set in this dissertation requires that a 
wide variety of privacy and SNS related variables be gathered from both young and 
old individuals. Therefore, we conducted a large-scale panel study from among a 
representative sample of the Dutch population from 12-year-old individuals and 
older. This section will first present general information concerning the sample and 
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D The only exceptions to this were minor adjustments concerning the difference in the  

	 Dutch language between addressing youth and adults.

E For more information see: http://www.tns-nipo.com

methodology used for the studies included in this dissertation. The chapters that 
follow each include a methodological section with the specific methodological 
information needed to interpret the findings presented in that particular chapter. 

Priority was given to obtaining a representative sample including respondents 
of all ages, since we were particularly interested in the differences found between 
younger and older individuals. Therefore, we used a stratified random sampling 
procedure consisting of eight different age groups. The following eight age groups 
were distinguished; early adolescence (12- to 13-year-olds), middle adolescence 
(14- to 15-year-olds), late adolescence (16- to 19-year-olds), emerging adulthood 
(20- to 25-year-olds), early adulthood (26- to 30-year-olds), early middle adulthood 
(31- to 40-year-olds), late middle adulthood (41- to 50-year-olds), and late adult-
hood (51-year-olds and older).  In the remainder of this dissertation we will 
primarily refer to adolescents (12- to 19-year-olds), young adults (20- to 30-year-
olds), and adults (31-year-olds and older). For practical reasons, individuals younger 
than the age of 12 were excluded from this study as they were expected to have 
difficulty understanding all the questions posed in the questionnaire and as 
they are officially not allowed to make use of some SNSs (e.g., Facebook C). All 
respondents received the same item set, in order to keep responses comparable D. 

Moreover, in this dissertation we are interested in determining the differences 
between users and non-users of SNSs. That is why the sample was also stratified 
according to users and non-users of SNSs. The aim was to include at least a 
hundred respondents for each of the eight age groups and non-user/user combi-
nations, resulting in a target sample of 1,600 respondents.

Hyves and Facebook were chosen as target SNSs and the subsequent ques-
tions posed in regard to SNS use were asked specifically in terms of Facebook or 
Hyves use. Facebook and Hyves were the two most popular SNSs in the Nether-
lands at the time of data collection (Oosterveer, 2012). Both sites specifically focus 
on management and interaction with social relationships. When mentioning 
SNSs in the remainder of this dissertation, we refer here to this limited definition 
whereas the term social media will be used when referring to all sites available.

In order to create an efficient and professional data collection procedure, 
considering the specific sample required, TNS-NIPO E, a Dutch research institute 
specializing in data collection, was asked to administer the questionnaire. TNS-
NIPO has access to a panel of close to 200,000 participants. 

A pilot study with a sample of 112 respondents was conducted from June 14 
until June 28, 2011 to test the questionnaire. There were few comments on the 
survey items, but respondents indicated the questionnaire was quite lengthy. 
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As a result, several items were dropped. In addition, we made minor adjustments 
to several items (e.g., changes in response categories or changes in the exact 
formulation) to optimize the questionnaire.

Main data collection ran from July 19 until August 4, 2011. In total 3,170 
respondents were approached. Table 1 shows the distribution of respondents 
across the defined age groups. At first, 2,160 respondents were approached. 
However, there were too few respondents who did not use SNSs that filled in the 

Table 1. — Number of Respondents Contacted and Completed Questionnaire per 
Age Group in 2011. 
 	  	 contacted	  	  	 completed

Age	  	 First wave	 Second wave	 Third wave	  
12 – 13	 Use	 135			   139
	 Non Use	 135	 100	 30	 79
14 – 15	 Use	 135			   131
	 Non Use	 135	 100	 20	 72
16 – 19	 Use	 135			   103
	 Non Use	 135	 100	 30	 68
20 – 25	 Use	 135			   143
	 Non Use	 135	 100	 20	 80
26 – 30	 Use	 135			   134
	 Non Use	 135	 85		  94
31 – 40	 Use	 —	 —		  139
	 Non Use	 270	 250		  90
41 – 50	 Use	 —	 —		  105
	 Non Use	 270	 150		  111
51 +	 Use	 135			   114
	 Non Use	 135	 25		  118
Total	  	 2,160	 910	 100	 1,720

Note. Concerning the age groups 31 to 40 and 41 to 50, TNS-NIPO did not have prior knowl-

edge of whether or not respondents had made use of either Facebook or Hyves, so we could 

not specifically approach users and non-users for these age groups. Therefore, we simply 

approached 270 people for these age groups. In some cells, more respondents completed 

the questionnaire than had been contacted. This is because some of the respondents that 

were not users according to TNS-NIPO’s data appeared to be users after all. 
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F TNS-NIPO’s data concerning the use and non-use of adolescents were based on a  

	 screening among their parents. Apparently, some adolescents have an SNS profile  

	 without the knowledge of their parents.

complete questionnaire. This was partly because some of the respondents that 
had been initially registered as non-users at TNS-NIPO appeared to make use of 
SNSs after all F. Therefore, in two additional waves, another 910 and 100 indi-
viduals were contacted. In the end, 1,720 respondents completed the questionnaire, 
resulting in a response rate of 54.3%. 

In addition to the questionnaire, a choice-based-conjoint (CBC) analysis was 
conducted to obtain more insight into how privacy settings and other tools 
provided by SNSs are related to actual privacy protection. A CBC analysis is a 
popular research design that is used in marketing in order to determine how a 
new product might best suit consumers’ wishes (Curry, 1996; Orme, 1996). The 
advantage of using a CBC design is that it can determine the relative value that 
respondents attribute to the features of a product while avoiding direct ques-
tioning, and instead relying on the respondents’ actual decisions.

In a traditional CBC design, respondents are given several discrete choice 
tasks in which they are asked to select their favourite product from a selection 
of products which differ in several features. For example, respondents might be 
asked to decide which kind of pizza they would be most likely to buy. The pizzas 
presented will vary based on their brand, price, size, and toppings. For our purpose, 
respondents were presented with hypothetical SNSs instead. These sites varied 
in several features that affect respondents’ privacy protection. Examples included 
whether or not the site provider has ownership over the information that is 
posted, and whether or not third parties have access to this information. The 
exact implementation of the CBC design is given in Chapter 6. 

Table 2. — Number of Respondents Participating in CBC Design per Age Group in 2012.
Age	 N
12 – 13	 66
14 – 15	 68
16 – 19	 66
20 – 25	 77
26 – 30	 67
31 – 40	 67
41 – 50	 71
51 +	 78
Total	 560
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Data were collected from May 3 until May 21, 2012. Respondents who completed 
the original questionnaire were approached for this study. In total, 560 people 
participated. Table 2 shows the distribution of the respondents over the eight 
age groups. 

outline

In this dissertation our primary goal is to explore to what extent a develop-
mental perspective could contribute to our understanding of individuals’ behav-
iour on SNSs, their privacy concerns, and their privacy protective behaviour, in 
particular with respect to the differences therein between adolescents, young 
adults, and adults. The following chapters have been divided into three parts. 
The first part includes an analysis of the behaviour on SNSs of adolescents, young 
adults, and adults (Chapters 2 & 3). The second part includes an analysis of the 
privacy concerns of adolescents, young adults, and adults (Chapters 4, 5). The third 
part includes an analysis of the privacy protective behaviour by adolescents, young 
adults, and adults (Chapters 6 & 7). Finally, Chapter 8 will provide a summary and 
general discussion of the research studies included and their implications. 

Behaviour on SNSs

In Chapter 2, we explore one specific social benefit often associated with 
SNSs: relationship development. Sharing information is an important aspect of 
relationship development and sharing information on SNSs is generally associated 
with positive relational effects among students (Hsu, Wang, & Tai, 2011; Ledbet-
ter, et al., 2011; Park, Jin, & Annie Jin, 2011; Sheldon, 2009). We explore whether 
information sharing on SNSs has a positive or negative effect on relationships 
(i.e., an increase or decrease in liking, trust, or intimacy, or the formation or loss 
of a relationship), which relationships are most likely to be affected (i.e., weak 
ties or strong ties) and which forms of information sharing (e.g., private messages 
or public posts) have the strongest influence. Moreover, in contrast to earlier 
studies, we investigate information sharing on SNS and its relational outcomes 
with respondents of all ages (i.e., 12- to 83-year-olds).

In Chapter 3, we present data concerning adolescents’, young adults’, and 
adults’ information disclosure, adding of contacts, and use of privacy settings. 
This chapter contributes to existing studies by not just focussing on adolescents 
but by also including young adults and adults in an investigation of behaviour on 
SNSs from a developmental perspective. We explored whether the online behav-
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iour of the respondents could be related to expectations based on developmental 
goals. We focused on the goals of relationship and identity development which 
are especially relevant during adolescence. We expect that the adolescents’ more 
intensive use of SNSs, as compared to older individuals, is related to these develop-
mental goals. By including both young adults and adults in the analysis of online 
behaviour, a comprehensive picture of online behaviour can be made so as to 
advance our understanding of the behaviour displayed on SNSs and the differences 
between young and old users. 

Privacy concerns

In Chapter 4, we present the survey data on the relationship between privacy 
conceptions and the concern reported regarding privacy. We expect that ado-
lescents, young adults, and adults will demonstrate differences in the focus of 
their privacy conceptions. We subsequently expect that the different privacy 
conceptions that younger and older people have, will subsequently be related to 
the differences in the concern that is reported. 

In Chapter 5, we investigate if privacy conceptions mediate the relationship 
between age and concern regarding privacy, and between the use or non-use of 
SNSs and concern regarding privacy. If privacy conceptions mediate both relation-
ships, this would then suggest that the differences in privacy conception—and 
subsequent differences in concern regarding privacy—might then be related to 
the fact that young people are the most prominent users of SNSs. Alternatively, 
if privacy conceptions are found to mediate only the relationship between concern 
for privacy and age, this would further support the notion that the differences in 
privacy conceptions and subsequent concern are related to an individual’s life 
phase, but not necessarily to the use or non-use of SNSs.

  
Privacy protective behaviour

In Chapter 6 we present an innovative method for making a comparative 
analysis regarding the importance that individuals attribute to various threats 
to privacy. A choice-based conjoint analysis (Curry, 1996; Orme, 1996) was used 
to determine the importance attributed by individuals to several privacy-related 
features found in SNSs. This method allows us to determine the relative importance 
respondents attribute to the various features on SNSs that affect the privacy 
protection from various threats. Three kinds of potential privacy threats are 



• •22

Chapter 1 General introduction.

distinguished: social conflict, identity theft, and data mining. Until now, no study 
has of yet compared the relative importance attributed by individuals to the 
various privacy threats that they are exposed to on the internet. We will contribute 
by investigating how much importance adolescents, young adults, and adults 
assign to having protection from each of these threats. 

In Chapter 7 we will look at one specific aspect of privacy protection which 
has received relatively little attention in relation to information sharing on SNSs: 
the role of informational norms. While informational norms have been identified 
to play an important role in managing privacy boundaries (Johnson, 1989; Moore, 
1984; Nissenbaum, 2010; Stein & Shand, 1974), no studies have explored which 
role informational norms actually play concerning the management of privacy on 
SNSs. Discrepancies in normative expectations related to information sharing 
on SNSs could explain the differences between younger and older individuals’ 
online privacy behaviour. Youth may not always use the privacy settings, thus 
appearing to be privacy careless, because they have different normative expec-
tations of their online information. We compare adolescents’, young adults’, and 
adults’ adherence to norms of distribution and appropriateness which have been 
taken from Nissenbaum (2004) in order to establish the differences. Norms of 
appropriateness address which information is appropriate to share within a given 
context, whereas norms of distribution address whether information shared 
during an interaction should subsequently be shared with others. 

General discussion

In Chapter 8 the main findings of the preceding chapters are summarized 
followed by a discussion of these findings. This chapter will aim to provide an 
answer to our central research question and the implications of the results and 
findings will be discussed. Some methodological considerations will be given 
together with recommendations for future research.
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Information sharing and relationships  
on social network sites.

abstract

This article investigates the relationship between sharing personal informa-
tion and relationship development in the context of social network sites. The 
information disclosed on these sites could affect relationships in a different 
manner compared to more traditional one-on-one interactions, because they 
offer one-to-many communication. Respondents in the age range of 12 to 83 were 
surveyed about experiences of relationship development as a consequence of 
contact through Facebook or Hyves—the most popular Dutch SNSs. Results 
showed a primarily positive effect of information sharing on SNSs on relationships. 
Furthermore, relationship development mainly occurs among acquaintances and 
friends, and public posts are most closely related to relationship development. 
These findings suggest that SNSs might affect relationships in a distinct fashion 
as acquaintances and friends gain access to public self-disclosures which might 
normally only be reserved for close friends and family. Overall, this study provides 
insights into some of the positive aspects of SNSs’ public nature. 

Chapter adapted from;
Steijn, W.M.P., & Schouten, A.P. (2013). Information sharing and relationships on 
social network sites. Cyberpsychology, Behavior, & Social Networking, 16(8), 582-587.
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introduction 

The relationship between sharing personal information (or self-disclosure) 
and relationship development has been well established both offline (Greene, 
Derlega, & Mathews, 2006) and online (Valkenburg & Peter, 2009). Studies have 
shown a primarily positive effect of sharing personal information on various 
aspects of relationship development. For example, sharing personal information 
can lead to more closeness or intimacy (Laurenceau, Barrett, & Pietromonaco, 
1998; Ledbetter et al., 2011; Park, Jin, & Annie Jin, 2011; Valkenburg & Peter, 2007), 
more liking (Collins & Miller, 1994), and more trust (Sheldon, 2009) between 
interaction partners as well as leading to the development of new relationships 
(McKenna, Green, & Gleason, 2002; Peter, Valkenburg, & Schouten, 2005). 

Nowadays, social interaction increasingly takes place on social network sites 
(SNSs) such as Facebook or Hyves. SNSs distinguish themselves from many other 
forms of interaction since they offer one-to-many communication, as opposed to 
one-on-one communication. Instant messaging, email, and face-to-face interaction 
often occur between only two people. SNSs, on the other hand, allow individuals 
to (1) construct a public or semi-public profile within a bounded system, (2) 
articulate a list of other users with whom they share a connection, and (3) view 
and traverse their list of connections (boyd & Ellison, 2007). The information 
shared through public posts on these sites is usually available for all connections 
to see. These connections are sometimes strangers, but in general, they are 
known people (Lampe, Ellison, & Steinfield, 2006; Lenhart & Madden, 2007; 
Subrahmanyam & Greenfield, 2008) and include both strong (e.g., family) and 
weak ties (e.g., acquaintances) (Choi, Kim, Sung, & Sohn, 2010; Thelwall, 2008).

Up until now, how information shared on SNSs may affect relationships and 
which relationships are likely to be affected has received little attention. There-
fore, the goal of this chapter is to explore if information shared on SNSs is related 
to relationship development. Specifically, we will investigate whether information 
shared on Facebook and Hyves, the Dutch equivalent of Facebook, has a positive 
or negative effect on liking, trust, or intimacy within a relationship, and whether 
shared information will result in the formation of new relationships or the loss 
of existing relationships.

Several studies have investigated the relationship between relational factors, 
such as trust and intimacy, and information sharing in online communities 
(Bagozzi & Dholakia, 2006; Bateman, Gray, & Butler, 2011; Chiu, Hsu, & Wang, 
2006; Lin, 2006). Our study contributes to these studies in two important ways. 
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First of all, these studies often took place in the context of online forums with 
professional contacts or strangers that shared an interest. On SNSs, however, the 
information shared is accessible by both strong and weak ties. As such, this study 
will investigate whether strong (e.g., a partner) and weak ties (e.g., an acquaint-
ance) are affected differently by the information shared. Second, many of these 
studies investigate how relationships develop in online communities and in turn 
affect the information that is shared. Instead, this study investigates how sharing 
personal information on an SNS might affect these relational factors.   

Simultaneously sharing information with people with whom we have different 
levels of intimacy (family vs. friends vs. strangers) can have both positive and 
negative consequences. In their theory of social penetration, Altman and Taylor 
(1973) describe how interactions generally “proceed only generally and system-
atically from superficial to intimate topics” (p.29). On SNSs acquaintances and 
strangers have access to disclosures normally only shared with friends. Sharing 
intimate information in such a context may have a negative impact on the rela-
tionship, for example, others may consider the sharer to be maladjusted and 
would like him or her less as a friend (Chalkin & Derlega, 1974). Previous work has 
investigated how this social overlap on SNSs can strain relationships (Binder, 
Howes, & Sutcliffe, 2009; Skeels & Grudin, 2009), as information usually only 
shared with friends also becomes available for colleagues and family, or vice 
versa. Generally, users are aware of this social overlap (Lampinen, Tamminen, & 
Oulisvirta, 2009; Raynes-Goldie, 2010) and several strategies can be used to 
manage this situation like having two separate profiles (Lampinen et al., 2009; 
Stutzman & Hartzog, 2010).

Alternatively, the one-to-many interaction on SNSs could also result in 
positive relationship development which would not occur through just one-to-
one interaction. Whereas one-on-one communication primarily takes place with 
stronger ties, due to time constraints,—we simply cannot interact with everyone 
we know—information shared with friends on SNSs automatically becomes 
available for strangers, colleagues, and acquaintances as well. This could result 
in an improved relationship with these ties since they can gain access to more 
information than they would ordinarily have without SNSs. Consider, for example, 
family—a niece—who is normally only seen at annual family gatherings, but 
who can now constantly read self-disclosures made to friends and vice versa. 
This constant exposure to each other could improve the relationship, considering 
the documented positive effects of self-disclosure on relationships. This suggests 
that any change in relationship development on SNSs will primarily take place 
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among weak ties (Donath & boyd, 2004; Hsu, Wang, & Tai, 2011), since these ties 
will have especially gained increased access to personal information on SNSs. 

Previous studies have shown both positive and negative consequences on 
relationship development due to SNSs. Recent findings indicate that 58% of 12- to 
17-year-olds and 61% of those 18 or older felt closer to another person because of 
an experience on SNSs, whereas only 22% and 15% respectively had an experience 
on SNSs that ended their relationships (Lenhart et al., 2012; Rainie, Lenhart, & Smith, 
2012). However, these studies did not link these findings to the information shared 
on the site. 

Studies that have explored the link between self-disclosure and relationship 
development in the context of SNSs generally report a positive effect (Ledbetter 
et al., 2011; Park et al., 2011; Sheldon, 2009; Hsu et al., 2011). However, most of 
these studies were conducted among students, while nowadays SNSs are used 
by a much wider population (Lenhart, Purcell, Smith, & Zickuhr, 2012; Hampton, 
Goulet, Rainie, & Purcell, 2012). In this study, we will study the effect of SNSs 
among a sample of 12-year-olds and older. 

 The aim in this chapter is to explore the link between relationship development 
and information sharing on SNSs. First, we investigate if SNSs are perceived to 
affect relationship development positively or negatively. The majority of studies 
report positive relationship development in terms of liking, trust and intimacy 
due to information sharing (Ledbetter et al., 2011; Park et al., 2011; Sheldon, 2009; 
Hsu et al., 2011), however this also suggests that it is more likely that new relation-
ships are formed (i.e., a positive development) than that existing relationships are 
lost (i.e., a negative development). Therefore, we hypothesize:

H1a: Within the context of SNSs, more relationships are formed as opposed to 
broken.
H1b: Within the context of SNSs, more relationships progress in terms of liking, 
trust, and intimacy as opposed to regress.

Since the publicity of shared information is what distinguishes SNSs from 
other media, public posts are expected to show the strongest association with 
relationship development. Our next hypothesis is thus:

H2: Of all forms of information sharing on SNSs, public posts will be most closely 
related to relationship development.



• •34

Chapter 2 Information sharing and relationships on social network sites.

Moreover, weak ties are expected to gain the most from the available informa-
tion on SNSs because they may access private information that people would 
otherwise never have gained access to in the first place. Previous work would 
support the prediction that relationship development mainly takes place among 
weak ties (Donath & boyd, 2004; Hsu et al., 2011). Our final hypothesis therefore 
states:

H3: Within the context of SNSs, relationship development will mainly take place 
among weak ties. 

method
Participants

The data were collected during the period of July 19 to August 4, 2011 by the 
research institute TNS-NIPO, and was part of a large scale questionnaire about 
SNSs and related concerns regarding privacy. A stratified sampling procedure 
over eight age groups was used to obtain the sample. In total 1.008 respondents 
in the age range of 12 to 83 with a profile on either Facebook or Hyves completed 
the questionnaire. Six respondents were dropped from the analysis as they 
explicitly stated having created their profile for a different purpose (e.g. as require-
ment for using a different site) and were not using it. Of the remaining 1,002 
respondents, 125 (12.5%) have a profile only on Facebook, 365 (36.4%) have a 
profile only on Hyves, and 512 (51.1%) have a profile on both sites, of which 268 
respondents reported to mainly use Hyves (52.3%) and 244 mainly use Facebook 
(47.7%). The mean age of all respondents was 28.7 (SD = 15.5) and 40% was male.

Measures

Based on the findings from previous studies, we are interested in learning 
whether the information shared on SNSs results in the formation of new relation-
ships (McKenna et al., 2002; Peter et al., 2005) or the loss of existing ones. 
Moreover, we investigate whether information shared on SNSs affects liking 
(Collins & Miller, 1994), trust (Sheldon, 2009), or intimacy (Laurenceau et al., 1998; 
Ledbetter et al., 2011; Park et al., 2011; Valkenburg & Peter, 2007) within existing 
relationships, since these form the main characteristics of relationships. To assess 
the relative occurrence of these different indicators of relationship development, 
the following eight yes/no questions were created: “Due to contact through your 
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Facebook/Hyves profile do you (1) like someone more; (2) like someone less; (3) 
trust someone more; (4) trust someone less; (5) feel more involved with someone; 
(6) feel less involved with someone; (7) have gained a new friendship; (8) have 
lost a friendship”. If answered positively, two items followed. First, they were 
asked what information caused the change in relationship development: profile 
information, public posts, chat, private messages, or other. Second, for the first six 
indicators, respondents were asked who the relationship development affected: 
people known from the internet, friends of a friend, friends (including sports, hobbies, 
and college friends), close friends, family, colleagues, acquaintances, or other. For 
the last two indicators (i.e., gained/lost a friendship), the second item asked what 
the closest friendship lost or gained was: acquaintance, friend, close friend, partner 
(or girl/boyfriend), or other.

In addition, data were obtained regarding what respondents share publicly 
on their profile. Respondents were asked to select which items they revealed 
(profile information) from a list of 12 options (e.g., name, address, interests). Next, 
they were asked how often they shared a public post (post frequency). Response 
possibilities were never, once a month, several times a month, once a week, several 
times a week, once a day, or several times a day. Finally, respondents reported 
which topics, from a list with 11 options (e.g., health, family, or parties), they 
addressed in these posts (post content). 

Results

Of all the respondents, 574 (57.3%) reported to have experienced at least one 
of the relationship developments due to contact through Facebook or Hyves. 
Specifically, 19.1% (N = 191) formed a new relationship, 12.2% (N = 122) lost a rela-
tionship, 22.6% (N = 226) liked someone better, 14.0% (N = 140) liked someone less, 
7.9% (N = 79) trusted someone more, 6.0% (N = 60) trusted someone less, 31.7% 
(N = 318) were more involved with someone, and 5.2% (N = 52) were less involved 
with someone. New relations have been met in person in 76.4% (N = 146) of all 
reported occurrences. No consistent differences were found in the reporting of 
relationship development between respondents with only a Hyves profile, only 
a Facebook profile, or both. Respondents with a Hyves profile were more likely to 
report having lost a relationship (15.3%), compared to respondents with a Facebook 
profile (8.0%) or both (10.9%), χ  C(2, 1002) = 6.20, p = .045. Respondents with both 
profiles were more likely to report feeling more involved with someone (35.4%) 
compared to respondents with a Facebook profile (32.0%) whereas respondents 



• •36

Chapter 2 Information sharing and relationships on social network sites.

with a Hyves profile were less likely to report this (26.6%), χ  C(2, 1002) = 7.58, p = .023.
More positive than negative relationship development was reported (Hypoth-

eses 1a and 1b). McNemar analyses were used to test the significance of these 
differences. Significantly more respondents reported to have gained, rather than 
lost a relationship, χ  C(1, 1002) = 22.34, p < .001, to like someone better as opposed 
to worse, χ  C(1, 1002) = 30.61, p < .001, and to feel more involved with someone as 
opposed to less, χ  C(1, 1002) = 229.49, p < .001. No significant difference was found 
between the positive and negative change in trust. 

The second hypothesis predicted that public posts would be most closely 
related to relationship development. Table 1 shows that public posts are indeed 
consistently reported more often as the cause for all forms of relationship develop-
ment. McNemar analysis confirmed that the differences are statistically significant 
in the majority of the cases. 

The third hypothesis predicted that relationship development would mainly 
take place among weak ties. Table 2 shows that relationships formed or lost 
happen among weak ties, such as friends or acquaintances, more often than 
strong ties, such as close friends and partners. One sample t-tests between 
percents confirmed that weak ties were reported more often than strong ties 
for both forming a relationship, t(190) = 11.40, p < .001, and losing a relationship, 
t(121) = 4.819, p < .001. Similarly, McNemar analysis confirmed that compared to 
close friends and family, mainly relationships with friends and acquaintances 
experienced a positive or negative change in liking, trust and involvement in a 
relationship (Table 3).

Table 1. — Reported Causes of Relationship Developments
	 Gain	 Lost	 Positive	 Negative	 Positive	 Negative	 Positive	 Negative
	 Rel.	 Rel.	 Like	 Like	 Trust	 Trust	 Involved	 Involved
N	 191	 122	 226	 140	 79	 60	 318	 52
Public Posts	 49.7%	 36.9%	 64.2%	 59.3%	 53.2%	 68.3%	 63.8%	 55.8%
Private Messages	 31.9%**	 36.1%	 36.7%***	 27.9%***	 48.1%	 23.3%***	 48.7%**	 28.8%**
Profile Information	 23.0%***	 4.9%***	 11.5%***	 10.0%***	 12.7%***	 20.0%***	 11.6%***	 9.6%***
Chat	 39.3%	 15.6%***	 34.5%***	 18.6%***	 38.0%	 25.0%***	 21.9%***	 26.9%*
Other	 8.4%***	 26.2	 3.5%***	 12.1%***	 2.5%***	 6.7%***	 4.7%***	 11.5%***

Note. McNemar significances are reported for differences in relation to Public Posts; *p < .05, **p < .01, ***p < .001. 

Rel. = relationship 
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Finally, a logistic regression analysis was conducted for each indicator of 
relationship development with profile information, post frequency, and post 
content as independent variables, to find further support for hypothesis 2. Gender 
and Age were added as control variables. Table 4 gives an overview of the results. 

Younger respondents were more likely to report forming a new relationship 
(b = -0.013, p = .037) and liking someone more (b = -0.014, p = .024), whereas older 
respondents reported feeling more involved with someone else (b = 0.012, p = .011). 
Gender had a significant effect on trusting someone less (b = -0.613, p = .048) and 
feeling more involved with someone (b = -0.301, p = .043). In both situations, 
women were more likely to report the relationship development than men. 

Table 2. — Reported Strength of Newly-formed or Lost Relationship
	 Gain relationship	 Lost relationship
N	 191	 122
Acquaintances	 39,8%	 41,0%
Friends	 40,3%	 24,6%
Close Friends	 9,4%	 16,4%
Partner (girl/boyfriend)	 7,9%	 10,7%
Other	 2,6%	 7,4%

Table 3. — Reported Type of Relationship Changed
	 Positive	 Negative 	Positive 	 Negative	 Positive	 Negative  
	 Like	 Like	 Trust	 Trust	 Involved	 Involved
N	 226	 140	 79	 60	 318	 52
Friends	 57,1%	 46,4%	 57,0%	 46,7%	 54,7%	 53,8%
Acquaintances	 38,9%a	 35,0%	 22,8%a	 31,7%	 31,1%a	 6,9%a

Only known from 	
the Internet	 11,5%ab	 8,6%ab	 7,6%ab	 6,7%ab	 6,9%ab	 5,4%a

Colleagues	 12,4%ab	 9,3%ab	 12,7%ab	 5,0%ab	 13,2%ab	 5,4%a

Friends of Friends	 24,3%ab	 23,6%a	 15,2%a	 25,0%a	 14,2%ab	 1,2%a

Close Friends	 8,4%ab	 4,3%ab	 20,3%a	 11,7%ab	 19,5%ab	 11,5%a

Family	 11,5%ab	 10,0%ab	 22,8%a	 10,0%ab	 22,3%ab	 13,5%a

Other	 1,3%ab	 0,7%ab	 0,0%ab	 1,7%ab	 1,3%ab	 1,9%ab

Note. McNemar significances with at least p < .05 level are reported in relation to Friends with 

an A and in relation to Acquaintances with a B.
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Providing further support for the second hypothesis, both post content and 
post frequency had a positive relationship with almost all relationship develop-
ments. This indicates that respondents who address more topics in their posts 
are more likely to report an increase or decrease in liking the other, trust, or 
intimacy within a relationship, or the formation of a new relationships, or loss 
of an existing relationship. Posting more frequently had a similar effect except 
for a decrease in trust and intimacy. See Table 4 for the regression values.

Finally, profile information had a negative relationship on liking someone 
less (b = -0.100, p =.033), trusting someone less (b = -0.136, p = .037), or feeling 
less involved with someone (b = -0.140, p = .043). In other words, these three 
negative relationship developments were less likely to be reported by those 
respondents who reveal more profile information. 

Table 4. — Logistic Regressions Predicting Relationship Developments
	 Gain	 Lost	 Positive	 Negative	 Positive	 Negative	 Positive	 Negative
	 rel.	 rel.	 Like	 Like	 Trust	 Trust	 Involved	 Involved
Nagelkerke R²	 .112	 .053	 .178	 .109	 .078	 .054	 .039	 .042
								      
Gender (Ref. = º)	 .241	 -.041	 -.004	 -.127	 -.083	 -.613*	 -.301*	 -496 
	 (1.27)	 (.96)	 (.99)	 (.88)	 (.92)	 (.54)	 (.74)	 (.61)
Age	 -.013*	 -.006	 -.014*	 -.014	 -.012	 -.007	 .012*	 -.001 
	 (.99)	 (.99)	 (.99)	 (.99)	 (.99)	 (.99)	 (1.01)	 (1.00) 
Profile Information	 .026	 -.036	 .026	 -.100*	 -.061	 -.136*	 .043	 -.140*
	 (1.03)	 (.96)	 (1.03)	 (.91)	 (.94)	 (.87)	 (1.04)	 (.87)
Post Content	 .119***	 .122***	 .166***	 .166***	 .136**	 .156**	 .145***	 .140*
	 (1.13)	 (1.13)	 (1.12)	 (1.18)	 (1.12)	 (1.17)	 (1.16)	 (1.15)
Post Frequency	 .227***	 .135*	 .277***	 .195**	 .217**	 .043	 .140**	 .066
	 (1.25)	 (1.14)	 (1.32)	 (1.22)	 (1.24)	 (1.04)	 (1.15)	 (1.07)
								      
Constant	 -2.736	 -2.565	 -2.816	 -2.205	 -3.152	 -2.278	 -2.376	 -2.683

Note. Unstandardized logistic coefficients with odds ratios in parentheses. Profile information scored from 0 to 

12 options revealed. Post Content scored from 0 to 11 topics. Post Frequency scored from 1 for never to 7 for 

several times per day. *p < .05, **p < .01, ***p < .001. 

Rel. = relationship 

Ref. = reference
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discussion

The main aim of this study was to explore the relationship between relation-
ship development and information sharing on SNSs. Therefore, respondents were 
asked to report whether changes in intimacy, liking, trust, involvement, and 
relationships lost/gained had occurred due to contact through Facebook or Hyves. 
The results provide evidence that the information shared on SNSs has a primar-
ily positive effect on relationship development. This supports existing research 
that information shared on SNSs has a positive effect on relationship development 
(Ledbetter et al., 2011; Park et al., 2011; Sheldon, 2009; Hsu et al., 2011).

A strong relationship was found between sharing information through 
public posts and relationship development. Respondents consistently reported 
public posts as being a main cause of relationship development and logistic 
regressions showed that relationship development is consistently predicted by 
the frequency of public posts and the number of topics addressed in these posts. 
The finding that frequency and content of the information shared are important 
for relationship development is in keeping with previous findings (Park et al., 2011; 
Peter et al., 2005; Subrahmanyam & Greenfield, 2008). Although we did specifically 
ask respondents what had caused the change in relationship development, we 
cannot make causal inferences based on the nature of our data. Future research 
could further test the causality of the relationships we exposed. 

Results showed that relationship development occurred more often among 
weak ties than strong ties, in support of the current body of existing literature 
(Donath & boyd, 2004; Hsu et al., 2011). Relationship development was more likely 
to occur with friends and acquaintances than with close friends and family. This 
supports the assumption that simultaneously sharing with both weak and strong 
ties on SNSs through public posts can also be beneficial. We often lack the 
resources to maintain all our relationships through one-on-one channels and 
most of the information would subsequently be limited to our closest friends 
and relatives. By sharing information through public posts on SNSs, weak ties 
can gain access to information that would have otherwise not been available to 
them. This may help strengthen those relationships with weak ties.

Another finding was that respondents who share more information on their 
profile were less likely to report negative relationship development such as a 
decrease in trust and intimacy. This appears to be related to a similar argument 
which was made by Ellison, Vitak, Steinfield, Gray, and Lampe (2011), stating that 
profile information can support relationships as individuals are able to establish 
a common ground between themselves (p. 24). Individuals who create a more 
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B Statistic retrieved from www.hyves.nl.

C Statistic retrieved from newsroom.fb.com.

elaborate image of who they are, where they live, and what their interests are, 
are at a lesser less risk to discover an unpleasant surprise in a relationship.

Some limitations apply to this current study. One major limitation is that we 
used a simple yes- or no-scale to measure relationship development. It would 
have been better if our constructs could have been measured at a higher level 
of measurement, so then we could have tested the relationship between public 
posts on SNS and relationship development with regression analysis. This may 
impact the validity of our findings as the current design allowed for less variance 
in the responses. Future research should consider using a gauge of measurement 
with different response scales.

A second limitation is the lack of data on chat or private messaging behaviour 
on SNSs by the respondents. Therefore, the logistic regressions only included 
data regarding posting behavior and the profile information respondents had 
filled in. Although logistic regressions indeed confirmed that public posts are 
related to relationship development, this could not be compared with the pos-
sible effects of chatting or private messages. Future research might wish to 
compare both the relationship between public posts and relationship develop-
ment and private posts and relationship development.

With the increasing role that SNSs play in people’s daily lives—Hyves has 9.7 
million Dutch and Belgium B users and Facebook has over 1 billion users world-
wide C—it is important to understand how SNSs affect peoples’ lives. The public 
nature of SNSs has often been associated with several negative consequences 
such as the loss of privacy (Acquisti & Gross, 2006; Gross & Acquisti, 2005), and 
tension in relationships, both due to the presence of many different social rela-
tionships (Binder et al., 2009; Skeels & Grudin, 2009) and the explicit and public 
acceptance or rejection of friend requests (boyd, 2006; Tokunaga, 2011). However, 
the popularity of the sites suggests that they are not without merits as well, and 
the users of SNSs are continuously balancing the risks and benefits in making 
use of their profiles (Ellison et al., 2011). This chapter has addressed one such 
possible merit of sharing information on SNSs; that the public sharing of personal 
information, opinions and thoughts on SNSs can lead to positive developments 
in our relationships. 
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abstract

It is often said that young people share too much about themselves online. 
This chapter provides further support for taking a developmental perspective to 
understand online behaviour, in the way that information is shared and contacts 
are chosen on social network sites. Adolescents’, young adults’, and adults’ use 
of social network sites has been investigated from a developmental perspective 
that was based on relationship identity development needs. The results showed 
that adolescents’ behaviour appears to be linked to forming new friendships, 
that young adults’ behaviour reflects the need to find more meaningful relation-
ships, and that adults’ behaviour is focussed more on family. The exact nature 
of the relationships between online behaviour and developmental goals are 
described and discussed. 

Chapter adapted from;
Steijn, W.M.P. (in press). A developmental perspective regarding the behavior of 
adolescents, young adults, and adults on social network sites. Cyberpsychology: 
Journal of Psychosocial Research on Cyberspace.

chapter 3
A developmental perspective regarding 
the behaviour of adolescents, young 
adults, and adults on social network sites.
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introduction

Background

Social network sites (SNSs), like other social media, such as blogs and twitter, 
have found an important place in the lives of many people. Here, we examine 
specifically SNSs in which social relationships and friendships are the major focus. 
Facebook serves as the best known example in this category with over 1 billion 
users B. Originally intended for students, user demographics of Facebook include 
individuals of all ages nowadays (Hampton, Goulet, Rainie, & Purcell, 2011; Lenhart, 
Purcell, Smith, & Zickuhr, 2010). Nevertheless, it is predominantly younger people 
that make the most intensive use of these SNSs.

The image that persists in popular debate is that young people are risky users 
of SNSs. However, this primarily relies on a generational interpretation of online 
behaviour. Young people are often seen as a generation that shares too much 
about themselves and they do this too openly on SNSs and that they care little 
about their privacy (Nussbaum, 2007). This view seems to resemble the earlier 
studies in which young people were portrayed as sharing too much personal 
information on SNSs without adjusting the privacy settings to protect this infor-
mation (Acquisti & Gross, 2006; Debatin, Lovejoy, Horn, & Hughes, 2009; Govani 
& Pashley, 2005). This contention is reinforced all the more by the media, which 
provides countless examples on how disclosures by young people on these sites 
went awry (e.g., Ferenstein, 2013; Levy, 2009; O’Dell, 2011). 

 The intensive use of SNSs by young people, which is reflected in the extensive 
sharing of information and their numerous contacts (Christofides, Muise, & 
Desmarais, 2012; Pfeil, Arjan, & Zaphiris, 2009) could, however, also be related to 
age-specific developmental goals. Two important developmental goals for young 
people are relationship and identity development (Brown, 1990, p.179; Erikson, 
1959; Peter & Valkenburg, 2011; Savin-Williams & Berndt, 1990). The fact that 
young people add more contacts than adults do, could be related to their develop-
mental goal of relationship development. The fact that young people generally 
share more personal information on SNSs could be related to the developmental 
goal of developing their identity in relation to their peers. Here, we provide an 
analysis of the online behaviour of both young and old from this developmental 
perspective. Although we cannot provide conclusive evidence for a developmental 
perspective in this chapter, we will provide further support for the plausibility of 
a developmental perspective in order to understand young people’s online 
behaviour.  
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Up until now, few studies have actually compared younger and older indi-
viduals’ use of SNSs (Christofides et al., 2012; Madden & Smith, 2010; Pfeil et al., 
2009). In comparative studies, young adults are portrayed as relatively safe users 
of SNSs, who share less information than adolescents and adults, and who adjust 
the privacy settings more often (Christofides et al, 2012; Madden & Smith, 2010). 
Christofides and colleagues (2012) compared adolescents’ (12- to 18-year-olds) 
and adults’ (19- to 78-year-olds) behaviour on Facebook. They found that adoles-
cents were more likely to add contacts they did not know and to share more 
information on their profiles. Madden and Smith (2010) concluded that younger 
respondents (18- to 29-year-olds) were more active managers of their online 
information on social media in general, which included adjusting the privacy 
settings, than older respondents (30-year-old and older). These findings are at 
odds with the studies which examined only young adults and which noted the 
intensive and risky use of SNSs by young adults (Acquisti & Gross, 2006; Debatin 
et al., 2009; Govani & Pashley, 2005). In addition, Pfeil and colleagues (2009) 
reported that in their sample, young users of MySpace (13- to 19-year-olds) had 
more contacts and shared more messages than older users (60 years and older). 

Today, no single study has compared the behaviour on SNSs by adolescents, 
young adults and adults, which are defined here as 12- to 19-year olds, 20- to 
30-year olds, and 31-year-olds and older, respectively. The lack of direct com-
parison between these three age groups makes it difficult to assess exactly how 
younger and older individuals differ in their use of SNSs. Therefore, the primary 
aim is to investigate the differences in behaviour on SNSs among adolescents, 
young adults, and adults. We hypothesize that behaviour on SNSs, such as infor-
mation sharing and adding of contacts, is closely related to the developmental 
goals of relationship and identity development and we expect that these goals 
might account for some of the differences observed in SNSs use. Secondly, we 
will compare the use of privacy settings in order to make a better assessment of 
whether adolescents are indeed the most risky users of SNSs.

The developmental perspective

A developmental perspective suggests that the behaviour observed on SNSs 
is typical in individuals of a certain age and that their behaviour resembles offline 
social development (Christofides et al., 2012, p. 49; Subrahmanyam, Smahel, & 
Greenfield, 2006). In other words, the behaviour that adolescents exhibit on SNSs 
today is similar to how individuals from previous generations behaved offline 
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when they were the same age (Herring, 2008, p. 77; Marwick, Diaz, & Palfrey, 
2010, p. 4; Mesch & Talmud, 2010); it is driven by the same social goals, only now 
the behaviour takes place online. In this study, we will focus on the social goals 
of relationship development and identity development and their relationship 
with the behaviour displayed on SNSs. Although other social goals exist as well, 
such as the development of autonomy and the sexual self (Peter & Valkenburg, 
2011), the social goals of relationship development and identity development 
seem to be the most strongly connected to the adding of contacts and disclosure 
of information which takes place on SNSs (Boneva, Quinn, Kraut, Kiesler, & Shklovski, 
2006; boyd, 2008; Ellison, Steinfield, & Lampe, 2007; Lampe, Ellison, & Steinfield, 
2006; Madden & Smith, 2010; Marwick et al., 2010; Nadkarni, & Hofmann, 2012; 
Peter & Valkenburg, 2011; Regan & Steeves, 2010; Steijn & Schouten, 2013).

Relatively little attention has been paid to social development during young 
adulthood and adulthood when compared to adolescence. For example, while 
Peter and Valkenburg (2011) give a systematic and extensive theoretical analysis 
of the link between developmental tasks and online behaviour, their analysis is 
focussed only on adolescents. However, it can be expected that similar links 
between behaviour on SNSs and age specific tasks and desires exist for young 
adults and adults. In this study, we will investigate and compare adolescents’, 
young adults’, and adults’ behaviour from a developmental perspective. Here, 
we will first provide a short description for each age group in terms of their needs 
for relationship and identity development. 

Relationship development is an important developmental goal during ado-
lescence. Adolescents need to learn the skills required to form and maintain 
intimate relationships (Peter & Valkenburg, 2011). In addition, peer relationships 
and friendships can affect the psychological, social and academic development 
of the adolescent (Blieszner & Roberto, 2004; Savin-Williams & Berndt, 1990). 
Generally, adolescents will have more friends than adults (Blieszner & Roberto, 
2004; Hartup & Stevens, 1999) and their focus will be on acquiring new friend-
ships (Boneva et al., 2006).

Adolescents are also in a life phase during which the development of an 
identity is an important task (Erikson, 1959). Identity development often takes 
place through self-presentation towards peers. Much time is spent with friends 
who become increasingly important in establishing an adolescent’s identity 
(Brown, 1990, p. 179). In 2006, Boneva and colleagues noted that “Adolescence is 
defined by the need for intense person-to-person communication with a friend—
spending a lot of time together […] and self-disclosing” (p. 618). The internet has 
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provided adolescents with a new medium in the form of SNSs to present themselves, 
through public posts, and hence to experiment with their identity (Valkenburg & 
Peter, 2008). 

For young adults, the need to develop new relationships declines during young 
adulthood, and instead young adults start to develop existing relationships in depth. 
Young adults start to establish more intimate and satisfying relationships (Erikson, 
1968). In their investigation of the relationship between sharing information on 
SNSs and relationships, Steijn and Schouten found that younger respondents report 
that they have formed new relationships more often, whereas older individuals 
often report that they have become more engaged with others (2013).

The adolescent need for identity development will persist during young 
adulthood (Arnett, 2006). During young adulthood individuals find employment, 
leave their parental homes, and they may even decide to settle down and start 
families as individuals become more self-sufficient and independent. As a result, 
the focus of their identity development during young adulthood starts to be 
geared more towards work and love (Arnett, 2006). The identity development 
in relation to love appears to be closely related to the fact that young adults 
establish more intimate relationships (Erikson, 1968). In regard to the identity 
development in relationship to work, it could be expected that young adults have 
an increased need to keep the identity which they have developed online separate 
from their offline identity while searching for employment by using the privacy 
settings. Employers who check the online profiles of their applicants are becoming 
an increasing concern. A recent study has shown that 20 to 40 percent of European 
recruiters would not invite a qualified candidate if they would find embarrassing 
pictures on social media (“Réseaux sociaux: comment réagissent les recruteurs 
face à un détail gênant sur un candidat?”, 2013). 

Adults are expected to have the least need for SNSs as a tool to achieve their 
social goals. Although the role of friends is significant for all ages, the time spent 
with friends declines during adulthood (Blieszner & Roberto, 2004; Hartup & 
Stevens, 1999). In addition, adults can be expected to have developed stable 
relationships and they feel less of a need to use SNSs to establish new friendships. 
Instead, adults may be more likely to use SNSs in order to stay in touch with their 
family. This could, for example, involve their siblings or parents who require more 
effort to stay in touch at an elderly age when compared to adolescents who have 
not yet left their parents’ homes. At an elderly age, this might even involve adults’ 
own children, or even their grand-children. 
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Similarly, adults can be expected to have less need for SNSs as tools for 
developing their identity. Most identity development theories state that as an 
individual grows older, his or her identity strengthens (Waterman, 1982). As a 
result, adults will have less of a need to experiment with their identities or to 
present themselves favourably to others (Leary, 1995). Instead, they will be inter-
ested in strengthening their existing identities (Waterman, 1982). 

	
Current Study

In this study the behaviour of adolescents, young adults, and adults on SNSs, 
in the form of information sharing and the adding of contacts, will be compared. 
We will investigate to which extent this online behaviour can be linked to devel-
opmental social goals. Generally, the use of SNSs has been linked to adolescent 
developmental goals, that is to say, relationship and identity development (Boneva 
et al., 2006; boyd, 2008; Ellison et al., 2007; Lampe et al., 2006; Madden and 
Smith, 2010; Marwick et al., 2010; Peter & Valkenburg, 2011; Nadkarni, & Hofmann, 
2012; Regan & Steeves, 2010; Steijn & Schouten, 2013).  

The need for relationship development is expected to be at its prime during 
adolescence (Boneva et al., 2006, p. 618), while it appears to be less in young 
adults, and even less in adults. In particular, adolescents are more inclined to 
turn to SNSs in order to make new friends and to become acquainted with them 
(Valkenburg, Schouten & Peter, 2005). Moreover, in early adolescence, family 
relationships become less important and there is a significant increase in the 
number of peer relationships and their importance (Harter, 1999). During young 
adulthood and adulthood, the need for SNSs as tool for relationship experimenta-
tion will likely lessen as young adults and adults shift their focus to strengthening 
their existing relationships (Erikson, 1985; Waterman, 1982). Adults are especially 
expected to use SNSs to interact with family instead. Thus, the following hypoth-
eses have been formulated.

H1a: Adolescents will have more contacts on SNSs compared to young adults 
and adults.
H1b: Adolescents will be more likely to report using SNSs to become acquainted 
with people, compared to young adults and adults.
H1c: Adolescents will be more likely to report that they mainly use SNSs to meet 
new people compared to young adults and adults.
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H1d: Adults will be more likely to have primarily family members as contacts on 
SNSs compared to young adults and adults.

The need for identity development is expected to peak during adolescence 
(Erikson, 1959), when adolescents have to manage their identities in relation to 
peers (Brown, 1990, p. 179), and this need will continue into young adulthood. 
Self-presentation is an important method for individuals to develop their own 
identities. Adolescents and young adults can therefore be expected to disclose 
more information on SNSs, in line with previous findings (Christofides et al., 2012; 
Pfeil et al., 2009), as they actively present themselves to others to build their 
identities. During adulthood, the need to experiment with identity is expected 
to be less (Waterman, 1982).

H2a: Adolescents and young adults will post more frequently on SNSs compared 
to adults.
H2b: Adolescents and young adults will post about more topics on SNSs compared 
to adults.
H2c: Adolescents and young adults will be more likely to report that they mainly 
use the SNSs for self-presentation compared to adults

Finally, we will look at the use of privacy settings. Young people are often 
considered to be risky users of SNSs as they make little use of the privacy settings 
available so as to protect the information they share online (Acquisti & Gross, 2006; 
Debatin et al., 2009; Govani & Pashley, 2005). Previous comparative studies have 
shown that young adults and adults use the privacy settings more often than 
adolescents (Christofides et al., 2012), and that young adults do this more often 
than adults (Madden & Smith, 2010). These results suggest that while adolescent 
may make relative little use of the privacy settings, in fact, young adults make the 
most use of them. Thus, the following hypothesis has been formulated.

H3: Young adults are more likely to have adjusted their privacy settings compared 
to adolescents and adults.
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C CBS (Centraal Bureau voor Statistiek) provides up-to-date statistics concerning the  

	 Dutch population.

method
Procedure 

An online survey was conducted by the research institute TNS-NIPO, which 
allowed respondents to participate from their own computers at home. From 
July 19 until August 4, 2011, 3,170 respondents in the age range of 12 to 83 were 
approached for the survey. In total, 1,720 respondents completed the question-
naire of which 1.008 respondents had a profile on an SNS. Respondents gave 
their consent to participate in the research survey (parents provided consent for 
individuals younger than 18 years of age) and upon completion of the question-
naire they received special points, which respondents could trade for discount 
coupons. All respondents received the same questionnaire with some minor 
modifications regarding the language and politeness rules for addressing children 
and adults in Dutch. 

Participants

Six respondents were removed from the sample as they had explicitly stated 
that they created their profile merely for a different purpose (e.g., as requirement 
for using another site). Of the remaining 1,002 respondents, 125 (12.5%) had a 
profile only on Facebook, 365 (36.4%) only had a profile on Hyves, and 512 (51.1%) 
had a profile on both sites. Respondents using both Hyves and Facebook were 
prompted to answer the items for the SNS they used the most. 

Respondents were distributed among the following three age groups: 372 
adolescents (12- to 19-year-olds, M = 14.60, SD = 2.16), 277 young adults (20- to 
30-year-olds, M = 25.55, SD = 3.10) and 353 adults (31-year-olds and older, M = 46.22, 
SD = 12.11). Gender distribution was uneven over the three age groups with 47.0%, 
28.9%, and 41.1% males respectively. Therefore, all of the analyses were done a 
second time with all of the cases being weighted for gender distribution in order 
to see if this would affect our results. Weights were calculated by dividing the 
population distribution with the sample distribution. Information concerning 
gender distribution in the Dutch population was retrieved from statline.cbs.nl C 
in August 2011. None of the weighted analyses showed different results and all 
of the results in the remainder of this chapter have been based on the data 
without weights. 
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D	These scales are also used in Chapter 2 (p.35) and from the same dataset.

measures

Contacts. First of all, the participants were asked how many contacts they 
had on their profile. After that, the respondents reported under which conditions 
they had added someone to their list of contacts, in general. The response options 
were yes or no. Multiple options could be chosen from the following: if people 
send me a request (request), to get to know someone (get to know), if I met some-
one previously (met before), if it is a friend of a friend ( friend of friend), if that 
person looks interesting (interesting), if I know him well (well-known) and if he is 
popular or famous (popular). Finally, respondents were asked to select from a list 
the type of contacts they already have on their profile by answering yes or no. 
Categories were collapsed into known from the Internet, family, friends (i.e. friends, 
close friends, sports/hobby friends, and school friends), and other (i.e. friends of 
friends, colleagues, and acquaintances). Next, respondents indicated from which 
category they had the most contacts.

Information Disclosure D. Next, to measure information sharing, the informa-
tion shared on the profile was differentiated from the information shared through 
public posts. Participants were asked to indicate whether they shared each of 
the following 12 types of profile information using yes/no questions: name, age, 
gender, birthday, address (city), address (street name and number), e-mail, relation-
ship status, current work or school, religion, interests, and phone number. Afterwards, 
respondents were asked how frequently they shared a public post on their profile 
by using a 7-point scale: 1) never; 2) once a month; 3) several times a month; 4) 
once a week; 5) several times a week; 6) once a day; 7) several times a day. Further-
more, respondents were asked if they had discussed the following 11 topics in 
their public posts through yes/no questions:  health, school/work results, finance, 
relationships, family, religion, politics, parties, emotional topics, personal success, 
and personal concerns. Respondents who answered yes also indicated whether 
they discussed the topic elaborately, quite elaborately, or not elaborately. Generally, 
if shared, the topics were not discussed elaborately by the majority of respondents 
(66.9% to 84.6%). The variable was therefore reduced to a dichotomous shared 
or not shared scale.

Primary use SNSs. Respondents were asked to select their main reason for 
using their profiles from the following list of options: meet new people (i.e. to 
make new friends and to get to know others better), socialize (i.e. to see what 
others I know are doing, to stay in touch with people I know more often, and to 
talk with people I know more often), peer pressure (i.e. everyone I know also uses 
it), self-presentation (i.e., to show who I am), work/school related (i.e., for my work 
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or school), and other. As less than 2% of all respondents reported work/school 
related as main reason, this reason was included in the category other for analysis. 
Similarly, only 2% of all the respondents reported self-presentation as main reason. 
However, this category was maintained as it is directly related to a hypothesis.

Privacy settings. Respondents were asked whether they had accessed the 
privacy settings menu (accessed), whether they had limited access to their profile 
for contacts only (outside) and if they made groups between their contacts and 
manipulated the information that was available for each group (inside). Response 
possibilities were I know and I have done so, I know how to but I did not do so, I 
don’t know how, but I let someone do it, and I don’t know how and I have not let 
someone do so. The majority of respondents reported having manipulated the 
settings themselves or not at all. Therefore, responses were collapsed into the 
dichotomous scale done and not done.

Analysis plan

The main focus in this article is to explore the differences among the age 
groups for several different variables. One-way anova and χ  C analysis have been 
used for this purpose. For each variable the appropriate analysis has been made 
and the main statistic has been investigated to give an indication of significant 
differences among the age groups. If this statistic is significant, the differences 
among the individual age groups can be explored for patterns. Bonferroni post-
hoc analyses are done in case of significance in the one-way anova . Adjusted 
standardized residuals are investigated to interpret significant χ  C analysis; for 
significant χ  C results an adjusted standardized residual greater than 1.9 (or smaller 
than -1.9) indicates that there is a significant difference from the total percentage. 

results

Relationship Development

To investigate the behaviour on SNSs in relation to relationship development, 
the number of contacts respondents reported was compared first. A significant 
age effect was found concerning the number of contacts respondents reported, 
F(2, 999) = 61.84, p < .001, χ  C = 0.11. Post-hoc analysis showed that adolescents 
(M = 197, SD = 173.15) reported significantly more contacts than young adults  
(M = 123, SD = 89.53), who in turn reported significantly more contacts than adults 
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(M = 74, SD = 160.71). These results support the hypothesis (1a) that adolescents 
have more contacts on SNSs compared to young adults and adults.

Next, the reasons for adding a contact to a profile were explored to investigate 
the hypothesis (1b) that adolescents will be more likely to add contacts on SNSs 
they don’t know to explore possible friendships compared to young adults and 
adults. Table 1 provides an overview of the respondents’ responses. Only 9.5% of 
all respondents reported that they added contacts in order to get to know them. 
Instead, most respondents add contacts that are well-known to them (71.0%), 
followed by adding contacts who they have met before (49.2%), when requested 
(32.6%), who are interesting (20.6%), who are a friend of a friend (15.2%), or because 
they are popular (3.6%). 

Table 1. — Respondents’ Reasons to Add a Contact  
	 Adole-	 Young	 Adults	 Total	 χ  ² (df 2)
	 scents	 adults
N	 372	 277	 353	 1,002	
Request	 26.1%	 33.6%	 38.8%	 32.6%	 13.515**
Ad. Res	 -3.4	 0.4	 3.1	 	
Get to know someone	 12.1%	 10.1%	 6.2%	 9.5%	 7.434*
Ad. Res	 2.2	 0.4	 -2.6	 	
Met before	 57.3%	 57,0%	 34.6%	 49.2%	 46.743***
Ad. Res	 3.9	 3.1	 -6.8	 	
Friend of friend	 17.7%	 17,0%	 11,0%	 15.2%	 7.268*
Ad. Res	 1.7	 1,0	 -2.7	 	
Interesting	 19.1%	 29.2%	 15.3%	 20.6%	 19.265***
Ad. Res	 -0.9	 4.2	 -3,0		
Well-known	 71.5%	 73.6%	 68.3%	 71,0%	 n.s.
Ad. Res	 0.3	 1.2	 -1.4	 	
Popular	 7,0%	 1.1%	 2,0%	 3.6%	 20.068***
Ad. Res	 4.4	 -2.6	 -2,0	 	

Note. χ  ² statistic significant at *p < 0.05 level **p < 0.01 level ***p < 0.001 level.

Ad. Res. = Adjusted Standardized Residual. A residual with an absolute value of 2.0 or 

higher indicates a significant deviation from the total percentage.
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With the exception of adding contacts who are well-known, which was the 
category selected by the majority of all respondents from each age group, an 
age effect was found for all reasons. Inspecting the cells with an adjusted stand-
ardized residual with an absolute value of 2.0 or higher shows which age groups 
deviate significantly from the total percentage of respondents who report a 
specific reason. Significantly fewer adolescents, but more adults reported the 
reason Request, χ  C(2, 1002) = 13.51, p = .001. The reason Get to know someone was 
reported by more adolescents and fewer adults, χ  C(2, 1002) = 7.43, p = .024. The 
reason Met before was reported by significantly more adolescents and young 
adults, but by fewer adults in support of the hypothesis (1b), χ  C(2, 1002) = 46.74, 
p < .001. The reason Friend of friend was reported by significantly fewer adults, 
χ  C(2, 1002) = 7.27, p = .026. Significantly more young adults, but fewer adults 
reported the reason Interesting, χ  C(2, 1002) = 19.27.41, p < .001. Finally, the reason 
Popular was reported by significantly more adolescents, but by fewer young 
adults and adults, χ  C(2, 1002) = 20.01, p < .001. 

The third hypothesis concerning relationship (1c) development predicted that 
adolescents would be more likely to report that they mainly used SNSs to meet 
new people compared to young adults and adults. A significant age effect was 
found, χ  C(8, 1002) = 54.15, p < .001, and Table 2 gives an overview of the reported 
primary reasons for using the profile. Few respondents reported to mainly use 
their profile to meet new people (3.1%). Instead, most respondents reported to 
use their profile to socialize with people they already knew (63.8%), followed by 
peer pressure (16.8%), other (14.5%), and self-presentation (1.9%). Upon investigating 
the adjusted standardized residuals to explore the age effect it was apparent 
that significantly more young adults, but significantly fewer adolescents, report 
socialize as main reason and significantly more adolescents report peer pressure as 
the main reason for using SNSs. The results provide no support for the hypothesis 
(1c) as no differences were found between the age groups for meet new people.
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Finally, respondents’ contact lists were explored. The majority of respondents 
reported that they had friends and family among their contacts, 96.2% and 92.7% 
respectively, while only 17.7% of respondents had contacts from know from the 
internet, and 86.3% had contacts from other. In the fourth hypothesis (1d) we 
formulated the expectation that adults will be more likely to have family members 
as contacts on SNSs compared to young adults and adults. Of all the respondents, 
21.2% reported family as the main contact category. A majority of 60.8% reported 
friends as the main contact category, while only 2.8% of respondents reported 
to have known from the internet as main contact category. In the end, 15.4% of 
respondents reported having other as their main contact category. 

Table 2. — Respondents’ Reasons to Use Their Online Profile  
	 Adole-	 Young	 Adults	 Total	 χ ² (df 8)
	 scents	 adults
N	 372	 277	 353	 1,002	 54.15***
Meet new people	 4,0%	 1.4%	 3.4%	 3.1%	
Ad. Res	 1.3	 -1.9	 0.4		
Socialize	 55.4%	 74.7%	 64,0%	 63.8%	
Ad. Res	 -4.2	 4.5	0.1	 	
Peer pressure	 26.3%	 10.8%	 11.3%	 16.8%	
Ad. Res	 6.2	 -3.1	 -3.4		
Self-presentation	 1.9%	 1.8%	 2.0%	 1.9%	
Ad. Res	 0.0	 -0.1	 0.1		
Other	 12.4%	 11,2%	 19.3%	 14.5%	
Ad. Res	 -1.5	 -1.8	 3.2		

Note. χ ² statistic significant at *p < 0.05 level **p < 0.01 level ***p < 0.001 level.

Ad. Res. = Adjusted Standardized Residual. A residual with an absolute value of 2.0 or higher 

indicates a significant deviation from the total percentage.



• • 59

A developmental perspective.

Table 3 shows the respondents’ responses that have been divided by age 
group to the question from which category they have most contacts on their 
profile. An age effect was found, χ  C(6, 1002) = 124.54, p < .001. Investigation of 
the adjusted standardized residuals shows that, in support of the hypothesis (1d), 
the category family was reported as the main category by more adults, but fewer 
adolescents and young adults. Friends was reported as main category by signifi-
cantly more adolescents, but fewer adults. Other and known from the internet 
were reported by significantly fewer adolescents, while significantly more adults 
reported these categories as their main contact category.

Identity Development

Next, the behaviour on SNSs in relation to identity development was investi-
gated. The first hypothesis (2a) concerning identity development predicted that 
adolescents and young adults post more frequently on SNSs compared to adults. 
Of all respondents, 14.6% reported to post daily (once or several times), 38.5% to 
post weekly, 34.1% to post monthly, and 12.8% to post never. An age effect was 
found to indicate differences between the age groups, F(2, 999) = 21.61, p < .001, 
η C = 0.04. Post-hoc analysis shows support for the hypothesis (2a): both adoles-

Table 3. — Respondents’ Main Category of Contacts on Their Online Profile 
	 Adole-	 Young	 Adults	 Total	 χ ² (df 6)
	 scents	 adults
N	 372	 277	 353	 1,002	 124.543***
Family	 11.3%	 15.2%	 36,0%	 21.2%
Ad. Res	 -5.8	 -2.8	 8.5	
Friends	 78.5%	 63.2%	 40.2%	 60.8%
Ad. Res	 8.8	 1		  -9.8
Known f./t. internet	 1.3%	 2.9%	 4.2%	 2.8%
Ad. Res	 -2.1	 0.1		 2.1	
Other	 8.9%	 18.8%	 19.5%	 15.4%
Ad. Res	 -4.4	 1.8		 2.7

Note. χ ² statistic significant at *p < 0.05 level **p < 0.01 level ***p < 0.001 level. 

Ad. Res. = Adjusted Standardized Residual. A residual with an absolute value of 2.0 or 

higher indicates a significant deviation from the total percentage. 

F./t. = from the.
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cents (M = 4.07, SD = 1.78) and young adults (M = 3.85, SD = 1.60) report a signifi-
cantly higher frequency of posting compared to adults (M = 3.25, SD = 1.74), but 
they do not differ significantly from each other.

The following hypothesis (2b) concerning identity development predicted 
that adolescents and young adults tend to post more topics on SNSs compared 
to adults. First, the topics addressed in the posts on the profile were investigated. 
On a whole, most respondents shared posts concerning family (50.6%), parties 
(66.8%), school or work results (48.5%), and personal achievements (53.3%), while 
hardly anyone shared posts concerning money (4.5%), religion (7.3%), or politics 
(12.3%). Generally, if shared, the topics were not discussed elaborately by the 
majority of respondents (66.9% to 84.6%). A significant age effect was found, 
F(2, 999) = 38.09, p < .001, ηC = 0.07. Post-hoc analysis again showed support for 
the hypothesis (2b): young adults (M = 4.49, SD = 2.94) share significantly more 
topics than adolescents (M = 3.52, SD = 2.63), and both adolescents and young 
adults share significantly more topics than adults (M = 2.61, SD = 2.57). 

Next, the amount of profile information that the respondents shared was 
investigated. Overall, few respondents shared sensitive information on their 
profile, such as their telephone numbers (4.1%) or street address (7.1%), whereas 
basic information, such as name (97.8%), age (88.8%), gender (93.8%) and birth-
day (80.5%), were disclosed by most respondents. A significant age effect was 
found for the number of topics shared by respondents, F(2, 999) = 10.75, p < .001, 
ηC = 0.02. Post-hoc analysis showed partial support for the hypothesis (2b):  young 
adults shared significantly more profile information (M = 7.05, SD = 2.21) compared 
to both adolescents (M = 6.26, SD = 2.01) and adults (M = 6.49, SD = 2.34), with 
the latter not differing from each other. 

The third hypothesis (2c) concerned whether adolescents and young adults 
would be more likely to report that they mainly used the SNSs for self-presenta-
tion compared to adults. Table 2 showed that less than 2% of all respondents 
reported self-presentation as primary reason for using SNSs and no differences 
were found between the age groups. As a consequence, these results do not 
support this hypothesis (2c). 

Privacy settings

Our final research hypothesis concerned the use of privacy settings by adoles-
cents, young adults, and adults. More young adults are expected to have adjusted 
their privacy settings compared to adolescents and adults. Table 4 provides an 
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overview of the responses concerning the adjustment of privacy settings. Of all 
the respondents, 88.9% have accessed the privacy settings menu (Accessed), with 
86.3% having adjusted the access to their profile for contacts only (Outside), and 
69.3% making groups between their contacts and manipulating which information 
is available for each group (Inside).

A significant age effect was found for accessed, χ  C(2, 1002) = 28.04, p < .001, 
outside, χ  C(2, 1002) = 15.34, p < .001, and inside, χ  C(2, 1002) = 10.77, p = .005. In 
support of the hypothesis (3), significantly more young adults reported accessed, 
outside and inside, while significantly fewer adults report to having done so 
compared to the total percentage.

discussion

The goal of this chapter was to investigate whether the online behaviour of 
adolescents, young adults, and adults could be linked to developmental goals. 
For this purpose the developmental goals of relationship and identity develop-
ment (through self-presentation) were distinguished. Moreover, through this 
analysis we hoped to gain further insight into whether young people are indeed 
the risky users of SNSs that they are often claimed to be. Overall, the results 
support the idea that the differences in behaviour on SNSs between adolescents, 
young adults, and adults are related to their differing developmental goals.  

Table 4. — Manipulation of Privacy Settings by Respondents 
	 Adole-	 Young	 Adults	 Total	 χ ² (df 2)
	 scents	 adults
N	 372	 277	 353	 1,002	
Accessed (% done)	 90.9%	 94.9%	 82.2%	 88.9%	 28.042***
Ad. Res	 1.5	 3.8		 -5
Outside (% done)	 86.8%	 92.1%	 81.3%	 86.3%	 15.335***
Ad. Res	 0.4	 3.3		 -3.4
Inside (% done)	 71.8%	 74,0%	 62.9%	 69.3%	 10.766**
Ad. Res	 1.3	 2,0		 -3.2

Note. χ ² statistic significant at *p < 0.05 level **p < 0.01 level ***p < 0.001 level. 

Ad. Res. = Adjusted Standardized Residual. A residual with an absolute value of 2.0 or 

higher indicates a significant deviation from the total percentage.
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Next, the findings in relation to each of the developmental goals will be discussed. 
The reported behaviour on SNSs by respondents in this study supports the 

hypotheses that relationship development related behaviour was primarily present 
among adolescents when compared to young adults and adults. In keeping with 
previous findings, adolescents reported to have most contacts which were pri-
marily friends, but they were also more likely than adults to add contacts so that 
they could get to know them on their SNS profile (Christofides et al., 2012; Pfeil 
et al., 2009). These findings align with the fact that relationship development is 
an important developmental goal during adolescence (Boneva et al., 2006, p. 618; 
Brown, 1990) as both behaviours seem related to finding new friendships. We 
also found that more than young adults and adults, adolescents reported that 
they make use of SNSs due to peer pressure, which further emphasizes the 
important role peers play during adolescence. 

Adolescents have only begun to develop their social networks and to experi-
ment with friendships. SNSs offer an easy way for young people to invite and 
interact with different people in search of friendships. In fact, not having a profile 
on SNSs is associated with a social loss for young people as they miss out on the 
interactions between their friends that take place online (Raynes-Goldie, 2010). 

Overall, only a few respondents reported that they had added unknown 
contacts or that they primarily used their SNS profile to meet new people. Instead, 
respondents reported adding contacts already known to them and that they 
used the sites to socialize with their contacts. This result replicates previous 
studies stating that SNSs are primarily used to interact with people already known 
to the individual and to maintain existing relationships as opposed to forming 
new relationships (Lampe et al., 2006; Lenhart & Madden, 2007; Subrahmanyam 
& Greenfield, 2008).

Furthermore, the results showed that the behaviour of older respondents 
related to the need for relationship development differed as predicted. During 
young adulthood, the need to explore new friendships was expected to become 
less as young adults instead focus more on developing existing relationships into 
more intimate and satisfying relationships (Erikson, 1968). This was reflected in 
the results as young adults were among the fewest to report using SNSs to meet 
new people, but instead most of them reported to socialize on the sites. 

Adults in turn, were expected to need SNSs for relationship development the 
least. Previous work has argued that during adulthood, less time is spent with 
friends (Blieszner & Roberto, 2004, p. 172; Hartup & Stevens, 1999). Indeed, adults 
reported having the fewest contacts and a third of the adults reported having 
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primarily family as their main contact group, while only 10 and 15 percent of 
adolescents and young adults reported this. In addition, more adults than adoles-
cents reported that they add contacts after a request was send which indicates 
a more passive approach to their online profile compared to adolescents who 
are actively making use of the sites to explore new friendships. 

Similar support was found for the hypotheses concerning identity develop-
ment. Adolescents were found to share more information and post more frequently 
compared to adults. This behavioural difference is likely related to the fact that 
adolescents are still actively developing their identity in the presence of their 
peers (Brown, 1990, p. 179; Erikson, 1959) whereas adults have already established 
stable identities. According to Arnett, the need for identity development persists 
into young adulthood (2006). Our findings reflected this as young adults reported 
to post as frequently as adolescents and to address even more topics.

However, the results suggest that information sharing on SNSs is not neces-
sarily primarily related to the need for identity development for respondents. 
Only 1.9 percent of all respondents reported to use the site primarily for self-
presentation, while over 60 percent of all respondents reported that they used 
SNSs to socialize with their friends. The differences in information sharing could 
instead also be related to the different phases of relationship development that 
adolescents and young adults find themselves in. Posting information on SNSs 
has previously been related to relationship development (Steijn & Schouten, 2013) 
thus explaining why adolescents and young adults post more frequently on SNSs 
as compared to adults. In addition, young adults post more diverse topics com-
pared to adolescents, which is probably because young adults are in the process 
of developing more intimate and satisfying relationships (Erikson, 1968).

Finally, young adults were found to make more use of the privacy settings 
provided by SNSs as compared to adults. This supports previous findings which 
found that young adults make more use of the privacy settings compared to 
adolescents and adults (Christofides, et al., 2012; Madden & Smith, 2010). It was 
also found that young adults are the most active users of the privacy settings 
which could be related to the fact that they have the strongest incentive to keep 
their offline identity separate from their online identity. An increasing number 
of reports claim that employers screen future employees’ online profiles (Abril, 
Levin, & Del Riego, 2012; “Réseaux sociaux: comment réagissent les recruteurs 
face à un détail gênant sur un candidat”, 2013). 
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The results show the importance of distinguishing young adulthood from 
both adolescence and adults as a distinct age group. Due to many societal changes 
taking place during young adulthood—during this phase in life most individuals 
leave their parental homes, start working, and some even marry—a great deal 
of variation can be expected between young adults, even more so than for either 
adolescents or adults. For example, while one could make rather accurate predic-
tions on the marital state of a 16-year-old and a 32-year-old, such accuracy lacks 
the prediction on the marital state of a 25-year-old (Arnett, 2000, p. 471). Future 
studies are therefore recommended to distinguish young adults from alongside 
adolescents and adults when discussing young versus old. 

Even though we have interpreted the results from a developmental perspec-
tive, several alternative explanations might exist for the findings presented. One 
alternative explanation for some of the findings could be that simple time  
constraints associated with adult life (e.g., work, chores and family) explain why 
adults have fewer contacts and post less often. Christofides and colleagues (2012) 
for example found that a relationship existed between the fact that adolescents 
spend more time on SNSs and their higher information disclosure. However, the 
results here do not only report differences in frequency or number of contacts, but 
also differences concerning the motivation to use SNS and type of contacts, which 
in turn, are also consistent with a developmental perspective, but which should 
not necessarily be affected by time constraints. In other words, although this 
chapter cannot rule out all of the alternative explanations that could possible 
underlie the differences observed between young and old, the differences presented 
generally appear to have a consistent link with a developmental perspective. As 
such, taking the developmental perspective into account may play a vital role in 
our understanding of online behaviour and the differences herein between young 
and old. 

Limitations and recommendations

As with many other studies, several limitations should be taken into account 
when interpreting the results presented here. First, respondents were only asked 
to report their primary use of the site. It is possible that for many individuals 
self-presentation was a secondary reason to have an SNS profile. As a result, the 
number of individuals who use the site to meet new people or for self-presen-
tation is most likely underrepresented here. The current study decided to ask 
only about their single most prominent use in order to force respondents to make 
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a decision in regard to which motivation was the most important to them. Future 
studies should consider obtaining both all the uses respondents have for their 
SNS profiles and which ones they consider to be the most important. 

Second, future studies may want to take a closer look at the relationship 
between online behaviour and developmental goals. The exact role of develop-
mental goals was not yet clear when data were collected. As a result, our ques-
tionnaire did not include any measures that directly assess developmental goals. 
Survey material is available which allows the assessment of developmental goals 
such as identity development, for example, the “Ego Identity Process Question-
naire” or the “Extended Objective Measure of Ego Identity Status II” (Balistreri, 
Busch-Rossnagel, & Geisinger, 1995; Schwartz, 2004). Future studies could include 
such measurements in their designs so as to allow that a direct analysis of the 
relationship between developmental goals and behaviour on SNSs or other social 
media be made.

Third, the results presented here indicate that a developmental perspective 
is feasible in order to understand online behaviour and the differences between 
young and old. One difficulty at this time is that SNSs are a relatively new tech-
nological development, and as a consequence the individuals who are supposedly 
a part of the new young generation are at the moment still young and therefore 
they are also expected to differ in behaviour from older individuals from a devel-
opmental perspective.  

Differences in online behaviour are likely related to both generational and 
developmental factors. The internet and SNSs offer new ways for social interac-
tion and how we communicate with each other. This makes it inevitable that the 
current young generation who grows up with these new technologies will differ 
from previous generations. However, it is important to be able to distinguish 
between which aspects of online behaviour are developmental characteristics 
and which aspects are generational characteristics (Bolton et al., 2013). This study 
has shown that a great deal of online behaviour appears to be related to devel-
opmental factors, which suggests that the current young generation’s online 
behaviour is not necessarily much different from how previous generations 
behaved offline (boyd, 2008; Herring, 2008; Marwick et al., 2010). 

Ideally longitudinal data are required to provide conclusive evidence, whether 
we are dealing with a generational difference—the observed behaviour will 
persist over time and the young generation has become opener than older 
generations before them—or whether they are developmental, which suggests 
that the observed behaviour will change as the individual grows older and young 
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individuals today will share less when they grow older. Yet, based on the results 
presented here, it can be concluded that a developmental perspective to under-
stand the differences between age groups is a viable option.

Conclusion

The developmental perspective as it has been presented in this chapter 
provides a plausible manner of understanding online behaviour of adolescents 
and as such a plausible alternative for the generational perspective. In discussions 
regarding the online behaviour of young people, they are often labelled in gen-
erational terms, e.g. as “digital natives” or “millenials” (e.g., Howe & Strauss, 2009; 
Nussbaum, 2007; Palfrey & Gasser, 2008; Prensky, 2001). Such labels do not only 
ignore the diversity between children (Marwick et al., 2010), but they also overlook 
the developmental characteristics of this age group. From an academic vantage 
point in particular, we should avoid making precocious categorizations when 
referring to the behaviour of young people online. 
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abstract

We present a developmental perspective regarding the difference in percep-
tions towards privacy between young and old. Here, we introduce the notion of 
privacy conceptions: the specific ideas that individuals have regarding what 
privacy actually is. The differences in concern regarding privacy often found 
between young and old are postulated as the result of the differences found in 
their privacy conceptions, which are subsequently linked to their developmental 
life stages. The data presented has been obtained through a questionnaire distrib-
uted among adolescents, young adults, and adults and provides support for this 
developmental perspective. This study is one of the first to include adolescents 
when investigating the concern regarding privacy among young and old. The results 
show that the privacy conception held by adolescents indeed differ from those 
held by young adults and adults in keeping with the expectations as seen from a 
developmental perspective. In addition, the area in which the differences in privacy 
conceptions are found also reflect the strongest relationship with concern. As such, 
these findings present an alternative perspective to the commonly held notion 
that young people are less concerned about privacy.

Chapter adapted from;
Steijn, W.M.P., & Vedder, A. (2014). Privacy under construction: a developmental 
perspective on the differences in privacy attitudes between younger and older 
individuals.  Submitted for publication.

chapter 4
Privacy under construction:  
a developmental perspective regarding  
the different perceptions of privacy 
between younger and older individuals.
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introduction

Young people are said to be less concerned with their privacy compared to 
older people and that they value their privacy less (Nussbaum, 2007; Palfrey & 
Gasser, 2008). This view rests mainly on studies that show that young people 
share a great deal of information on social network sites (SNSs) (Acquisti & Gross, 
2006; Debatin, Lovejoy, Horn, & Hughes, 2009; Govani & Pashley, 2005) and 
anecdotal reports in the media which show how such disclosures can lead to 
personal misfortune (e.g., Ferenstein, 2013; Levy, 2009; O’Dell, 2011). However, 
investigations of concern regarding privacy provide mixed signals. Although a 
significant number of studies report that that younger people are indeed less 
concerned with privacy than older individuals (Fox et al., 2000; “Online privacy 
worries increase with age”, 2009; Paine, Reips, Stieger, Joinson & Buchanan, 2007; 
Zukowski & Brown, 2007), other studies instead show that young people are in 
fact concerned with privacy and do not differ from older people in terms of 
concern about privacy (e.g., Hoofnagle, King, Li, & Turow, 2010; Madden & Smith, 
2010; Tufekci, 2012). Moreover, most of these studies only included respondents 
aged 18-years-old and older, and they provide no information on the concern felt 
regarding privacy by adolescents, whereas adolescents are intensive users of social 
media such as SNSs (Lenhart, Purcell, Smith, & Zickuhr, 2010; Steijn, in press). 

 In this chapter, we will further investigate the differences in concern regarding 
privacy between young and old. Up until now, most of the studies investigating 
this concern included respondents 18-years-old and older, and they did not provide 
any information on the concern that adolescents feel. Yet, adolescents are intensive 
users of social media such as SNSs (Lenhart et al., 2010; Steijn,  in press) and their 
online behaviour and felt concerns is of relevance in the privacy debate, particularly 
when it concerns the differences between young and old. Therefore, we have 
included adolescents as well in our investigation regarding privacy concerns. We 
subsequently argue that both the informational liberality of youth and the 
allegedly lesser concern regarding their privacy can be explained on the basis of 
more subtle reasons than the belief that youth no longer value privacy. For 
legislators and policymakers, as well as for internet entrepreneurs, it is important 
to understand these reasons. 

One important problem in the current privacy debate that obstructs a clear 
view to children’s and youth’s vulnerability regarding privacy is that it is generally 
assumed that all individuals, old and young, share exactly the same idea about 
what privacy actually is. Against the background of the ubiquitous internet and 
the increasing popularity of SNSs and mobile devices, the privacy debate is currently 
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focussing on how information that is so easily shared on the internet can be 
protected, and on the data that is being gathered through new (mobile) tech-
nologies. Risks related to data mining (Andrews, 2012) and identity theft (Noda, 
2009; Timmer, 2009) as well as adverse side effects of sharing information online 
have received much attention, both in scholarly and public debates. It should not 
come as a surprise that these risks play a predominant role in regard to what 
privacy signifies for those who are actively involved in these debates, and who 
are aware of this through the media, i.e., almost exclusively adults. Equally unsurp-
risingly is the fact that these adults easily assume that anyone who uses the 
internet should be concerned with precisely these very same privacy risks. As a 
consequence, the online behaviour of youth—who appear apparently unimpressed 
by data miners and identity thieves in their use of SNSs—is thought to reflect a 
lack of concern for their privacy. Findings showing young users of SNSs who 
disclose a great deal of personal information and who are concerned at the same 
time about their privacy are often considered paradoxical (Acquisti & Gross, 
2006; Fogel & Nehmad, 2009; van de Garde-Perik, Markopoulos, de Ruyter, Eggen, 
& IJsselsteijn, 2008). The paradox unravels, however, as soon as we start to take 
into consideration that there might be slight—but significant—differences in 
what adults think about when talking about privacy, on the one hand, and what 
youth’s specific ideas are regarding privacy, on the other.

We argue that, to put it broadly, youth’s understanding of privacy differs 
from older people’s understanding in such a way that similar situations, such as 
the sharing of information on SNSs, can result in different levels of concern. We 
hypothesize that this is related to the developmental differences between young 
and old. In order to underpin these claims, we first, provide some additional 
background to the notion of privacy and to our developmental perspective. 
Subsequently, the exact research hypotheses will be formulated, followed by 
methodological considerations, research results and discussion of the results. 

Privacy conceptions: the importance of context

Since the middle of the previous century, it has become fashionable to start 
theoretical contributions on privacy while mentioning the “conceptual chaos” 
surrounding the notion of privacy (Johnson, 1989, p. 157; Nissenbaum, 2010, p.67; 
Parent, 1983, p. 341; Prosser, 1960). Upon further consideration, the supposed 
conceptual chaos does not appear to be that great. Over the years nearly all of 
the aspects that were already present in the definition of the term when it was 
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originally introduced by Warren and Brandeis (1890) have somehow been retained. 
Warren and Brandeis define privacy as a right of individuals to be protected from 
the unsolicited distribution of information regarding their private life, particularly 
via publications. According to them, private life concerns emotions, sensory 
experiences, feelings, thoughts, and dealings, and extends further to a diversity 
of aspects pertaining to life including personal relationships, writings and state-
ments (Warren & Brandeis, 1890, p. 195). A quick review of both the societal and 
the theoretical debates on privacy since the end of the nineteenth century shows 
that there are no significant differences or changes of opinion as to the core of 
the notion (see Vedder, 2011). 

Four aspects of privacy are generally distinguished in privacy theories: the 
physical aspect, the social aspect, the psychological aspect, and the informational 
aspect (Burgoon, 1982; Burgoon et al., 1989; Vedder, 2011). The physical aspect 
concerns the freedom from unwanted intrusion or surveillance. This aspect 
relates, for example, to the violation associated with burglary, but also to the 
increasing camera surveillance in society. We will refer to this aspect as personal 
space. The social aspect concerns our efforts to manage and control our social 
relationships. This aspect relates, to give an example, to being able to act differently 
when with friends as opposed to with family. We will refer to this aspect as 
relationships.  The psychological aspect concerns the freedom to make decisions 
freely and protection from persuasive pressures. This aspect relates, for example, 
to being able to vote in a democracy without outside pressure. We will refer to 
this aspect as autonomy. The informational aspect concerns the availability of 
(online) information. This aspect relates to the gathering of personal data, for 
instance, on the internet through cookies or other online tools. We will refer to 
this aspect as personal information. Vedder argues that, over time, shifts in the 
focus and emphasis of privacy theories take place as to what is considered to be 
the predominant aspect of privacy, what are the values served by privacy, and 
how the notion is subsequently best defined (Vedder, 2011). Interestingly, these 
shifts in focus come hand in hand with the changes that take place in the general 
societal background of those who articulate them. 

It seems to be typical of privacy’s function that it offers protection to indi-
viduals against perceived privacy vulnerabilities. These vulnerabilities could refer 
to monetary or physical damage, but also emotional damage. These perceived 
vulnerabilities can transform as a result of technological developments, changes 
in socioeconomic relations (e.g., blurring lines of demarcation between the private 
and the public sector), and changing conventions and traditions (Vedder, 2001). 
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B We follow Gallie (1955-56) in distinguishing concepts (definitions as theoretical construc- 

	 tions) from conceptions (personal views of definitions).

The introduction of the personal computer in the late 1970s, for instance, inspired 
the tendency to define privacy more and more in terms of access to individuals 
through data and information rather than in terms of spatial access, interference 
with personal decisions, or relationships. While defining privacy in the latter 
terms has not disappeared, the emphasis on the informational aspect and the 
growing attention being paid to vulnerabilities coming along with personal data 
and information cannot be overlooked. Perceived vulnerabilities related to acces-
sibility change with the context. As perceived vulnerabilities change, so does the 
emphasis and the focus of the scholarly definitions.  

Different focusses of scholarly definitions of privacy are a result of changes 
in the perceived vulnerabilities, which in turn appear to transform with the 
changes and differences in the larger societal context. Something similar can 
also be observed in regard to the specific idea held by groups of individuals of 
what privacy refers to. 

In the remainder of this chapter we will refer to an individual’s specific idea 
concerning what privacy exactly is in terms of their privacy conception B. In other 
words, when talking about an individual’s concern regarding privacy, his or her 
privacy conception defines exactly what it is he or she is concerned about. The 
privacy conception of an individual affects his or her perceived privacy vulner-
ability in a situation and in turn, the concern felt. In as much as how other indi-
vidual characteristics—such as perceived self-efficacy in protecting oneself or 
whether the individual is a privacy fundamentalist, privacy unconcerned or a 
privacy pragmatic (Westin, 2003)—this will have an impact on the concern that 
an individual will feel as well. 

Thus far little attention has been paid to establishing the possible differences 
in privacy conceptions between individuals or groups of individuals. Instead, 
most studies addressing privacy have generally focussed on the availability of 
personal information (e.g. Fox et al, 2000; Hoofnagle, et al., 2010; Madden & 
Smith, 2010; Zukowski & Brown, 2007). Here we will investigate potential differ-
ences in privacy conception between young and old from a developmental 
perspective and the relationship between these privacy conceptions and reported 
concern. We will distinguish between adolescents (12- to 19-year-olds), young 
adults (20- to 30-year-olds) and adults (31-year-olds and older).

The focus on privacy conceptions held by groups of individuals may change 
as they grow older and their developmental goals are achieved, and as a result 
their perceived vulnerabilities, change. Although the privacy conceptions of 
different groups can be expected to be basically very similar, specific aspects 
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may be more prominent in the conceptions of one age group than in those of 
another. By the same token, the focus and emphasis of the privacy conceptions 
of the old may be different from those of the young, depending on the vulner-
abilities they typically perceive. As a result, differences can be expected with 
regard to the kinds of situations that individuals from different age groups 
typically associate with privacy. 

The developmental perspective

A developmental perspective is increasingly being used to understand young 
people’s behaviour on SNSs (Christofides, Muise, & Desmarais, 2012; Peter & 
Valkenburg, 2011; Steijn, in press). To put it simply, a developmental perspective 
suggests that observed behaviour online can be explained by the social needs 
and desires that are related to a specific life phase. Young and old people exhibit 
different behaviour as they gratify different social needs and make different 
trade-offs. 

The online behaviour of adolescents is remarkably similar to the ordinary 
style of socializing—sharing personal information and making friends—that 
youth has always exhibited in the school yard (boyd, 2008; Herring, 2008; Marwick, 
Diaz, & Palfrey, 2010). Several social goals have been identified as being particularly 
prominent during adolescence. Among these goals are the need for identity 
formation and the need for relationship formation (Boneva, Quinn, Kraut, Kiesler, 
& Shklovski, 2006; boyd, 2008; Bukatko, 2008; Marwick et al., 2010; Mesch & 
Talmud, 2010; Peter & Valkenburg, 2011; Steinberg, 2008). The internet and 
specifically SNSs have become important social tools for young people (Ellison, 
Steinfield, & Lampe, 2007; Lampe, Ellison, & Steinfield, 2006; Wolak, Mitchell, & 
Finkelhor, 2002). Adolescents establish their reputations and identities through 
these sites (Boneva et al., 2006; boyd, 2008; Marwick et al., 2010; Valkenburg, 
Schouten, & Peter, 2005). The opportunities that SNSs provide for identity 
experimentation and for getting in touch with new potential friends are important 
reasons why SNSs are popular among young people.

The developmental goals of adolescents are also important for the specific 
articulation of their privacy conceptions. As we argued above, adolescents’ main 
interests are to interact and hang out with their friends, experiment with friend-
ships, and experiment with their identity in seclusion from their parents and 
other grown-ups. Previous studies have shown that adolescents primarily seek 
privacy from known adults such as their parents and teachers (boyd & Marwick, 
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2011; Livingstone, 2008). Here we will expand on this observation by arguing that 
the developmental goals of adolescents result in a different focus in privacy 
conception; one in which adolescents’ main vulnerability is to their parents’ 
intrusions on their relationships with friends, while the risks of data mining or 
identity theft are less prominent. Adolescents may see the internet and SNSs 
primarily as an opportunity to escape from the scrutiny of the parental supervision 
in their parental home and to obtain social gratification, rather than to view it 
as a privacy risk. This is different from adults for whom the informational threats 
posed by SNSs in the forms of observations and interference by banks, insurance 
companies, authorities, future employers and ill-willing criminals are more 
prominent. These parties can be expected to only start playing an increasing role 
in the lives of young adults. During young adulthood, individuals often find jobs 
and move out of the parental home, and generally they become more self-sufficient 
and independent (Arnett, 2000). In comparison, adolescents still live relatively 
sheltered lives in the parental home. They are therefore expected to have a privacy 
conception with a relatively stronger focus on relationships compared to adults, 
since relationship formation and experimentation with existing relationships 
are important tasks during adolescence. 

These differences in the privacy conceptions could explain a difference in 
concern regarding privacy between young and old. The concern with intrusions 
by authorities, business corporations, and criminals are often considered as a 
concern with privacy tout court. Therefore, it would appear only natural that 
young people report to be less concerned with privacy because it is precisely 
these factors that do not yet play a prominent role in their privacy conception. 
This does not mean that adolescents are completely blind to privacy risks con-
nected to data mining, profiling and identity theft nor is it so that adults do not 
care at all for relational privacy. We argue that one or the other will be more 
prominent in the conception of privacy of individuals in different developmental 
life phases.

Research objectives

Up until now, this chapter has set the stage and provided the main argument 
for a subtler view of youth’s appreciation of privacy to be developed with theo-
retical background. We referred to the possible differences in privacy conceptions, 
which may be related to differences in the concern felt regarding privacy and to 
a developmental perspective in order to understand these differences.  
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The connection between the popularity of SNS and online behaviour, and the 
social needs typical of a certain age has received a fair share of attention already 
(Christofides et al., 2012; Peter & Valkenburg, 2011; Steijn, in press). The connection 
between age-related social needs and privacy conceptions in an attempt to 
explain the lower level of concern regarding privacy by young people has received 
no previous attention as far as we have been able to ascertain. 

We expect that adolescents, young adults, and adults will display differences 
in their privacy conceptions that are related to their developmental life phase. 
The privacy conceptions will be assessed by looking at which situations individuals 
associate with privacy. The pre-selection of the situations from which the respond-
ents could choose was originally inspired by the previously distinguished factors 
associated with privacy (Burgoon, 1982; Burgoon et al., 1989; Vedder, 2011). 

Technological developments have shifted the focus on privacy for adults to 
a large extent to personal information. Yet, the privacy risks which are typically 
related to this aspect, such as those associated with the data mining by banks, 
insurance companies, governmental authorities and future employers or identity 
theft by ill-willing individuals, will play less likely an important role in the relatively 
sheltered lives of adolescents for whom the parents pay heed to these issues. 
With this in mind, we expect that more young adults and adults will associate 
privacy with situations involving personal information, such as sharing informa-
tion on the internet or data mining, than adolescents. 

H1a: More young adults and adults will associate privacy with situations involving 
personal information than adolescents. 

Adolescents, on the contrary, are expected to be more inclined to associate 
privacy with situations involving relationships, such as having multiple relation-
ships or being able to be alone with a friend. Interacting with friends is an 
important social need during adolescence (Peter & Valkenburg, 2011). Since 
adolescents often reside in their parental homes, they have to actively create 
situations in which they are secluded from their parents in order to be able to be 
alone with their friends. To represent these expectations, the following hypothesis 
was formulated:

H1b: More adolescents will associate privacy with situations involving relation-
ships than young adults and adults. 
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 In addition, we expect to find a relationship between the privacy conceptions 
of individuals and the concern they feel regarding their privacy. The internet is 
primarily a cause for concern in regard to informational privacy due to the asso-
ciated risks of, for example, data mining and identity theft (Andrews, 2012; Noda, 
2009; Timmer, 2009). We therefore expect that situations involving personal 
information, such as the sharing of information or data mining, will have the 
strongest relationship with concern. As a result, adolescents are expected to 
report that they experience less concern when compared to young adults and 
adults. We expect no differences in concern between both young adults and 
adults as their privacy conceptions include situations involving personal informa-
tion more often. These expectations are represented in the following hypotheses:

H2: Concern regarding privacy will be more closely related to situations involving 
personal information when compared to situations involving personal relationships. 
H3: Adolescents will report less concern regarding their privacy than young adults 
and adults. 

method

Procedure

An online survey was conducted in the Netherlands by the research institute 
TNS-NIPO, which allowed respondents to participate from their own computers 
at home. Respondents were recruited through a stratified sampling procedure. 
From July 19 until August 4, 2011, 1,008 respondents who had profiles on an SNS 
completed the questionnaire. Respondents gave their consent to participate in 
the research survey (parents provided consent for individuals younger than 18 
years of age) and upon completion of the questionnaire they received special 
points, which respondents could trade for discount coupons. 

Sample

Six respondents were removed from the sample as they explicitly stated that 
they had created their profiles merely for a different purpose (e.g., as requirement 
for using another site). Of the remaining 1,002 respondents, 125 (12.5%) have a 
profile only on Facebook, 365 (36.4%) have a profile only on Hyves, and 512 (51.1%) 
have a profile on both SNSs. Table 1 provides an overview of the distribution of 
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respondents over the age groups adolescents (12- to 19-year-olds), young adults 
(20- to 30-year olds), and adults (31-year-olds and older) and their age and gender. 

Measures

Concern regarding privacy. In order to assess how concerned individuals are 
with their privacy, they were asked whether they were concerned about their 
privacy, think their privacy is important, feel they have too little privacy, and 
consider the internet as a threat to their privacy. Ratings were made on a 4-point 
Likert scale from completely disagree (1) to completely agree (4). A reliability 
analysis provided an acceptable score ( α C= 0.721) for the 4 items to be combined 
into a single privacy concern scale. For this scale, higher scores indicate more 
concern regarding privacy in the form of feeling more concerned about privacy, 
privacy to be more important, having too little privacy, and believing the internet 
to be more of a threat to their privacy. 

Privacy conceptions. Respondents were asked which of the situations they 
associated with privacy by answering simple yes-no questions. The situations 
were based on the four factors often associated with privacy: relationships, 
personal information, personal space, and autonomy (Vedder, 2011). Whereas the 
hypotheses only addressed situations involving personal information and relation-
ships, the situations involving personal space and autonomy were also included 
for further exploration and completion. The situations involving relationships 
were alone partner (being able to be alone with partner or (girl)friend) and various 
relationships (being able to maintain different friendships and relations). The 
situations involving personal information were data collection (the government 
collecting information about me) and information sharing (putting information 
on the Internet). The situations involving personal space were burglary (when 
someone breaks into my house) and cameras (camera surveillance in a shopping 

Table 1. — Sample Demographic
	 N	 Age	 Gender (Male)
Total	 1,002	 28.77 (15.52)	 39.9%
Adolescents	 372	 14.60 (2.16)	 47.0%
Young Adults	 277	 25.55 (3.10)	 28.9%
Adults	 353	 46.22 (12.12)	 41.1%

Note. Age provides means with standard deviation in brackets. 
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mall). Finally, the situations involving autonomy were voting (being able to vote 
for political parties) and freedom of choice (being able to determine what you do 
and buy). In addition, The variables relationship, personal information, personal 
space, and autonomy, were obtained by adding the scores of the two situations 
with yes (1) and no (0), resulting in a scale ranging from 0 to 2 for each privacy 
aspect.

results

Privacy conception

We investigated the situations respondents reported that they thought were 
associated with privacy in order to gain insight into their privacy conceptions 
and the hypothesized differences. Table 2 gives an overview of the percentage 
of respondents from each age group which reported that they associated a 
specific situation with privacy. Burglary was associated with privacy by most 
respondents, whereas voting and various relationships were chosen the least by 
the respondents. Adolescents generally associated fewer situations (M = 4.16,  
SD = 1.94) with privacy than both young adults (M = 4.73, SD = 2.06) and adults 
(M = 4.61, SD = 2.02), F(2, 999) = 7.822, p < .001, χ  C = .02. 

Chi-square tests were used to investigate differences between the age groups. 
A significant age effect was found for the situations alone partner, χ  C(2, 1,002) = 
10.34, p = .006, data collection, χ  C(2, 1,002) = 25.83, p < .001, information sharing, 
χ  C(2, 1,002) = 6.19, p = .045, burglary, χ C(2, 1002) = 22.17, p < .001, and voting, χ  C(2, 
1002) = 15.20, p = .001. Investigation of the adjusted standardized residuals shows 
that, compared to the total percentage, significantly fewer adolescents associated 
data collection, information sharing, burglary, and voting with privacy. Burglary 
was associated with privacy by both more young adults and adults compared to 
the total percentage. Furthermore, significantly more adults associated data 
collection and voting with privacy, whereas significantly fewer adults associated 
alone partner with privacy when compared with the total percentage. 

The results presented in Table 2 support the first two hypotheses. Fewer 
adolescents associated situations involving personal information with privacy 
compared to young adults and adults. However, only adults were less likely to 
associate situations involving relationships with privacy compared to adolescents. 
Young adults were just as likely as adolescents to associate these situations with 
privacy. For various relationships this relationship is not statistically significant, 
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but a similar trend is visible in the variable alone partner, where this effect is 
significant. The data therefore only provide partial support for Hypothesis 2b.

Relationship between concern and conceptions

Next, we investigated the second hypothesis whether concern regarding 
privacy is more closely related to situations involving personal information when 
compared to situations involving personal relationships. Table 3 gives an overview 
of the results obtained from a correlation analysis regarding privacy concern and 

Table 2. — Situations Associated with Privacy by Respondents.
Situations		  Adole-	 Young	 Adults	 Total	 χ ² (df 2)
		  scents	 adults
	 N	 372	 277	 353	 1,002	
Relationships	 Alone partner	 69.1%	 71.1%	 60.1%	 66.5%	 10.343**
	 Ad. res.	 1.3	 1.9	 -3.2		
	 Various relationships	 38.4%	 37.2%	 34.3%	 36.6%	 n.s.
	 Ad. res.	 0.9	 0.2	 -1.1		
					     	
Personal info.	 Data collection	 55.9%	 70.4%	 72.5%	 65.8%	 25.832***
	 Ad. res.	 -5.1	 1.9	 3.3	 	
	 Information sharing	 61,0%	 69.7%	 67.7%	 65.8%	 6.189*
	 Ad. res.	 -2.4	 1.6	 1,0	 	
						    
Personal space	 Burglary	 66.1%	 79.1%	 79.9%	 74.6%	 22.175***
	 Ad. res.	 -4.7	 2,0	 2.9	 	
	 Cameras	 42.7%	 46.6%	 46.7%	 45.2%	 n.s.
	 Ad. res.	 -1.2	 0.5	 0.7		
				    		
Autonomy	 Voting	 22.8%	 37.5%	 42.5%	 36.0%	 15.196**
	 Ad. res.	 -3.7	 0.6	 3.1	 	
	 Freedom of choice	 53.5%	 61.7%	 57.5%	 57.2%	 n.s.
	 Ad. res.	 -1.8	 1.8	 0.2		

Note. χ ² statistic significant at *p < 0.05 level **p < 0.01 level ***p < 0.001 level. 

Ad. Res. = Adjusted Standardized Residual. A residual with an absolute value of 2.0 or higher indicates  

a significant deviation from the total percentage. Info. = information.
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the privacy conception scales. Column 1 shows the correlations between the 
privacy conception scales and privacy concern. In support of the hypothesis, 
personal information was found to have the strongest relationship with privacy 
concern as indicated by the significant positive correlation. A similar relationship 
with privacy concern was found in the personal space and autonomy variables. 
No significant correlation was found for relationship and privacy concern. 

Fisher’s r-to-z transformations show that in support of the hypothesis, the 
correlation between personal information and privacy concern is significantly 
greater than the correlation between relationship and privacy concern, z = 3.18,  
p < 0.001. In addition, the correlation between personal information and privacy 
concern is also greater than the correlation of personal space and privacy concern, 
z = 2.28, p = 0.011, but only marginally greater than the correlation between 
autonomy and privacy concern, z = 1.6, p = 0.055. This result indicates that 
respondents who reported that they associated the situations involving personal 
information with privacy also reported to be more concerned about their privacy. 

Finally, we hypothesized that the differences in privacy conception between 
adolescents, young adults, and adults would also be reflected in their concern, 
that is, adolescents were expected to report less concern. A one-way anova 
analysis showed a significant age effect indicating that adolescents’, young adults’ 
and adults’ concern regarding their privacy differed from each other, F(2, 999) = 
21.94, p < .001, η C = .04. A Post-hoc comparison of the three age groups showed 
that adolescents reported less concern (M = 2.51, SD = 0.53) than young adults 
(M = 2.76, SD = 0.52) and adults (M = 2.74, SD = 0.59). The latter two groups did 

Table 3. — Correlation Scores between Privacy Concern and the Privacy Concep-
tion Scales. 
 	 Mean	 1.	 2.	 3. 	 4.	 5.
1. Privacy concern	 2.66 (.56)	 -	 			 
2. Relationship	 1.03 (.78)	 .05	 -	 		
3. Personal information 	 1.32 (.74)	 .19***	 .17***	 -	 	  
4. Personal space	 1.20 (.71)	 .09**	 .21***	 .41***	 -	
5. Autonomy	 .93 (79)	 .12***	 .44***	 .15***	 .19***	 -

Note. The variables relationship, personal information, personal space, and autonomy are 

on a scale of 0 to 2. Standard deviations are given between brackets. The numbers labelling 

the columns refer to the variables presented in the rows. 
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not differ from each other significantly. This supports the third hypothesis which 
states that adolescents are less concerned about their privacy compared to young 
adults and adults. 

discussion

The goal of this chapter was to gain better insight into the privacy concep-
tions and concern regarding privacy of both young and old. The results presented 
replicated the general finding that the youth report less concern. We then showed 
that young and old also differ regarding the focus of their privacy conceptions 
and that these conceptions are related with the reported concern. In addition, 
the differences presented in privacy conceptions match the expectations from 
a developmental perspective. These results provide a different perspective from 
the commonly held view that today’s young people no longer care about their 
privacy. Instead, the results here suggest that young people hold a different 
conception of privacy related to their developmental life stage and social needs: 
one that entails less cause for concern. 

As was hypothesized, more adolescents associated privacy with situations 
involving relationships- such as being able to be alone with a friend or partner- 
but fewer adolescents associated privacy with situations involving personal 
information- such as data mining by governments. These findings indicate that 
differences in the privacy conceptions exist between younger and older individu-
als; younger individuals’ privacy conceptions have a stronger focus on situations 
involving relationships. This aligns with the need of adolescents to pursue new 
friendships and to hang out with friends preferably out of reach of the known 
adults that still control large aspects of their lives (boyd & Marwick, 2011). For young 
people, the internet and social media may actually be found to provide privacy 
from parents and other known adults. This is more relevant for them than the 
more abstract risks of data mining and identity theft often associated with sharing 
information online and which are felt to be the main cause of concern for adults. 

This perspective offers salient and fresh insights concerning the online 
behaviour displayed by young people. For example, whereas there is a trend in 
which an increasing number of adults are using SNSs (Hampton, Goulet, Rainie, & 
Purcell, 2011), the first reports have appeared which claim that youth are becoming 
tired of Facebook (Crook, 2013). The results presented suggest a possible relation-
ship between these events. SNSs are important to the privacy of adolescents 
and young adults because they allow them to create a private space away from 
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their parents at home. As a result, if an increasing number of adults and parents 
are indeed making their way to SNSs such as Facebook, the popularity of these 
sites can be expected to drop among young people. The sites will no longer 
provide the privacy that young people seek. 

Whereas prominent differences were found in the privacy conceptions of 
adolescents and adults, young adults’ privacy conceptions shared both elements 
from adolescents’ and adults’ privacy conceptions. Young adulthood represents 
a heterogeneous age group due to many societal changes which take place during 
this phase (Arnett, 2000). Most importantly, they make the transition of the 
sheltered adolescent life, towards becoming self-sufficient and independent 
adults; they find employment, move out of their parental homes, and perhaps 
even marry. The results here support this transitory phase of young adulthood. 
Their privacy conceptions contained both the elements associated with adolescents 
and those associated with adults. We also found that young adults report similar 
concern regarding their privacy when compared to adults in keeping with several 
other studies who presented similar findings (Hoofnagle et al., 2010; Madden & 
Smith, 2010), further supporting the finding that the privacy aspect of personal 
information has the strongest relationship with concern regarding privacy.   

Although not included in the hypotheses, the differences found between 
young and old regarding the situations involving personal space and autonomy 
further support a connection between the differences in conception with the 
developmental phase. The greatest differences concerning the association of 
situations with privacy were found to exist between adolescents and adults for 
voting (∆19.7%) representing autonomy and burglary (∆13.6%) representing per-
sonal space. Only the difference between adolescents and adults for data collec-
tion representing personal information was of a similar size (∆16.8%). Since most 
adolescents are neither home-owner nor allowed to vote, the differences for 
burglary and voting are easy to grasp. These situations have not yet become part 
of adolescent life and therefore they do not figure prominently in adolescents’ 
reasoning. However, this also suggests that a similar argument could be made 
for the situation data collection. The threat of data collection by the government 
can be considered less prominent during adolescence since important potential 
intruders of privacy, such as employers, banks or governments do not yet play 
important roles in their lives. Instead, the youth need to constantly manage their 
privacy in relation to their parents in their parental homes and with regard to 
other known others in their relatively confined habitat of youngsters. This focus 
in privacy conception disappears from the age of 19 onwards. Adults spend less 
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time with friends (Hartup & Stevens, 1999; Blieszner & Roberto, 2004) and since 
they are homeowners and financially independent, adults can be expected to 
have entirely different concerns compared to adolescents (e.g., burglary). 

The results show that the situations involving personal information, such as 
data collection by the government, had the strongest relationship with concern 
regarding privacy, whereas the situations involving relationships did not show a 
relationship with concern. This result provides further insight into the often 
reported privacy paradox. The paradox consists of young users disclosing great 
amounts of information on SNSs and simultaneously reporting to be concerned 
about their privacy (Acquisti & Gross, 2006; Fogel & Nehmad, 2009; van de 
Garde-Perik et al., 2008), albeit still less concerned than adults. This would only 
be inconsistent if youth would hold a privacy conception in which data mining 
by authorities and business corporations, or identity theft by criminals played a 
prominent role as they do for adults. The results here have shown this not to be 
the case. 

Limitations

An important consideration drawn in this chapter is that individuals’ privacy 
conception and in turn the concern they feel for their privacy are related to their 
developmental life phase. An implication of using a developmental perspective 
is that the reported privacy conceptions are a transient phenomenon for the 
individuals involved, meaning that, in the end, as they become older, those who 
were once young may change their ideas of what privacy is. This suggests that 
differences in privacy conceptions and concern as reported here, have always 
existed and that they will probably continue to exist. In other words, the internet 
and social media did not cause this difference in privacy conception nor did they 
necessarily cause the alleged drop in concern among youth. Instead, the internet 
and social media may have highlighted the already existing differences between 
young and old. 

However, based on the data presented this remains speculation; it would 
require longitudinal data to verify these claims. The data presented show differ-
ences in the privacy conception of adolescents, young adults, and adults that 
appear related to developmental differences between young and old, but it 
cannot exclude possible alternative explanations, for instance, that the informa-
tional aspect of privacy has become less prominent for adolescents of today as 
a new generation. A longitudinal set up will allow an effective investigation of 
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whether privacy conceptions indeed develop as individuals grow older, or whether 
they are fixed personal characteristics and identify potential infliction points 
(e.g., when the individual leaves the parental home). Such a set up might also 
verify the causality between privacy conceptions and concern implied here. We 
have shown evidence of a relationship between conceptions and concern and 
the plausibility of a developmental perspective to understand the differences 
between young and old. However, additional research will be required to investi-
gate this issue even further. 

A second limitation of the current study is that only Dutch respondents who 
make use of an SNS were used. Although, a sizable portion of the Dutch population 
and the population in general, makes use of SNSs, it is possible that the results 
reported here cannot be generalized to the population that does not make use 
of SNSs. Furthermore, it would be interesting to see if similar results would be 
obtained in a non-Dutch sample. 

Thirdly, this study is the first to measure the privacy conceptions of individuals 
based on the four aspects of privacy distinguished in privacy theories: personal 
space, relationships, autonomy, and personal information (Burgoon, 1982; Burgoon 
et al., 1989; Vedder, 2011). Although the scales that have been used have strong 
face validity, no further validation of the scales was done. Considering the signifi-
cance of the results presented here, future studies are invited to improve and 
develop the privacy conception scales so as to measure the privacy conceptions 
of individuals more effectively. 

Conclusion

Today, society is in a crucial stage of the debate on online privacy policies. 
Arguments drawing on the allegedly reduced appreciation of privacy by youth 
can have important implications for the development of future policies. The 
development of future technologies based on the assumption that privacy is 
appreciated less in society could lead to a self-fulfilling prophecy if these tech-
nologies leave even less room for individuals to create the privacy they desire. It 
is therefore important to have an exact understanding of individuals’ appreciation 
for privacy and the relationship to their online behaviour, if not for the young 
people today, then for the young people of the future. In this study we do not 
provide conclusive evidence, but we do show that is plausible that a develop-
mental perspective can be used to help understand the differences in privacy 
conceptions and concern between young and old. We hypothesize that once 
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today’s young people will grow older, they will become more careful with regard 
to their online data, but at the same time we will be confronted with another 
generation of young people who will most likely again become notorious for 
their apparent reckless use of the then latest and trendiest information and 
communication technologies. 
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abstract

Both users of social network sites (e.g., Facebook) and younger people are 
often found to report less concern regarding their privacy. Through mediation 
analysis we explore two mechanisms that could explain these differences in 
concern. The results show that whereas the differences between users and non-
users are mediated by a risk-benefit trade-off, the differences between young 
and old are mediated by their privacy conceptions. Users believe that relatively 
fewer risks and more benefits are likely to occur and therefore they report less 
concern. Young people, on the other hand, have a different privacy conception, 
which is related to less concern. These results suggest that the difference in felt 
concern regarding privacy between young and old is not necessarily related to the 
recent introduction of social media in society, but instead related to developmen-
tally related differences in privacy conception.

 

Chapter adapted from;
Steijn, W.M.P., Schouten, A.P., & Vedder, A. (2014). Why concern regarding privacy 
differs: the influence of age and (non-)participation on Facebook. Submitted for 
publication.
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introduction

Both users of social network sites (SNSs) and young people are often reported 
as being less concerned with privacy than non-users or older people (Fox et al., 
2000; “Online privacy worries increase with age”, 2009; Paine, Reips, Stieger, 
Joinson & Buchanan, 2007; Zukowski & Brown, 2007). In fact, the two categories, 
young people and user of SNSs, often coincide as young people are the most 
intensive users of SNSs. As a result, young people have obtained a reputation for 
caring less about their privacy due to their presence on social media (Nussbaum, 
2007; Pafley & Gasser, 2008). An alternative explanation might be that young 
people have less concern regarding their privacy compared to older people simply 
because their ideas about what constitutes privacy—their privacy conceptions—
differ. Therefore, they may be less concerned about privacy on SNSs simply because 
they have a different idea about what privacy entails. 

This study will investigate whether the underlying mechanisms which cause 
the differences in felt concern regarding privacy between young and old, and 
users and non-users are similar or dissimilar through mediation analysis. While 
attention has been paid to the fact that young people do care about privacy 
despite making such rampant use of SNSs (Raynes-Goldie 2010; boyd & Hargittai 
2010), very little time has been devoted to exploring why young people still often 
report less concern regarding their privacy compared to older people (Fox et al., 
2000; “Online privacy worries increase with age”, 2009; Paine et al., 2007; Zukowski 
& Brown, 2007). Understanding exactly why younger people report less concern 
can serve as important information, for example, to legislators and policymakers, 
as well as to internet entrepreneurs. It is proposed that while users and non-users 
primarily differ in concern regarding their privacy because of a difference in the 
expected outcome from a risk-benefit trade-off, both young and old primarily 
differ due to subtle differences in their conception of privacy as a result of their 
differing developmental age and societal position. First, both mechanisms will 
be further introduced before stating the hypotheses. 

Social network sites and privacy: a risk-benefit trade-off

The use of SNSs has been linked to many personal and social benefits. SNSs 
provide possibilities to develop the identity and relationships (Ellison, Steinfield, 
& Lampe, 2007; Grimmelmann, 2009; Steijn & Schouten, 2013), and the use of 
SNSs has been linked to an increased sense of well-being, social support and 
happiness (e.g., Kim, & Lee, 2011; Lee, Noh, & Koo, 2013).  These benefits are 
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inseparably linked to the intensity of the use (Taddicken & Jers, 2011); the more 
information you share, the more likely you are to obtain benefits such as friend-
ships (Lampe, Ellison, & Steinfield, 2007). In other words, in order to obtain the 
benefits that SNSs can offer, individuals need to share information and in so doing 
they will hence make themselves vulnerable to the privacy risks as a consequence 
of sharing personal information on a (semi-) public forum. The privacy risks, 
consist among others, of becoming subjected to identity theft (Noda, 2009), 
profiling through data mining (Andrews, 2012), or certain individuals coming 
across information which was not intended for them to read, such as employers 
(Levy, 2009) or teachers (O’Dell, 2011).

Therefore, the decision to share information on an SNS is likely the result of 
a risk-benefit trade-off. This could either involve strategies that maximize the 
benefits while minimizing the risks (Maaß, 2011), or weighing competing expec-
tations of the benefits and risks (Li, Sarathy, & Xu, 2010). Individuals who have 
higher expectations of benefits will be more likely to disclose information on 
their profile than individuals who consider the risks more likely to occur (Beldad, 
de Jong, & Steehouder, 2011). Non-users of SNSs would then most likely be indi-
viduals who consider the potential benefits to not outweigh the potential risks. 
Perceived vulnerabilities to online risks are related to concern regarding privacy 
(Youn, 2009; Youn & Hall, 2008). Thus, the risk-benefit trade-off could potentially 
distinguish users from non-users, and explain why users report less concern 
compared to non-users. 

Several factors contribute to this risk-benefit trade-off which in turn explains 
the popularity of SNSs, despite the privacy risks involved and the difference in 
felt concern regarding privacy. First of all, people are generally bad at decision 
making in general and tend to underestimate the risks, resorting to biased cog-
nitive strategies (e.g., the safety in numbers strategy is the belief that one’s 
personal information is safely hidden among the personal information of every-
one else’s, see Grimmelmann, 2009).  Moreover, while the benefits obtained 
through SNSs will be both tangible and immediate (e.g., a good feeling or social 
gratification through interaction with friends), most privacy risks remain more 
abstract and the consequences are often not directly noticeable to the user (e.g., 
identity theft) (Debatin, Lovejoy, Horn, & Hughes, 2009; Taddicken & Jers, 2011). 
The data collection and analysis that takes place with the information willing 
(and unwillingly) shared goes unnoticed, until the user actually experiences a 
negative effect. An example of this was when Facebook introduced Beacon in 
2007, an application that broadcast online purchases on the newsfeed. The sparks 
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of protest that followed this violation of privacy was in stark contrast to the 
common idea that users do not care about their privacy. It appears that users do 
care about their privacy, but that they appear to underestimate or ignore the 
risks until they actually experience the consequences (Steijn, 2014). Consequently, 
the users of SNSs report less concern regarding their privacy while pursuing their 
social gratification than might objectively be expected from them.

Age and privacy: privacy conceptions

Most of the social benefits that can be obtained through SNSs and that were 
identified in the previous section are particularly relevant to young people. 
Developing an identity and relationship formation are important tasks during 
adolescence (Boneva, Quinn, Kraut, Kiesler, & Shklovski, 2006; boyd, 2008; Bukatko, 
2008; Marwick, Diaz, & Palfrey, 2010; Mesch & Talmud, 2010; Peter & Valkenburg, 
2011; Steijn, in press). It should therefore not be surprising that young people are 
the most intensive users of SNSs. Although older people are becoming increas-
ingly active on the sites (Hampton, Goulet, Rainie, & Purcell, 2011), younger users 
generally still share more information and have more contacts than older users 
(Christofides, Muise, & Desmarais, 2012; Pfeil, Arjan, & Zaphiris, 2009). From this 
perspective, it is not surprising that the difference in concern regarding privacy 
between young and old is said to be related to youths’ acceptation of social media 
in their everyday lives (Nussbaum, 2007; Pafley & Gasser, 2008). 

This would suggest that a risk-benefit trade-off pattern could be found to 
underlie the differences in concern regarding privacy: similar to the one we expect 
to find for users and non-users described in the previous section. Young people 
would consider that the benefits outweigh the risks, because most of the benefits 
provided by SNSs are especially relevant to young people. For older people the 
perceived privacy risks outweigh the benefits, which subsequently accounts for 
their lower participation rate compared to young people. The differences observed 
in concern regarding privacy between young and old would then be regarded as 
a new phenomenon that has been caused by social media and which in turn 
could indicate that privacy has become less valued in society. We would like to 
propose an alternative explanation which instead suggests that at least some 
of the differences in concern regarding privacy have always existed between 
young and old and that they are not related to SNSs. 

The alternative explanation we propose is a developmental perspective on 
the differences in concern regarding privacy between young and old. A develop-
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mental perspective has been used previously to understand why SNSs are popu-
lar among young people (Christofides et al., 2012; Peter & Valkenburg, 2011; 
Subrahmanyam, Smahel, & Greenfield, 2006); they have become important social 
tools for young people (Ellison et al., 2007; Lampe et al., 2006; Peter & Valkenburg, 
2011; Steijn, in press; Wolak, Mitchell, & Finkelhor, 2002). Similarly, a developmental 
perspective can help us to understand why young people appear to be unconcerned 
with their privacy compared to older people. For this purpose, we will investigate 
individuals’ privacy conceptions. A person’s privacy conception, that is, that 
person’s specific idea of what it is that privacy refers too, will affect his or her 
felt concern regarding privacy. 

Our privacy conceptions cover a wide range of privacy related situations and 
values. Privacy theories have connected privacy with (1) autonomy, the freedom 
to make decisions or to vote freely without the influence of authorities; (2) relation-
ships, being able to be alone with a friend or partner; (3) personal space, trespassing 
of strangers in private spaces; and (4) personal information, the accessibility and 
control of personal information (Burgoon; 1982; Vedder, 2011). The focus of privacy 
theories has changed over the course of time and it generally reflects those 
changes that take place in society and which values have become more important 
(Vedder, 2011). In view of the current developments taking place on the internet, 
and the popularity of SNSs, the privacy debate has focused primarily on personal 
information.  However, not all individuals will necessarily hold a privacy concep-
tion that focusses solely on personal information. In fact, we argue that this may 
present an essential difference in the privacy conceptions that young people and 
old people hold. 

Steijn and Vedder (submitted) investigated the privacy conception of adoles-
cents (12- to 19-year-olds), young adults (20- to 30-year olds), and adults (31-years-
old and older). They asked respondents which situations, related to autonomy, 
relationships, personal space, or personal information, they associated with privacy 
in order to determine the privacy conceptions. Two important differences were 
reported in that study. Relatively more adolescents associated privacy with situa-
tions involving relationships, for example being able to be alone with a partner 
or friend, whereas relatively more adults associated privacy with those situations 
that involve personal information, for example, the government collecting data. 

These differences were explained by pointing out that early in life individuals 
have different concerns when compared to individuals in latter developmental 
life phases (Steijn & Vedder, submitted). For adolescents, being able to hang out 
with friends and to develop relationships is an important developmental goal 
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(Peter & Valkenburg, 2011). Their main concern is to be able to do so away from 
the scrutiny of parental supervision (boyd & Marwick, 2011). As individuals grow 
older and leave the parental house to become home owners and earn a living, 
their societal position changes. Threats of data mining and profiling by bankers, 
authorities, and future employers become more prominent in later age. These 
parties arguably play a smaller role in the lives of young people who instead are 
pre-occupied with their relational privacy in the parental homes.

Here, we will investigate if privacy conceptions indeed mediate the relation-
ship between age and felt concern regarding their privacy. Steijn and Vedder 
(submitted) found no relationship between a focus of privacy conception on 
situations involving relationships and felt concern regarding privacy. They did, 
however, find a relationship between a focus of privacy conception on situations 
involving personal information and felt concern. We shall therefore only focus 
on differences in privacy conceptions in terms of situations involving personal 
information in this study. Furthermore, we will make a distinction between 
respondents according to the following age categories: adolescents (12- to 19-year-
olds), young adults (20- to 30-year olds), and adults (31-years-old and older).

Current Study

The goal of this study is to compare the underlying mechanisms that cause 
the differences in concern regarding privacy between young and old and users 
and non-users of SNSs. We claim that the differences in concern between young 
and old are primarily explained by the differences in privacy conceptions, while 
the differences in concern between users and non-users are primarily explained 
by differences in risk-benefit perceptions. Here, we will address this issue by 
means of a mediation analysis. Our hypotheses have subsequently been formulated 
in accordance with the steps taken in mediation analyses.

The first step in mediation analysis is to establish the direct effect of the 
independent variables on the dependent variable. In this case we expect that 
both the age of the individual, and whether the individual uses SNSs, will have 
a direct relationship with concern regarding privacy. Previous studies have shown 
that younger people report less concern regarding privacy compared to older 
people (Fox et al., 2000; “Online privacy worries increase with age”, 2009; Paine 
et al., 2007; Zukowski & Brown, 2007) and users of social network sites report 
less concern compared to non-users (Acquisti & Gross, 2006). The first two 
hypotheses therefore state:
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H1: Adolescents will report less concern regarding their privacy than young adults 
and adults.
H2: Users of social network sites will report less concern regarding their privacy 
compared to non-users.

The second step in the mediation analysis is to establish the relationship 
between the mediating variables and the dependent variable. In the previous 
sections, we introduced two factors that could mediate the relationship with 
concern regarding privacy. The first factor concerned a risk-benefit trade-off. We 
argued that individuals who consider the risks more likely to occur as a result of 
sharing information on an SNSs will also report more concern (Youn, 2009; Youn 
& Hall, 2008), whereas individuals who consider the benefits more likely to occur 
will report less concern. 

H3: Individuals, who consider the risks more likely and the benefits less likely to 
occur as a result of sharing information on SNSs, will report less concern regarding 
their privacy. 

The second factor was concerned with the privacy conceptions of individuals. 
Those individuals who have a privacy conception which focusses more on situa-
tions involving personal information, i.e., data mining, are expected to report 
more concern regarding their privacy compared to individuals whose privacy 
conception focuses less on this (Steijn & Vedder, submitted). 

H4: Individuals whose privacy conception associates situations involving personal 
information with privacy will report more concern regarding their privacy, compared 
to those individuals who do not associate these situations with privacy.

The third and final step in mediation analysis is to establish to what degree 
the main effects between the independent and dependent variables are mediated 
by including the mediation variables. The effect of use or non-use of SNSs on 
concern regarding privacy is expected to be mediated by the risk-benefit analysis 
individuals make (Beldad et al., 2011). In other words, the users of SNSs are likely to 
be individuals who consider the benefits more likely, but the risks less likely  
to occur as a result of sharing information on SNSs, who in turn are expected to 
report less concern (Youn, 2009; Youn & Hall, 2008). 
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H5: The relationship between use or non-use of SNSs and concern regarding 
privacy is mediated by the balance between the expected likelihood of risks and 
benefits as a result of sharing information on SNSs.

The effect of age, on the other hand, is expected to be mediated through the 
privacy conceptions individuals hold. Young people’s privacy conceptions differ 
from older people’s privacy conceptions based on their developmental life phase 
(Steijn & Vedder, submitted). Adults and young adults are expected to have a 
privacy conception that focusses relatively more on the protection of their personal 
information compared to adolescents. This may explain, in turn, why they report 
more concern regarding their privacy compared to younger people, as the inter-
net primarily poses privacy risks for our personal information and data (Steijn & 
Vedder, submitted). 

H6: The relationship between age and concern regarding privacy is mediated by 
the difference in privacy conceptions. 

method
Sample and procedure

The data presented in this chapter were obtained by means of an online 
questionnaire from July 19 until August 4, 2011. The survey was conducted by the 
research institute TNS-NIPO, who recruited the sample from their representative 
sample pool from among the Dutch population. Respondents were recruited 
through a stratified sampling procedure based on age, and the fact whether or 
not they made use of a social network site. Respondents gave their consent to 
participate in the research survey (parents provided consent for individuals 
younger than 18 years of age) and upon completion of the questionnaire they 
received special points, which they could trade for discount coupons. All of the 
respondents received the questionnaire which included a few minor modifications 
regarding the language and politeness rules for addressing children and adults 
in Dutch.
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B  This scale is also used in Chapter 4 (p.81) and from the same dataset.

In total, 3,170 respondents were approached for the survey from which 1,720 
respondents completed the questionnaire. Altogether, 1.008 respondents made 
use of an SNS and 712 did not. Six respondents were removed from the sample 
as they explicitly stated having created their profile merely for a different purpose 
(e.g., as requirement for using another site). Of the remaining 1,002 respondents, 
125 (12.5%) have a profile only on Facebook, 365 (36.4%) have a profile only on 
Hyves, and 512 (51.1%) have a profile on both sites. Furthermore, 591 adolescents, 
451 young adults, and 672 adults completed the questionnaire. Table 1 provides the 
details of the respondents’ age, gender and distribution across the six categories. 

Measures

Concern regarding privacy B. In order to assess how concerned individuals are 
with their privacy, they were asked whether they were concerned about their 
privacy, think their privacy is important, feel they have too little privacy, and 
consider the internet as a threat to their privacy. Ratings were made on a 4-point 
Likert scale from completely disagree (1) to completely agree (4). A reliability 

Table 1. — Sample’s distribution (1a), mean age (1b), and gender (1c)  
1a. — Distribution	 		
 	 Adolescents	 Young Adults	 Adults	 Total
Non-use	 219	 174	 319	 712
Use	 372	 277	 353	 1,002
Total	 591	 451	 672	 1,714
1b. — Age 
 	 Adolescents	 Young Adults	 Adults	 Total
Non-use	 14.57 (2.16)	 25.83 (3.25)	 50.58 (13.66)	 33.46 (18.52)
Use	 14.60 (2.16)	 25.55 (3.10)	 46.22 (12.12)	 28.77 (15.52)
Total	 14.59 (2.16)	 25.66 (3.16)	 48.29 (13.05)	 30.71 (16.99)
1c. — Gender 
 	 Adolescents	 Young Adults	 Adults	 Total
Non-use	 63.0%	 47.7%	 44.2%	 50.8%
Use	 47.0%	 28.9%	 41.1%	 39.9%
Total	 53.0%	 36.1%	 42.6%	 44.5%
 
Note. Age provides means with standard deviation in brackets. For gender, the percentage 

males are provided.
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C  This scale is also used in Chapter 4 (p.83) and from the same dataset.

analysis provided an acceptable score (α = 0.721) for the 4 items to be combined 
into a single privacy concern scale. For this scale, higher scores indicate more 
concern regarding privacy in the form of feeling more concerned about privacy, 
privacy to be more important, having too little privacy, and believing the internet 
to be more of a threat to their privacy. 

Privacy conception C. Respondents’ privacy conceptions were assessed with 
the assistance of eight privacy-related situations. Respondents were asked which 
of the situations they associated with privacy by asking simple yes-no questions. 
The situations were based on the four factors of privacy identified by Vedder 
(2011): relationships, personal information, personal space, and autonomy. In this 
study, we focus on the situations involving personal information previously shown 
to have the strongest relationship with felt concern regarding privacy (Steijn & 
Vedder, submitted). These situations concerned data collection (the government 
collecting information about the respondent) and information sharing (putting 
information on the Internet). The scores for these items were added together to 
create a single privacy conception (personal information) scale with a range of 0 
to 2 (situations associated with privacy). The situations involving relationships 
were omitted, because we had previously shown that these situations have no 
relationship with concern regarding privacy (Steijn & Vedder, submitted). This 
decision was made based on the fact that the main goal in this study was to 
explain the differences in concern. 

Risk and benefit perception. Respondents were presented with a list of 16 
potential outcomes from sharing information on SNSs. Respondents were asked 
to indicate for each situation how likely they considered the outcome to be. The 
outcomes could be differentiated into 9 potential risks and 7 potential benefits. 
The risks were as follows: a fight in the family, losing money, being bullied, repu-
tation being defamed, having undesirable contact with a stranger, getting into 
contact with someone you are trying to avoid, getting into a fight with a friend, 
identity being stolen, and a boss or teacher discovering embarrassing information 
about the respondent. The benefits were: getting a job, a boss or teacher discov-
ering positive information about the respondent, becoming more popular, staying 
in touch with friends who had moved, working out an argument, feeling happy, 
and renewing contact with a lost friend. Responses were on a 4-point-Likert scale 
ranging from 1 (very likely) to 4 (very unlikely). Responses were reduced to a 
simple dichotomous scale of likely or unlikely to be able to make a single scale 
concerning how many risks or benefits the respondent considered likely. 
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A single risk perception scale was created by adding up the total number of 
risks respondents reported that they considered likely to occur ranging from 0 
to 9 (M = 2.62, SD = 2.90) and a single benefit perception scale was created by 
adding up the total number of benefits that respondents reported likely to occur 
ranging from 0 to 7 (M = 2.22, SD = 1.96). Finally to assess the risk benefit trade-off, 
we created a risk-benefit balance scale ranging from -9 to 7 (M = -.40, SD = 2.28) 
by subtracting the risk perception scale from the benefit perception scale. Higher 
scores indicate that respondents consider relatively more benefits likely to occur 
compared to risks. 

Results

Before starting the analysis, we explored the data. Table 2 provides the mean, 
standard deviation, range and the correlations between the used variables. In 
addition, multivariate analysis was performed to investigate age, use and inter-
action effects on privacy concern, privacy conception, risk perception, benefit 
perception, and risk-benefit balance. Multivariate tests showed a small age effect, 
F(8,3412) = 13.76, p < .001, η C = .03, a large use effect, F(4, 1705), p < .001, eta C  = .18, 
and a very small interaction effect F(8, 3412) = 2.28, p = .020, η C  = .01. Next we 
inspected the between subject effects, results are also presented in Table 3. 

A significant age effect was found for privacy concern, F(2, 1708) = 30.68, p < 
.001, η C = .02, privacy conception, F(2, 1708) = 18.61, p < .001, η C = .02, risk perception, 
F(2, 1708) = 3.54 p = .029, eta C  = .00, and benefit perception, F(2, 1708) = 7.07, p = .001, 
η C = .01. Post-hoc analysis showed that adolescents reported less concern regard-
ing their privacy and associated fewer situations involving personal information 
with privacy when compared to young adults and adults. Furthermore, young 
adults reported more benefits to be likely to occur as a consequence of sharing 
information on SNSs compared to adolescents and adults. Post-hoc analysis 
indicated no differences for risk perception (see Table 3c). A significant use effect 
was found for privacy concern, F(1, 1708) = 36.83, p < .001, η C = .02  risk perception, 
F(1, 1708) = 103.54, p < .001, η C = .06, benefit perception, F(1, 1708) = 27.18, p < .001, 
η C = .02, and risk-benefit analysis, F(1, 1708) = 345.61, p < .001, η C = .17. Post-hoc 
analysis showed that non-users reported more concern regarding their privacy 
compared to users and non-users considered more risks but fewer benefits likely 
to occur as a result of sharing information on SNSs. In addition, non-users scored 
significantly lower on the risk-benefit balance scale (see Table 3e). These findings 
are in support of our first two hypotheses.
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Finally, a significant interaction (age ú use) effect was found for risk perception, 
F(2, 1708) = 3.74, p = .024, ηC = .00, and benefit perception, F(2, 1708) = 6.78, p = .001, 
ηC = .01. Looking at Table 3, we can observe that it is namely young adults who 
make use of SNSs, who consider both more benefits and risks likely to occur as a 
result of sharing information on SNSs compared to adolescents and adults who 
make use of SNSs, whereas adolescent non-users consider more benefits and risks 
likely to occur compared to young adults and adults who do not make use of SNSs. 

Next, we performed mediation analysis guided by our hypotheses. Mediation 
analysis was done to investigate to what degree the relationships between age 
and privacy concern, and use and privacy concern are mediated by privacy concep-
tions or perception of risks or benefits. Mediation analysis was done by using 
Hayes and Preacher’s method (2012). This method allows for the analysis of a 
mediation model with multiple mediator variables and allows the inclusion of 
control variables. In this way we could control for use or age while testing the 
other. Here, use and age were entered as independent variables, privacy concep-
tion (personal information) and risk-benefit balance, as mediation variables, and 
privacy concern as dependent variable.

First of all, we examined the direct effects of both age and use on privacy 
concern. Young people reported less concern compared to older people, b = .004, 
t(1711) = 4.624 (H1), and users reported less concern compared to non-users, b = 
-.167, t(1711) = -6.004, p < .001 (H2), providing further support for our first two 
hypotheses. Adding the mediators to the model resulted in partial mediation for 
the direct effect of both age and use on privacy concern. Figure 1 gives an over-
view of the resulting model. The model explains approximately 10 percent of 

Table 2. — Means, Standard Deviations, Range, and Correlations.  
 	 M	 SD	 Min	 Max	 1	 2	 3	 4	 5	 6	 7
1. Privacy concern	 2.74	 .57	 1	 4	 ú						    
2. Age	 30.71	 16.99	 12	 83	 .13***	 ú					   
3. Use	 -	 -	 0 (n.u.)	 1 (use)	 -.16***	 -.14***	 ú				  
4. Privacy Conception	 1.32	 .74	 0	 2	 .19***	 .08**	 -.01	 ú			 
5. Risk perception	 2.62 	 2.90	 0	 9	 .21***	 -.06*	 -.24***	 .13***	 ú		
6. Benefit perception	 2.22	 1.96	 0	 7	 .02	 -.13***	 .12***	 .11***	 .62***	 ú	
7. Risk Benefit balance	 -.40	 2.28	 -9	 7	 -.25***	 -.03	 .41**	 -.07**	 -.74***	 .07**	 ú

Note. Correlations significant at *p< 0.05; **p<0.01, ***p<0.001. 

N.u. = non-use.
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total variance (RC = .105). Including the mediators reduced the direct effect of age 
slightly, b = .004, t(1709) = 4.416, p < .001 , and reduced the direct effect of use, 
b = -.068, t(1709) = -2.287, p = .022, indicating partial mediation for both age and 
use. Below, we will further inspect the model to explore these mediation effects. 

The results support the third and fourth hypotheses concerning the relation-
ship between the mediating variables and privacy concern. Risk-benefit balance 
was found to have a negative relationship with privacy concern (H3). In other 
words, individuals who perceived more benefits relative to the risks to be likely 
to occur, also reported less concern, b = -.053, t(1709) = -8.281, p < .001. Privacy 
conception was found to have a positive relationship with privacy concern (H4). 
In other words, individuals whose privacy conception appears to associate more 
situations involving personal information with privacy also reported more concern, 
b = .126, t(1709) = 7.073, p < .001. 

To investigate the final two hypotheses, we looked at which variables mediated 
the relationship for use and privacy concern, and age and privacy concern. The 
relationship between use and privacy concern is partially mediated through risk-
benefit balance. Users consider relatively more benefits than risks likely to occur 
as a result of sharing information on SNSs, b = 1.914, t(1711) = 18.627 p < .001. 
Individuals, who do so, are likely to report less concern regarding their privacy. 
The bias-corrected percentile bootstrap confidence interval confirms that the 
indirect effect through risk-benefit balance, 95% CI [-.127, -.077], is different from 
zero. Privacy conception did not mediate the relationship between use and privacy 
concern.

Table 3. — Overview of Privacy Concern (3a), Privacy Conception (3b), —
3a. — Privacy concern	 		
 	 Adolescents	 Young Adults	 Adults	 Total
Non-use	 2.69 (.56)	 2.91 (.53)	 2.91 (.58)	 2.84 (.57)a

Use	 2.51 (.53)	 2.76 (.52)	 2.74 (.59)	 2.66 (.56)b

Total	 2.58 (.55)a	 2.82 (.53)b	 2.82 (.60)b	 2.74 (.57)
3b. — Privacy conception information	  	  
 	 Adolescents	 Young Adults	 Adults	 Total
Non-use	 1.16 (.77)	 1.34 (.73)	 1.43 (.71)	 1.33 (.74)
Use	 1.17 (.77)	 1.40 (.73)	 1.40 (.70)	 1.32 (.74)
Total	 1.17 (.77)a	 1.38 (.73)b	 1.42 (.71)b	 1.32 (.74)
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These results are in accordance with the hypothesis of the risk-benefit trade-
off (h5). In Table 3 we can see that non-users considered more risks (M = 3.44,  
SD =2.75) than benefits (M = 1.93, SD =1.71) likely to occur, while users considered 
more benefits (M = 2.42, SD = 2.10) than risks (M = 2.04, SD = 2.85) likely to occur. 
As a result the balance is negative for non-users (M = -1.51, SD = 2.34), but positive 
for users (M = .38, SD = 1.87).

The relationship between age and privacy concern is partially mediated 
through a difference in privacy conceptions in accordance with our last hypothesis. 
Older individuals associated more situations involving personal information with 
privacy, b = .004, t(1711) = 3.298, p = .001. In turn, individuals who have a privacy 
conception which is focussed more on situations involving personal information 
reported higher concern. The bias-corrected percentile bootstrap confidence 
interval confirms the indirect effect through privacy conception, 95% CI [.000, .001], 
is different from zero. Risk-benefit balance did not mediate the relationship 
between age and privacy concern.

Table 3. — <Continued> Risk Perception (3c), Benefit Perception (3d), and Risk-
Benefit Balance (3e) Scores.
3c. —Risk perception	  	  	  
	 Adolescents	 Young Adults	 Adults	 Total
Non-use	 3.85 (2.79)	 3.48 (2.78)	 3.15 (2.68)	 3.44 (2.75)a

Use	 1.89 (2.74)	 2.40 (2.88)	 1.91 (2.92)	 2.04 (2.85)b

Total	 2.62 (2.92)	 2.82 (2.89)	 2.50 (2.88)	 2.62 (2.90)
3d. —Benefit perception	  	  	  
 	 Adolescents	 Young Adults	 Adults	 Total
Non-use	 2.17 (1.89)	 1.93 (1.64)	 1.77 (1.61)	 1.93 (1.71)a

Use	 2.26 (2.11)	 2.93 (1.99)	 2.20 (2.11)	 2.42 (2.10)b

Total	 2.22 (2.03)a	 2.55 (1.93)b	 2.00 (1.90)a	 2.22 (1.96)
3e. —Risk-benefit balance	  	  	  
 	 Adolescents	 Young Adults	 Adults	 Total
Non-use	 -1.68 (2.41)	 -1.55 (2.31)	 -1.38 (2.30)	 -1.51 (2.34)a

Use	 .37 (1.87)	 .53 (2.01)	 .29 (1.75)	 .38 (1.87)b

Total	 -.39 (2.31)	 -.27 (2.36)	 -.50 (2.20)	 -.40 (2.28)

Note. Mean averages are given with standard deviations in parentheses. Letters in super-

script indicate statistical differences between different superscripts. 
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discussion

This chapter set out to investigate whether the underlying mechanisms 
causing the differences in felt concern regarding privacy between young and old, 
and users and non-users are similar or dissimilar. The results supported the 
hypotheses that users and non-users differ in concern because of the difference 
in expected risk-benefit balance of sharing information on SNSs, and young and 
old differ in concern due to differences in the focus of their privacy conceptions. 

A likely explanation for the popularity of SNSs could be that many people 
consider the benefits for participating and sharing information on such sites to 
outweigh the risks. The results presented here support this idea as users were 
found to consider more benefits likely, but fewer risks likely to occur compared 
to non-users. As a result, users generally have a positive risk-benefit balance 
concerning the sharing of personal information on SNSs, whereas non-users on 
average have a negative risk-benefit balance. We showed that the perception of 
likelihood of both risks and benefits directly influences the reported concern 
regarding privacy in agreement with previous studies (Youn, 2009). We found 
that this difference in risk-benefit balance partly mediates the relationship 
between use or non-use of SNSs and concern. The lower concern regarding privacy 
reported by SNS users is can be partially explained by the more positive outlook 
on the likelihood of both benefits and risks as the result of sharing information 
on SNSs. 

Figure 1. — Risk-benefit balance and privacy conception as mediators of the relationship 

between the use of SNSs or not and individuals age, and individuals’ concern regarding 

privacy. Non-significant mediators are not reported. Unstandardized regression values 

are reported. 

*p < .05, **p < .01, ***p < .001.

privacy concern
use

risk-benefit balance

privacy conception

age

-.068*

.004***

-.053***

.126***-.004**

1.914***
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The differences in concern regarding privacy between young and old were 
instead partially mediated by differences in privacy conception instead. We 
showed that older individuals were more likely to associate situations related to 
personal information. In turn these individuals reported more concern regarding 
their privacy. Users and non-users did not differ in their privacy conceptions, 
suggesting that the use (or non-use) of SNSs does not affect an individual’s 
privacy conception. Subsequently, the difference in privacy conceptions and the 
related differences in concern regarding their privacy are not necessarily related 
to the popularity of social media among young people.

These results support taking a developmental perspective in order to under-
stand the differences in concern regarding privacy between younger and older 
individuals. When individuals grow older, their societal position and social needs 
change. The internet primarily poses a privacy risk in relation to personal informa-
tion in the form of data mining, bankers, future employers, and authorities. 
However, only once individuals leave the parental home and start working, do 
bankers, future employers, and authorities start to play prominent roles in their 
lives. For younger people still living in their parental homes these risks are still 
more abstract. Instead, they are still managing their privacy from their parents 
at home (boyd & Marwick, 2010). Here we have shown that the privacy conceptions 
indeed differ between younger and older individuals in keeping with expectations 
from this developmental perspective. Adolescents’ privacy conception is less 
focused on the protection of their personal information compared to adults. As 
a result, this developmental perspective offers a possible explanation for the 
differences in felt concern regarding privacy between young and old that is 
unrelated to social media. The findings presented here provide support for this 
developmental perspective, however longitudinal data will be required to verify 
these assumptions. 

Several considerations should be taken into account when interpreting these 
findings. First, this chapter focussed only on the SNSs Facebook and Hyves. Future 
studies might want to explore whether the results are generalizable and can be 
applied to overall internet use or other social media, more specifically. Facebook 
has already received substantial public (mostly negative) attention in relation to 
privacy, and it would be interesting to learn whether the reported risk-benefit 
analysis would differ in relation to other social media that has received less 
public attention in relation to privacy. Second, the model presented accounted 
for 10% of the total variance in concern regarding privacy, thus other variables 
exist as well which mediate the relationship between use of SNSs and age with 
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felt concern regarding privacy. For example, young people are generally considered 
to be more proficient with new technologies (Palfrey & Gasser, 2008). Having a 
better knowledge of online data processes or privacy settings could also mediate 
the relationship between age and concern regarding privacy as well. Similarly, 
users are likely to have better knowledge of online data processes than non-users. 

The results presented here provide support in that the differences observed 
in privacy conception between young and old are not necessarily related to their 
use of social media. Users and non-users of SNSs also differ in concern regarding 
their privacy, but did not have different privacy conceptions when we controlled 
for age. Often, no distinction is made between the fact that an individual is young 
and the fact that an individual is a user of SNSs when discussing their privacy 
attitudes. The results here show that we should: users of SNSs differ from non-
users in reported concern regarding their privacy for other reasons than young 
people from older people. As a consequence, these results suggest that the  
differences in concern regarding privacy between young and old may always 
have existed and become more apparent now social interactions take place online. 

This is not to say that the introduction of social media will not have an effect 
on society as a whole in the long run. If the current practices of data collection are 
not restrained, young people may become accustomed to the idea that so much 
data are gathered about them and, in turn, privacy might indeed start to hold less 
value. Young people’s use of SNSs generally appears to be due to the social benefits 
that are presented to them (Ellison et al., 2007; Lampe et al., 2006; Peter & Valken-
burg, 2011; Steijn, in press; Wolak et al., 2002). At the same time, however, young 
people are vulnerable from a privacy perspective which, as we have shown here, 
may not yet be prominent during this particular phase of their lives. As such, we 
should continue to look for effective ways to regulate online privacy.

references

Acquisti, A., & Gross, R. (2006). Imagined communities: awareness, information 
sharing, and privacy on the Facebook. 6th Workshop on Privacy Enhancing 
Technologies. Cambridge, UK.

Andrews, L. (2012, February 4). Facebook is using you. The New York Times. Retrieved 
from http://www.nytimes.com (July 5, 2012).

Beldad, A., de Jong, M., & Steehouder, M. (2011). A comprehensive theoretical 
framework for personal information–related behaviors on the Internet. 
The Information Society, 27(4), 220-232.



• • 113

Why concern regarding privacy differs.

Boneva, B.S., Quinn, A., Kraut, R.E., Kiesler, S., & Shklovski, I. (2006). Teenage com-
munication in the instant messaging era. In R. Kraut, M. Brynin, & S. Kiesler 
(eds.) Computers, phones, and the Internet: Domesticating information tech-
nology (pp. 201-218). Oxford, New York: Oxford University Press.

boyd, d.m. (2008). Taken out of context: American teen sociality in networked 
publics. (Doctoral dissertation, Berkeley, University of California). Retrieved 
from http://www.danah.org/papers/TakenOutOfContext.pdf.   

boyd, d.m., & Hargittai, E. (2010). Facebook privacy settings: who cares? First 
Monday, 15(8).

boyd, d.m.,  & Marwick, A.E. (2011). Social privacy in networked publics: teens’ 
attitudes, practices, and strategies. A decade in internet time: symposium on 
the dynamics of the internet and society. Retrieved from SSRN: http://ssrn.
com/abstract=1925128.

Bukatko, D. (2008) Child and adolescent development. Boston: Houghton Mifflin.
Burgoon, J.K. (1982). Privacy and communication. In M. Burgoon (ed.), Communi-

cation yearbook 6, (pp. 206-288). Beverly Hills, CA: Sage.
Christofides, E., Muise, A., & Desmarais, S. (2012). Hey Mom, What’s on Your 

Facebook? Comparing Facebook Disclosure and Privacy in Adolescents and 
Adults. Social Psychological and Personality Science, 3(1), 48-54.

Debatin, B., Lovejoy, J.P., Horn, A., & Hughes, B.N. (2009). Facebook and online 
privacy: attitudes, behaviors, and unintended consequences. Journal of 
Computer-Mediated Communication, 15(1), 83-108.

Ellison, N.B., Steinfield, C., & Lampe, C. (2007). The benefits of Facebook "friends": 
social capital and college students' use of online social network sites. Journal 
of Computer-Mediated Communication, 12(4), 1143-1168.

Fox, S., Rainie, L., Horrigan, J., Lenhart, A., Spooner, T., & Carter, C. (2000). Trust 
and privacy online: why Americans want to rewrite rules. The Pew Internet 
& American Life Project. Retrieved from http://www.pewinternet.org/~/
media/Files/Reports/2000/PIP_Trust_Privacy_Report.pdf.pdf.

Grimmelmann, J. (2009). Saving Facebook. Iowa Law Review, 94, 1137-1206.
Hampton, K.N., Gourlet, L.S., Rainie, L., & Purcell, K. (2011). Social networking sites 

and our lives. Pew Internet & American Life Project report. Retrieved from http://
www.pewinternet.org/Reports/2011/Technology-and-social-networks.aspx.

Hayes, A. F., & Preacher, K., J. (2012). Statistical mediation analysis with a multi-
categorical independent variable. Submitted for publication.



• •114

Chapter 5 Why concern regarding privacy differs.

Johnson, B. (2010, January 1). Privacy no longer a social norm, says Facebook founder. 
The Guardian. Retrieved from http://www.guardian.co.uk/technology/2010/
jan/11/facebook-privacy (November 14, 2011).

Kim, J., & Lee, J.-E.R. (2011). The Facebook paths to happiness: effects of the number 
of Facebook friends and self-presentation on subjective well-being. Cyberpsy-
chology, Behavior, and Social Networking, 14(6), 359-364.

Lampe, C., Ellison, N., & Steinfield, C. (2007). A familiar face(book): profile elements 
as signals in an online social network. Proceedings of Conference on Human 
Factors in Computing Systems (pp. 435–444). New York: ACM Press

Lee, K.-T., Noh, M.-J., & Koo, D.-M. (2013). Lonely people are no longer lonely on 
social network sites: the mediating role of self-disclosure and social support. 
Cyberpsychology, Behavior, and Social Networking, 16(6), 1-6.

Levy, A. (2009. February 26). Teenage office worker sacked for moaning on Facebook 
about her ‘totally boring’ job. Daily Mail. Retrieved from http://www.dailymail.
co.uk/news/article-1155971/Teenage-office-worker-sacked-moaning-Facebook-
totally-boring-job.html (January 3, 2013).

Li, H., Sarathy, R., & Xu, H. (2010). Understanding situational online information 
disclosure as a privacy calculus. Journal of Computer Information Systems. 
Retrieved from http://faculty.ist.psu.edu/xu/papers/jcis.pdf.

Maaß, W. (2011). The elderly and the internet: how senior citizens deal with online 
privacy.  In S. Trepte & L. Reinecke (eds.), Privacy online (pp. 235-250). Heidelberg: 
Springer.

Marwick, A.E., Diaz, D.M., & Palfrey, J. (2010). Youth, privacy and reputation. 
Retrieved from: http://ssrn.com/abstract=1588163.

Mesch, G.S., & Talmud, I. (2010). Wired Youth. The social world of adolescence in 
the informational age. New York: Routledge. 

Noda, T.S. (2009, December 12). Facebook still a hotbed of identity theft, study 
claims. PCWorld. Retrieved from http://www.pcworld.com (July 5, 2012). 

Nussbaum, E. (2007, February 12). The kids, the internet, and the end of privacy: 
the greatest generation gap since Rock and Roll. New York. Retrieved from 
http://nymag.com/news/features/27341/ (November 14, 2011).

O’Dell, J. (2011, February 1). Student suspended for calling teacher fat on Facebook. 
Mashable. Retrieved from http://mashable.com/2011/02/01/facebook-free-
speech-high-school/ (November 13, 2011).

Online privacy worries increase with age. (2009, March 6). Retrieved from http://
www.marketingcharts.com/wp/direct/online-privacy-worries-increase-with-
age-8229/. 



• • 115

Why concern regarding privacy differs.

Paine, C., Reips, U-D., Stieger, S., Joinson, A., & Buchanan, T. (2007). Internet users’ 
perception of ‘privacy concerns’ and ‘privacy actions’. Human-Computer Studies, 
65, 526-536.

Palfrey, J., & Gasser, U. (2008). Born digital. New York: Basic Books.
Peter, J., & Valkenburg, P. (2011). Adolescents’ online privacy: toward a develop-

mental perspective. In S. Trepte & L. Reinecke (eds.), Privacy online (pp. 221-234).  
Heidelberg: Springer.

Pfeil, U., Arjan, R., & Zaphiris, P. (2009). Age differences in online social networking 
— A study of user profiles and the social capital divide among teenagers and 
older users in MySpace. Computers in Human Behavior, 25(3), 643-654.

Raynes-Goldie, K. (2010). Aliases, creeping, and wall cleaning: understanding 
privacy in the age of Facebook. First Monday, 15(1).

Steijn, W.M.P. (in press). A developmental perspective regarding the behavior of 
adolescents, young adults, and adults on social network sites. Cyberpsychology: 
Journal of Psychosocial Research on Cyberspace. 

Steijn, W.M.P. (2014). The cost of using Facebook: assigning value to privacy pro-
tection on social network sites against data mining, identity theft, and social 
conflict. In S. Gutwirth, R. Leenes, & P. de Hert (eds.), Reloading data protection: 
multidisciplinary insights and contemporary challenges (pp. 323-341). Dordrecht: 
Springer.

Steijn, W.M.P., & Schouten, A.P. (2013). Information sharing and relationships on 
social network sites. Cyberpsychology, Behavior, & Social Networking. 16(8), 
582-587.

Steijn, W.M.P., & Vedder, A. (submitted). Privacy under construction: a develop-
mental perspective on the differences in privacy concern between younger 
and older individuals. Submitted for publication.

Subrahmanyam, K., Smahel, D., & Greenfield, P. (2006). Connecting developmen-
tal constructions to the internet: identity presentation and sexual exploration 
in online teen chat rooms. Developmental Psychology, 42(3), 395-406. 

Taddicken, M., & Jers, C. (2011). The use of privacy online: trading loss of privacy 
for social web gratifications? In S. Trepte & L. Reinecke (eds.), Privacy online 
(pp.143-156). Heidelberg: Springer.

Vedder, A. (2011). Privacy 3.0. In S. van der Hof & M. Groothuis (eds.), Innovating 
Government (pp. 17-28). New York/Berlin/The Hague: Springer/Asser Press.

Wolak, J., Mitchell, K.J., & Finkelhor, D. (2002). Close online relationships in a 
national sample of adolescents. Adolescence, 37(147), 441-456.



• •116

Chapter 5 Why concern regarding privacy differs.

Youn, S. (2009). Determinants of online privacy concern and its influence on 
privacy protection behaviors among young adolescents. The Journal of Consumer 
Affairs, 43(3), 389-418.

Youn, S., & Hall, K. (2008). Gender and online privacy among teens: risk perception, 
privacy concerns, and protection behaviors. Cyberpsychology & Behavior, 11(6), 
763-765.

Zukowski, T., & Brown, I. (2007). Examining the influence of demographic factors 
on internet users’ information privacy concerns. saicsit conference (pp. 197-204). 
New York: ACM. 



• • 117

Why concern regarding privacy differs.





• •

 

abstract

By using SNSs, users expose themselves to several potential privacy threats. 
Yet little is known about how SNS users of various ages prioritize their concerns 
over these different privacy threats. This study employs an innovative method 
to determine the relative importance SNS users attribute to protection against 
the various potential privacy threats they face. We distinguish between three 
sources of potential privacy threats: data mining, identity theft, and social conflict. 
The results show that even respondents as young as 12-year-olds attribute most 
importance to privacy protection against data mining. Furthermore, the results 
suggests that respondents generally only seek privacy protection that is good 
enough, avoiding the most obvious privacy violations, as opposed to trying to 
obtain the best privacy protection. These findings indicate that the development 
of policies to regulate and safeguard SNS users’ privacy online is of prime importance.

Chapter adapted from;
Steijn, W.M.P. (2014). The cost of using Facebook: Assigning value to privacy pro-
tection on social network sites against data mining, identity theft, and social 
conflict. In S. Gutwirth, R. Leenes, & P. de Hert (eds.), Reloading data protection: 
Multidisciplinary insights and contemporary challenges (pp. 323-341). Dordrecht: 
Springer.
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introduction

Social network sites (SNSs) which focus on social relationships and interactions, 
such as Facebook or Hyves, have rapidly become popular among millions of users 
worldwide. Their popularity has continued to increase, despite the different 
privacy risks users are exposed to. Not only is the shared information on SNSs 
subject to data mining which could result in privacy violations (Andrews, 2012), 
but the information shared also exposes the user to potential identity theft 
(Noda, 2009; Timmer, 2009), and users have to manage different social contexts 
(e.g. friends, family, and colleagues) to avoid social conflict as a result of the 
information they share (Binder, Howes, & Sutcliffe, 2009; Skeels & Grudin, 2009). 
The use of SNSs is therefore often seen as evidence that users no longer care 
about privacy (Johnson, 2010) and that users could claim their privacy to be 
important is considered paradoxical. 

The paradox quickly unravels though, if one takes the social merits SNSs provide 
for its users into account. SNSs provide social merits in the forms of new possi-
bilities for self-presentation and social interactions with friends (Ellison, Steinfield, 
Lampe, 2007; Steinfield, Ellison, Lampe, 2008). These social merits depend on where 
an individual’s social network is (e.g., where his or her friends are) online, leaving 
users with little choice as to which SNS they select. As a result, participation on 
SNSs does not necessarily predict actual (or a lack of) privacy concerns. 

This study will not only provide new insights into SNS users’ privacy concerns 
by describing the relative importance they attribute to different privacy threats, 
but will also contribute to the ongoing privacy discussion by addressing the privacy 
paradox and by emphasizing the need for further development of new privacy 
policies and regulation. An innovative method will be used to determine the 
relative importance attributed by SNS users to the potential privacy threats 
through data mining, identity theft, and social conflict. Furthermore, the degree 
to which younger and older individuals differ in how they attribute importance 
to the various threats will be investigated. To this date no research exists, to our 
knowledge, which has explicitly compared which privacy threats users find most 
important. First we include additional background information on the proposed 
methodology, before formulating the research hypotheses based on related work. 
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B For more information see: http://www.sawtoothsoftware.com/products/cbc/

	 cbc_method

Background

A choice based conjoint (CBC) design was chosen to investigate the relative 
importance SNS users attribute to different privacy threats B. CBC is a popular 
research design used in marketing to determine how a new product best fits 
consumers’ wishes (Curry, 1996; Orme, 1996). The strength of a CBC design is 
that it can determine the relative value respondents attribute to the features of 
a product avoiding direct questioning, but instead relying on respondents’ actual 
decisions. In addition, as respondents are presented with a complete product as 
opposed to, for example, pairwise comparison where respondents’ decisions are 
based on only two features at a time, the decision making process can be considered 
more realistic. 

While potential privacy threats SNS users encounter cannot be directly included 
as features, it is easy to imagine how respondents could be presented with choice 
tasks between SNSs which vary on privacy protection features affecting these 
different potential privacy threats. This assumes that the importance users 
attribute to a certain privacy protection feature will be indicative of where their 
main privacy concerns lie. 

This assumption can be justified with Petronio’s Communication Privacy 
Management (CPM) theory (2002). CPM theory addresses the dialectical relation-
ship between the need for privacy and the desire to share personal information 
with others. It describes how we create metaphorical boundaries to be able to 
share information with some, while excluding others from this information. These 
boundaries are signalled and maintained through an implicit rule-based system. 
For example, we whisper certain information not only to literally avoid being 
overheard, but also to signal to the other that what we are saying is private and 
that we do not wish for it to be shared with others. In effect, a boundary is formed 
surrounding that information including only the other to whom the information is 
whispered and who then becomes a co-owner of that information (Petronio, 2002).  

Although CPM focuses on face-to-face context, the dialectical need has 
become especially apparent on contemporary SNSs. They have become an impor-
tant medium and offer social merits to their users in the form of new possibilities 
for self-presentation and social interactions with friends (Ellison et al., 2007; 
Steinfield et al., 2008), resulting in large amounts of information being shared 
on these sites. Instead of being limited to metaphorical boundaries, SNSs provide 
the technological tools to enforce the boundaries concerning personal information 
(Litt, 2012). For example, by changing the settings of their posts to friends only 
on Facebook, users restrict access to their contacts only, and exclude anyone else 
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who might be attempting to see what they posted on their profile. Maintaining 
these boundaries online has become increasingly important and necessary because 
the permanence and searchability of online information (boyd, 2008a, p.27) would 
otherwise make online shared information accessible to anyone at any time. 

The current study specifically focuses on the relative importance SNS users 
attribute to boundaries against the following three potential privacy threats: 
those as a consequence of data mining, identity theft, and social conflict. While 
users are exposed to all three privacy threats at the same time on SNSs, each 
threat has a different origin and other factors influence users’ protection against 
each threat. Next, these three types of privacy threats will be briefly described 
in relation to SNSs and examples will be given of which privacy protection fea-
tures SNSs could provide that affect each specific privacy threat. 

Data Mining. This category concerns the potential privacy threat imposed 
by data mining and profiling by the SNS provider and third parties. Since the SNS’ 
business model is generally based on the use of the available personal information 
for commercial purposes, personal data placed on these sites often becomes 
available to external parties. The scale on which data mining occurs is reflected 
in the economic value of Facebook as a company (Pékarek & Leenes, 2009). SNSs 
can contain several features which affect the privacy protection of the user against 
data mining. First, it makes a difference whether the site owns the information 
posted on the site and whether information can be removed by users or whether 
it remains in the database. Second, SNSs generally also have a policy concerning 
the access of third parties to personal information disclosed by the user.

Identity theft. This category concerns the potential privacy threats imposed by 
strangers with criminal intent, of which identity theft is the most familiar. Several 
features of SNSs can provide privacy protection against identity theft by strangers. 
One is the privacy settings, which only allow the users’ contacts to access their full 
profile. However, this only provides partial protection as users are inclined to accept 
friend requests from strangers (Noda, 2009). Another way to create boundaries 
against identity theft is by refraining from posting personally identifiable infor-
mation online, since even posting seemingly innocent information such as the 
date of birth can have risks (Timmer, 2009). Consequently, if SNSs require users 
to fill in identifying data (such as a name) or contact data (such as an email address) 
to verify their profile, the privacy threat of identity theft is increased.

Social conflict. This category concerns the potential privacy threat of social 
conflict. This is mainly a consequence of the mixed social contexts on SNSs: 
socializing with friends now occurs within reach of family and (future) employers. 
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Information shared with one group is not necessarily appropriate or desirable 
for disclosure to others, and could lead to tension or conflict (Binder et al., 2009; 
Skeels & Grudin, 2009; Lampinen, Tamminen, Oulasvirta, 2009). Several features 
of SNSs can affect the privacy protection of users against social conflict. First of 
all, being able to sort contacts into different groups and to discriminate in what 
information is available to which groups can help create boundaries between social 
contexts. Second, the possibility to tag pictures on SNSs can negatively affect the 
boundary someone tries to protect. An example of this would be a tagged picture 
(drunk at a party) posted by a friend also becoming visible to family. Third, SNSs 
could enable users to track visitors to their profile which could expose frequent 
visitors. Facebook, however, does not support this option (Mongold, 2010).

This study compares the relative importance attributed to privacy protection 
features against data mining, identity theft, or social conflict by SNS users of all 
ages. The current section has introduced the proposed methodology and grounded 
it in the theory and operationalized the privacy threats of interest. Next, related 
work will be discussed in order to introduce the research hypotheses. 

Related Work

Privacy has been a subject of research for many years, but in recent years the 
focus has primarily been on privacy and the internet. Both the media (Andrews, 
2012; Noda, 2009; Timmer, 2009) and academia have paid substantial attention 
to the potential privacy threats of data mining and identity theft on SNSs. (Acquisti 
& Gross, 2006; Debatin, Lovejoy, Horn, & Hughes, 2009; Govani & Pashley, 2005; 
Gross & Acquisti, 2005). The studies generally conclude that their student sam-
ples of Facebook users appear not to care about the potential privacy threats on 
such sites. These conclusions are mainly driven by the amount of information 
shared by the students, despite the risks. 

However, participation on SNSs does not necessarily mean that users do not 
have any concerns regarding their privacy. The popularity of social network sites 
is a result of the possibilities they create for social interaction with friends (Ellison 
et al., 2007; Steinfield et al., 2008). Non-participation may even simply not be 
considered due to the related social costs in missing out on the social interactions 
among friends occurring on these sites (Raynes-Goldie, 2010). As a result, even 
privacy-concerned and aware individuals may join an SNS.
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Indeed, SNSs users have proven to be creative concerning their privacy protec-
tion against social conflict, coming up with many alternative strategies such as 
using multiple profiles (boyd & Marwick, 2011, p. 14; Lampinen et al., 2009; Stutzman 
& Hartzog, 2009), but when it comes to their boundaries against data mining 
and identity theft, they primarily have to rely on what the sites provide. This does 
not automatically suggest that they are not concerned about these potential 
privacy threats; there is simply little they can do if they want to socialize on these 
sites. Findings noted by Paine, Reips, Stieger, Joinson and Buchanan (2007) support 
this notion. When asked, their 20-year-old and older respondents reported spam, 
spyware, hackers, access to personal information, and identity theft as their 
major privacy concerns in relation to the internet. 

Respondents are expected to be aware of the potential privacy threats of data 
mining and identity theft. The fact that they are participating on SNSs does not 
diminish their concern about data mining and identity theft, however in real life 
they often have no possibility to manipulate their protection against these privacy 
threats. When given the option, they can be expected to prioritize protection 
against data mining and identity theft above protection against social conflict, 
especially given that, concerning social conflict, alternative strategies exist to 
protect their privacy. They are therefore expected to attribute more importance 
to privacy protection features related to data mining and identity theft when given 
the option. 

H1: Respondents will attribute more importance to privacy protection features 
against data mining and identity theft than to privacy protection features against 
social conflict.

As discussed earlier, the fact that SNSs are most popular among younger 
individuals, does not necessarily say much concerning their privacy appreciation, 
since SNSs are a useful social tool for them to accomplish several important 
developmental tasks: forming new friendships and creating their identity and 
reputation (Boneva, Quinn, Kraut, Kiesler, & Shklovski, 2006; boyd, 2008; Ellison 
et al., 2007; Lampe et al., 2006; Madden & Smith, 2010; Marwick, Diaz, & Palfrey, 
2010). However, younger individuals are also often found to be less concerned 
about their privacy compared to older individuals (Fox et al., 2000; “Online privacy 
worries increase with age”, 2009; Paine et al., 2007; Zukowski & Brown, 2007). 



• •126

Chapter 6 The cost of using Facebook.

One explanation given for this is that young and old differ in what they consider 
privacy to entail. Some studies report that younger individuals might be more 
concerned with protecting their privacy in relation to social conflict (boyd & 
Marwick, 2011; Livingstone, 2008; Marwick et al., 2010; Raynes-Goldie, 2010), as 
opposed to data mining and identity theft. Privacy violations by known others 
are especially important during the sheltered life of young people in the parental 
home. The role of institutions, such as the government, and strangers can be 
expected to become more prominent as the individual grows to adulthood (Steijn, 
Schouten, & Vedder, submitted; Steijn & Vedder, submitted). This is also in keeping 
with CPM theory which states that as individuals grow older their desired privacy 
boundaries will also evolve to control the private information about themselves 
(Petronio, 2002, p. 8). Therefore the following hypothesis was formulated:

H2: Younger respondents, compared to older individuals, will attribute more 
importance to privacy protection features against social conflict. 

CPM theory also states that in the case of turbulence, or privacy violations, 
individuals will be motivated to adjust their privacy boundaries (Petronio, 2002), 
which could be either normative or physical. Indeed, several studies report a 
reactive attitude of users concerning their online privacy settings. Debatin and 
colleagues found that respondents who actually experienced a privacy violation, 
as opposed to hearing about it happening from others, were more likely to take 
steps to protect their online privacy (2009). Similarly, Govani and Pashley (2007) 
concluded that raising the awareness of privacy threats is not enough to nudge 
people into protecting their privacy. It is therefore likely that a relationship exists 
between the importance individuals attribute to different privacy protection 
features and any negative consequences they may have experienced on SNSs. 
Thus, the following hypothesis was formulated: 

H3: Respondents who have experienced a negative consequence of using SNSs 
will attribute more importance to privacy protection related to that experience.

Furthermore, we are interested in knowing how many respondents would be 
willing to change to a different SNS provider. We expect few respondents will be 
willing, because they are bound to their SNS through their social network also 
being present on that site. For this purpose, we formulated the following hypoth-
esis and research question:
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RQ1: How many respondents are willing to change to a different social network 
site provider.

method

This study employed choice-based conjoint (CBC) analysis in order to be able 
to compare the relative importance attributed to various privacy protection 
features. In a traditional CBC design, respondents are given several discrete choice 
tasks of selecting a concrete offering out of a selection of products with several 
features which differ over several levels. This could for example concern pizzas, 
which vary in the features price (e.g., with the levels cheap versus expensive), 
size (e.g., large versus small), toppings (e.g., cheese versus salami) and brand (e.g. 
unknown versus familiar). The respondents would be presented with several 
different pizzas and asked which they would be most likely to buy. When the 
resulting trade-off decision is repeated several times, the relative value of each 
feature can be determined; will people buy a pizza based on the price or the 
brand? In addition, it can be determined which level of these features is most 
preferred; would they rather have cheese or salami as a topping.

For the current study, respondents were presented with several scenarios 
depicting hypothetical SNSs and were questioned regarding which SNS they 
would prefer to create a profile. The SNSs varied based on 6 features affecting 
the protection against data mining, identity theft, or social conflict: data owner-
ship, access by third parties, real information, private profile, visibility of visitors, 
and tagging. An overview of the features and the levels in which they vary during 
the discrete choice tasks is given in Table 1.

Generally, all features included a level for the presence or absence of a privacy 
protective setting or policy. An additional level was added for data ownership, 
access third parties, private profile, and tagging in which the user had control over 
the feature. The feature real information included levels which varied in the 
sensitivity of the information required to be provided (i.e. an email-address versus 
a telephone number), and whether the obligatory information should also be 
visible on the profile. 



• •128

Chapter 6 The cost of using Facebook.

  
Each of these features affects the privacy protection against data mining, 

identity theft, or social conflict differently. The features data ownership and access 
by third parties primarily concern the protection against data mining. The features 
tagging and visibility of visitors concern the protection against social conflict. The 
feature real information affects both identity theft and data mining. Comparison 
of the level I1 (i.e., no obligatory information required) versus the other levels (i.e., 
obligatory information required) concerns data mining, as it distinguishes having 

Table 1. — Overview Features and Levels from the Choice-Based Conjoint Study 
Feature		  Level		
Data ownership	 —	 No ownership of data by SNS. 	 O1
	 —	 Ownership of data by SNS, until deleting profile.	 O2
	 —	 Ownership of data by SNS, also after deleting profile.	 O3
Access by
third parties 	 —	 Third parties cannot access and use personal data.	 A1
	 —	 Third parties can only access and use personal data 
		  with permission.	 A2
	 —	 Third parties can access and use personal data 
		  without permission. 	 A3
Real information	 —	 No obligatory information necessary.	 I1
	 —	 Real email-address must be entered, but not 
		  obligatorily shown on profile.	 I2
	 —	 Real email-address must be entered, and must 
		  be shown on profile.	 I3
	 —	 Real telephone number must be entered, but not 
		  obligatorily shown on profile.	 I4
	 —	 Real telephone number must be entered, and must 
		  be shown on profile.	 I5
Private profile 	 —	 Private profile and sorting of contacts.	 S1
	 —	 Private profile but no sorting of contacts.	 S2
	 —	 No private profile and no sorting of contacts.	 S3
Visibility of
visitors	 —	 Profile visitors are not visible.	 V1
	 —	 Profile visitors are visible.	 V1
Tagging	 —	 Photos cannot be tagged.	 T1
	 —	 Photos can be tagged, only with permission.	 T2
	 —	 Photos can be tagged, without permission.	 T3
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to share the information online or not. Comparison of the levels I2 and I4 (i.e., 
obligatory information not shown on profile) with I3 and I5 (i.e., obligatory infor-
mation shown on profile) concerns identity theft as it distinguishes whether the 
obligatory information is visible on the personal profile. Similarly, the feature 
private profile affects both identity theft and social conflict. Comparison of S3 
(i.e., no private profile) versus S1 and S2 (i.e., a private profile) concerns identity 
theft as it distinguishes between whether strangers can access the profile. 
Comparison of S1 (i.e., sorting of contacts) and S2 (i.e., no sorting of contacts) 
concerns social conflict as it distinguishes between whether different social 
spheres, such as friends and family, can be kept separate. As such, inspection of 
the importance attributed to each feature and level will give us information 
about whether the respondent prioritizes privacy protection against data mining, 
identity theft, or social conflict. 

The SNSs were presented to respondents in the form of an online question-
naire. The online survey was conducted by the research institute TNS-NIPO by 
means of the CAWI-method (computer assisted web interviewing), which allows 
respondents to participate from their own computer at home. The questionnaire 
consisted of three parts. 

The first part contained instructions that explained the content of the question-
naire. All features and their levels were explained in the instruction, to make sure 
all respondents had a similar understanding of what the different levels entail.

The second part consisted of the actual discrete choice tasks. Respondents 
were presented with 15 discrete choice tasks each. Each task consisted of three 
different SNSs from which respondents had to choose the one they preferred. 
Figure 1 shows an example of a discrete choice task as presented to the respondents. 
All the possible combinations of levels were equally represented throughout the 
experiment.

The third part contained a short questionnaire with several follow-up questions 
to further explore the motivation behind the choices participants made. First, 
respondents were asked to indicate which of the features had been most important 
for their decision-making. Next, respondents were asked if they were willing to 
switch to another social network site provider. If so, they were subsequently 
asked what their primary reason would be. Lastly, two yes/no questions identified 
whether respondents were specifically concerned about something when using 
their profile and whether they had had a negative experience due to using their 
profile. When answered with a yes, respondents were further prompted to 
describe what exactly they were concerned about or had experienced. Subsequent 
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responses were categorized as Misuse information, Privacy (general) (e.g. greater 
visibility or other general statements about privacy), Criminals (e.g. hackers or 
burglars), undesired contact, social conflict (e.g. bullying or fights), or other (e.g. 
technical problems). Four raters categorized the responses independently and 
interrater reliabilities were acceptable for both concerns (Kappa’s ranging from .727 
to .807) and negative experiences (Kappa’s ranging from .626 to .694). Disagree-
ments were resolved through discussion.

If you have to choose between the three social network sites below, which would you choose? 

Data ownership	 Ownership data by SNS, 	 Ownership data by SNS,	 No Ownership data
	 also after deleting.	 also after deleting.	 by SNS.

Access by 	 Third parties can access	 Third parties cannot 	 Third parties cannot
	 and use personal data,	 access and use personal	 access and use personal 
	 without permission.	 data.	 data.

Real Information	 Real e-mail address must	 No obligatory informa-	 Real telephone number 
	 be entered and shown 	 tion required.	 must be entered and
	 on profile.		  shown on profile.

Private profile	 You can shield your	 You cannot shield your	 You can shield your
	 profile and sort you 	 profile.	 profile but cannot sort 
	 contacts.		  your contacts.

Visibility of visitors	 Visitors are visible.	 Visitors are not visible.	 Visitors are visible.

Tagging	 Photos cannot be	 Photos can be tagged, 	 Photos can be tagged
	 tagged.	 only with permission.	  without permission.

	 O	 O	 O

Figure 1. —  Example of the screen presented to respondents.
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Participants

Respondents were recruited from participants of an earlier study on privacy 
and user behaviour on social network sites, which were obtained by means of a 
stratified sampling procedure. Five hundred and sixty respondents (327 female, 
233 male, Mage = 30.36, SD = 16.83) completed the questionnaire: Table 2 gives an 
overview of the age and gender distribution. We distinguished between adoles-
cents (12- to 19-year-olds), young adults (20- to 30-year olds), and adults (31-year-
olds and older) for comparative purposes. All respondents were members of 
Facebook or Hyves. Respondents were rewarded for their participation with 
points through which they could obtain coupons at TNS-NIPO. Informed consent 
was obtained from all respondents aged over 18, and parents provided consent 
for those younger than 18 years of age.

Analysis plan

TNS-NIPO makes use of the simulation tool ‘Valuemanager’ for conjoint 
analysis, which provides two statistics of interest: (1) importance percentages, 
and (2) utility scores (see also Orme, 2010, chapter 9). An importance percentage 
is calculated for all six features. This percentage is an estimation of how many 
decisions were primarily based on each specific feature. The importance percent-
ages of all features add up to 100. The utility score provides the relative importance 
for each level within a feature. This utility score cannot be compared between 
features, but within a certain feature it is possible to determine which level was 
preferred most (provided the most utility) by respondents in their decisions.  

Table 2. — Age, Gender, and Profile of Respondents Across Age Groups 
 	 Adolescents	 Young Adults	 Adults	 Total
N	 200	 144	 216	 560
Age	 14.7 (2.0)	 25.2 (3.3)	 48.32 (12.5)	 30.4 (16.8)
Gender (male)	 42.0%	 36.1%	 44.9%	 41.6%
				  
Facebook	 15.5%	 42.4%	 31.9%	 28.8%
Hyves	 23.5%	 4.9%	 12.0%	 14.3%
Both	 61.0%	 52.8%	 56.0%	 57.0%
 

Note. Age provides means with standard deviation in brackets. For gender, the percentage 

males are provided.
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The utility scores of the levels within a feature add up to 0. As a result, a negative 
utility does not necessarily mean that that a specific level was disliked; other 
levels within that feature were simply preferred. 

In order to analyse the importance percentages obtained through conjoint 
analysis and other percentages, one sample t-tests between percents were used. 
For the comparison between groups one-way ANOVA’s and χ  C analyses were 
used. Bonferroni post-hoc analyses were used to examine significant one-way 
ANOVA results, whereas the adjusted standardized residuals were compared for 
significant χ  C’s. 

results

Importance percentages and utilities

Before testing the first hypothesis, the utility scores were inspected to gain 
insights into respondents’ decision patterns. Table 3 shows that rather than each 
feature having a level that was clearly preferred over the others, each feature 
had a level that is clearly less preferred compared to the other levels. This means 
that decisions were primarily based on avoiding certain levels, as opposed to 
picking SNSs which contained at least a certain level of privacy protection.

Only for tagging did a clear preference for a certain level seems to exist; tagging 
should be possible, but only with permission (T2). Concerning the other features, 
the respondents clearly disfavoured SNSs where: SNS had ownership over the 
data, even after deleting the profile (O3), third parties can access and use personal 
data without permission (A3), a real telephone number must be provided and 
must be shown on profile (I5), access to the profile cannot be limited to contacts 
only and where the contacts cannot be sorted into groups (S3), profile visitors 
are visible (V1), and photos can be tagged without permission (T3).

The utilities show that the levels that provide respondents with control (in 
the form of having to give permission) were most preferred. Furthermore, the 
utilities concerning the feature real information suggest that respondents were 
primarily concerned with having to show contact information on their profile 
rather than having to share a telephone number with the SNS per se. Requiring a 
telephone number to create a profile was preferred over the requirement of a 
visible email address, but a required (not visible on the profile) email address was 
preferred over no required information at all. This suggests that respondents had 
little problem with providing contact information to the SNSs, but were concerned 
about the possibility that strangers might be able to access the contact information.  
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We then investigated the importance percentages obtained through conjoint 
analysis to test the first hypothesis: respondents would attribute more importance 
to privacy protection from data mining and identity theft. Real information was 
deemed most important (26.4%) followed by data ownership (20.8%), access by 
third parties (19.6%), private profile (16.6%), tagging (11.6%), and visibility of visitors 
(5.0%). These percentages support the hypothesis that respondents attribute 
most importance to privacy protection against data mining and identity theft. 
The features concerning privacy protection against data mining and identity 
theft, i.e. real information, data ownership, and access by third parties, determined 
the decision of respondents in 66.8% of all discrete choice tasks, which is signifi-
cantly more often than the remaining features which primarily concerned social 
conflict, t(559) = 8.44, p < .001.

Table 3. — Utility Scores Obtained Through Conjoint Analysis
Features	 Level	 Utility
Data Ownership	 O1	 34,5
	 O2	 24,0
	 O3	 -58,5
Access by third parties	 A1	 26,0
	 A2	 36,4
	 A3	 -62,3
Real information 	 I1	 36,1
	 I2	 46,5
	 I3	 -22,7
	 I4	 21,5
	 I5	 -81,4
Private profile	 S1	 32,2
	 S2	 21,9
	 S3	 -54,0
Visibility of Visitors	 V1	 0,5
	 V2	 -0,5
Tagging	 T1	 0,4
	 T2	 19,7
	 T3	 -20,1

Note. See Table 2 for the content of the levels.
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The responses to the question “which of the features had been most important 
for respondents in making their decisions”, shows a different picture from the 
one presented by the importance percentages obtained through the conjoint 
analysis. Only 10% of respondents reported real information to be the most 
important feature for their decisions, whereas 44.3% of all respondents reported 
private profile to be the most important feature. 

Table 4 shows both the importance percentages obtained through conjoint 
analysis and the percentage of individuals reporting which feature was most 
important for their decisions. When comparing the self-reported importance of 
the features for decision making with the importance percentages of the features 
obtained through conjoint analysis, a clear discrepancy can be seen. Respondents 
claimed that the feature private profile was most important for their decisions 
related to social conflict. Yet, the importance percentages suggest that three 
other features were actually more important in their actual decisions, that is: 
real information, data ownership, and access by third parties, each related to data 
mining or identity theft.

 

Willingness to switch SNSs 

We then set out to answer the research question concerning how many 
respondents would be willing to switch to a different SNS provider. In total 201 
(35.9%) respondents indicated they would be willing to switch. Responses to the 
question when they would be willing to switch could be grouped in several 
categories. Most respondents willing to switch mentioned they would change 
only if their friends would change as well (36%) or if their privacy was better 

Table 4. — Importance Percentages Obtained Through Conjoint Analysis and 
Self-Reported Importance for Decision Making Attributed to Features.
	 Importance	 Self-reported
	 percentage 	 importance
Real information	 26.4%	 10.0%
Data ownership	 20.8%	 26.4%
Access by third parties	 19.6%	 11.1%
Private profile	 16.6%	 44.3%
Tagging	 11.6%	 1.6%
Visibility of visitors	 5.0%	 3.6%
None/Don’t know	 —	 1.3%
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protected at the other site (33%). Alternatively, respondents would be willing to 
switch if the other site might be easier, better, or more fun (20.3%), or they would 
switch for another reason (10.7%). Of the 359 (64.1%) respondents not willing to 
change, the most often given reason was that they were satisfied with their 
current SNS (54.2%), followed by, that it would cost too much time and effort 
(10.2%), they are using their current profile little as it is (9.6%), it would result in 
even more information on the internet (3.1%), and other reasons (8.2%). 

These results allow us to answer our research question concerning how many 
respondents would be willing to switch to a different SNS provider. A majority 
of respondents indicated to be unwilling to switch to a different SNS provider. 
Furthermore, a third of the respondents willing to change reported that they 
would only do so if their current social network (i.e., their friends) switched as well. 

Age based differences for importance percentages	

Our second hypothesis stated that in comparison to older individuals, younger 
individuals would attribute more importance to privacy protection against social 
conflict. Investigation of the importance percentages through one-way ANOVA’s 
did not provide any support for this hypothesis. For none of the features was a 
significant age effect found: real information, F(2,557) = 2.93, p = .054, data owner-
ship, F(2,557) = 0.95, p = .389, access by third parties, F(2,557) = 1.09, p = .336, private 
profile, F(2,557) = 1.21, p = .298, tagging, F(2,557) = 1.20, p = .303, and visibility of 
visitors, F(2,557) = .10, p = .904.

Investigation of the self-reported importance of the features with χ C analyses, 
however, did provide some support for the hypothesis. A significant age effect 
was found for private profile, χ  C(2, 560) = 6.97, p = .031, and for visibility of visitors,  
χ  C(2, 560) = 6.51, p = .039. Investigation of the adjusted standardized residuals 
(ad. res.) showed that significantly more adolescents (ad. res. of 2.0 and 2.0 
respectively), but fewer adults (ad. res. of -2.6 and -2.5 respectively) reported 
these features as most important for their decision making compared to the 
total percentage of respondents reporting these features as most important. No 
age effect was found for real information, χ  C(2, 560) = 0.86, p = .650, data owner-
ship, χ  C(2, 560) = 5.63, p = .060, access by third parties, χ  C(2, 560) = 2.94, p = .230, 
and tagging, χ  C(2, 560) = 1.83, p = .400. 

To summarize, while no concrete differences were found between the age 
groups concerning the importance percentages obtained through analysis, some 
differences were found for the self-reported importance of the features. This 
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suggests that while respondents of all ages made similar decisions during the 
discrete choice tasks resulting in similar importance percentages, adolescents 
and adults differ in which feature they thought was most important. In keeping 
with the second hypothesis, more adolescents and fewer adults, reported features 
to be important that are related to social conflict. 

Concerns and experienced negative consequences

First, respondents’ responses to what they were concerned about when using 
SNSs were investigated. Of all respondents, 228 (40.7%) reported to be concerned 
with something when using their profile. Table 5 provides an overview of what 
respondents were concerned with. Overall, significantly fewer adolescents (32%) 
reported being concerned when using their profile compared to young adults 
(52.8%) and adults (41.2%), χ  C(4, 560) = 18.64, p = .001. 

Privacy (general) was mentioned as a concern most often (41.2%) followed 
by misuse information (32.5%), criminals (12.3%), undesired contact (7.0%), social 
conflict (4.8%), and other (2.2%). Significantly more adults and fewer adolescents 
were concerned about misuse information, χ  C(2, 228) = 9.72, p = .008. No age 
differences were found in the number of respondents who were concerned with 
privacy (general), χ  C(2, 228) = 4.94, p = .085, criminals, χ  C(2, 228) = 4.29, p = .117. 
Due to the low number of respondents reporting undesired contact, social conflict, 
and other, these variables could not be reliably analysed, although a trend is 
visible in Table 5 that more adolescents reported the former two.

Eighty-one respondents (14.5%) reported having actually experienced a 
negative consequence from their presence in an SNS. Table 5 shows which 
negative consequences were experienced by respondents. No age differences 
were found in number of respondents reporting negative experiences, χ  C(2, 560) 
= 3.39, p = .183.  

Social conflict was the most reported negative experience (41.2%), followed 
by privacy (general) (17.3%), other (16.0%), undesired contact (14.8%), misuse infor-
mation (8.6%), and criminals (6.2%). The low number of respondents does not 
allow a reliable comparison between the age groups. However, a higher percent-
age of adolescents reported social conflict, while fewer young adults reported 
undesirable contact and misuse information. Privacy (general) and criminals were 
reported by more young adults.
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These results tentatively suggest that differences do exist between the online 
experience of privacy of younger and older individuals in keeping with the expec-
tations of hypothesis 2. Adolescents appear to be more concerned about social 
conflict, and report to have experienced it more often. 

Finally, to investigate hypothesis 3, in which we predicted a relationship between 
the attribution of importance to privacy protection features and experienced 
negative consequences, the relationship between negative experiences and the 
importance percentages obtained from analysis was explored. A significant relation-
ship was found between the reported negative experiences and the feature data 
ownership. Respondents who reported having experienced a negative experience 
had a significantly higher importance percentage (23.6%) for the feature data 
ownership than those who reported not having experienced a negative experience 
(20.3%), F(1,559) = 6.330, p = .012, η C = .01. 

Table 5. — Reported Concerns or Experienced Negative Consequences from Using 
Social Network Sites.
 	 Adolescents	 Young Adults	 Adults	 Total
Concerns
N	 64	 76	 88	 228

Misuse information	 21,9%	 27,6%	 44,3%	 32,5%
Privacy (general)	 34,4%	 51,3%	 37,5%	 41,2%
Criminals	 10,9%	 18,4%	 8,0%	 12,3%
Undesired contact	 17,2%	 1,3%	 4,5%	 7,0%
Social Conflict	 12,5%	 1,3%	 2,3%	 4,8%
Other	 3,1%	 0,0%	 3,4%	 2,2%
Experienced
N	 35	 15	 31	 81

Misuse information	 0,0%	 13,3%	 16,1%	 8,6%
Privacy (general)	 17,1%	 6,7%	 22,6%	 17,3%
Criminals	 2,9%	 20,0%	 3,2%	 6,2%
Undesired contact	 5,7%	 26,7%	 19,4%	 14,8%
Social Conflict	 57,1%	 20,0%	 22,6%	 37,0%
Other	 17,1%	 13,3%	 16,1%	 16,0%
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C Statistic retrieved from newsroom.fb.com

Further investigation showed that only respondents who experienced misuse 
of their information attributed more importance to data ownership. The impor-
tance percentage for these respondents was 35.1% compared with the average 
importance percentage of 23.6%. However, due to the low number of respondents 
involved in this analysis, the results were not significant. Therefore, only marginal 
support was found for the hypothesis. No statistically significant relationship 
was found between reported concerns and attributed importance to the various 
privacy protection features.

discussion

This chapter’s main objective was to compare the relative importance SNS 
users attribute to privacy protection against potential violations through data 
mining, identity theft, and social conflict. The results show that respondents of 
all ages attribute importance to privacy protection against data mining and 
identity theft. Furthermore, respondents display decision patterns primarily 
aimed at avoiding obvious privacy violations as opposed to achieving the best 
possible privacy protection. The implications are discussed below. 

As stated in the first hypothesis, respondents were found to attribute most 
importance to privacy protection features against data mining and identity theft. 
Thus, SNS users’ privacy concerns appear to match the privacy threats given most 
attention by academia and media alike (Acquisti & Gross, 2006; Andrews, 2012; 
Debatin et al., 2009; Govani & Pashley, 2005; Gross & Acquisti, 2005 Noda, 2009; 
Timmer, 2009). This suggests that all respondents were, at least to some degree, 
aware of the possible dangers and thus the importance of protection against 
these potential privacy threats.

In the introduction, it was argued that individuals’ online behaviour should not 
be used as a gradient for their privacy concerns, because SNSs are primarily used 
for the possibilities they create for social interaction (Ellison et al., 2007; Steinfield 
et al., 2008). Indeed, only a third of the respondents reported to be willing to switch 
in answer to our research question. Furthermore, a third of those willing to switch 
reported explicitly that they would only switch if their social network (of friends) 
would switch as well, further supporting the concept that participation is generally 
based on the social merits these sites provide, and the choice of SNS thus largely 
depends on where the social network of the individual is present.

In other words, the social utility of SNSs appears to an important reason for 
why individuals make use of the sites and that they thus have to accept the 
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D New developments like the Google dashboard may give users more control in time in this 

	 respect. Google Dashboard promises users more transparency and control concerning  

	 the information linked to their google accounts: https://accounts.google.com.

potential privacy threats as a cost of participation. Given the massive popularity 
of SNSs—Facebook has over 1 billion users C—non-participation could even be 
associated with social costs by individuals as they miss out on the social interaction 
(Raynes-Goldie, 2010). As a result even privacy-concerned individuals are likely 
to participate on SNSs. Since the business model of SNSs depends on their users 
sharing information as openly as possible (Andrews, 2012; Pékarek & Leenes, 
2009), safeguarding the privacy of their users is unlikely to be their priority.  

Partial support was found for the second hypothesis which stated that 
younger respondents would attribute more importance to protection features 
against social conflict. No significant differences were found for the importance 
percentages obtained through conjoint analysis. However, we did find that more 
adolescents reported two features related to social conflict to be most important 
for their decision making. This result is in keeping with previous studies suggesting 
youth to be more concerned about their privacy in relation to social conflict with 
known others (boyd & Marwick, 2011; Livingstone, 2008; Marwick et al., 2010; 
Raynes-Goldie, 2010). Furthermore, our data showing trends that adolescents 
reported fears or negative consequences related to social conflict provides some 
support that these privacy concerns play a greater role for youth.

A possible explanation for the lack of differences between the age groups 
concerning the importance percentages obtained through conjoint analysis could 
be that users have numerous other tools to safeguard their privacy concerning 
social conflict. Even without the features used in this study, young people have 
several options to safeguard their privacy concerning social conflict. For example, 
by using multiple sites, or by using more private channels for more intimate 
interactions (boyd & Marwick, 2011, p. 14; Lampinen et al., 2009; Stutzman & 
Hartzog, 2009). Conversely, users are fully dependent on the settings and policies 
provided by the SNS platform concerning their privacy protection against data 
mining and identity theft, especially if deception is not possible or desirable. As 
a result, even if younger individuals are more concerned about avoiding social 
conflict they may still have prioritized their privacy protection against data mining 
and identity theft in this study, because they have no control over these forms 
of privacy other than the features the SNS provides D. 

The lack of differences in importance percentages obtained through conjoint 
analysis does suggest that even young respondents are aware of the importance 
of privacy protection features on SNSs against data mining and identity theft. 
It is noteworthy that respondents of all ages (i.e. even 12-year-olds and adults) 
attributed similar importance to all privacy protection features, especially since 
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younger individuals are often considered to care less about their privacy than 
adults, and social conflict appears to be the more prominent concern for them. 
These results suggest that SNS users of all ages still attribute importance to their 
privacy protection from data mining and identity theft, even though their inten-
sive use of SNSs makes them vulnerable to these threats. 

A distinctive pattern was found in the utility scores. Instead of demonstrat-
ing a clear preference, respondents demonstrated a clear dislike (relative to the 
other levels) for a certain level of each feature. In other words, respondents’ 
decisions during the discrete choice tasks were not necessarily based on obtain-
ing a certain ideal SNS concerning privacy protection, but mainly on avoiding 
unacceptable privacy violations. When looking at real information, for example, 
respondents did not primarily pick the SNSs in which they did not have to fill in 
any information (in fact having to provide an email address, not shown on the 
profile was preferred over having no obligatory information), but mainly avoided 
those SNSs which required them to show the information on their profile. At that 
point the privacy situation apparently became unacceptable for respondents.  

The previously described decision pattern seems related to the fact that 
individuals often take active steps to protect their privacy after an incident. Here, 
however, only marginal support was found for the hypothesis that respondents’ 
importance attribution to privacy protection features would be related to experi-
enced negative consequences. Respondents who reported their data having been 
misused, did attribute more importance to the feature data ownership, but this 
was not statistically significant. This could be the result of the low number of 
respondents reporting having experienced a negative consequence, or could 
simply mean that this relationship does not exist. Future studies may want to 
explore this more elaborately.

A negative incident is often the first clear sign that privacy protection was 
lacking. Therefore, individuals may be under the impression that their privacy 
protection is good enough until it is too late. This may either be due to their lack 
of accurate knowledge on how well protected they are (Hoofnagle, King, Li, & 
Turow, 2010), or that they do not expect to be singled out among all the other 
SNS users (e.g. “Safety in numbers”, see Grimmelman, 2009, p. 1161). As a result, 
individuals can only be expected to take action once their lack of privacy protection 
has become visible through a negative experience, as opposed to continuously 
trying to obtain the best privacy protection. The results presented here do not 
give any certainty considering this issue. 
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The focus on avoiding unacceptable privacy violations might also be related 
to the discrepancy found between the main features for decision making resulting 
from conjoint analysis, i.e., real information, data ownership, and access third 
parties, and what respondents reported to be the main feature, i.e., private profile. 
Although the former three features were the most prominent for decision making 
according to conjoint analysis, the decision for these features may have been 
made by “rule of thumb”: if the level to be avoided was present, that SNS would 
not be chosen. As mentioned before, for the feature private profile, numerous 
alternatives exist for SNS users to protect their privacy, while for the other three 
features concerning data mining and identity theft, they are primarily dependent 
on what the SNS provides. 

Limitations

This study made use of a CBC design to assess the preferred privacy protection 
of SNS users. The used descriptions per level in this experiment were long compared 
to usual discrete choice tasks making the decision making more difficult. When 
discrete choice models become too complex, respondents may resort to simplified 
decision strategies. Instead of assessing the entire scenario, they mainly focus 
on one or two features that are important to them. In this case it could have 
occurred for real information, and especially for the level which required a telephone 
number to be provided which would be visible on the profile. This may have been 
particularly unacceptable, causing some respondents to base their decision 
primarily on this.

A second limitation is the fact that the features of the presented SNSs only 
consisted of privacy related features. No features were included concerning the 
services an SNS provides (e.g., gaming or interaction possibilities), possible costs 
(e.g., monthly fee), or other concerns (e.g., safety). The aim of the current study 
was to distinguish between the attributed importance to privacy protection 
from various risks. Additional non-privacy related features would have made the 
SNSs too large for respondents to make repeated concentrated rational decisions. 
Therefore, no conclusions can be drawn on how important privacy protection is 
in relation to the provided services, costs, or other concerns. Future studies might 
want to use a similar set up with non-privacy related features in order to investigate 
the relative importance of privacy protection in relation to these other factors. 
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Conclusion

The results show that respondents of all ages prioritize privacy protection 
features against data mining and identity theft over those protecting social 
conflict, when offered concrete choices between the two. This was even the case 
for the adolescents in this study, even though social conflict was the most 
prominent concern during that life phase. Here it was argued, that SNSs are used 
for their social merits, and individuals generally have little choice on which SNS 
to use. As a result, users are dependent on the SNS platform to provide the 
necessary privacy protection against the privacy threats of data mining and 
identity theft. Our results demonstrate that the lack of these features in real life 
does not necessarily mean that the users no longer care about the privacy threats 
they are left exposed to. 

A recent initiative, The Brussels Privacy Declaration, calls for attention to be 
paid to the need for regulation of privacy rights online. The results presented 
here further support the urgency for the development of regulation of online 
privacy. Even though SNS users are aware of the importance of privacy protection 
against data mining and identity theft, they generally seem not to optimize their 
privacy protection. Instead, they appear to settle for what they perceive as good 
enough, which is avoiding the obvious and worst privacy violations. In addition, 
users are generally dependent on the service provider concerning what privacy 
protection is available. As such, the need for regulation is great; SNS users cannot 
be expected to protect their own privacy optimally, certainly if the only way to 
perfectly maintain the online boundaries is by not participating.
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abstract 

Social norms regarding how information is shared can play an important role 
in regulating privacy in everyday life, yet little is known concerning how these 
informational norms play a role in regulating an individual’s privacy on social 
network sites. There are two types of informational norms: norms of appropriate-
ness and norms of distribution, which both govern privacy in social interaction. 
This research study investigates the adherence by users to these informational 
norms on social network sites and the role these norms play in relation to online 
privacy and the differences which are often observed in online behaviour between 
old and young. Data were collected by means of a questionnaire from among 
1,002 social network site users, including adolescents, young adults, and adults. 
The results provide insight into the role of informational norms on social network 
sites: the normative expectations associated with a social network site indicate 
that these sites are thought to be public, that adolescents and young adults 
primarily differ from adults in their adherence to norms of appropriateness, and 
that a close relationship can be found between the adherence to informational 
norms and actual information sharing. It was concluded that the role informational 
norms play in understanding online behaviour should not be underestimated, 
although these norms cannot yet be regarded as effective regulators for online 
behaviour. 

Chapter adapted from;
Steijn, W.M.P. (2013). The role of informational norms on social network sites. 
Accepted for publication.
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introduction

Social norms play an important role for our privacy in everyday life by regulating 
the shared information during interactions (Schwartz, 1968, p. 742; Nissenbaum, 
2004; 2010). However, little is known concerning the role such norms play in 
regulating individuals’ privacy during their online interaction on social network 
sites (SNSs). The behaviour of youth on SNSs has been found to be remarkably 
similar to offline behaviour; social interaction with friends that used to occur on 
the playing field now takes place on SNSs (boyd, 2008; Herring, 2008; Marwick, 
Diaz, & Palfrey, 2010). The norms regulating the shared information during offline 
interactions might not have completely made this transition to online interactions. 
As a result, opinions may differ on what is appropriate to share on an SNS profile 
and whether this information can be shared outside the SNS context. Discrepan-
cies in normative expectations that are related to information sharing on SNSs 
could explain, for some part, the differences between younger and older indi-
viduals’ online privacy behaviour and why the youth appear to be careless with 
their privacy (Debatin, Lovejoy, Horn, & Hughes, 2009; Govani & Pashley, 2005; 
Gross & Acquisti, 2005). 

This study aims to contribute to the existing body of knowledge concerning 
information sharing on SNSs and online privacy by investigating the adherence, or 
non-adherence, of users to online social norms regarding the sharing of informa-
tion (henceforth, informational norms). By investigating the role informational 
norms play on social network sites, a better understanding of online behaviour 
in general can be obtained, but this will also provide additional insight into the 
differences which have been observed between younger and older individuals’ 
behaviour on SNSs, and their expectation regarding online privacy, as these norms 
may play a more important role in the way the youth establish their online privacy 
(boyd & Marwick, 2011). Therefore, this study will address three main research 
questions. The first question concerns whether a distinct normative expectation 
has been developed for sharing information on SNSs in comparison to sharing 
information during a public or private offline interaction. The second question 
concerns how younger and older SNS users differ in their adherence to informational 
norms associated with SNS profiles. And the third concerns the relationship 
between actual information sharing and reported adherence to informational 
norms when compared with concern regarding privacy and with the use of 
privacy settings.
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Background

Social norms have been identified in combination with market, architecture, 
and law as external regulators of behaviour (Lessig, 2006) and all four are also 
related to the sharing of information on SNSs. Law primarily regulates SNS users’ 
privacy from data collection practices by institutions, but it has been found that 
individuals knowledge of privacy law and their knowledge regarding whether or 
not they are protected is lacking (Hoofnagle, King, Li, & Turow, 2010). From a 
market perspective, SNSs on the whole, push users into publishing as much infor-
mation as possible since the business plan of online providers of SNSs are gener-
ally based on the sharing of information (Andrews, 2012; Pekárek & Leenes, 2009). 
As a result, the architecture of SNSs also invite users to share as much information 
as possible (Peterson, 2010) while the actual audience of the shared information 
is difficult to determine (Bernstein, Bakshy, Burke, & Karrer, 2013). Numerous studies 
have shown that privacy is still important to SNS users (boyd & Marwick, 2011; 
Livingstone, 2008; Marwick, Diaz, & Palfrey, 2010; Raynes-Goldie, 2010) and the 
role of norms may be important in respect to the other regulatory forces. 

If we consider the amount of privacy one has during social interaction, both 
the nature of the information shared during the interaction and the degree to 
which the shared information is allowed to be shared with others appear to be 
subjects of interest (Derlega & Chaikin, 1977; Nissenbaum, 2004; 2010; Petronio, 
2002). Nissenbaum (2004) identified these norms concerning information sharing 
as norms of appropriateness and norms of distribution, respectively. Norms of 
appropriateness, as the name suggests, have to do with which information is 
appropriate to share in a given context. Reciprocity can also be regarded as a 
norm of appropriateness in the sense of whether it is appropriate to reciprocate 
disclosures your conversation partner has made and how it subsequently  affect 
the nature of the information shared during the interaction. Norms of distribution 
have to do with whether the shared information should be shared with others 
who were not present during the initial interaction afterwards. Similarly, the 
degree to which it is (un)desirable for others to overhear the conversation gives 
an indication of whether the shared information can be considered suitable for 
distributing it to others who did not take part in the conversation.

In her discussion on privacy, Nissenbaum explains how these norms are 
associated within a certain context (2010). We intuitively know within a given 
context, whether it be a business meeting or a birthday party, which information 
is appropriate to share and whether this information is can be shared (i.e. dis-
tributed) with others, thus, transferring the information from one context to 
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another. While Nissenbaum is one of the first to explicitly emphasise the role of 
contextual norms in relation to privacy, previous privacy theories also mentioned 
the importance of implicit norms for privacy (Stein & Shand, 1974; Moore, 1984; 
Johnson, 1989). For example, Altman (1975) described privacy as “the selective 
[emphasis added] control of access to the self”, and Westin (1967) described 
privacy as a dynamic process: we regulate privacy to fulfil momentary needs and 
requirements. Both definitions suggest that the context and the associated 
informational norms individuals themselves are deemed important in determin-
ing the amount of privacy desired. 

During offline social interactions, we are normally able to identify which norms 
apply. As mentioned before, by taking into account where (e.g., at work or at home) 
and with whom (e.g., with friends or with family) we are, we know which informa-
tion will be appropriate to share. In addition, we are able to recognize conventional 
cues of confidentiality (e.g., when an announcement is whispered or shared behind 
closed doors) and we know when we ought not to distribute certain information 
to others. As all individuals involved in face-to-face interaction often experience 
the same situational context, the implicit privacy expectations pertaining to the 
interaction based on the associated norms are often met.

Norms are generally not explicitly learned; they originate as “matters of mere 
convenience, repeated for their immediate value in reducing the costs involved 
in face-to-face influence and in smoothing out the course of the interaction. […] 
The rule is likely to take on the characteristic of a moral obligation” (Thibaut & 
Kelley, 1959, p. 128). In other words, if a certain rule is consistently applied to a 
given situation, after sufficient repetition of that situation, the rule then becomes 
internalized and becomes implicit to that situation. This is especially apparent 
when new technologies are introduced to social interactions. Social norms need 
to develop and they will change in order to accommodate these new technologies; 
a process which takes time. The introduction of mobile phones, for example, 
seems to have changed a norm over time, making it more acceptable to have 
intimate conversations in public. Almost everyone has experienced at one time 
or another having overheard an awkward conversation in the train held by a 
stranger speaking on the telephone. Similarly, today it is hardly frowned upon 
when a person checks his or her mobile phone for the latest news or a message 
during a conversation. 

Nowadays, norms must adapt to interactions which take place online on 
SNSs as well. In contrast to offline interactions, the context during online interac-
tion on SNSs is more ambiguous and conventional cues may not apply. Information 
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on SNSs is shared between individuals who do not necessarily experience the 
same context. For example, some users may only share information with their 
closest friends on SNSs, whereas other users may, by default, share information 
with anyone who is on their friend list. Similarly, two users can differ in their 
privacy settings, with one using the strictest privacy settings whereas the other 
has left his profile wide open. Both situations are not always transparent, sub-
sequently resulting in users differing in what they consider appropriate and 
whether information shared should be distributed outside of the SNS profile. 

Related work

Although it seems generally accepted that norms play an important role in 
online privacy regulation, relatively few studies have investigated the role of 
informational norms on SNSs. The studies that have, which are generally focussed 
on adolescents, show the importance of norms for online information sharing. 
Based on their ethnographic approach, Ito and colleagues were able to conclude 
that the youth’s online communications, including those taking place on SNSs, 
are grounded in norms of reciprocity (2008). Similarly, boyd and Marwick iden-
tified among youth an adherence to norms against the distribution of their 
online information outside of the context of SNSs (2011). Mesch and Beker 
explored the adherence of norms of appropriateness among 12- to 17-year-olds 
(2010). They concluded that there is a relationship between norm adherence 
and online disclosures. 

Most of the studies that investigate the use of SNSs in relation to privacy 
focus on why users share information on SNSs and to what degree they manip-
ulate their privacy settings in order to protect the information shared. In turn, 
most of these studies focused on young adults  (Acquisti & Gross, 2006; Debatin 
et al, 2009; Govani & Pashley, 2005; Gross & Acquisti, 2005; Tufekci, 2008), while 
some compared adolescents with adults (Christofides, Muise, & Desmarais, 2012; 
Pfeil, Arjan, & Zaphiris, 2009). Often the conclusion has been drawn that young 
users do not care about their privacy since they share a great deal of information 
online and they do not change their privacy settings.

However, as argued before, norms may be the most important regulatory 
force for users to rely on so as to protect their privacy on SNSs. The role of norms 
is often not taken into consideration when analysing online behaviour from a 
privacy perspective. If we were to take the adherence to informational norms 
into account, this might explain why previous studies have not found any relation-
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ship between concern regarding privacy and information sharing on SNSs (Acquisti 
& Gross, 2006; Tufekci, 2008) or why they often report the underuse of privacy 
settings by SNS users (Govani & Pashley, 2005). Respondents may have decided 
instead to rely on informational norms to protect the information they share on 
their profiles.

As mentioned before, one of the research goals of this chapter is to investigate 
the differences in norm adherence between SNS users of different age groups. 
boyd and Marwick (2011) have argued that for the youth, norms are regarded as 
an important aspect in safeguarding their privacy online. However, if these norms 
are not shared or recognized by older individuals, they will have different privacy 
expectations regarding their online information. Subsequently, if it appears that 
younger individuals do indeed rely differently or more heavily on norms of 
appropriateness and distribution on SNSs compared to older individuals, this 
could then help us to understand why young people often seem to have little 
regard for their privacy, whereas they themselves report that they are concerned 
about their privacy. 

Current study

This study will contribute to the knowledge that has been acquired up until 
now by investigating the role informational norms of appropriateness and distribu-
tion play in relation to privacy on SNSs by addressing three research goals. First, 
the norms associated with sharing information on an SNS profile will be compared 
with the norms associated with public and private offline interaction. This will 
be done, in order to determine if a distinct normative expectation has developed 
for information shared on SNS profiles and how public or private the information 
shared on an SNS profile is regarded.  Second, the adherence of adolescents (12- to 
19-year-olds), young adults (20- to 30-year-olds), and adults (31-year-old and older) 
to informational norms will be compared, so as to provide additional insight into 
the differences which are often observed in online behaviour between young and 
old. Third, the relationship between informational norms and actual information 
sharing on SNSs will be explored, so that the actual importance of informational 
norms in relation to the sharing of information on SNS profiles can be assessed. 
Now, the exact research hypotheses and questions will be formulated.

The first research goal concerns comparing the SNS profile context with a 
public and private offline context. It can be expected that there is a general 
consensus regarding how a public and private context in offline interaction can 
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be distinguished in relation to the associated norms. During a private offline 
interaction, for example a one-on-one talk with a friend, more information is 
appropriate to share, but what is shared during the interaction should not be 
distributed further. During a public offline interaction, such as a conversation with 
several friends, less information is appropriate to share, but it is less objectionable 
to distribute what is shared during the interaction with others. SNS profiles are 
generally considered public spaces, but at the same time young users made a 
claim of privacy in these areas, claiming that parents and teachers should not look 
at the information shared on a profile, simply because they can (boyd, 2007; Leenes, 
2010, p. 56). One might therefore wonder whether a distinct normative expectation 
has developed for the sharing of information on SNS profiles and whether this 
normative expectation suggests that the information shared should be considered 
public or private. This study will therefore investigate how interactions on an SNS 
profile can relate to a public or private offline context by addressing the following 
research question: 

RQ1: How do informational norms associated with an SNS profile relate to the 
informational norms associated with an offline public or private context?

The second research goal concerns the comparison of adherence to the 
informational norms by three age groups. Adolescents (Christofides et al., 2012; 
Pfeil et al., 2009) and young adults (Debatin et al., 2009; Govani & Pashley, 2005; 
Gross & Acquisti, 2005) are generally found to disclose more information on SNSs 
than adults, and as a result, they are more likely to feel that it is appropriate to 
share information on SNS. One possible explanation for this is that they consider 
SNSs to be more private places, as opposed to adults who may consider them to 
be more public (boyd & Marwick, 2011).  Therefore, younger individuals are expected 
to consider information shared on their SNS profile to not be suitable for further 
distribution outside of their profiles as well, as this is expected to be considered 
suitable only for information that is to be shared within in a public context. The 
following hypotheses summarise the expectations in relation to the different 
age groups:

H1a: Compared to adults, adolescents, and young adults will consider it more 
appropriate to share information on an SNS profile.
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H1b: Compared to adults, adolescents, and young adults will consider information 
shared on an SNS profile less suitable for further distribution beyond the original 
context.

Finally, the third goal is to explore the relationship between the informational 
norms and actual information disclosure. Respondents who consider it is appro-
priate to be share more information on their SNS profiles, are expected to actu-
ally share more information as well. This expectation matches the results of 
Mesch and Beker, who found positive correlations between self-disclosure and 
being acquiescent to sharing offline or online personal information (2010). This 
chapter will expand on these findings by investigating a broader age group, but 
also by investigating norms of distribution as well. Individuals who consider what 
they share on their SNS profiles to be suitable for further distribution, are expected 
to disclose less. Again, these expectations have been summarized in two hypoth-
eses:

Hypothesis 2a: Considering it more appropriate to share information on an SNS 
profile will be positively related to the actual sharing of information on an SNS 
profile.

Hypothesis 2b: Considering the shared information on an SNS profile suitable 
for distribution beyond the original context will be negatively related to actual 
sharing of information on an SNS profile. 

method
Participants

Data were collected from July 19 until August 4, 2011 by the research institute 
TNS-NIPO through an online questionnaire which allowed respondents to parti-
cipate from their own computers at home. Respondents were recruited through 
a stratified sampling procedure. In total, 1,008 respondents aged 12 to 83 and 
who had profiles on an SNS completed the questionnaire. Six respondents were 
removed from the sample as they explicitly stated having created their profile 
merely for a different purpose (e.g. as a requirement for using another site). Of 
the remaining 1,002 respondents, 125 (12.5%) have a profile only on Facebook, 365 
(36.4%) have a profile only on Hyves, and 512 (51.1%) have a profile on both sites. 
Respondents using both Hyves and Facebook were prompted to answer the items 
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B Weights were obtained by dividing the population distribution with the sample distribu- 

	 tion. Information concerning the population gender distribution of the Netherlands  

	 were retrieved from statline.cbs.nl in August 2011.

for the SNS they used most.  From the respondents who reported to use both, 
268 respondents reported using Hyves the most (52.3%) versus 244 which reported 
using Facebook the most (47.7%).

Of all the respondents, 372 were adolescents (12- to 19-year-olds, M = 14.60, 
SD = 2.16), 277 were young adults (20- to 30-year-olds, M= 25.55, SD = 3.10), and 
353 were adults (31-year-olds and older, M= 46.22, SD = 12.12). Respondents were 
asked for their consent to participate in the research survey and parents provided 
consent for individuals younger than 18 years of age. All respondents were 
rewarded with special points upon the completion of the questionnaire, which 
they can trade for various coupons with TNS-NIPO. 

Gender distribution was uneven over the three age groups with 47.0%, 28.9%, 
and 41.1% males respectively. To control for possible gender differences when 
exploring the differences between the age groups, the analyses between age 
groups were done twice: once with the normal data and once with all cases 
weighted for gender distribution B. The weighted analysis did not show any 
meaningful deviations. Therefore, the data without weights have been used and 
will be reported here. 

Measures

This study explored which norms exist on SNSs and their role in relation to 
information disclosure. We investigated adolescents, young adults, and adults 
to find differences in what norms they consider to apply for information shared 
during a public conversation with a group of friends (public context), a private 
conversation with one friend (private context), or sharing information with contacts 
on an SNS profile (profile context). Of interest were norms of appropriateness, 
which concerns which information is deemed appropriate and whether reciprocity 
can be expected, and norms of distribution, which concern how public the shared 
information is and whether information is allowed to be distributed to others. 
In addition, their role in relation to information disclosure on social network sites, 
when controlling for privacy concern and private profile, was explored. 

Norms of appropriateness. In order to assess the norms of appropriateness, 
respondents’ adherence to reciprocity and the amount of information they con-
sidered to be appropriate in a given context was assessed. Here, we included 
reciprocity among norms of appropriateness because the norm of reciprocity 
ultimately affects what an individual considers to be appropriate for sharing 
during the interaction. Reciprocity was assessed through three items for each 
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C These scales are also used in Chapter 2 (p.35) and from the same dataset.

context on a 4-point Likert scale from 1 (completely disagree) to 4 (completely 
agree), and an option don’t know.  Respondents were asked in each context 
whether they agree with the following statements (deviations from the formu-
lation for the SNS profile items between parentheses): I tell them (share) as much 
about myself as they (contacts) tell (share) about themselves, I believe everyone 
has (all contacts have) the right to know the same amount about each other, they 
(contacts) should tell (share) as much about themselves as I do. For each context, 
the three items were reduced to a single reciprocity scale with a Cronbach alpha 
of .773, .863, and .812, for the public, private, and profile context, respectively. 

In addition, respondents were presented with a list of 15 topics and asked to 
mark the topics they thought appropriate to share in each context (appropriate-
ness). Respondents had to judge the 15 topics separately for each of the three 
contexts. The list consisted of the following topics: health, educational or work 
results, current education or work, finance, relation, family, religion, political prefer-
ences, parties, sensitive topics, personal success, personal worries, home address, 
telephone number, interests. The resulting scale ran from 0 to 15. 

Norms of distribution. The norms of distribution were assessed through using 
three items on a 4-point Likert scale from 1 (completely disagree) to 4 (completely 
agree), and an option don’t know. These items concerned the informational flow 
out of the context by the self (information flow self ): I tell others what I have 
heard during the conversation (seen on Facebook/Hyves); the informational flow 
out of the context by others (information flow others): everything I tell during 
the conversation (share on my profile) about myself to my friends (contacts) can 
be told to others (non-contacts); how public the conversation or information is 
considered to be (publicity): others are allowed to listen in on the conversation 
(non-contacts are allowed to look at the information I share). Each item addresses 
a unique aspect of distribution, reflected in relative low Cronbach’s alpha when 
scaled (profile context, α = .645; private context, α = .732; public context, α = .572). 
We have therefore addressed them separately in the analysis. 

Information Disclosure C. Profile information and information shared through 
public posts were addressed separately. Respondents were asked to indicate 
whether they shared each of the following 12 types of profile information using 
yes/no questions: name, age, gender, birthday, address (city), address (street name, 
and number), e-mail, relationship status, current work or school, religion, interests, 
and phone number. Next, respondents were asked how frequently they shared a 
public post on their profile using on a 7-point scale: 1) never; 2) once a month; 3) 
several times a month; 4) once a week; 5) several times a week; 6) once a day; 7) 
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D This scale is also used in Chapter 3 (p.55) and from the same dataset.

E This scale is also used in Chapter 4 (p.81) and from the same dataset.

several times a day. Furthermore, respondents were asked if they discuss the 
following 11 topics in their public posts using yes/no questions:  health, school/
work results, finance, relationships, family, religion, politics, parties, emotional 
topics, personal success, and personal worries. 

Private Profile D. Of interest was whether respondents have manipulated their 
privacy settings to only allow contacts to access the information shared on the 
profile. Response possibilities were I know and I have done so, I know how to but 
I did not do so, I don’t know how, but I let someone do it, and I don’t know how 
and I have not let someone do so. The majority of respondents reported having 
manipulated the settings themselves or not at all. Therefore, responses were 
collapsed into the dichotomous variable done and not done.

Concern regarding privacy E. In order to assess how concerned individuals are 
with their privacy, they were asked whether they were concerned about their 
privacy, think their privacy is important, feel they have too little privacy, and 
consider the internet as a threat to their privacy. Ratings were made on a 4-point 
Likert scale from completely disagree (1) to completely agree (4). A reliability 
analysis provided an acceptable score (α = 0.721) for the 4 items to be combined 
into a single privacy concern scale. For this scale, higher scores indicate more 
concern regarding privacy in the form of feeling more concerned about privacy, 
privacy to be more important, having too little privacy, and believing the internet 
to be more of a threat to their privacy. 

results

Online versus offline context

The first research question concerned how the norms associated with infor-
mation sharing on an SNS profile would relate to the norms associated with 
sharing information in an offline public or private context. Table 1 presents the 
respondents’ responses on the norm items for all three contexts. Repeated 
measures ANOVA was used to test for differences in norm adherence between 
the three contexts. Results show that there was a significant effect of context 
on adherence to the norms; the critical statistical information for the analysis is 
provided in Appendix A. Bonferroni post-hoc comparisons showed that all means 
presented in Table 1 differed significantly across the three contexts with p < .001, 
except for the difference between the public and profile context for information 
flow others which differed with a p = .011. 
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The norms associated with the private or public context differed as would 
be expected. On the one hand, more topics are considered appropriate (appropri-
ateness) and reciprocity (reciprocity) is considered more appropriate, during a 
private conversation with a single friend (private context) as opposed to having 
a conversation with a group of friends (public context). On the other hand, it is 
considered less suitable for the information shared in a conversation with a 
single friend to be shared with others later on, either by the self (information 
flow self ) or by the conversation partner (information flow others). Similarly, it is 
considered less suitable for others to overhear the conversation (Publicity) in the 
private context. 

When comparing the norms associated with information sharing on an SNS 
profile (profile context) with the offline public and private context, it would appear 
that SNSs are primarily considered to be very public places. It is considered even 
less appropriate to reciprocate information shared on an SNS profile, and less 
information is considered appropriate to share on an SNS profile compared to 
the offline contexts. Furthermore, sharing the information shared on an SNS 
profile with non-contacts by oneself or others is thought to be more suitable 
than the sharing of information heard in a public or private conversation. The 
only exception to this trend is that non-contacts who look at the information 
shared on the profile are considered less suitable than others who listen in on a 
conversation held with friends in public.  

In answer to the research question, the comparison of the norms associated 
with sharing information on an SNS profile with both offline contexts indicate 
that SNS profiles are generally considered to be very public places. Even less 

Table 1. — Mean Descriptive of Responses on Norm Items.
 	 Private 		  Public			   Profile
	 N	 Mean	 S.D.	 N	 Mean	 S.D.	 N	 Mean	 S.D.
Appropriateness 	 1,002 	 8.17	 4.726	 1,002	 5.26	 3.401	 1,002	 3.84	 2.397
Reciprocity	 861	 2.58	 0.714	 844	 2.44	 0.662	 816	 1.79	 0.677
Information Flow Self	 914	 1.77	 0.747	 912	 1.97	 0.766	 872	 2.66	 0.832
Information Flow Others	 914	 1.67	 0.725	 920	 2.27	 0.865	 867	 2.41	 0.848
Publicity	 918	 1.73	 0.738	 929	 2.33	 0.809	 875	 1.98	 0.889

Note. Scales for Publicity, Information Flow Self, Information Flow Others, and Reciprocity was 1 (disagree  

completely) to 4 (agree completely). Reciprocity is the average of three items. For Appropriateness, respondents 

were asked about 15 topics in total.
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information is considered appropriate to share on an SNS profile than during a 
public offline conversation and the shared information is considered even more 
suitable for distributing outside of the context. Publicity is the only exception; 
although it is deemed more appropriate for non-contacts to overlook information 
shared on the profile than for others overhearing a private conversation, as it is 
deemed less appropriate compared to others who overhear a public conversation. 

Age-related differences

The first hypothesis investigated the differences between adolescents, young 
adults, and adults in norm adherence within a profile context. Adolescents and 
young adults were expected to consider it more appropriate to share information 
on an SNS profile compared to adults, and to consider the information shared on 
an SNS profile less suitable for further distribution beyond the original context. 
Table 2 gives an overview of all the mean scores respondents from the various 
age groups scored on the informational norm items concerning the profile context.

Exploring the norms of appropriateness, a significant age effect was found 
for both appropriateness, F(2, 999) = 22.57, p < .001, η C = .04, and reciprocity, F(2, 
813) = 10.17, p < .001, η C = .02. Post-hoc analysis showed that young adults considered 
more topics to be appropriate to share on an SNS profile compared to adolescents, 

Table 2. — Comparison of Norm Adherence in the Profile Context between Age Groups. 
 	 Adolescents		  Young adults		  Adults
	 N	 Mean	 S.D.	 N	 Mean	 S.D.	 N	 Mean	 S.D.
Appropriateness 	 372	 3.74	 2.44	 277	 4.61a ***	2.63	 353	 3.36b***	1.98
Reciprocity	 280	 1.93	 .69	 231	 1.74a **	 .66	 305	 1.70a ***	 .68
Information Flow Self	 300	 2.60	 .83	 248	 2.80a *	 .79	 324	 2.61b*	 .83
Information Flow Others	 302	 2.31	 .86	 245	 2.52a *	 .79	 320	 2.41	 .85
Publicity	 303	 1.94	 .88	 248	 1.93	 .86	 324	 2.04	 .91

Note. Scales for Publicity, Information Flow Self, Information Flow Others, and Reciprocity was 1 (disagree 

completely) to 4 (agree completely). Reciprocity is the average of three items. For Appropriateness, respondents 

were asked about 15 topics in total. The superscript A indicates that there is a significant difference between 

adolescents and the older categories, while the superscript B indicates a significant difference between young 

adults and adults. Reported p-values are based on post-hoc analysis. 

*p < .05 **p < .01 ***p < .001.
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and adults, the latter did not differ from each other significantly. Adolescents 
considered it more appropriate to reciprocate information shared on an SNS 
profile compared to both young adults and adults who did not differ significantly. 
These results support the first part of the hypothesis; adolescents and young 
adults consider it more appropriate to share information on an SNS profile. While 
young adults consider more topics appropriate to share, adolescents consider 
reciprocation of information to be more appropriate on an SNS profile. 

Next, the norms of distribution were explored. A significant age effect was 
found for information flow self, F(2, 869) = 5.00, p = .007, η C = .01, information 
flow others, F(2, 864) = 4.36, p = .013, η C = .01, but not for publicity, F(2, 872) = 1.50, 
p = .225, η C = .00. Post-hoc analysis showed that young adults considered it the 
most suitable to tell others about what their contacts shared on an SNS profile, 
when compared to adolescents and adults who did not differ significantly. 
Similarly, young adults considered it also the most suitable for their contacts to 
share with others what they themselves shared on their SNS profile. This difference 
is only significant compared to adolescents who considered this least suitable. 
These results do not support the second part of the hypothesis; on the contrary, 
young adults considered the information shared on an SNS profile more suitable 
for further distribution, whereas adolescents and adults did not differ. The differ-
ences found for the norms of distribution were less significant than those for 
the informational norms of appropriateness.

Appendix B presents the Tables showing the public and private context, and 
comparison will show similar differences between the age groups concerning 
norms associated with the offline contexts. This suggests that the observed 
differences between the age groups is not specific for norms associated with 
SNS profiles as similar differences also exist for norms associated with the offline 
contexts. 

Norms and online information sharing

The final research question concerned the actual relationship between the 
informational norms and information sharing on SNSs. Considering it to be more 
appropriate to share information on an SNS profile was expected to be positively 
related to actual information sharing, while considering the distribution of the 
shared information more appropriate was expected to be negatively related to 
actual information sharing on an SNS profile. 
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First, a comparison was made between the number of topics respondents 
deemed appropriate for sharing on an SNS profile and the number of topics 
respondents reported to have shared on their profiles. The latter number was 
obtained by combining the responses regarding the relevant topics for post 
content and profile information together in order to obtain a similar list of topics 
that was presented to respondents for appropriateness. On average, the respond-
ents deemed 3.845 (SD = 2.397) pieces of information appropriate to share on an 
SNS, while reporting to have actually shared 5.284 (SD = 3.344) of these topics 
on their profile on average. Paired sample t-test shows that the figure actually 
disclosed is significantly more than what is deemed appropriate, t(1001) = 13.438, 
p < .001, d = 0.42. In other words, respondents generally post more information 
than they deem appropriate on SNSs.

Next, linear regression analysis was used to explore the relationship between 
the informational norms associated with an SNS profile and information sharing 
on SNS profiles. Respondent’s post frequency, post content, and profile information 
were analysed in turn, using a stepwise procedure. In the first step, several back-
ground variables were included in the model: age, gender, privacy concern, and 
private profile. Age was included in the form of two dummy variables: dummy 
YA provides the difference between adolescents and young adults, and dummy A 
provides the difference between adolescents and adults. In the second step, the 
informational norms related to SNS profiles were added. This step allows the 
relationship between the informational norms associated with an SNS profile and 
information sharing to be determined while controlling for the variables included 
in step 1. Finally, in the third step the informational norms related to the public 
and private context were added. This made it possible to assess to what degree 
information sharing on SNS profiles is primarily related to informational norms 
associated with SNS profiles, or informational norms, in general. If the former is 
true, this last step should not cause a significant improvement of the model. 

Table 3 gives an overview of the fit parameters of all three steps for the linear 
regression models. It can be seen that whereas each model was significant, only 
steps 1 and 2 were consistently significant improvements of the model and step 
3 only provided a marginal improvement for post content. Step 2 of the model 
was therefore decided to give the best model, indicating that it is primarily the 
informational norms associated with an SNS profile which have a relationship 
with the actual information sharing as opposed to informational norms in gen-
eral. The linear regression was done again by omitting step 3 in order to increase 
the number of respondents included in the analysis (N= 696 versus N= 782). 



• • 163

The role of informational norms on social network sites.

In step 1 of the models, private profile had a significant relationship with post 
content and post frequency, and privacy concern with profile information and post 
frequency. Only the significant relationship between private profile and post 
frequency remain after inclusion of the informational norms associated with SNS 
profiles in step 2. Table 4 provides an overview of the results from the final 
analysis. Appropriateness, reciprocity, and information self display a significant 
relationship with two or all of the indices of information sharing on an SNS profile. 
Further inspection of Table 4 shows that females post more frequently and they 
use more topics than males, and young adults post about more topics and share 
more profile information than adolescents, while adults post less frequently and 
about fewer topics compared to adolescents. 

Testing the hypothesis, the results in Table 4 support the first part of the 
second hypothesis which states that if it is considered to be more appropriate to 
share information on an SNS profile then this would be positively related to actual 
information sharing. Appropriateness has a significant and positive relationship 
with all three indices of information sharing; respondents who consider more 
topics appropriate to share on an SNS profile post more frequently, about more 
topics, and share more profile information. Similarly, reciprocity has a significant 
positive relationship with post frequency and post content; respondents who 
deem reciprocity to be appropriate on an SNS profile, and they post more frequently 
and about more topics.

Table 3. — Fit Parameters of Step-Wise Linear Regression Models.
	 Post 	 Post	 Profile
	 Frequency	 Content	 Information
Step 1: Control variables
R CΔ	 .093***	 .107***	 .032***
F	 14.215***	 16.560***	 4.599***
Step 2: Profile norms
R CΔ	 .032***	 .063***	 .059***
F	 9.801***	 14.009***	 6.872***
Step 3: Public & Private norms
R CΔ	 .013	 .027*	 .015
F	 5.427***	 8.273***	 4.019***

Note. *p < .05 **p < .01 ***p < .001.
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Only partial support is found for the second part of the second hypothesis 
which states that if the distribution of the shared information is considered to 
be more appropriate then this would be negatively related to actual information 
sharing on an SNS profile. Only for information flow self was a significant negative 
relationship found with post frequency and post content; respondents who  
consider it suitable for themselves to share information shared by contacts on 
an SNS profile with non-contacts who post less frequently and share less profile 
information.

Table 4. — Predictors of Sharing Information on SNS Profile.
	 Post 	 Post	 Profile
	 Frequency	 Content	 Information
N	 782	 782	 782
R C	 .129	 .180	 .096
F	 11.426***	 16.941***	 8.192***

Gender (male=0)	 .459 (.124)***	 .400 (.195)*	 -.152 (.159)
Age YA (Young adults =1)	 -.281 (.156)	 .815 (.245)**	 .825 (.199)***
Age A (Adults = 1)	 -.806 (.144)***	 -.848 (.226)***	 .362 (.184)*
Private Profile (not done=0)	 .377 (.144)**	 .362 (.227)	 .152 (.184)
Privacy concern	 .209 (.119)	 -.004 (.176)	 .203 (.143)

Appropriateness	 .093 (.027)**	 .301 (.042)***	 .218 (.034)***
Reciprocity	 .255 (.093)**	 .437 (.147)**	 .218 (.119)
Information Flow Self	 -.317 (.082)***	 -.098 (.128)	 -.340 (.104)**
Information Flow Others	 .151 (.086)	 .151 (.135)	 .128 (.110)
Publicity	 .039 (.081)	 -.075 (.127)	 .020 (.103)
Constant	 2.611	 1.250	 5.201

Note. Unstandardized coefficients with standard errors in parentheses. Profile information 

scored from 0 to 12 options revealed. Post Content scored from 0 to 11 topics. Post Frequency 

scored from 7 for never to 1 for several times per day. A higher score on privacy concern 

signifies more concern with privacy. *p < .05 **p < .01 ***p < .001.
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discussion

The goal of this study was to investigate the relationship between online 
informational norms and information sharing on SNSs and online privacy. The 
results presented in this chapter provide several insights. First of all, a compari-
son of the reported adherence to informational norms in a public, private, or 
profile context indicates that the normative expectation associated with an SNS 
profile is that off a public place: little information is considered appropriate to 
share on an SNS profile. Second, distinct differences were found in the normative 
expectations adolescents, young adults and adults associate with an SNS profile, 
primarily concerning norms of appropriateness. Third, the informational norms 
associated with an SNS profile showed a greater relationship with actual infor-
mation sharing on SNS profiles than felt concern regarding privacy or using 
privacy settings. Next, these findings will be further discussed in turn.  

The results indicated that SNS users are generally aware that SNSs are public 
spaces and have adjusted their normative expectations accordingly. SNSs even 
remain somewhat public when SNS users make use of the privacy settings to 
limit access to the information shared on their profile for contacts only, as these 
contacts can still include individuals from various social spheres (e.g. family, work, 
and friends) and strangers (Binder, Howes, & Sutcliffe, 2009; Lampinen, Tamminen, 
& Oulasvirta, 2009). Respondents generally indicated that only a few topics are 
appropriate to share on an SNS profile and that reciprocity is not appropriate. 
Concerning the norms of distribution, respondents appeared to make a distinction 
in how information shared on SNS profiles is allowed to be distributed further. 
While it was considered suitable for contacts to share the information with non-
contacts (information flow others), non-contacts are not allowed to look at the 
shared information directly (publicity). Perhaps users expect that if the shared 
information is distributed by their contacts, this information will be better contex-
tualized than when non-contacts look at that information directly, having little 
sense of the context. 

Furthermore, the results showed that compared to adults, adolescents and 
young adults consider it more appropriate to share information on an SNS profile, 
although some differences between adolescents and young adults are observed. 
While young adults considered most topics to be appropriate for sharing on an 
SNS profile, adolescents thought it more appropriate to reciprocate shared infor-
mation on an SNS profile than young adults and adults. In other words, the 
finding that adolescents share more information than adults on an SNS profile 
(Christofides et al., 2012; Pfeil et al., 2009) may have a reciprocal motivation in 
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some part. Sharing information is important for relationship development (Steijn 
& Schouten, 2013) and relationship development is an especially important 
developmental task during adolescence (see Steijn, in press). Therefore, adolescents 
may be more inclined to reciprocate disclosures made by friends. 

Comparison of adolescents’, young adults’, and adults’ adherence to norms 
of distribution showed an opposite relationship than was hypothesized; young 
adults considered the information shared on an SNS profile most suitable for 
further distribution by themselves or by their contacts. It was only for the norm 
publicity that no differences were found between the age groups. Previous studies 
found that younger users of SNSs considered their parents to have no business 
looking at their profiles (Leenes, 2012, p. 56). In 2007, boyd also identified this 
sentiment among the youth that parents and teachers should not visit their 
profiles simply because they could. Indeed, the norm publicity was the only norm 
that indicated that SNS profiles are considered to be a domain more private than 
a public conversation, but also still less private than a public conversation. However, 
with the rise of adult SNS users (Hampton, Goulet, Rainie, & Purcell, 2011), adults 
and teachers may now share this normative expectation with younger SNS users.

The differences between the age groups in norm adherence are not unique 
to the SNS profile context. The Tables in Appendix B presented similar differences 
between the age groups for the offline public and private context. This suggests 
that the rise of SNSs as a medium for interaction has not caused a difference in 
norm adherence between younger and older individuals. Instead, it seems likely 
that differences in informational norm adherence already existed in relation to 
offline conversations as well, but the social overlap on SNSs magnifies these 
differences and creates a cause for conflict. In other words, when adolescents 
are interacting with friends face-to-face, they will act differently than an adult 
who is interacting with friends, but either group generally does not experience 
the conversation of the other. Online, however, both adults and adolescents do 
interact using the same medium (e.g., SNSs) thus making the differing normative 
expectations all the more apparent. 

The last analyses investigated the relationship between the informational 
norms and actual information sharing on SNS profiles. The results suggest that 
SNS users do not necessarily abide with the normative expectations they them-
selves report. Respondents generally reported to have disclosed more topics on 
their profile than they deemed to be appropriate. Despite this, a strong relationship 
was found between the informational norms and actual information disclosure. 
In fact, the informational norms associated with an SNS profile distinguished 
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themselves from the informational norms associated with the other offline 
contexts as serving as main predictors of the actual information sharing on SNS 
profiles. This suggests that SNS users have a unique set of normative expectations 
which they associate with SNS profiles. 

While only marginal support was found for the negative relationship between 
the norms of distribution and actual information sharing on an SNS profile, strong 
support was found for the positive relationship with the norms of appropriateness 
and actual information sharing on an SNS profile. In keeping with the findings 
of Mesch and Beker (2010), respondents who found more topics appropriate to 
share on an SNS profile, posted more frequently and about more topics, and 
shared more profile information themselves. Similarly, respondents who adhere 
to the norm of reciprocity, post more frequently and about more topics, but they 
do not share more profile information. As a result, SNS users who strongly adhere 
to the informational norms of appropriateness, by subsequently sharing much 
information, appear to have less regard for their privacy than those who do not 
adhere to this norm. Concerning the norms of distribution, respondents who 
believe they have the right to share information shared on a profile (information 
flow self ), post less frequently and they share less profile information. The indi-
viduals adhering to this norm will experience SNS profiles differently compared 
to individuals who do not adhere to this norm. This can have important privacy 
implication when the shared information by SNS users who do not adhere to this 
norm becomes distributed by those who do adhere to this norm and in so doing, 
a different privacy value can be assigned to the shared information. 

The adherence to these norms of appropriateness proved to be better predic-
tors of actual information sharing than the felt concern regarding privacy or 
whether or not they had set their profile to private. These results are in keeping 
with previous studies that found no relationship between concern regarding 
privacy and information disclosure on SNSs (Acquisti & Gross, 2006; Tufekci, 
2008). Instead, the adherence to informational norms on SNSs profiles had the 
strongest relationship with information sharing, even when they took the 
architectural regulators that affect how public or private the profile is experienced 
(e.g., privacy settings) into account. This strongly supports the fact that norms 
play an important role in managing online privacy and the decision to disclose 
information (boyd & Marwick, 2011). When SNS users share information on their 
profile, they have normative expectations of whether it is appropriate to do so 
or not do so on an SNS profile, which is distinctly separate from their normative 
expectations in regard to offline interactions.
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To conclude, norms regulating privacy during social interaction appear to 
have made the transition to SNSs. Not only do SNS users report a unique set of 
normative expectations that are associated with SNS profiles as compared to 
other contexts, but these informational norms that are associated with the SNS 
profile also have a strong relationship with actual information sharing on SNSs. 
These findings strongly suggest that there is an important role for informational 
norms concerning individuals behaviour on SNSs. If we take into account that 
the architecture of SNSs has been designed in order to share as much information 
as possible (Peterson, 2010), whereas the actual audience is often difficult, if not 
impossible, to determine (Bernstein et al., 2013), then the role norms play in 
safeguarding online privacy may be quite an important one and it should not be 
overlooked. However, we have presented differences in norm adherence between 
different age groups and the results obtained suggest that SNS users do not 
necessarily abide with the norms they report as applying to SNSs. These findings 
suggest that informational norms are not yet capable of safeguarding our privacy 
on SNSs.

Limitations and recommendations

When interpreting the results presented in this chapter, it is important to 
consider that while the assumption in this chapter is that informational norms 
influence information sharing, no causality was obtained in this study. As a result, 
the reported norm adherence observed here could also be a rationalization of 
the respondents’ actual behaviour. In other words, their normative expectations 
associated with SNS profiles are the result of their initial behaviour when first 
introduced to the sites. Future studies might consider establishing the causality 
between the normative expectations associated with SNS profiles and actual 
behaviour. 

Second, the norm items used in this study primarily referred to interaction 
with friends. This was most likely interpreted by respondents as friends from a 
similar age group that they belong to themselves. However, nowadays, one of 
the problems inherent to SNSs is that both adults and adolescents have joined 
the same online conversation. It would therefore be interesting to know which 
norms adolescents adhere to when interacting with adults and vice versa. This 
would subsequently provide further insights into understanding how potential 
misunderstandings occur between younger and older individuals. 



• • 169

The role of informational norms on social network sites.

references

Acquisti, A., & Gross, R. (2006). Imagined communities: awareness, information 
sharing, and privacy on the Facebook. 6th Workshop on Privacy Enhancing 
Technologies. Cambridge, UK.

Altman, I. (1975). The environment and social behavior. California: Brooks/Cole 
Publishing Company.

Andrews, L. (2012, February 4). Facebook is using you. The New York Times. Retrieved 
from http://www.nytimes.com (5 July, 2012).

Bernstein, M.S., Bakshy, E., Burke, M., & Karrer, B. (2013). Quantifying the invisible 
audience in social networks. CHI. Paris, France.

Binder, J., Howes, A., & Sutcliffe, A. (2009). The problem of conflicting social spheres: 
effects of network structure on experienced tension in social network sites. 
CHI. Boston, M.A.

boyd, d.m. (2007). Why youth (Heart) social network sites: the role of networked 
publics in teenage social life. In: D. Buckingham (Ed.), Youth, Identity, and 
Digital Media (pp. 119-142).  Cambridge, MA: MIT Press. 

boyd, d.m. (2008). Taken out of context: American teen sociality in networked 
publics. (Doctoral dissertation, Berkeley, University of California). Retrieved 
from http://www.danah.org/papers/TakenOutOfContext.pdf.   

boyd, d.m., & Marwick, A.E. (2011). Social privacy in networked publics: teens’ 
attitudes, practices, and strategies. A decade in internet time: symposium on 
the dynamics of the internet and society. Oxford. 

Christofides, E., Muise, A., & Desmarais, S. (2012). Hey Mom, What’s on Your Face-
book? Comparing Facebook Disclosure and Privacy in Adolescents and Adults. 
Social Psychological and Personality Science, 3(1), 48-54.

Debatin, B., Lovejoy, J.P., Horn, A., & Hughes, B.N. (2009). Facebook and online 
privacy: attitudes, behaviors, and unintended consequences. Journal of 
Computer-Mediated Communication, 15(1), 83-108.

Derlega, V.J., & Chaikin, A.L. (1977). Privacy and self-disclosure in social relationships. 
Journal of Social Issues, 33(3), 102-115.

Govani, T., & Pashley, H. (2005). Student awareness of the privacy implications 
when using Facebook. Retrieved from http://lorrie.cranor.org/courses/fa05/
tubzhlp.pdf.

Gross, R., & Acquisti, A. (2005). Information revelation and privacy in online social 
networks. ACM Workshop on Privacy in the Electronic Society. Alexandria, 
Virginia, USA. 



• •170

Chapter 7 The role of informational norms on social network sites.

Hampton, K.N., Gourlet, L.S., Rainie, L., & Purcell, K. (2011). Social networking sites 
and our lives. Pew Internet & American Life Project report. Retrieved from http://
www.pewinternet.org/Reports/2011/Technology-and-social-networks.aspx.

Herring, S.C. (2008). Questioning the generational divide: technological exoticism 
and adult constructions of online youth identity. In: D. Buckingham (ed.), 
Youth, Identity, and Digital Media (pp. 71-94).  Cambridge, MA: MIT Press.

Hoofnagle, C., King, J., Li, S., & Turow, T. (2010). How different are young adults 
from older adults when it comes to information privacy attitudes & policies?  
Retrieved from SSRN: http://ssrn.com/abstract=1589864.

Ito, M., Horst, H.A., Bittani, M., boyd, d.m., Herr-Stephenson, B., Lange, P.G., Pascoe, 
C.J., Robinson, L. (2008). Living and Learning with new media: summary of 
findings from the digital youth project. Retrieved from http://digitalyouth.
ischool.berkeley.edu/files/report/digitalyouth-WhitePaper.pdf.

Johnson, J.L. (1989). Privacy and the Judgements of Others. The Journal of Value 
Inquiry, 23, 157-168. 

Lampinen, A., Tamminen, S., & Oulasvirta, A. (2009). “All my people right here, 
right now”: management of group co-presence on a social networking site. 
International Conference on Supporting Group Work. Sanibel Island, Florida, USA.

Leenes, R. (2010). Context is everything. Sociality and privacy in online social 
network sites. Privacy and Identity, 320, 48-65.

Lessig, L. (1999). Code and other laws of cyberspace. New York: Basic Books.
Livingstone, S. (2008). Taking risky opportunities in youthful content creation: 

teenagers' use of social networking sites for intimacy, privacy and self-
expression. New Media & Society 10(3), 393-411.

Marwick, A.E., Diaz, D.M., & Palfrey, J. (2010). Youth, privacy and reputation. 
Retrieved from SSRN: http://ssrn.com/abstract=1588163.

Mesch, G.S., & Beker, G. (2010). Are norms of disclosure of online and offline 
personal information associated with the disclosure of personal information 
online. Human Communication Research, 36(4), 570-592.

Moore, B. (1984). Privacy: Studies in Social and Cultural History. New York/London: 
M.E. Sharpe Inc. 

Nissenbaum, H.F. (2004). Privacy as contextual integrity. Washington Law Review, 
79(1), 119-158.

Nissenbaum, H.F. (2010). Privacy in context. Technology, policy, and the integrity 
of social life. California: Stanford University press.

Pekárek, M., & Leenes, R. (2009). Privacy and Social Network Sites: Follow the 
Money. W3C Workshop on the Future of Social Networking. Barcelona, Spain.



• • 171

The role of informational norms on social network sites.

Peterson, C. (2010). Losing face: an environmental analysis of privacy on Facebook. 
Retrieved from http://works.bepress.com/cgi/viewcontent.cgi?article=1001
&context=cpeterson.

Petronio, S. (2002). Boundaries of privacy: dialectics of disclosure. Albany: State 
University of New York Press.

Pfeil, U., Arjan, R., & Zaphiris, P. (2009). Age differences in online social networking 
— A study of user profiles and the social capital divide among teenagers and 
older users in MySpace. Computers in Human Behavior, 25(3): 643-654.

Raynes-Goldie, K. (2010). Aliases, creeping, and wall cleaning: understanding 
privacy in the age of Facebook. First Monday, 15(1).

Schwartz, B. (1968). The social psychology of privacy. American Journal of Sociology, 
73(6), 741-752.

Steijn, W.M.P., & Schouten, A.P. (2013). Information sharing and relationships on 
social network sites. Cyberpsychology, Behavior, & Social Networking, 16(8), 
582-587.

Steijn, W.M.P. (in press). A developmental perspective regarding the behavior of 
adolescents, young adults, and adults on social network sites. Cyberpsychology: 
Journal of Psychosocial Research on Cyberspace.

Stein, P., &  Shand, J. (1974). Legal values in western society. Edinburgh: Edinburgh 
University Press.

Thibaut, J., & Kelly, H. (1959). Social psychology of groups. New York: Wiley.
Tufekci, Z. (2008). Can you see me now? Audience and disclosure regulation in online 

social network sites. Bulletin of Science, Technology and Society, 28(1), 20-36.
Westin, A. (1967) Privacy and freedom. New York: The Bodley Head.



• •172

Chapter 7 The role of informational norms on social network sites.

appendix a

Table 6. — Critical Statistical Information and Effect Sizes for Repeated Measure ANOVA. 
 	 Mauchly's test		  Huynh-Feldt estimates
	 χC (DF = 2) 	 p	 ε	 F	 DF	 p	 ηC partial

Appropriateness 	 98.66	 .000	 .89	 562.79	 1.8, 1230.2	 .000	 .45
Reciprocity	 122.45	 .000	 .86	 500.54	 1.7, 1199.2	 .000	 .42
Information Flow Self	 82.16	 .000	 .90	 321.40	 1.8, 1253,4	 .000	 .32
Information Flow Others	 5.88	 .053	 .99	 232.73	 2.0, 1382.3	 .000	 .25
Publicity	 36.83	 .000	 .95	 119.68	 1.9, 1325,2	 .000	 .15

Note. Huynh-Feldt estimates were used since the assumption of sphericity was violated according to the 

Mauchly's test.
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appendix b

Table 7. — Comparison of Norm Adherence in the Public Context between Age Groups. 
 	 Adolescents		  Young adults		  Adults
Public context	 N	 Mean	 S.D.	 N	 Mean	 S.D.	 N	 Mean	 S.D.
Appropriateness 	 372	 4.81	 3.14	 277	 6.37a ***	 3.86	 353	 4.85b***	 3.08
Reciprocity	 289	 2.62	 .63	 234	 2.42a **	 .62	 321	 2.30a ***	 .68
Information Flow Self	 321	 2.01	 .79	 254	 2.06	 .76	 337	 1.88b**	 .74
Information Flow Others	 323	 2.20	 .86	 262	 2.20	 .84	 335	 2.40a **b*	.87
Publicity	 331	 2.31	 .81	 262	 2.33	 .80	 336	 2.35	 .82

Note. Scales for Publicity, Information Flow Self, Information Flow Others, and Reciprocity was 1 (disagree com-

pletely) to 4 (agree completely). Reciprocity is the average of three items. For Appropriateness, respondents 

were asked about 15 topics in total. The superscript a indicates a significant difference between adolescents 

and the older categories, the superscript b indicates a significant difference between young adults and adults.

*p < .05 **p < .01 ***p < .001.

Table 8. — Comparison of Norm Adherence in the Private Context between Age Groups.
 	 Adolescents		  Young adults		  Adults
Public context	 N	 Mean	 S.D.	 N	 Mean	 S.D.	 N	 Mean	 S.D.
Appropriateness 	 372	 7.10	 4.42	 277	 9.78a ***	 4.94	 353	 8.06a *b***	 4.53
Reciprocity	 295	 2.77	 .68	 246	 2.53a ***	 .67	 320	 2.45a ***	 .74
Information Flow Self	 325	 1.82	 .78	 254	 1.87	 .75	 335	 1.64a *b**	 .70
Information Flow Others	 327	 1.65	 .73	 255	 1.70	 .73	 332	 1.67	 .72
Publicity	 328	 1.79	 .77	 256	 1.74	 .73	 334	 1.67	 .71

Note. Scales for Publicity, Information Flow Self, Information Flow Others, and Reciprocity was 1 (disagree com-

pletely) to 4 (agree completely). Reciprocity is the average of three items. For Appropriateness, respondents were 

asked about 15 topics in total. The superscript a indicates a significant difference between adolescents and the 

older categories, the superscript b indicates a significant difference between young adults and adults.

*p < .05 **p < .01 ***p < .001.
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summary

Privacy is currently a prominent topic of both academic and societal debates. 
This is largely a result of the prominent position that internet has taken in our 
everyday lives. In particular, young people’s behaviour on social network sites 
(SNSs) like Facebook has received a great deal of attention. Today, young people 
have obtained the reputation of no longer caring about their privacy. More 
specifically, privacy is thought to no longer hold the same value for the current 
young generation when compared to previous generations (e.g., Nussbaum, 
2007).This reputation is supported by numerous reports: young people share 
great amounts of information on social network sites  (Acquisti & Gross, 2006; 
Debatin, Lovejoy, Horn, & Hughes, 2009; Govani & Pashley, 2005), the media has 
provided numerous anecdotal reports of disclosures leading to personal misfortune 
(e.g., Ferenstein, 2013; Levy, 2009; O’Dell, 2011), and, despite this risky behaviour 
from a privacy perspective, young people are often found to be less concerned 
with privacy than older individuals (Fox et al., 2000; “Online privacy worries 
increase with age”, 2009; Paine, Reips, Stieger, Joinson & Buchanan, 2007; Zukowski 
& Brown, 2007). However, on the other hand, a growing number of studies shows 
that young people do in fact value privacy, especially from known others such 
as their parents (boyd & Marwick, 2011; Livingstone, 2008; Raynes-Goldie, 2010). 
In this dissertation we provide further evidence that the negative reputation of 
young people with regard to privacy is undeserved: they do appear to value their 
privacy, but they manifest this in different ways than do older people. 

Our primary research question was: “To what extent does a developmental 
perspective contribute to our understanding of individuals’ behaviour on SNSs, their 
privacy concerns, and their privacy protective behaviour, in particular with respect 
to the differences therein between adolescents, young adults, and adults?” In 
discussions on the online behaviour of young people, they are often labelled in 
generational terms, such as “digital natives” or “millenials” (e.g., Howe & Strauss, 
2000; Nussbaum, 2007; Palfrey & Gasser, 2008; Prensky, 2001). These labels not 
only ignore the diversity between children (Marwick, Diaz, & Palfrey, 2010), but 
they also overlook the developmental characteristics of this age group. In this 
study, we explored the feasibility of taking a developmental perspective to better 
understand the online behaviour and privacy concerns of individuals, to provide 
new insights concerning the privacy appreciation of both young and old. 
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Before we address our main research question and subsequent implications 
in more detail, we first give a summary of the preceding chapters. The chapters 
addressed three topics: behaviour on SNSs (Chapters 2 & 3), privacy concerns 
(Chapters 4 & 5), and privacy protective behaviour (Chapters 6 & 7). 

Behaviour on SNSs

In Chapter 2, our goal was to explore the link between self-disclosure on SNSs 
and relationship development. The results showed that, as a consequence of 
sharing information on their profile, respondents primarily reported positive 
relationship developments, that is, more relationships were gained than lost, and 
they reported liking others more and feel more engaged with others, rather than 
less. These relationship developments primarily took place among weak ties 
(i.e., acquaintances) and information shared through public posts was reported 
to be the primary cause of these developments. We concluded that the sharing 
of personal information, opinions and thoughts through public posts on SNSs, 
often negatively associated with a loss of privacy, is also related to a social merit: 
positive relationship development.  

In Chapter 3, our goal was to explore the extent to which the adolescents’, 
young adults’, and adults’ behaviour on SNSs, in the form of information disclosure, 
adding of contacts, and use of privacy settings, could be linked to needs for 
relationship and identity development that differ in these developmental life 
phases. The results showed that adolescents post more frequently than adults 
and have more contacts than both young adults and adults. Furthermore, adoles-
cents were most likely to add contacts to get to know them. These findings appear 
to mirror the important role friendships play during adolescence, and the devel-
opmental need to make friends. Young adults were found to post as frequently 
as adolescents, but they addressed more topics in these posts and most often 
reported primarily using their SNS profile to socialize. This appears to mirror the 
change from wanting to establish new relationships during adolescence (Boneva, 
Quinn, Kraut, Kiesler, & Shklovski, 2006) to wanting to establish more intimate 
and satisfying relationships during young adulthood (Erikson, 1968). Finally, adults 
were found to share the least information, and to more often have family as opposed 
to friends as contacts. This appears to mirror the fact that during adulthood less 
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time is spent with friends (Blieszner & Roberto, 2004, p.172; Hartup & Stevens, 
1999). Less support was found for a link between the online behaviour and the 
need for identity development, but we concluded that a developmental perspective 
is a feasible approach to explore behaviour on SNSs. 

In sum, these two chapters suggest a close relationship between the behaviour 
on SNSs and the developmental goals of the individual. In Chapter 2, we showed 
that information sharing on SNSs is positively related to the developmental goal of 
relationship development. In Chapter 3, we identified the differences in information 
sharing, adding contacts and motivations for using SNSs for the three age groups: 
adolescents, young adults and adults. More importantly, we showed how these 
differences appear to be closely related to the different needs for relationship and 
identity development depending on the life phase of the individual. 

Privacy concerns

In Chapter 4, our goal was to offer insights regarding the differences in adole-
scents’, young adults’, and adults’ concerns for privacy by investigating their 
privacy conceptions. Privacy conception refers to the specific ideas of individuals 
about what privacy actually is. We assessed privacy conception through four 
aspects often associated with privacy (Burgoon, 1982; Vedder, 2011): personal 
information, relationships, personal space, and autonomy. The results showed 
that more adults associated situations involving personal information with 
privacy than adolescents did (e.g., the occurrence of data mining by government), 
but fewer adults associated situations involving relationship with privacy compared 
to adolescents and young adults (e.g., being able to be alone with a friend or 
partner). These findings appear to reflect the fact that specific potential privacy 
concerns—those regarding the personal information shared online—only become 
prominent at young adulthood, when individuals become more independent 
and self-sufficient (Arnett, 2000). During adolescence, individuals still live rela-
tively sheltered lives in their parental home. The situations involving personal 
information were also found to have the strongest relationship with reported 
concern. We concluded that the lower concern regarding privacy reported by 
adolescents was related to differences in privacy conception. Furthermore, we 
concluded that the differences found in privacy conceptions between adolescents, 
young adults, and adults appear to be related to the developmental differences 
between these age groups: for adolescents the focus still lies on creating privacy 
from their parents rather than protecting their online data. 
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In Chapter 5, we compared the underlying mechanisms that might affect the 
differences in concern regarding privacy between young and old, and users and 
non-users of SNSs. The results showed that while the difference in concern 
regarding privacy between young and old is mediated through their privacy 
conceptions, the difference in concern between users and non-users is not. 
Instead, the difference in concern between users and non-users is mediated by 
a difference in expected risk-benefit balance as a result of sharing information 
on SNSs. We concluded that the differences in conception and concern observed 
between young and old appear to be unrelated to the use or non-use of SNSs, 
offering further support for using a developmental perspective to interpret the 
differences in privacy conceptions between young and old. 

In sum, these two chapters show that the differences in concern regarding 
privacy between young and old are related to differences in privacy conceptions. 
These differences appear to be closely related to the differences in the develop-
mental phase of young and old. In Chapter 4, we showed that adolescents, young 
adults, and adults hold different privacy conceptions which affect the individuals’ 
felt concern. In Chapter 5, we then showed that while both young and old, and 
users and non-users differ in concern, only young and old differ in privacy concep-
tion. This lack of difference in privacy conception between users and non-users 
provides further support for differences in privacy conception are being age and 
thus development related. 

Privacy protective behaviour

In Chapter 6, we investigated the importance individuals attribute to various 
threats to privacy. We distinguished between the potential privacy threats of 
social conflict, identity theft, and data mining to which individuals are exposed 
when sharing information on SNSs. Based on similar developmental arguments 
provided in the previous chapters, adolescents were expected to attribute relatively 
more importance to protection against social conflict than young adults and 
adults. The results indicated that individuals appear to be focussed on avoiding 
the most blatant privacy violations, rather than acquiring the best possible 
protection. In addition, only tentative support was found for social conflict being 
a more prominent concern of adolescents. Remarkably, no differences were found 
between young and old in their attribution of importance to features protecting 
data mining, identity theft, or social conflict. Individuals of all ages attributed 
most importance to privacy protection against data mining and identity theft. 
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We concluded that adolescents in this respect were no different to young adults 
and adults, and recognize the need for protection against data mining and identity 
theft, even if these concerns are not yet as prominent as they are for young adults 
and adults. 

In Chapter 7, we explored the role of informational norms regarding the 
sharing of information on SNSs. We were specifically interested in adolescents’, 
young adults’, and adults’ adherence to norms of appropriateness and distribution 
(Nissenbaum, 2004). The results showed that the normative expectations associ-
ated with SNSs indicate these sites are considered to be primarily public places, 
where little information is deemed appropriate for sharing and the information 
that is shared on SNSs is considered suitable for further distribution. Adolescents 
and young adults were found to consider it more appropriate to share informa-
tion on SNSs than adults, but only small differences were found concerning norms 
of distribution. Furthermore, the results showed that the reported adherence to 
the informational norms had a strong relationship with actual information sharing. 
However, people generally share more information than they themselves deem 
appropriate. We concluded that even though informational norms are likely to 
play an important role concerning our privacy on SNSs, the differences found in 
the normative expectations between young and old suggest that they are not 
yet capable of safeguarding privacy on SNSs. 

In sum, Chapters 6 and 7 showed that adolescents, young adults, and adults 
do not differ in their desired privacy protection, but that they do hold different 
normative expectations for information shared on SNSs. Chapter 6 showed that 
adolescents, young adults, and adults do not differ in their attribution of impor-
tance to various privacy protection tools. Both young and old prioritize privacy 
protection against data mining and identity theft. Chapter 7 showed that while 
informational norms play an undeniable role concerning online privacy on SNSs, 
as yet they appear to offer little protection. Individuals generally do not adhere to 
their own norms, sharing more information than they would consider appropriate, 
and young and old differ in what they consider appropriate for sharing on SNSs. 
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conclusion:
 a developmental perspective on privacy appreciation

The goal of this dissertation was to investigate the state of privacy apprecia-
tion of younger and older individuals in the context of SNS use. We stated the 
research question: “To what extent does a developmental perspective contribute 
to our understanding of individuals’ behaviour on SNSs, their privacy concerns, and 
their privacy protective behaviour, in particular with respect to the differences 
therein between adolescents, young adults, and adults?” By investigating the 
possible relationships between developmental factors and adolescents’ (12- to 
19-year-olds), young adults’ (20- to 30-year-olds), and adults’ (31-year-olds and 
older) behaviour on SNSs, their privacy concerns, and their privacy protective 
behaviour, we hoped to explore the feasibility of taking a developmental perspec-
tive to understand online behaviour and privacy concerns. Although we provide 
no conclusive evidence, the findings reported in the previous chapters provide 
strong support for a developmental perspective being able to contribute to our 
understanding of individuals’ behaviour on SNSs, their privacy concerns, and their 
privacy protective behaviour to a significant extent. 

We were especially interested in the developmental needs of relationship 
and identity development. In Chapter 2, we verified the role SNSs play in relation-
ships developments. Over half of the respondents reported having experienced 
a relationship development as a consequence of sharing information on SNSs 
and the majority of these developments were positive. Furthermore, in Chapter 3, 
we demonstrated that socializing is an important reason for many people to 
make use of SNSs. The need for identity development was not often reported as 
a primary reason for using an SNS profile. Previous studies, however, have shown 
that SNSs are likely to be used by individuals to experiment with their identity 
(Lenhart, Rainie, & Lewis, 2001; Subrahmanyam, Smahel, & Greenfield, 2006; 
Valkenburg & Peter, 2008; Valkenburg, Schouten, & Peter, 2005). 

During adolescence, the need to experiment with identity and develop 
relationships is at its peak (Boneva et al., 2006, p. 618; Brown, 1990; Erikson, 1959; 
Peter & Valkenburg, 2011). Much time is spent with friends, during which adoles-
cents like to disclose information about themselves (Boneva et al., 2006; Brown, 
1990). In Chapter 3, we found that this mirrored the findings that adolescents 
frequently post on their profile, have many contacts who are primarily friends, 
and are most likely to add contacts to get to know them. In addition, adolescents 
are more likely to report peer pressure as a primary reason for using their profile 
compared to young adults and adults. This finding is in keeping with results from 
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previous studies (e.g., Walrave, Vanwesenbeeck, & Heirman, 2012) and further 
emphasizes the influence of peers at that age: adolescents need to have a profile 
on an SNS or they could miss out on the online interactions between friends 
(Raynes-Goldie, 2010). 

As they still live at their parents’ homes, adolescents need to constantly 
manage their privacy from their parents to be able to hang around with friends 
(boyd & Marwick, 2011). This fact was reflected in Chapters 4 and 5, as relatively 
more adolescents than young adults and adults conceptualized privacy in terms 
of relationships. Furthermore, this difference in privacy conception to some extent 
explains the lower concern regarding privacy often found among young people. 
In Chapter 6, we established further tentative support that social conflict is the 
most prominent concern and most often occurring negative occurrence for 
adolescents. These differences were not statistically significant due to of the low 
number of respondents reporting any concerns or negative experiences at all. 
Remarkably however, the results in Chapter 6 also showed that adolescents 
attribute most importance to privacy protection from identity theft and data 
mining, similar to young adults and adults. This appears to indicate that adolescents 
are aware of the need for privacy protection from data mining and identity theft, 
even if these are not their most prominent concerns. Finally, in Chapter 7, we 
demonstrated that adolescents adhere most to the norm of reciprocity (i.e., to 
share information in a conversation similar to what their peers have shared). This 
could, once again, be related to the important position of peers for adolescents, 
who therefore seek to reciprocate their behaviour. 

The need for identity development persists during young adulthood (Arnett, 
2006), but the adolescent need to develop new relationships declines. Instead, 
young adults seek more intimate and satisfying relationships (Erikson, 1986). In 
Chapter 3, we showed that young adults post as frequently as adolescents, but 
they address more topics in their posts, and most young adults primarily use 
their profile to socialize with others. In addition, young adults were also found 
to make most use of the privacy settings. This was hypothesized to be related 
to the fact that young adults have the greatest need to keep their online and 
offline identities separate in their search for employment: employer checks of 
applicants’ online profiles are becoming an increasing concern (“Réseaux sociaux: 
comment réagissent les recruteurs face à un détail gênant sur un candidat?”, 2013).

 During young adulthood, individuals become more self-sufficient and more 
independent: they seek employment, they leave their parental homes, and some 
even decide to settle down to start families. This transitory phase, from adoles-



• •184

Chapter 8 General discussion.

cent to adult, is reflected in their privacy conceptions, presented in Chapters 4 
and 5. They associated situations involving relationships with privacy similar to 
adolescents, but also situations involving personal information, similar to adults. 
The concern regarding privacy reported by young adults was also similar to that 
of adults, in keeping with findings from previous studies (Hoofnagle, King, Li, 
& Turow, 2010; Madden & Smith, 2010; Tufekci, 2012). In Chapter 7, we note that 
young adults consider more topics appropriate for sharing than adolescents and 
adults, in keeping with the fact that they also actually address more topics in 
their online posts. However, they do not appear to rely on norms of distribution 
to safeguard the information they disclosed on their SNS profile from being 
shared with non-contacts; we discovered that they make the greatest use of 
the privacy settings. 

For adults, the time spent with friends declines (Blieszner & Roberto, 2004; 
Hartup & Stevens, 1999) and so does the need to experiment with their identity 
or to present themselves favourably (Leary, 1995; Waterman, 1982). In Chapter 3, 
this was reflected in the finding that adults share the least information on their 
SNS profile and have the fewest contacts. In other words, they are the least active 
users of SNSs which is reflected in the fact that adults are most likely to report 
adding contacts after a request was made. Furthermore, more adults report that 
they primarily have family as contacts, rather than friends. This seems to be in 
keeping with the fact that the time spent with friends declines during adulthood: 
adults may use SNSs to stay in touch with their family. 

In Chapters 4 and 5 we reported that data collection by governments is more 
prominently associated with privacy by adults than adolescents. Adults also 
conceptualize privacy more in terms of burglary and the freedom to vote. These 
situations play a greater role in the lives of adults than they do in the relatively 
sheltered lives of adolescents, where parents take care of most issues. In addition, 
we found that it is exactly these situations that are the greatest cause for concern, 
providing a possible explanation for the higher concern often found among older 
individuals. In addition, having more freedom than adolescents to meet with 
others and create privacy (adolescents are bound by rules imposed by their parents; 
boyd & Marwick, 2011), adults are less likely to associate situations involving 
relationships with privacy. In further support of this, we found that more adults 
than adolescents are concerned about the misuse of their information in Chapter 
6. Finally in keeping with the fact that adults share the least information on their 
profile, we reported in Chapter 7 that they also consider the least information as 
being appropriate for sharing. 
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Overall the findings presented in these chapters show that individuals’ 
behaviour on SNSs and their privacy concerns appear, to a great extent, to be 
related to the developmental life phase of the individual. Most of the differences 
reported in these studies between adolescents’, young adults’, and adults’ behav-
iour and privacy concerns appear to be directly related to developmental differ-
ences between these life phases. 

We found less support for a link between individuals’ privacy protective 
behaviour and developmental factors. We found no differences in the importance 
adolescents, young adults, and adults attribute to privacy protection from social 
conflict, identity theft, or data mining, whereas from a developmental perspec-
tive, we expected adolescents to attribute more importance to privacy protection 
against social conflict. We also only found small differences in the norms of 
distribution, whereas we expected adolescents to be more opposed to the dis-
tribution of the information shared on a profile than adults. This appears to 
mirror the increasing awareness in society of the importance of privacy protec-
tion online, and suggests that the privacy protective behaviour of individuals is 
most influential. In other words, even if we are not able to change the fact that 
adolescents will always share personal information online with many, relatively 
unknown, contacts and the concern of what subsequently happens with this 
information online will remain less prominent for adolescents, we may, nonethe-
less, be able to influence them to protect their online information. We will go 
into more detail concerning this issue later on. 

We hope however that we have convinced the reader of the feasibility of 
using a developmental perspective to understand online behaviour and privacy 
concerns. Alternative explanations are possible for all of the findings, but the 
developmental perspective appears to be the only one that covers the entire 
picture. The next step should be to test this hypothesis in more detail. Longitu-
dinal analysis will be necessary to provide conclusive evidence of the relationship 
between developmental factors and online behaviour and privacy concerns. 
Before going into more detail concerning the recommendations for future studies, 
however, we will first discuss some implications of the findings presented in the 
previous chapters, and the feasibility of using a developmental perspective.  
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theoretical implications

In the following section we discuss the implications of the findings presented 
in this dissertation for the theoretical debate concerning privacy. Several impor-
tant implications can be identified concerning the general framework from which 
individuals’ online behaviour, their privacy concerns, and their privacy protective 
behaviour should be addressed. First, we describe the most important implica-
tions for using a developmental perspective to interpret online behaviour. Second, 
we emphasize the importance of further studying the privacy conceptions of 
individuals. Third, we take a closer look at how individuals’ privacy protective 
behaviour appears to mirror the increased societal privacy awareness. 

A developmental perspective

In this dissertation, we have provided support for taking a developmental 
perspective to understand online behaviour and privacy concerns and the differ-
ences therein between adolescents, young adults, and adults. In Chapter 3, we 
reported that this perspective can offer a natural explanation for why SNSs are 
more popular among adolescents and young adults than for adults, and why 
adolescents and young adults share more information online. In Chapter 4, we 
showed that development-related differences in privacy conception appear to 
be related to why adults generally report more concern about their privacy, and 
in Chapter 5, we showed that these differences in privacy conception appear to 
be unrelated to SNS use. We therefore argued that neither the differences in 
concern nor in conception need necessarily imply a reduced privacy appreciation 
among young people, as is sometimes assumed (e.g., Nussbaum, 2007; Johnson, 
2010). Yes, the privacy appreciation of young people and old people is different, 
but not because adults appreciate privacy and adolescents do not. Instead, it 
should be concluded that both adults and adolescents appreciate their privacy, 
but they do so differently. 

The current state of privacy appreciation in society and the differences 
between young and old is not necessarily much different from the state of privacy 
appreciation before the introduction of social media in society. Instead of having 
caused the differences in privacy appreciation observed today, social media, and 
the internet as a whole, may have magnified existing differences by moving our 
personal information and social interaction to a much more public platform. 
Indeed, the behaviour of young people on these sites is remarkably similar to 
ordinary socializing—sharing personal information and making friends—that 
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they always exhibited in the school yard (boyd, 2008; Herring, 2008; Marwick et 
al., 2010). In other areas, such similarities between online and offline life have 
also been found. Consider for example the fact that victims of cyber-bullying are 
generally victims of offline bullying as well (Casas, Del Rey, & Ortega-Ruiz, 2013, 
p. 581) and it is generally the individuals with strong social skills who also have 
most online friends, while those with poor social skills benefit less from SNSs 
(Jin, 2013; Valkenburg & Peter, 2007). This strongly suggests the idea that young 
people share more information with friends online, simply because they also 
share more information with friends offline as well. However, while young people’s 
behaviours and social interactions used to be ‘hidden’ on the playing field at 
school, on the internet they are accessible by almost anyone at any time. 

This means that rather than seeing the adolescents of today as a new genera-
tion with new ideas about privacy (Nussbaum, 2007; Palfrey & Gasser, 2008), we 
should approach adolescents as individuals who are going through a vulnerable 
developmental life phase in the current informational society. During adolescence 
individuals have strong social incentives to use SNSs, leaving them vulnerable to 
potential privacy risks as a result of data mining processes, which are not yet 
prominent concerns at that age. As a result, we can perhaps assume that regardless 
of the level of attention and awareness given to certain threats of online privacy, 
adolescents will never fully equal adults in their behaviour and privacy concep-
tions. Their behaviour and privacy conceptions may simply be an inherent part 
of their developmental life phase. However, this also suggests that adolescents’ 
behaviour and concerns will develop as they grow older. This hypothesis is sig-
nificantly different from expectations that would be associated with a generational 
label. The latter suggests that certain behaviours or concerns are persistent 
characteristics of individuals which remain stable as they grow older and which 
have changed in regard to previous generations, while the former emphasizes 
the temporal vulnerability of individuals during adolescence in the light of new 
societal developments (e.g., the rapid rise of informational technologies); as they 
grow older so too can their behaviour and concerns be expected to ‘mature’. 

The idea of adolescence being a vulnerable maturation period and therefore 
in need of special attention is not new. Adolescent’ behaviour is already regulated 
on several levels, under the notion of adolescents not yet being sufficiently 
mature. For example, adolescents are limited in the degree to which they are 
allowed to drive or drink. This is to some extent based on the fact that adolescents 
are generally not expected to be able to make the same rational and considered 
choices and decisions as adults do when assessing risks. People, both young and 
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old, are generally limited by bounded rationality (Calo, 2012; Grimmelmann, 2009); 
a lack of motivation, time, or knowledge often prevents us from making fully 
rational decisions. However, research also shows that the adolescent brain is 
insufficiently physically mature yet for proper risk decision-making and that 
adolescents are more focussed on rewards rather than risks, especially in the 
presence of peers (Furby, & Beyth-Marom, 1992; O’Brien, Albert, Chein, & Stein-
berg, 2011; Steinberg, 2008). This is also likely to affect their ability to manage 
their online privacy , especially on SNSs where peers are always nearby. 

Consequently, individuals may need special attention and protection concern-
ing their privacy during adolescence. We go into more detail concerning the 
regulation of privacy when discussing the practical implications of our findings.

Privacy conceptions

An important finding put forward in this dissertation is that young people 
and old people hold different privacy conceptions focussing on different privacy 
situations. Furthermore, we demonstrated that a strong relationship exists 
between the privacy conception of an individual and his or her concern regarding 
privacy. Most studies investigating privacy have generally focussed on the avail-
ability of personal information online (e.g. Fox et al, 2000; Hoofnagle, et al., 2010; 
Madden & Smith, 2010; Zukowski & Brown, 2007), but we reported that this is 
not the most prominent privacy appreciation for young people. In Chapter 4, we 
showed that for adolescents, the effect privacy violations may have on relation-
ships is more prominent. For adults, the potential privacy risks of data mining 
become more relevant, while young adults appear to be in a transitory phase 
concerning their privacy conceptions, and consider both data mining and relation-
ships to be prominent privacy situations (see Chapters 4 and 5).

Not taking these differences between young and old into account when 
discussing privacy can lead to misinterpretations of online behaviour. For example, 
potential privacy violations through data mining processes that take place online 
are especially prominent for adults. As a result, they are more likely to associate 
sharing information online with a loss of privacy. For adolescents, instead, shar-
ing information online may be a way to create privacy.  By sharing information 
on SNSs with friends, adolescents are able to create privacy from their parents, 
whom constant supervision in the parental home is an important concern during 
adolescence (Chapter 4, boyd & Marwick, 2011). In other words, only from an 
adult’s perspective of privacy is our privacy at greater risk in present day society 
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since the appearance of the internet and social media. As a result, the difference 
in privacy conceptions that we demonstrated offer a potential explanation for 
why young people are often found to be less concerned compared to adults (Fox 
et al., 2000; “Online privacy worries increase with age”, 2009; Paine et al., 2007; 
Zukowski & Brown, 2007), without this lower concern suggesting that they 
consider privacy less important. This perspective would be entirely lost if the 
differences in privacy conceptions are ignored and the privacy debates only 
focusses on the privacy risks of data mining. 

Altman made a similar point in 1977, he showed that while the need for 
privacy is universal, cultures (or societies) differ in how they obtain that privacy. 
He argued that other cultures, which from a western perspective appear to have 
a complete lack of privacy needs, actually do have these needs but achieve them 
in different ways. For example, Javanese families have little physical privacy, but 
maintain privacy through social and emotional restraint, while Balinese families 
live physically secluded lives through high walls and fences but are open and 
warm in their interactions (Altman, 1977). He therefore warned for a ‘western’ 
interpretation of privacy when looking at different cultures. 

We warn against taking an ‘adult’ interpretation of privacy when considering 
the behaviour observed on SNSs. Adolescents, young adults, and adults each hold 
different privacy conceptions and other concerns become more prominent depend-
ing on their life phase. Similar to how Javanese families appear to have no desire 
for privacy from a ‘western’ perspective, an adult’s perspective hinders the under-
standing of adolescents’ need for privacy. When taking the differences between 
young and old into consideration it becomes easy to see that they put great effort 
to create the privacy most prominent to them (see for example, boyd & Marwick, 
2011, p. 14; Lampinen, Tamminen & Oulasvirta, 2009; Stutzman & Hartzog, 2009).

We have provided support for the fact that privacy conceptions not only 
differ among cultures, but also differ across age. When discussing privacy or 
online behaviour of young people or adults, we should be careful to do so from 
the appropriate perspective. For example, in 2013, Livingstone, Kirwil, Ponte, and 
Staksrud found that less than 1% of the children (9-16) in their sample brought 
up the risks of sharing personal information when asked to describe their concerns 
with the internet. Livingstone and colleagues argue that headlines on ‘stranger 
danger’ and privacy in the news are primarily adult concerns not shared by chil-
dren: instead most children reported to be concerned about exposure to undesired 
content (e.g., pornographic or violent content). Similarly, we have shown in 
Chapters 4 and 5 that within privacy, adolescents, young adults, and adults do 
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not consider the same concerns to be most prominent, and in Chapter 6 we 
provided further tentative support that adolescents hold different concerns from 
young adults and adults. Taking the divergences in privacy conceptions between 
young and old into account will improve our understanding of individuals’ privacy 
appreciation and why they share the information online that they do. 

Privacy protective behaviour

Ever since the introduction of SNSs almost a decade ago, societal awareness 
concerning the privacy risks of sharing information online has increased. In addi-
tion, technological deficiencies have been addressed since the social media’s 
infant years and the privacy settings provided by SNSs have become more user-
friendly and subsequently more often used (Peter & Valkenburg, 2011). These 
changes are also reflected in the use of privacy settings by individuals reported 
in studies. This is particularly the case for young adults. In early studies from 
when SNSs were new and still primarily aimed at students, young adults were 
generally found to make little use of privacy settings (e.g. Acquisti & Gross, 2006; 
Govani & Pashley, 2005). However, more recent studies provide a different picture. 
In 2010, Madden and Smith concluded that young adults (18- to 29-year-olds) 
more actively manage their online information on social media, including adjust-
ing their privacy settings, than do adults (30-year-old and older). Similarly, boyd 
and Hargittai (2010) showed that 18- to 19-year-olds made increasing use of 
privacy settings between 2008 and 2009. In addition, Dimock, Doherty, Tyson, 
and Gewurz recently showed that young adults were more concerned with data 
surveillance by governments than adults (2013).

Our results concerning the privacy protective behaviour of individuals appear 
in keeping with these latter results. We showed in Chapter 3 that more young 
adults reported using the privacy settings than adolescents and adults. In fact, 
86.3% of all respondents indicated to have, at the least, limited the access to their 
profile to contacts only. In Chapter 6, we found that young adults and adults, 
but even adolescents, attribute similar importance to privacy protection against 
the potential risks of identity theft and data mining. Finally, in Chapter 7, our 
findings showed that adolescents, young adults, and adults generally consider 
SNS profiles to be public rather than private places in terms of their normative 
expectations. We did not find evidence that adolescents might have an expecta-
tion that shared information on SNS should be considered private, as reported 
boyd & Marwick (2011). Adolescents and young adults considered more information 
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B The latter is partially a consequence of the inefficiency of current privacy notices (van  

	 Alsenoy, Kosta, & Dumortier, 2013; Calo, 2012).

appropriate for sharing on their profile compared to adults, and young adults 
even considered it more suitable for shared information to be distributed to non-
contacts. In sum, these findings suggest that our respondents do not rely on 
informational norms to keep their online information private. Instead, our respond-
ents reported to make use of the privacy settings and reported to consider privacy 
protection against the potential risks of identity theft and data mining important.

As such, our data concerning the privacy protective behaviour did not show 
clear links with developmental factors but rather appears to mirror the increased 
societal awareness of the public nature of SNSs and necessity for privacy protec-
tion. Despite the increased societal awareness concerning the status of online 
privacy, internet users generally still lack the tools or agency to protect their online 
information from data mining processes. While several alternatives are available 
to protect online information from known others (e.g., using multiple profiles; boyd 
& Marwick, 2011, p. 14; Lampinen et al., 2009; Stutzman & Hartzog, 2009), users 
still do not always have a real choice regarding whether or not they want to accept 
cookies when visiting a website, nor do they have a clear view on what is done with 
their information B, and even their choice of which SNS to use is not necessarily 
entirely free as it is dependent on where the individual’s existing social network 
is (see Chapter 6). In addition, we argued in Chapter 6 that most individuals appear 
to have a strategy that is focussed on avoiding the most obvious privacy violations 
rather than achieving perfect privacy protection. As a result, users are likely to 
expose themselves to privacy risks every time they share information online, even 
though our results in Chapter 6 suggest that both young and old consider the 
availability of tools to protect their online information to be important. 

It should not be forgotten that young users impose these vulnerabilities on 
themselves primarily because they want to obtain the social benefits these sites 
have to offer. For example, if they do not have an SNS profile, they will miss out 
on part of the social interaction between their friends (Raynes-Goldie, 2010). The 
internet is rapidly becoming an integral part of everyday life, with numerous 
activities like banking, shopping, and reading the news taking place on the internet. 
Yet, all information shared online makes individuals vulnerable to numerous privacy 
risks which can have serious long term consequences, for example, de-contex-
tualized information shared online and found years later by future employers (e.g., 
“Réseaux sociaux : comment réagissent les recruteurs face à un détail gênant sur 
un candidat?”, 2013), while young adults generally expect a division between work 
and personal life even on social media (Abril, Levin, & Del Riego, 2012).
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Ultimately, to obtain the benefits SNSs offer, individuals need to share infor-
mation, making themselves vulnerable for privacy violations (Lampe, Ellison, & 
Steinfield, 2007; Taddicken & Jers, 2011). Ironically, it is the same affordance of 
digital information that makes SNSs popular among youth that also creates the 
privacy vulnerabilities. Digital information, when compared with physical or 
verbal information, is automatically recorded and stored, searchable, easily copied, 
and therefore has the potential to be seen by many people (boyd, 2010). Because 
of these affordances, young people believe that they are more in control of their 
online presence, while in the long term they essentially lose control of their 
information and thus privacy (Peter & Valkenburg, 2011). Similarly, we found in 
Chapter 2 that the public posts on SNSs, which are generally associated with 
privacy risks, are also closely related with positive relationship development, an 
important developmental need during adolescence. This explains to some extent 
the popularity of SNSs among adolescents, despite the privacy risks associated 
with its public nature. 

This also demonstrates the double-sided nature of SNSs. On the one hand, 
they offer important social merits to their users, but on the other hand, they also 
expose users to numerous risks, several of which are related to privacy. This 
symbiotic relationship should be kept in mind when studying one or the other. 
It should be our challenge to find ways in which we can preserve (desirable) online 
behaviour while also preserving privacy. 

practical implications

The findings presented in this dissertation and their theoretical implications, 
as outlined in the previous section, have considerable practical implications 
regarding various efforts undertaken to regulate privacy. In this section, we 
discuss some of the implications of our findings in relation to legal, technological, 
and societal efforts to regulate privacy. We use the word regulation here in the 
broadest sense, meaning that we look at the ways in which we can influence or 
steer the behaviour of individuals. We look at how the law can be used to regulate 
the protection of privacy against online data processes, but we also assess the 
role technology can play in this regard. Finally, we briefly discuss how the online 
privacy protective behaviour of individuals could be influenced from within 
society, bottom-up. 
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Legal regulation

The more detailed legislative framework dealing with privacy issues, focusses 
on data protection. On a global scale, two approaches regarding the regulatory 
focus in legislative initiatives can be distinguished: rights-based regulation and 
harm-based regulation (Moerel, 2014). In the European Union, data protection is 
generally based on a principle of rights-based regulation. This form of regulation 
focusses on protecting personal data and privacy from a perspective of human 
rights and the freedom of individuals. That is, individuals are supposed to be free 
in their choices and thus when it comes to protecting their personal data: in 
control of their own data. Examples of provisions that illustrate this rights-based 
perspective are the requirement for companies to obtain informed consent for 
collected data and to provide transparency of the data processes through, for 
example, privacy notices. Both are aimed at allowing individuals to make informed 
decisions concerning their data (van Alsenoy, Kosta, & Dumortier, 2013; de Hert 
& Gutwirth, 2006; Koops, 2013). In contrast, in the United States data protection 
is based on a principle of harm-based regulation. This perspective focusses on 
protecting data by sanctioning transgressions of fair practices. That is, companies 
are essentially free to collect data, as long as they abide to certain limitations of 
what is acceptable. Market-mechanisms are generally relied to determine which 
processes are acceptable or not. Examples of harm-based regulation are an 
obligation for companies to notify the public when the data they collected has 
been breached (i.e., when credit card numbers of customers are hacked), and the 
establishment of fair information practices to which companies need to comply 
(Moerel, 2014).  

Both perspectives on data protection legislation and regulation have important 
up and downsides. Harm-based regulation is generally very effective when applied, 
but is often too specific and therefore only covers a limited section of all data 
processes that occur online. Right-based regulation, on the other hand, is more 
widely applicable, but results in a large number of obligations for companies and 
organisations that process personal data and, more importantly, too many 
responsibilities and decisions to be made by individuals (Moerel, 2014). An 
important critique against right-based regulation, therefore, is that it assumes 
that individuals make fully rational decisions based on their general interest when 
deciding about their online privacy. However, as already mentioned, individuals 
are limited in the time they have available to make such choices and usually lack 
sufficient knowledge and motivation to be able to make qualitatively good and 
rational decisions (Calo, 2012; Grimmelmann, 2009). As a result, the sheer number 
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of decisions individuals have to make, for example they have to agree to terms 
and conditions and decide whether or not to accept cookies on almost every 
websites, causes each individual decision to become less meaningful as indi-
viduals resort to simple acceptance. In Chapter 6, we also showed that rather 
than aiming for the optimal privacy protection, individuals appear to settle for 
what appears ‘good enough’. Most privacy violations however, do not always 
have directly apparent consequences making it difficult to determine when 
privacy protection is ‘good enough’.

Adolescents are especially at risk of making ‘irrational’ decisions from the 
perspective of data protection. We previously argued that adolescence should be 
considered as a vulnerable developmental life phase from a privacy perspective 
and that adolescents seem ill-equipped to handle the responsibility of managing 
their own personal information. We argued that they have strong developmental 
motives to make use of online services such as SNSs and share information online 
(see Chapter 3). Yet, the possible privacy threats in the forms of collection of their 
personal data do not feature prominently in adolescents’ privacy conception (see 
Chapter 4 and 5). In other words, they do not yet share the same concerns as young 
adults and adults. However, it is precisely these privacy concerns regarding their 
personal information which are relevant to making decisions regarding the 
acceptance of certain data processes in return for access to certain online services 
(e.g., SNSs) or other short term rewards (e.g., discounts).

The awareness that young people are in need of special privacy protection 
has recently become a more prominent issue on the agenda of international 
policymakers. For example, the latest proposal of the European Commission for 
the new General Data Protection Regulation (proposed GDPR) provides children 
with a special status (2012). Article 29 of the proposition specifically states that 
“children deserve specific protection of their personal data, as they may be less 
aware of risks, consequences, safeguards and their rights in relation to the 
processing of personal data” (proposed GDPR, 2012, p. 22). In practice, this generally 
results in access restriction or parental consent. For example, in the United States, 
the 1998 Children’s Online Privacy Protection Act (COPPA) states that the data 
of children younger than 13 years of age should not be collected unless consent 
has been given by parents. In practice, this can result in online platforms, for 
example Facebook, simply refusing access to children younger than 13 years of 
age because gaining this form of consent, as required by the Children’s Online 
Privacy Protection Rule (FTC, 2012), is difficult. 
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C In his discussion of privacy rights for minors, Walrave briefly mentions some of the  

	 advantages and disadvantages of online anonymity (2005, p.18). He argues that it  

	 will ultimately be about balancing the necessity of identification and the protection  

	 of privacy and lists several options to accomplish this.

One difficulty currently encountered by this form of regulation is the fact that 
there is no good way of checking an individual’s identity online. In other words, 
age-based restrictions online with the intention to protect children are ineffective 
simply because children or adolescents circumvent them by lying about their age, 
in which they may even be assisted by their parents (boyd, Hargittai, Schultz, & 
Palfrey, 2010; Fiveash, 2013). Whether or not the loss of anonymity and moving to 
improved forms of identification on the internet is desirable or not is a different 
discussion altogether which we will not address here C. Even if age-verification 
improves, these solutions would either restrict adolescents from learning how to 
cope with the internet and from the social merits the internet holds for them 
(boyd, 2013) or result in children and adolescents becoming more dependent on 
their parents for their online access, while it is often their parents they want to 
create privacy from in the first place (see Chapter 4; boyd & Marwick, 2011). 

Instead, we believe the solution may be found in moving towards a more 
harm-based approach to protecting young people’s online data. One way to 
approach this would be to designate certain online platforms which are often 
frequented by children or adolescents as privacy safe havens. In other words, 
regulation would then focus on limiting what data collectors are allowed to do 
and placing limits on data collection and processing specifically for online plat-
forms that are known to be visited by young people. This form of regulation 
should be applied to web platforms that target a young audience, such as game-
sites, sites based on children’s television shows, or fan-sites of popular musicians, 
as well as other sites that do not specifically target a young audience, but are 
known to be popular among the youth (e.g., Facebook). This approach would 
avoid the difficulty of having to identify individuals online in order to offer protec-
tion to young people. Instead, it would provide additional privacy protection at 
websites where young people are expected to hang-out. In addition, making use 
of this harm-based approach would move a great deal of the responsibility away 
from the individual users towards policymakers and regulators. This is where this 
responsibility should lie, according to Moerel (2014, p. 49). She makes this propo-
sition in her argument against the “meaningless consent” individuals need to give 
for cookies, but similarly it would offer additional protection to young users at 
websites they are known to visit. As a result, the burden of proof would shift 
from individual users having to show that they had taken the right steps to 
protect their data, towards the data processors of online platforms often frequented 
by young people who then would have to show that they had taken adequate 
steps to protect their users’ online data. 
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Currently, no reasonable expectation of privacy appears to exist online. The 
notion of a reasonable expectation of privacy originates from Katz v. United 
States in which it was stated that, “My understanding of the rule that has emerged 
from prior decisions is that there is a twofold requirement, first that a person 
have exhibited an actual (subjective) expectation of privacy and, second, that 
the expectation be one that society is prepared to recognize as ‘reasonable’” 
(1967). As such, a reasonable expectation of privacy is based on a personal expecta-
tion of privacy and a societal interpretation of this expectation to be reasonable. 
The information shared on the internet is recorded, stored, processed and widely 
accessible if no steps are undertaken to prevent this (boyd, 2008). As a result, 
the expectation of maintaining any privacy online is often considered unreasonable. 
However, that all our information and data can be processed on the internet 
does not necessarily mean that all our information and data should be processed. 
Having a camera follow us as soon as we leave the house would be seen as an 
intrusion of our privacy, yet this seems to be accepted on the internet. If we can 
have a reasonable expectation of privacy in public (Blok, 2002, p. 62), it should 
be possible to implement this to the internet as well.

One problem with the reasonable expectation doctrine is that it is often used 
as a descriptive standard (McGill & Kerr, 2012). In other words, if camera surveil-
lance would increase, the expectation of being able to move around in public 
without being recorded will become less reasonable. The pitfall lies in the fact 
that, as new technologies that invade privacy become more common (e.g. flying 
drones fitted with cameras), expectations of privacy will be considered less 
reasonable. Indeed, the notion of a reasonable expectation is currently considered 
to lead to less privacy protection and is even used to legitimize certain privacy-
invasive measures (Nouwt, de Vries, van der Burgt, 2005, p. 127; Nouwt, de Vries, 
& Loermans, 2005, p. 356). 

In other words, regulation from a harm-based perspective would require a 
normative discussion of what data processes should be deemed reasonable in 
our society. This discussion should be the responsibility of policymakers and 
regulators rather than being left to individuals to determine on each visit (see 
also, Moerel, 2014, p. 49). Young people should be able to have a reasonable 
expectation of privacy when visiting websites that are specifically intended for 
them. Policymakers and regulators will need to establish which data processes 
should be deemed acceptable and desirable on websites often frequented by 
young people and enforce these rules with the data processors. This would be 
similar to how certain sensitive information, such as financial holdings or medical 
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information, has acquired a special status of protection (Nissenbaum, 2004; p. 111), 
however, rather than protecting a specific group of information, we would be 
protecting a specific group of vulnerable individuals: children and adolescents.  

Technological regulation

Technological regulation can be used to facilitate the effect of legislation. 
Technological regulation of privacy occurs by designing new technologies in such 
a way as to have built-in privacy protection. This concept is known as privacy by 
design and is currently receiving increasing attention (e.g., Hoepman, 2012). 
Privacy by design is based on the assumption that new technologies are inherently 
neutral: they can be used to intrude on individuals’ privacy, but they can also be 
used to protect their privacy through privacy enhancing technologies (PETs; 
Cavoukian, 2009). The central idea is to implement PETs too enhance the overall 
design without weakening the system’s performance (Cavoukian, 2009). When 
correctly implemented, privacy-invasive features of a technology can be turned 
into privacy-protective ones.

As such, PETs can be designed in order to support existing legal regulations. 
For example, in keeping with legal right-based regulation, PETs could offer more 
control to individuals over their own personal information. Personal data vaults 
are a good example of a PET and have been in development the longest (Cavouk-
ian & Green, 2012). The basic idea of personal data vaults is that individuals can 
collect their own personal data in such a way that they are in control of this data 
and who has access to it. This would level the playing field for individuals, which 
is now dominated by organizations that often collect and process data without 
their knowledge. 

However, PETs could also be employed to make technology privacy friendlier 
regardless of the content of data protection laws. An important and relatively 
easy step to make towards better data protection could lie in changing the default 
settings. Generally there are two possibilities, either the default is set so that 
data processing occurs and users need to actively opt-out if they do not want 
this, or the default is set so that data processing is not allowed and users need 
to actively opt-in to acquire the associate services. 

The status of the default is important, as users are unlikely to change the 
default settings (boyd & Hargittai, 2010; Mackay, 1991). Just changing the default 
options to initially allow only the data processes that are necessary for a site to 
function could therefore have a strong effect on data protection (Moerel, 2014, 
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p. 49). Individuals would have their data protected initially, but also with the 
freedom to agree to more data processes in return for additional benefits. This 
change would also turn data processors’ practices from hiding the ‘off’ button, 
towards promoting the ‘on’ button for additional data processes. 

From this default, it is easy to imagine how extra protection could be offered 
to adolescents. Several ’on’ buttons for certain data processes could be disabled 
until the user come of age. Once again, the feasibility of this depends on whether 
or not becoming more identifiable online is in fact desirable, which is likely to 
some extent to depend on whether reliable and safe methods for, for example, 
age verification are developed. However, even without this possibility, the change 
in default to opt-in will offer better protection to to internet users of all ages 
compared to the default opt-out situation. In light of this, the recent change of 
Facebook to allow adolescents to post public posts appears ill-advised (“Teens 
now start with “friends” privacy for new accounts”, 2013). Previously 12- to 17-year-
olds were not allowed to post public messages on Facebook- ignoring the fact 
that a “friends of friends” post can become very public as well (Constine, 2013). 
This policy allowed adolescents to use Facebook to interact with friends and 
explore public life, while providing some protection for their privacy by default. 
Now, 12- to 17-year-olds will need to opt-out on public posts like everyone else. 
Instead, in keeping with what we proposed in the previous section, it might be 
better to disable certain data processes completely on websites. Depending on 
which data processes we deem undesirable to occur with the information of 
young people, PETs could be developed which make it impossible for these  
processes to occur on online platforms targeted at young people. 

Once again, we believe an important role seems to be reserved for the  
government in relation to the development of PETs. Whereas an industry exists 
for security technologies (e.g., surveillance cameras), there is no such industry 
for PETs. Governments could take a leading role in promoting this industry. In 
addition, governments could provide international standards for privacy to which 
technologies should comply. This would be no different from safety standards 
that have been formulated for all kind of products such as machinery or food. 
These privacy standards could describe the requirements that new information 
technologies have to comply with, or what the default status for ‘allowed’ data 
processes should be. At the same time, these standards would address one of 
the challenges identified by Spiekerman for PbD (2012): they will provide an agreed 
upon methodology for the systematic implementation of privacy into new 
technologies. If these standards are developed taking the differences in behaviour 
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and motivations between individuals from different life phases into account, 
this would be a huge step forward towards safeguarding individuals’ privacy 
online. 

Societal initiatives

In addition to legal and technological efforts to regulate and protect peoples’ 
online privacy, societal efforts take place to regulate our privacy behaviour, 
bottom-up. Educational programmes are important tools for accomplishing this. 
A report from the European Commission on Protecting Children in the Digital 
World (2011) states that programmes concerning media literacy and awareness-
raising have been included in the curricula of most European countries, and 
numerous privacy awareness programmes are in existence (e.g., see Cavoukian, 
2009, p. 333) such as the programme Teenangels (see teenangels.org). However, 
the actual implementation of these programmes remains fragmented and 
inconsistent. In addition, a recent Dutch report from the Royal Netherlands 
Academy of Arts and Sciences (2012) showed that education surrounding infor-
mational technology in the Netherlands is still based on content from 1995, and 
is in dire need of being brought up-to-date to the current technological status 
of society. In other words, although attention is being paid to educational  
programmes, there is plenty of room for improvement. 

Based on our findings, education aimed at explaining the tools available for 
privacy protection and how to use them may be more effective than education 
based on risk awareness or avoidance. The findings presented in this dissertation 
show that while adolescents appear to have strong motives for participating 
online and that they do not share the same concerns as young adults and adults, 
the privacy protective behaviour of individuals is not necessarily related to the 
developmental life phase of the individual. In other words, even though data 
collection by a government is not a prominent concern of adolescents, they did 
appear to be aware of the importance of having privacy protection against data 
collection (see Chapter 6). 

These findings mirror the increasing awareness in society of the importance 
of online privacy protection and suggest that the privacy protective behaviour 
of individuals is more open to influence than their online behaviour or privacy 
concerns. It may prove difficult to stop adolescents from sharing much personal 
information with many, not always well-known, online contacts and adolescents 
may never become as concerned as adults about what happens with their shared 
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D Currently, snapchat appears to become the latest fad among young people. Snapchat  

	 allows users to share photo’s which become deleted after a certain time decided by  

	 the sender (e.g., 5  seconds or an hour). It will be interesting to see whether this app >	

online information as these aspects may be integral to their developmental life 
phase. However, we may still be able to influence their use of privacy settings 
and other tools to protect their online privacy. Previous studies have shown that 
individuals generally have little knowledge concerning the actual protection of 
their data (e.g. Hoofnagle et al., 2010). Subsequently, the primary focus in edu-
cational programmes should not be on the online risks related to information 
sharing in the hope that people will modify their behaviour, but rather focus on 
the available tools and how they should be used. 

In addition, educational programmes should not only aim at online privacy 
risks and technological tools for privacy protection, but also at online etiquette 
(see also Mitchell, Wolak, & Finkelhor, 2008; p. 292, who make this point concerning 
blogging). Some privacy risks may never become as prominent to adolescents as 
they are to adults. Instead, adolescents will also need to know what is appropriate 
to share and under what circumstances, and what should and should not be done 
with other people’s information. In Chapter 7, we showed that adherence to such 
informational norms has a clear relationship with the actual sharing of SNSs. 

The increasing number of adults making use of SNSs (Hampton, Goulet, 
Rainie, & Purcell, 2011) suggests that adolescents, young adults, and adults will 
benefit from these programmes. Adolescence is a privacy vulnerable period as 
described previously, but adults also need to hear about the privacy risks and 
how they should manage their privacy. Furthermore, adults also need to learn 
how to deal with the access they have to the adolescent life that unfolds before 
them online. The news that SNSs become less popular among young people 
when more adults make use of these sites should therefore be unsurprising but 
worrisome (van Grove, 2013; “Ouders ‘verjagen’ kinderen van Facebook”, 2013). 
Adolescents will look for new places to go, which have not yet been discovered 
by their parents D. Parents need to understand that their children also desire 
private space online. 

recommendations for future studies

This dissertation contributes to the ongoing privacy debate in light of the 
rapid online developments. We have shown that a developmental perspective 
can offer a viable contribution to our understanding of privacy appreciation in 
everyday society. This dissertation does not offer conclusive evidence of the 
validity of a developmental perspective, rather we provide a comprehensive 
overview of individuals’, both young and old, behaviour on SNSs, privacy concerns, 
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< will develop into a new Facebook, or whether young people will abandon it when the  

	 next best thing is developed.

and privacy protective behaviour, and we have shown the connections with 
differences in the developmental life phase.

The developmental perspective presented here offers a strong alternative to 
the generational perspective as insinuated by the many generational labels given 
to young people (e.g., “digital natives” or “millenials”: Howe & Strauss, 2000; 
Nussbaum, 2007; Palfrey & Gasser, 2008; Prensky, 2001). Ultimately, however, it 
is likely that both generational and developmental factors affect online behaviour 
and that these factors could even interact. For example, Bontekoning describes 
that how individuals in a certain life phase address issues that are especially 
relevant in that life phase, is for some part dependent on the time in history that 
these individuals live and the related options and opportunities that are available 
(2007, p. 84-87). This is particularly relevant in light of the rapid developments 
of (informational) technologies in previous decades. The internet has given young 
people today access to possibilities that were unthinkable for the young people 
of previous generations. As a result, the technologies available today are bound 
to have an influence on young people as a generation. However, we should not 
forget, as we have shown in this dissertation, that their behaviour will ultimately 
also be partially dependent on their developmental life phase and the associated 
needs and desires. It is important to distinguish between generational character-
istics and developmental characteristics: the former can be expected to persist 
as individuals grows older, whereas the latter can be expected to change when 
individuals grows older. 

This dissertation provides a first step towards showing the feasibility of using 
a developmental perspective to help understand online behaviour and privacy 
concerns. The cross sectional research, presented here does not allow a reliable 
distinction between developmental and generational effects (Bolton et al., 2013). 
The next step should therefore be to conduct longitudinal analysis, in order to 
further investigate whether the observations we have made are developmental 
or generational characteristics. 

We recommend that researchers set up longitudinal designs to further explore 
online behaviour and privacy concerns. The goal of these studies can be twofold. 
First of all, longitudinal approaches can investigate whether certain characteris-
tics, such as the privacy conceptions, remain constant over time (i.e. supporting 
a generational explanation) or whether they develop as individuals grow older 
(i.e. supporting a developmental explanation). Secondly, they could attempt to 
identify major inflection points during development. For example, our results 
suggest that the online behaviour and conception is, at least for some part, 



• •202

Chapter 8 General discussion.

related to whether the individual still lives at the parental home or not. From this 
point on, it could be expected that privacy protection from the parents becomes 
a less prominent need. A longitudinal design could examine whether leaving the 
parental home, or going to college have an impact on the online behaviour or 
privacy concerns. Alternatively, different demographical characteristics such as 
social class or education, individualistic characteristics, such as neuroticism and 
extraversion (e.g., Hughes, Rowe, Batey, & Lee, 2012; Quercia, Lambiotte, Stillwell, 
Mosinski, & Cowcroft, 2012), or individual differences in knowledge of legal online 
privacy knowledge (Hoofnagle et al., 2010) can lead to different online behaviour 
and different concerns. Such characteristics can, therefore, help to understand 
the entire developmental process. 

The questionnaire used for this dissertation was designed to obtain a broad 
view of online behaviour on SNSs and related privacy concerns. Therefore, a 
number of variables like the felt concern for privacy were addressed through 
relatively simple scales with few items. This was necessary to avoid overwhelming 
respondents, given the large number of topics addressed in the questionnaire. 
We recommend conducting future studies that focus on a specific topic, using 
stronger in-depth scales to address the variables investigated and that build on 
the broad overview presented in this dissertation. 

For example, future researchers are invited to take a closer look at the relation-
ships between online behaviour and developmental goals shown in Chapter 3. 
The exact role of developmental goals became clearer at a later stadium of the 
project. As a result, our questionnaires did not include any measures that directly 
assessed developmental goals. A number of questionnaires are available which 
allow the assessment of developmental goals such as identity development, for 
example, the “Ego Identity Process Questionnaire” or the “Extended Objective 
Measure of Ego Identity Status II” (Balistreri, Busch-Rossnagel, & Geisinger, 1995; 
Schwartz, 2004). Future studies could include these measurements in their 
designs enabling direct analysis of the relationship between developmental goals 
and behaviour on SNSs or other social media. 

Similarly, the findings we present concerning the privacy conceptions require 
further attention. We have shown in both Chapters 4 and 5 that the privacy 
conception of an individual, that is, what privacy exactly entails for that person, 
affects his or her felt concern regarding privacy. We assessed privacy conceptions 
based on 4 aspects of privacy previously identified: personal space, relationships, 
autonomy, and personal information (Burgoon, 1982; Burgoon et al., 1989; Vedder, 
2011). Although the scales used have strong face validity, no further validation 
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of the scales was done. Researchers are invited to look at individuals’ privacy 
conceptions in more detail and possibly improve the scales for more effective 
assessment of these privacy conceptions. Longitudinal analysis could be used to 
verify the suggested causal relationship between privacy conceptions and the 
reported concern and other attitudes. In addition, since privacy conceptions are 
likely to differ between cultures (Altman, 1977), it would be interesting to see 
whether the findings presented here can be replicated in a non-Dutch sample. 

Finally, we recommend that in future studies, researchers pay more attention 
to the proper definition of age groups, specifically those investigating young 
adults. Most academic studies focus exclusively on students as the young adult 
age group (e.g. Acquisti & Gross, 2006), other studies focus on individuals older 
than 18 years of age, comparing young adults with adults (e.g. Hoofnagle et al., 
2010; Madden & Smith, 2010), while other studies that include adolescents often 
no longer distinguish between young adults and adults (e.g. Christofides, Muise, 
& Desmarais, 2012; Walrave et al., 2012). In discussions on young people, it is not 
always clear whether they concern children, adolescents, young adults, or all of 
them. Yet, our results show that young adulthood appears to be an important 
and interesting developmental phase with distinct behavioural patterns and 
concerns, and should therefore be distinguished more consistently from both 
adolescence and adulthood. 

Young adults have received far less attention than adolescents in develop-
mental theories, and are sometimes referred to as emerging adulthood (see Arnett, 
2000, 2006). The need to distinguish an additional developmental phase between 
adolescence and adulthood is relatively new and culturally specific (Arnett, 2000). 
During young adulthood, individuals gradually enter adult life and take leave of 
the parental home, find employment, marry, and become (financially) independent 
(Arnett, 2006; Caroll et al., 2009). Due to the many societal changes taking place 
during this life phase, young adulthood as a developmental phase is in its very 
nature heterogeneous, making it a difficult developmental phase to define (also 
see Arnett, 2006, p. 15).

More time and attention should be spent on trying to understand the develop-
mental life phase from adolescence to adulthood. Young adulthood should not 
be simply considered as a transitory phase from adolescence to adulthood. Instead, 
young adulthood should be considered to be an important and independent 
developmental phase during which many personal and societal changes occur. 
As such, better attention and better identification of young adulthood as a 
developmental life phase can advance the understanding of online behaviour, 
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and the maturation process from an adolescent’s privacy appreciation into an 
adult’s privacy appreciation.

concluding remark

When we started this dissertation in 2010, young people had a bad reputation 
concerning privacy, but while working on this dissertation, awareness appears 
to have grown that young people actually do care about privacy. While most 
headlines used to claim that young people did not care about privacy (and some 
headlines still do; e.g., Hyde, 2007; Malcolm, 2013; Nussbaum, 2007), currently an 
increasing number of news report instead pose the question, “do young people 
care about privacy?” (e.g., Henley, 2013; Stanley, 2013; “The generation that’s 
grown up posting their lives wants something unexpected: privacy”, 2013). This 
changed attitude in the media is in keeping with the increasing number of studies 
conducted in previous years that argue that young people do in fact care about 
their privacy. This notion is also supported by the findings presented in the 
chapters of this dissertation. Our findings show that yes, young people do care 
about their privacy; however, their sense of privacy is still developing. 

In this dissertation, we have provided strong support for the concept that a 
developmental perspective can significantly contribute to our understanding of 
individuals’ behaviour on SNSs, their privacy concerns, and their privacy protective 
behaviour. We are not the only ones who want to emphasize the fact that young 
people behave the way they do simply because they are young (e.g., boyd, 2014), 
but we are the first to present a comprehensive analysis of the online behaviour 
and related privacy concerns of adolescents, young adults, and adults from a 
developmental perspective. 

The most important conclusion drawn from the findings presented here is that 
both young people and old people value their privacy, but they do so differently. 
Claims that privacy is becoming less important based on observed online behaviour, 
like the one made by the CEO of Facebook (Johnson, 2010), can well turn into a 
self-fulfilling prophecy. Adolescents, young adults, and adults all have social 
motives for making use of SNSs or other online services. The fact that they make 
use of these services despite the availability of proper tools to protect their online 
information does not mean that privacy is not important to them. Instead, 
policymakers and regulators should pay considerable attention to maintaining 
privacy in society by providing users with the necessary means to protect their 
online data. 
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This moment in history is an important moment in time for the development 
of privacy regulation. Awareness concerning the need for additional privacy 
protection appears to be at its peak among both the public and policymakers, 
especially since the revelations made by Edward Snowden regarding the level of 
surveillance we are subjected to by certain bodies like the NSA. Effective regula-
tion of online privacy will require an exact understanding of the motives for 
information sharing and the concerns held by individuals. For example, policy-
makers and regulators will need to take into account that adolescents have 
different motivations for sharing information online and different privacy concerns 
than do adults. These differences suggest that adolescents in particular are 
vulnerable from a privacy perspective. During adolescence, individuals have 
strong social motives for sharing information online with friends and become 
vulnerable to ‘adult’ risks, such as data mining by the government, which are not 
yet prominent concerns during adolescence. 

The developmental perspective discussed in this dissertation can contribute 
to our understanding of online behaviour and privacy concerns and, subsequently, 
this knowledge can support the development of effective regulation. An important 
difficulty policymakers and regulators face is the fast pace at which new tech-
nologies develop. Indeed, the ways in which new technologies will change 
society or behaviour is not always predictable. However, taking a developmental 
perspective could provide insights into how new technologies are going to be 
used and how young and old will differ in their use. In other words, to be effective, 
regulation of data protection should not focus on regulating the technology as 
it can change. Instead, regulators should use the different motivations individuals 
have for sharing information online and which privacy concerns are most prom-
inent as a starting point for developing effective regulation. When the young 
people of today have grown up to become responsible adults, a new generation 
of adolescents are likely to make enthusiastic use of the then latest and trendiest 
information and communication technologies. It is likely that similar differences 
to those we have described will be seen between those adolescents and adults. 
Even though the technologies will have changed and with them the exact behav-
iour manifested by the different age groups, the underlying developmental needs 
and desires of individuals that use them will likely remain the same. 
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inleiding

Privacy is een actueel onderwerp in academische en sociale discussies. Dit is 
het gevolg van de groeiende rol die het internet speelt in het alledaagse leven. 
Nu online diensten steeds vaker gebruikt worden, is de privacy van onze infor-
matie kwetsbaarder geworden. Denk hierbij aan gerichte reclame, cookies die 
ons online gedrag registreren, data mining, en mogelijke identiteitsdiefstal 
(Andrews, 2012; Noda, 2009; Roosendaal, 2012; Roosendaal, 2013; Timmer, 2009). 
In dit proefschrift richten wij ons op het gedrag en de bijbehorende privacy 
vraagstukken van één specifieke online dienst die op het moment zeer populair 
is: sociale netwerk sites (SNSs). 

Sociale netwerk sites (SNSs), zoals Facebook en Hyves, hebben een belangrijke 
plaats  ingenomen in het leven van veel mensen. Neem bijvoorbeeld Facebook 
waar al meer dan één biljoen mensen gebruik van maken. Oorspronkelijk was 
Facebook alleen op studenten gericht, maar nu maken mensen van alle leeftijden 
er gebruik van (Hampton, Goulet, Rainie, & Purcell, 2011; Lenhart, Purcell, Smith, 
& Zickuhr, 2010). Wij hebben er daarom voor gekozen de huidige staat van privacy 
beleving te onderzoeken vanuit de context van SNSs. Wij zijn hierbij in het bij-
zonder geïnteresseerd in de verschillen in gedrag en zorgen over privacy tussen 
jong en oud. 

Van de jongeren van vandaag wordt vaak gezegd dat ze minder om hun 
privacy geven dan voorgaande generaties (e.g., Nussbaum, 2007). Er zijn inderdaad 
meerdere bevindingen gepubliceerd die suggereren dat jongeren minder om hun 
privacy zijn gaan geven. Daarnaast delen jongeren veel informatie met hun 
contacten op SNSs, zonder altijd de privacy opties te gebruiken om deze infor-
matie te beschermen (Acquisti & Gross, 2006; Debatin, Lovejoy, Horn, & Hughes, 
2009; Govani & Pashley, 2005). Ook in de media zijn veel nieuwsberichten te 
vinden over privacy gerelateerde incidenten en de heftige gevolgen die deze 
kunnen hebben voor de betrokken jongeren (e.g., Ferenstein, 2013; Levy, 2009; 
O’Dell, 2011). Verder wordt vaak gerapporteerd dat jongeren minder bezorgd zijn 
over hun privacy vergeleken met ouderen. Dit terwijl de privacy van jongeren 
extra kwetsbaar is door hun online gedrag (Fox et al., 2000; ”Online privacy wor-
ries increase with age”, 2009; Paine, Reips, Stieger, Joinson & Buchanan, 2007; 
Zukowski & Brown, 2007). Toch staan deze bevindingen in schril contrast met 
een groeiend veld van studies dat claimt dat jongeren wel degelijk hun privacy 
waarderen (boyd & Marwick, 2011; Livingstone, 2008; Raynes-Goldie, 2010).
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In dit proefschrift onderzoeken wij de verschillen tussen jong en oud in online 
gedrag en zorgen over privacy, om meer inzicht te krijgen in de privacy beleving 
van zowel jongeren als ouderen. Het idee dat jongeren minder om privacy zouden 
geven, lijkt veelal impliciet op een generatie argument te berusten. De gerap-
porteerde verschillen tussen jong en oud zouden verschillen tussen een jongere 
en een oudere generatie zijn. In plaats daarvan benaderen wij de verschillen 
tussen jong en oud benaderen vanuit een ontwikkelingsperspectief (Christofides, 
Muise, & Desmarais, 2012; Peter & Valkenburg, 2011; Subrahmanyam, Smahel, & 
Greenfield, 2006). Wij verwachten dat de verschillen tussen jong en oud, in hun 
gedrag en zorgen over privacy, ontstaan omdat ze in een andere ontwikkelings-
fase zitten en daarom andere sociale behoeften hebben. Dit proefschrift zal geen 
uitsluitsel geven tussen het generationele- en ontwikkelingsargument. In plaats 
daarvan is het doel om de plausibiliteit van het ontwikkelingsperspectief aan 
te tonen, om zo bij te dragen aan het privacy debat met nieuwe inzichten om 
toekomstige onderzoekers een handvat te bieden om dit perspectief verder te 
onderzoeken. 

Het is belangrijk dat we een onderscheid kunnen maken in verschillen tussen 
jong en oud van een generationele aard en van een ontwikkelingsaard. Tegen-
woordig wordt de focus al snel gericht op generatieverschillen door stempels als 
“digital natives” (digitaal aangeborene) of “millenials” (e.g., Howe & Strauss, 2000; 
Nussbaum, 2007; Palfrey & Gasser, 2008; Prensky, 2001). Dit soort stempels houdt 
geen rekening met de diversiteit die bestaat tussen jongeren onderling (Marwick, 
Diaz, & Palfrey, 2010) en de ontwikkelingskarakteristieken van deze leeftijdsgroep. 
Daarom willen wij juist de mogelijke relatie verkennen tussen ontwikkelings-
behoeften van individuen en hun gedrag op SNSs en mogelijke zorgen over 
privacy. Een belangrijke contributie in dit proefschrift is dat wij zowel adolescenten 
(12 tot 19 jaar oud), jong volwassenen (20 tot 30 jaar oud), en volwassenen (31 jaar 
oud en ouder) in onze analyse hebben opgenomen. Onze hoofd onderzoeksvraag 
luidt daarom als volgt: “In welke mate kan een ontwikkelingsperspectief bijdragen 
aan ons begrip van mensen hun gedrag op SNSs, hun zorgen over privacy, en hun 
gedrag om privacy te beschermen, met name in relatie tot de verschillen hierin 
tussen adolescenten, jong volwassenen, en volwassenen?” 

Vanuit een ontwikkelingsperspectief gaat men er van uit dat het geobserveerde 
gedrag op SNSs typerend is voor individuen van een bepaalde leeftijd en offline 
sociale ontwikkeling reflecteert (Christofides et al., 2012, p. 49; Subrahmanyam 
et al., 2006). Dit suggereert dat het gedrag dat adolescenten vandaag de dag op 
SNSs vertonen heel waarschijnlijk gelijkenissen heeft met hoe adolescenten zich 
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vroeger offline gedroegen (Herring, 2008, p. 77; Marwick et al., 2010, p. 4; Mesch 
& Talmud, 2010); het komt voort uit dezelfde sociale behoeftes, alleen is het gedrag 
nu online. Wij hebben ons hier voornamelijk gericht op de sociale behoeftes van 
relatie en identiteit ontwikkeling, omdat deze behoeftes het sterkst gerelateerd 
lijken te zijn aan het gedrag dat op SNSs plaats vindt (Boneva, Quinn, Kraut, 
Kiesler, & Shklovski, 2006; boyd, 2008; Ellison, Steinfield, & Lampe, 2007; Lampe, 
Ellison, & Steinfield, 2006; Madden & Smith, 2010; Marwick et al., 2010; Nadkarni, 
& Hofmann, 2012; Peter & Valkenburg, 2011; Regan & Steeves, 2010; Steijn & 
Schouten, 2013).

In dit proefschrift behandelen wij drie aspecten van de privacybeleving van 
individuen vanuit een ontwikkelingsperspectief: het gedrag op SNSs, de zorgen 
over privacy, en het gedrag om privacy te beschermen. In hoofdstuk 2 en 3 onder-
zoeken wij of het gedrag van een individu op SNSs gerelateerd is aan de karak-
teristieken behorende bij de levensfase van adolescentie, jong volwassenheid, 
en volwassenheid. In hoofdstuk 4 en 5 onderzoeken wij of het ontwikkelingsper-
spectief een alternatieve interpretatie kan bieden voor de lagere bezorgdheid 
over privacy van jongeren (Fox et al., 2000; “Online privacy worries increase with 
age”, 2009; Paine et al., 2007; Zukowski & Brown, 2007). Hiervoor introduceren 
wij privacy concepties: ‘het specifieke idee van wat privacy precies is.’ Wij 
verwachten dat de privacy conceptie van een individu voor een deel afhangt van 
de ontwikkelingsfase waarin hij of zij zit. In hoofdstuk 6 en 7 onderzoeken wij 
hoe individuen hun privacy online beschermen. Wij richten ons op de vormen 
van privacy bescherming die individuen van verschillende leeftijden belangrijk 
vinden en de rol van informationele normen in het beheer van privacy online. 

samenvatting van de bevindingen

Gedrag op SNSs

In Hoofdstuk 2 was het doel de connectie tussen het delen van informatie 
op SNSs en relatie ontwikkeling te onderzoeken. Het delen van informatie is een 
belangrijk aspect van relatie ontwikkelingen. Het delen van informatie op SNSs 
is voornamelijk met positieve relationele ontwikkelingen geassocieerd onder 
studenten (Hsu, Wang, & Tai, 2011; Ledbetter, et al., 2011; Park, Jin, & Annie Jin, 
2011; Sheldon, 2009). Ons onderzoek draagt bij aan deze eerdere bevindingen 
omdat wij respondenten van 12 tot 83 jaar oud onderzochten. De resultaten lieten 
zien dat respondenten over het algemeen vooral positieve relatie ontwikkelingen 
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rapporteerden als gevolg van het delen van informatie op SNSs. Deze ontwikke-
lingen werden vaker gerapporteerd voor relaties met zogenaamde ‘weak ties’ 
(i.e., kennissen) dan voor relaties met ‘strong ties’ (i.e. goede vrienden of familie). 
Het waren voornamelijk de publieke posts op SNSs die werden aangewezen als 
de oorzaak van deze (positieve) relatie ontwikkelingen. Alles bij elkaar genomen, 
suggereren deze resultaten dat het delen van persoonlijke informatie en gedachten 
via SNSs een duidelijk sociaal voordeel oplevert: positieve relatie ontwikkelingen. 

In Hoofdstuk 3 was het doel te onderzoeken in welke mate het gedrag op SNSs 
gekoppeld kan worden aan de behoeftes voor relatie en identiteit ontwikkeling 
van adolescenten, jong volwassenen, en volwassenen. Wij hebben het gedrag 
gemeten aan de hand van de gedeelde informatie, toegevoegde contacten, en 
het gebruik van de privacy opties. Op deze manier hebben wij een breed beeld 
kunnen vormen van het gedrag van individuen op SNSs en de verschillen hierin 
tussen jong en oud. De resultaten lieten zien dat adolescenten vaker berichten 
plaatsen op SNSs dan volwassenen, meer contacten hebben, en dat adolescenten 
vaker contacten toevoegen om ze te leren kennen. Deze bevindingen reflecteren 
de belangrijke rol die vriendschappen spelen tijdens adolescentie en de verhoogde 
behoefte in deze levens fase om nieuwe vriendschappen te vormen (Boneva et 
al., 2006; Brown, 1990). Jong volwassenen plaatsen even vaak nieuwe berichten, 
maar posten over meer onderwerpen vergeleken met adolescenten, en gebruiken 
SNSs het meest om te socializen. Deze bevindingen lijken de overgang van de 
behoefte om nieuwe relaties te willen vormen tijdens adolescentie, naar het 
willen ontwikkelen van intiemere relaties tijdens jong volwassenheid te reflecteren 
(Erikson, 1968). Volwassenen deelden het minst informatie op SNSs en hadden 
vaker vooral familie als contacten in plaats van vrienden. Dit is in lijn met het feit 
dat volwassenen minder tijd met vrienden doorbrengen (Blieszner & Roberto, 
2004, p. 172; Hartup & Stevens, 1999). 

Wij vonden minder bewijs voor een relatie tussen het gedrag op SNSs en de 
behoefte voor identiteit ontwikkeling. Wel vonden we dat jong volwassenen het 
meest gebruik maken van de privacy opties op SNSs. Dit zou gerelateerd kunnen 
zijn aan het feit dat jong volwassenen de grootste behoefte hebben om hun 
online en offline identiteit gescheiden te houden tijdens hun zoektocht naar 
werk: werkgevers zoeken steeds vaker naar het online profiel van sollicitanten 
(“Réseaux sociaux: comment réagissent les recruteurs face à un détail gênant 
sur un candidat?”, 2013). Op basis van de resultaten concludeerde wij dat een 
ontwikkelingsperspectief een plausibele verklaring biedt voor de verschillen in 
gedrag op SNSs tussen jong en oud. 
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Zorgen over privacy

In Hoofdstuk 4 was ons doel inzicht te krijgen in de verschillen in zorgen over 
privacy tussen adolescenten, jong volwassenen, en volwassenen. Dit deden wij 
door hun privacy concepties te verkennen die verwacht werden te verschillen 
tussen de verschillende ontwikkelingsfasen. Deze verschillen in privacy concepties 
zouden vervolgens gerelateerd kunnen zijn aan de geobserveerde verschillen in 
zorgen over privacy. Privacy concepties werden gemeten aan de hand van vier 
aspecten die vaak geassocieerd worden met privacy: persoonlijke informatie, 
relaties, persoonlijke ruimte, en autonomie (Burgoon, 1982; Vedder, 2011). De 
resultaten lieten zien dat adolescenten privacy minder vaak associeerde met 
situaties over persoonlijke informatie (e.g., de regering die data over mij verzamelt), 
maar dat volwassenen privacy minder vaak associeerde met situaties over relat-
ies (e.g. het alleen kunnen zijn met een partner of vriend).

Deze bevindingen suggereren dat sommige zorgen over privacy, die over de 
persoonlijke informatie online, pas tijdens jong volwassenheid prominenter 
worden. Jong volwassenheid kan worden gezien als een overgangsfase, van 
adolescentie naar volwassenheid, waarin individuen zelfvoorzienend en zelfstan-
diger worden (Arnett, 2006). Dit kan ook teruggevonden worden in hun privacy 
concepties: jong volwassenen associëren zowel situaties over relaties met privacy, 
net zoals adolescenten, als situaties over informatie met privacy, net zoals vol-
wassenen. Tijdens adolescentie leven jongeren nog een relatief beschut leven in 
het ouderlijk huis waarbij hun ouders nog veel zaken regelen. Daardoor moeten 
ze echter wel vaak nog hun privacy managen in relatie tot hun ouders om met 
hun vrienden te kunnen zijn (boyd & Marwick, 2011). Volwassenen hebben hierin 
meer vrijheid en zullen daarom minder snel situaties met betrekking tot relaties 
met privacy associëren. 

Situaties met betrekking tot persoonlijke informatie hadden de sterkste 
relatie met de gerapporteerde zorgen over privacy. Adolescenten maakten zich 
minder zorgen over privacy dan jong volwassenen en volwassenen, en jong 
volwassenen waren even bezorgd over privacy als volwassenen, in overeenstem-
ming met voorgaande studies (Hoofnagle, King, Li, & Turow, 2010; Madden & 
Smith, 2010; Tufekci, 2012). Op basis van deze resultaten concludeerden wij dat 
de verschillen in privacy concepties tussen jong en oud inderdaad met verschil-
len in ontwikkelingsfase te maken lijken te hebben. Verder concludeerden wij 
dat deze verschillen in privacy concepties ook de verschillen in zorgen over 
privacy kunnen helpen verklaren. 
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In Hoofdstuk 5 vergeleken we de onderliggende factoren voor de verschillen 
in zorgen over privacy tussen jong en oud en gebruikers en niet gebruikers van 
SNSs. Het doel was om een alternatieve verklaring te weerleggen voor de verschil-
len in privacy conceptie tussen jong en oud. Namelijk, dat dit verschil het gevolg 
is van het feit dat jongeren intensievere gebruikers van SNSs zijn. De resultaten 
lieten zien dat het verschil in zorgen over privacy tussen jong en oud inderdaad 
was  gerelateerd aan de verschillen in privacy conceptie, waar dit niet het geval 
was voor de verschillen tussen gebruikers en niet gebruikers. Deze waren in plaats 
daarvan gerelateerd aan een verschil in de verwachte risico’s en voordelen van 
het gebruik van SNSs. Deze resultaten suggereren dat de verschillen in privacy 
conceptie tussen jong en oud onafhankelijk zijn van het gebruik of niet gebruik 
van SNSs en geven daarmee verdere ondersteuning om deze verschillen vanuit 
een ontwikkelingsperspectief te benaderen. 

Gedrag om privacy te beschermen

In Hoofdstuk 6 was het doel uit te vinden hoeveel belang individuen hechten 
aan de bescherming tegen verschillende privacy risico’s. Er werd onderscheid 
gemaakt in drie soorten privacy risico’s: sociaal conflict (met bijvoorbeeld familie 
of vrienden), identiteitsdiefstal (door vreemden), en data verzameling (door bedrijven 
of de regering). Wij maakten gebruik van een choice-based conjoint analysis (Curry, 
1996; Orme, 1996) om het relatieve belang te kunnen bepalen. Adolescenten 
werden verwacht om meer belang te hechten aan privacy bescherming tegen 
sociaal conflict dan jong volwassenen en volwassenen. De resultaten lieten zien 
dat men er over het algemeen op uit is om de ergste privacy schendingen te 
voorkomen, in plaats van het krijgen van de beste privacy bescherming in het 
algemeen. Opvallend genoeg werden er geen verschillen gevonden in hoe jong 
en oud belang toekennen aan privacy bescherming voor de drie privacy risico’s. 
Alle respondenten kenden het meeste belang toe aan privacy bescherming tegen 
data verzameling en identiteitsdiefstal. Deze resultaten suggereren dat hoewel 
sommige privacy risico’s nog niet zo prominent zijn voor adolescenten, zij al wel 
het belang inzien van het zichzelf daartegen te kunnen beschermen. 

In Hoofdstuk 7 wilden wij de rol van informationele normen met betrekking 
tot het delen van informatie op SNSs verkennen. Informationele normen staan 
bekend om de belangrijke rol die ze spelen in het managen van privacy grenzen 
(Johnson, 1989; Moore, 1984; Nissenbaum, 2010; Stein & Shand, 1974), toch is er 
nog geen eerdere studie geweest die de rol van deze normen heeft onderzocht 
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in relatie tot SNSs. Hier vergeleken wij hoe adolescenten, jong volwassenen, en 
volwassenen over de norm van verspreiding en de norm van toepasselijkheid 
denken. Deze normen zijn overgenomen van Nissenbaum (2004): de norm van 
toepasselijkheid gaat over hoe toepasselijk het is om bepaalde informatie in een 
context te delen, en de norm van verspreiding gaat over of gedeelde informatie 
in een gesprek vervolgens met anderen mag worden gedeeld. De resultaten lieten 
zien dat de normatieve verwachtingen op SNSs lijken op die van een openbare plek: 
weinig informatie wordt als toepasselijk gezien om te delen en de informatie die 
gedeeld wordt mag verder verspreid worden. Volwassenen vinden het minder 
toepasselijk om informatie te delen op SNSs. Er werden maar kleine verschillen 
tussen jong en oud gevonden voor de norm van verspreiding. De resultaten lieten 
verder zien dat informationele normen een sterke relatie hebben met het daad-
werkelijk delen van informatie. Mensen delen echter wel meer informatie dan 
ze zelf toepasselijk vinden. Wij concludeerden dat hoewel informationele normen 
een belangrijke rol kunnen spelen voor onze privacy op SNSs, ze op het moment 
nog geen echte bescherming kunnen bieden vanwege de verschillende normatieve 
verwachtingen tussen jong en oud en het feit dat mensen meer delen dan ze 
zelf toepasselijk vinden. 

conclusie

De bevindingen in dit proefschrift laten zien dat een ontwikkelingsperspec-
tief kan bijdragen aan ons begrip van het gedrag van mensen op SNSs, hun 
zorgen over privacy, hun gedrag om privacy te beschermen en de verschillen 
hierin tussen adolescenten, jong volwassenen, en volwassenen. We zijn ons ervan 
bewust dat wij geen definitief bewijs hebben geleverd voor de relatie tussen 
ontwikkelingsfactoren en het online gedrag en de zorgen over privacy. Er zijn 
dan ook alternatieve verklaringen mogelijk voor onze bevindingen, maar het 
ontwikkelingsperspectief lijkt het enigste te zijn dat alle geobserveerde verschil-
len kan verklaren. De volgende stap zou nu moeten zijn extra bewijs aan te voeren 
voor het ontwikkelingsperspectief. Longitudinale studies zullen nodig zijn om 
definitief bewijs te leveren voor de relatie tussen ontwikkelingsfactoren en online 
gedrag en zorgen over privacy. De bevindingen hier leveren in ieder geval al sterke 
ondersteuning aan de plausibiliteit voor het benaderen van online gedrag en de 
zorgen over privacy van zowel jong als oud vanuit een ontwikkelingsperspectief.

Een implicatie van het ontwikkelingsperspectief, is dat de adolescenten van 
vandaag niet moeten worden gezien als een generatie voor wie privacy een 
andere betekenis heeft gekregen nu het internet een grote rol in ons leven is 
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gaan spelen, maar zij moeten worden benaderd als een ontwikkelingsgroep die 
extra kwetsbaar is vanuit een privacy perspectief. Het internet biedt mogelijkheden 
die juist voor adolescenten nauw aansluiten bij hun ontwikkelingsbehoeften, 
terwijl de (informationale) privacy risico’s, die geassocieerd worden met het delen 
van informatie online, nog niet heel prominent zijn voor adolescenten. Daarom 
moeten er vanuit een legaal, technologisch en maatschappelijk oogpunt stappen 
worden ondernomen om de privacy van (jonge) mensen te beschermen. Het is 
hierbij vooral belangrijk dat er rekening mee wordt gehouden dat jongeren anders 
over privacy denken dan ouderen en dat sommige risico’s die voor volwassenen 
als vanzelfsprekend worden gezien niet perse heel prominent zijn voor jongeren. 
De privacy bescherming voor jongeren zal dus anders moeten worden aangepakt 
dan die voor ouderen. De bevindingen hier hebben laten zien dat alleen het gedrag 
om privacy te beschermen niet gerelateerd is aan ontwikkelingsbehoeften, maar 
in plaats daarvan het groeiende maatschappelijke besef lijkt te reflecteren dat 
privacy bescherming noodzakelijk is. Voorlichting initiatieven moeten daarom 
niet alleen gericht zijn op het vermijden van het internet of het benadrukken 
van de risico’s, maar juist op de beschikbaarheid van middelen om privacy te 
beschermen en hoe deze te gebruiken. 

Het is belangrijk om nu stappen te ondernemen om de privacy van zowel jong 
als oud goed te kunnen waarborgen en hierbij uit te gaan van de verschillende 
motivaties die jong en oud hebben om informatie online te delen. Wij voorspellen 
dat soortgelijke verschillen zullen blijven bestaan tussen jong en oud. Wanneer 
de adolescenten van vandaag zijn opgegroeid tot verantwoordelijke volwassenen, 
zal een nieuwe generatie adolescenten zich aandienen die enthousiast gebruik 
zullen maken van de dan hipste en nieuwste informatie en communicatie tech-
nologieën. Al zal de technologie en daarmee het exacte gedrag dat daar plaats 
vindt veranderd zijn, de onderliggende ontwikkelingsbehoeften van degenen die 
er gebruik van maken zullen waarschijnlijk nog hetzelfde zijn. 
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