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Summary

The present report reviews the fundamental right to privacy and data protection
which shall be assured to individuals and the Directive 95/46/EC which
provides more detailed rules on how to establish protection in the case of
biometric data processing. The present framework does not seem apt to cope
with all issues and problems raised by biometric applications. The limited
recent case law of the European Court of Human Rights and the Court of
Justice sheds some light on some relevant issues, but does not answer all
questions. The report provides an analysis of the use of biometric data and the
applicable current legal framework in six countries. The research demonstrates
that in various countries, position is taken against the central storage of
biometric data because of the various additional risks such storage entails.
Furthermore, some countries stress the risks of the use of biometric
characteristics which leave traces (such as e.g., fingerprint, face, voice...). In
general, controllers of biometric applications receive limited clear guidance as
to how implement biometric applications. Because of conflicting approaches,
general recommendations are made in this report with regard to the regulation
of central storage of biometric data and various other aspects, including the
need for transparency of biometric systems.
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Executive Summary

Biometrics is a high tech identification technology that has grown in maturity over the last
years and that is increasingly used for authentication in public and private applications.

While the focus of debate about biometrics was in the past in many cases on technical aspects
of security and privacy, often in relation with the introduction of biometrics in the electronic
passport (epass), decisions on a regulatory framework for the use of biometrics in general are
hardly taken.

The present Fidis Deliverable D13.4 reviews the fundamental right to privacy and data
protection which shall be assured to individuals because these principles are laid down in
binding international conventions and national constitutions. The application of these
fundamental rights upon new technologies, such as the processing of unique human
characteristics for the verification or identification of individuals, however, is not self-
explanatory. The Directive 95/46/EC provides more detailed rules on how to establish
protection in case of personal data processing but seems not apt to cope with all issues and
problems raised by biometric applications. The limited recent case law of the European Court
of Human Rights and the Court of Justice sheds some light on some relevant issues, but does
not answer all questions.

The report further analyses the use of biometrics and the applicable current legal framework
for the processing of biometric data in various countries. Six country reports confirm that
biometrics are not only introduced and deployed in government controlled wide scale
deployments but are gradually entering our day to day lives, mainly for access control type of
applications. In many countries, the national DPAs have issued (sometimes also technical
(e.g., Switzerland)) guidelines and advice for the use of biometrics. The report demonstrates
that in various countries, position is taken against the storage of biometric data in (central)
databases because of the various additional risks such storage entails (e.g., unintended use for
law enforcement purposes, other use without knowledge and function creep, ....). There is in
that case a clear preference for local storage of the biometric data, for example, on a card or
token. Only in exceptional cases, the position against central storage is confirmed in some
specific national legislation, e.g., on the use of biometric identifiers in passports (e.g.,
Germany). However, the DPAs do not exclude all storage in central databases, and sometimes
provide criteria (e.g., France, Belgium, ...) which shall be applied in order to evaluate
whether central storage could be acceptable. Furthermore, some countries stress the risks of
the use of biometric characteristics which leave traces (such as e.g., fingerprint, face, voice,
...). In other countries, such as in the Netherlands and the United Kingdom, there is a
preference for storage in a central database for government controlled 1D applications.

In general, controllers of biometric applications receive limited clear guidance as to how
implement biometric  applications. Because of conflicting approaches, general
recommendations are made in this report with regard to the regulation of central storage of
biometric data. Such legislation shall also address various other aspects, including the need
for transparency of biometric systems and shall address the errors and technical failures of
biometric systems.

This report aims at feeding the discussion about the regulation of the wider use of biometric
data and the enactment of appropriate remedies for individuals subject to biometric
technologies. The research, which contains a limited number of country reports, may need to
be completed with additional research in other countries and further recommendations.

Final , Version: 1.1 Page 9
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1 Introduction

Biometrics is a high tech identification technology that has grown in maturity over the last
years and that is increasingly used for authentication in public and private applications.

The research on biometrics in general has been concentrated on the improvement of the
technology and of the processes to measure the physical or behavioural characteristics of
individuals for automated recognition or identification. Biometric technology has also been
the subject of research of the NoE Fidis at regular intervals as an important factor of the
future of identity. Previous Fidis work has analysed the state-of-the-art techniques, the
technical strengths and weaknesses as well as privacy aspects as set out in the Fidis
deliverables 3.2, 3.6 and 3.10. In these deliverables, various approaches of the use of
biometrics were analysed from a multi-disciplinary perspective. The biometric methodologies
and specific technologies have been analysed and described* and the deployment of
biometrics in various contexts, such as in a PKI structure® or in Machine Readable Travel
Documents® researched and presented. In these deliverables, various security and privacy
aspects of biometrics were discussed as well.

In Fidis Deliverable D3.2, attention was given to the recommendations for the processing of
biometric data of the Article 29 Data Protection Working Party contained in their working
document on biometrics of 2003.” In Fidis Deliverable D3.6, an overview of the current
European initiatives regarding the large scale deployment of biometrics, such as in Eurodac
(the EU central fingerprint database in connection with asylum seekers), the Visa Information
System (VIS - the EU central database set up to create a common visa policy) and the
European Passport (requiring fingerprints and facial images as biometrical identifiers) was
provided. The legal basis for these systems was analysed and critically discussed, as well as
the compliance with the data protection Directive 95/46/EC and fundamental human rights.®

In Fidis Deliverable 3.10, the technical details of a biometric authentication process were
described and illustrated in detail.? It was also convincingly argued and demonstrated that
biometric data become an increasingly used key for interoperability of databases, without an
appropriate regulation. To facilitate the discussion on biometrics, it was further proposed to
make a classification of applications models which use biometrics, depending on differences
in control, purposes, and functionalities. The application types that were introduced are the
Type | — government controlled ID applications, the Type Il — security and access control
applications, the Type Ill — public/private partnership applications, the Type IV Convenience
and personalisation applications and the Type V - Tracking and tracing (surveillance)

* M. Gasson, M. Meints, et al., (eds.), D.3.2. A study on PKI and biometrics, FIDIS, July 2005, (‘Fidis
Deliverable D3.2”), p. 62 et seq.

® Ibid., p. 120 et seq.

® M. Meints and M. Hansen (eds.), D.3.6. Study on ID Documents, FIDIS, December 2006, 160 p. (‘Fidis
Deliverable D3.6").

" Article 29 Data Protection Working Party, Working document on biometrics, WP 80, 1 August 2003, 12 p.
(“WP 29 Working Document on Biometrics’). The Article 29 Data Protection Working Party was set up under
Article 29 of the Directive 95/46/EC as an independent European advisory body on data protection and privacy
and consists of representatives of the national Data Protection Authorities of the EU.

& M. Meints and M. Hansen (eds.), o.c., p. 40 et seq.

® E. Kindt and L. Miiller (eds.), D.3.10. Biometrics in identity management, FIDIS, December 2007, 130 p.
(‘Fidis Deliverable D3.10%).
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applications.’® The distinction of the use of biometrics for verification and identification
purposes was stressed and the research also showed that various technical aspects of
biometric systems are not taken into account in the legal treatment of biometrics. This results
in a considerable ‘margin of appreciation’ of the national Data Protection Authorities
(hereafter ‘DPAS’) in their opinions on biometric systems, whereby the proportionality
principles plays an important role.**

The present Fids Deliverable D13.4 contains various country reports from a legal point of
view which illustrate that biometrics are not only deployed in wide scale deployments but are
gradually entering our day to day lives. The use of biometric applications, however, is often
debated and criticized. Biometric data are in most cases personal data to which article 8 of the
European Convention for the Protection of Human Rights and Fundamental Freedoms and the
data protection legislation apply, but this legislation does not mention biometric data
explicitly. As a result, the legislation does not provide an adequate answer to many questions
in most cases. This deliverable aims at analyzing the gaps in the present legal framework
which shall tackle the issues of the increasing use of biometric data in various identity
management systems.* This deliverable will hereby make further use where possible of the
classification proposed in Fidis Deliverable D 3.10 and mentioned above in order to facilitate
the discussion.

Six country reports discuss the spreading of biometric applications and the applicable
legislation. The reports - by tackling similar key aspects of biometrics - illustrate how the
gaps in the general legal framework are handled and may provide useful suggestions for an
appropriate legal framework for biometric data processing. The country reports have been
prepared on the basis of legal research. However, in order to describe the domains in which
biometrics are used and debated, additional sources have been taken into account, including
reports with a broader focus than only legal aspects and press releases. The use of biometric
data also raises ethical questions, but these will not be discussed in this report.* The present
deliverable will conclude with some specific recommendations to policy makers and the
legislator.

The content of the research for this deliverable is updated until the end of March 20009.

The views expressed in this report represent the opinion of the authors only and do not bind
their organisation, other Fidis members or the EU institutions.

19 Ibid., p.60 et seq.

Y Ibid., p. 37 et seq.

12 Only for specific large-scale biometric databases in the European Union, such as Eurodac, VIS, SIS Il and the
epass, regulations containing specific but incomplete requirements for biometrics were enacted.

¥ About the ethical questions, we refer to the Biometric Identification Technology Ethics project (BITE), an EU
project N°. SAS6-006093. Information is available at www.biteproject.org. About ethical aspects, see also the
Commission de I’Ethique de la Science et de la Technologie, L’utilisation des données biométriques a des fins
de sécurité : questionnement sur les enjeux éthiques, Québec (Canada), 2005, 42 p. and the National
Consultative Ethics Committee for Health and Life Sciences, Opinion N° 98. Biometrics, identifying data and
human rights, France, April 2007, 22 p.
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2 The privacy legal framework for biometrics in the
European Union

2.1 Introduction

At the end of the 1970s, some realized that a new ‘information age’ was commencing in
which the processing of information would play a major role. Because some of this
information related to individuals, the Organisation for Economic Cooperation and
Development (‘OECD’) issued upon initiative of the United States the 1980 Guidelines on the
Protection of Privacy and Transborder Flows of Personal Data. These OECD Guidelines in
fact stressed the need to ensure the free flow of data. This free flow was threatened by the at
that time increasing — by some perceived as redundant and annoying™ — concern for privacy.
Soon thereafter, however, the Council of Europe issued Convention No. 108 for the
Protection of Individuals with regard to Automatic Processing of Personal Data.® The
Convention was opened for signature in January 1981 in Strasbourg and was — contrary to the
OECD Guidelines - really concerned about privacy: it attempted to reconcile the right to
privacy with the transfer of personal data. The Convention was the first legally binding
international instrument in the data protection field. It imposed upon the Member States of the
Council of Europe an obligation to issue legislation which would enforce various declared
principles, such as there were the data minimization and the purpose specification principle.
The Convention further intended to harmonize the at that time existing but fragmented
legislation relating to data protection.*®

About fifteen years later, the 1980 Guidelines and the Convention No. 108 were further
completed with the Directive 95/46/EC (the ‘Data Protection Directive’ or ‘Directive
95/46/EC’) and, some years thereafter, with the Directive 2002/58/EC (the ‘ePrivacy
Directive’).

In the meantime, more than a decade has lapsed since the adoption of Directive 95/46/EC and
privacy has become an increasingly important concern. In this period, telecommunication
networks and the Internet have introduced a new ‘communication age’: online electronic
communications and the collection and use of (personal) data will never be what they were
before. New legal rules have been introduced, for example for e-commerce, such as relating to
the liability of information service providers and for making online contracts legally valid and
binding. But the privacy legislation — apart for electronic communications — has barely been
changed or completed. At the same time, the technology is further developing, including
technologies for the authentication of persons.

4 See e.g., H. Lowry, ‘Transhorder Data Flow: Public and Private International Law Aspects’, Houston Journal
of International Law, 1984, (159-174), p. 166 : ‘As the reader can see, very little of this information is about
individuals. Most transborder data flows are by organizations and about their operations. Privacy plays a very
minor part of the import and export of this type of information. Certainly some data, such as payroll or personnel
files, should be protected. But often privacy is just a convenient club with which to beat to death the freedom to
exchange information’ (stress added).

5 Council of Europe, ETS No. 108, Convention for the Protection of Individuals with regard to Automatic
Processing of Personal Data, 28 January 1981, available at http://conventions.coe.int/Treaty
/EN/Treaties/HTML/108.htm

16 See P. Miller, “Teleinformatics, Transborder Data Flows and the Emerging Struggle for Information : An
Introduction to the Arrival of the New Information Age’, Columbia Journal of Law and Social Problems, 1986,
(89-14), p. 120.
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Biometrics is an authentication technology which is very promising. Biometric systems are
implemented for various purposes by various actors, whether private or public. However,
many agree that privacy risks are one of the important factors which reduce the willingness to
fully engage biometric methods. Another aspect is that the current privacy legal framework
does not provide clear answers to many issues relating to the processing of biometric data.
The legislation is not adapted to cope with biometric authentication methods. The general
principle of the right to privacy as laid down in Article 8 of the European Convention for the
Protection of Human Rights and Fundamental Freedoms of 1950 (‘Article 8 ECHR”), Article
7 and Article 8 of the EU Charter of 2000 and the general Data Protection Directive 95/46/EC
need to solve the various (privacy) issues of biometrics, but do not provide legal certainty
because many questions remain unsolved. It seems therefore that this new wave of the
‘communication age’ challenges the existing legal framework again.

In this first chapter, the application of the present privacy and data processing provisions
which are relevant for biometrics and the difficulties of the application of these provisions
will be demonstrated and discussed.

At the same time, biometric data is already increasingly used in specific, often large scale
public sector systems, such as in the European epassport, but also in Eurodac, VIS and SIS II.
As set out in Fidis Deliverable D3.6, specific regulations were made for these large-scale
systems. To the extent relevant, some of these systems will herein be briefly touched, but the
legal aspects of the processing of biometric data in these large-scale biometric systems will
not be discussed in depth. This deliverable D.13.4 aims principally at discussing the legal
aspects of the processing of biometric data in general, in particular in ‘civil’ applications
(hereby excluding applications used for public or national security or for law enforcement
purposes). The Directive 95/46/EC is moreover not applicable in these cases.

The Article 29 Data Protection Working Party and the European Data Protection Supervisor
(hereafter the ‘EDPS’) have over the last five years issued numerous opinions and
recommendations with regard to the use of biometric data."” These opinions provide valuable
guidelines since the existing legal framework is too general compared to the need for
clarification imposed by the processing of biometric data. Some of these significant opinions
of the Article 29 Data Protection Working Party and the EDPS are therefore in this
deliverable recapitulated (see section 2.5).

The Consultative Committee of the Convention No. 108 of the Council of Europe has also
issued in 2005 a so-called ‘progress report’ on the application of the data protection principles
on the processing of biometric data.'® This deliverable will refer to this report, but as it is
intended to revise or complement the progress report, it will not be discussed in depth herein.

7 These opinions were necessary mainly because some political developments have resulted in a consensus to
introduce biometrics in various applications on EU level, in particular the introduction in passports and travel
documents, in the related Visa Information System (VIS), and in the second generation Schengen Information
System (SIS 1) (see above).

8 Consultative Committee of the Convention for the Protection of Individuals with regards to
Automatic Processing of Personal Data [CETS No. 108] (T-PD), Progress report on the application of the
principles of convention 108 to the collection and processing of biometric data, Strasbourg, Council of Europe,
CM(2005)43, March 2005  (‘Progress  report, Council of  Europe’), available  at
https://wcd.coe.int/ViewDoc.jsp?Ref=CM(2005)43&L anguage=lanEnglish&Site=COE&BackColorInternet=DB
DCF2&BackColorIntranet=FDC864&BackColorL ogged=
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2.2 Fundamental rights in the European Union: Right to respect for
privacy and the right to data protection

The right to respect for privacy (Article 8 of the European Convention for the Protection of
Human Rights and Fundamental Freedoms and Article 7 of the EU Charter) and the right to
data protection (Article 8 of the EU Charter) are fundamental rights in the Member States of
the European Union.*

While the right to respect for privacy is already recognized for a long time as a human right,
the explicit recognition of the right to data protection as a fundamental right is far more
recent. The fundamental right to data protection was listed in the Charter of Fundamental
Rights of the European Union (Charter) which was proclaimed and published in 2000.

2.2.1 Article 8 of the European Convention on Human Rights
The concept of private life and the recording and storage of information relating to identity

The right to respect for one’s private (and family) life is one of the human rights and
fundamental freedoms that was listed in 1950 in the European Convention for the Protection
of Human Rights and Fundamental Freedoms concluded in the framework of the Council of
Europe (hereinafter the ‘Convention’).?> The notion of one’s private life is ‘a broad term not
susceptible to exhaustive definition” and the European Court of Human Rights in Strasbourg
(hereinafter the *Court’) has continuously interpreted the concept of “private life’. As a result,
private life does not merely cover the physical and psychological integrity of a person, but
also embraces multiple aspects of a person’s identity.

In recent case law, the Court has repeatedly stated that the concept of private life extends to
aspects of a person’s physical an