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A b s t r a c t  

T h i s  p a p e r  d e a l s  w i t h  t h e  communication 
p r o t o c o l  i n t e n d e d  t o  c o n t r o l  up t o  1016 d e v i -  
ces of  a new s u p e r v i s o r y  sys tem.  I t  h a s  been 
conce ived  i n  two complementary p h a s e s .  The 
f i r s t  one  (Cycle-A) i s  i n t e n d e d  t o  inform t h e  
C e n t r a l  S t a t i o n  o f  a n y  e v e n t  d e t e c t e d  by t h e  
i n s t a l l e d  d e v i c e s  i n  less t h a n  t w o  seconds .  
The second one a l lows  t o  set up a l i n k  between 
t h e  C e n t r a l  S t a t i o n  and a s e l e c t e d  Local S t a -  
t i o n  i n  o r d e r  t o  r e q u e s t  more i n f o r m a t i o n  or  
t o  act  on i t s  d e v i c e s  f o r  command or  programm- 
i n g  p u r p o s e s .  The d i a l o g  between t h e  C e n t r a l  
S t a t i o n  and t h e  Local S t a t i o n  t a k e s  p l a c e  on a 
two w i r e  communication c h a n n e l ,  a l s o  used t o  
s u p p l y  d e  c u r r e n t  from t h e  C e n t r a l  t o  a l l  Lo-  
ca l  S t a t i o n s .  

I n t r o d u c t i o n  

P r e s e n t  d a y s  s u p e r v i s o r y  and c o n t r o l  s y s -  
t e m s  make u s e  o f  m i c r o p r o c e s s o r  o r  microcompu- 
t e r  t e c h n o l o g i e s  i n  o r d e r  t o  f u l - f i l l  g e n e r a l  
o r  more s i t e  dependent  r e q u i r e m e n t s .  Both k i n d  
o f  them must b e  t a k e n  i n t o  a c c o u n t  i n  o r d e r  t o  
c o n c e i v e  t h e  f i n a l - p r o d u c t .  T h i s  h a s  been t h e  
approach  used by t h e  a u t h o r s  t o  c o n c e i v e  t h e  
sys tem a r c h i t e c t u r e  and t h e  communication p r o -  
t o c o l  o u t l i n e d  i n  t h i s  p a p e r .  L e t  u s  t o  make a 
few comments on t w o  o f  s u c h  r e q u i r e m e n t s ,  s a y  
t h e  sys tem cost and f l e x i b i l i t y ,  i n  o r d e r  t o  
show t h e  impor tance  o f  t h i s  p o i n t  o f  view. 

The sys tem cost i s  s t r o n g l y  dependent  on 
t h e  p r i c e  p e r  u n i t  l e n g t h  o f  t h e  c a b l e  used i n  
t h e  i n s t a l a t i o n .  T h i s  i s  b e c a u s e  t h e  sys tem i s  
c o n s t i t u t e d  by s e v e r a l  d e v i c e s  s p r e a d  o u t  i n  
areas of  s e v e r a l  t h o u s a n d s  of  s q u a r e  meters. 
The way t o  r e d u c e  t h i s  cost i s  t o  u s e  a t w o  WL 
re  c a b l e  o f  l i t t l e  d i a m e t e r  w i t h o u t  s c r e e n .  I n  
o r d e r  t o  u s e  a two w i r e  c a b l e ,  i t  w i l l  b e  n e c e  
s s a r y  t o  c a r r y  b o t h  t h e  i n f o r m a t i o n  s i g n a l s  
and t h e  d c  power s u p p l y  on t h e  same p h y s i c a l  
medium. R e g a r d l e s s  m e c h a n i c a l  s t r e n g t h ,  t h e  w i  
re d i a m e t e r  w i l l  be  l o w e r  bounded by  t h e  p r o -  
d u c t  of  t h e  maximum number of  d e v i c e s  p r e s e n t  
and t h e  maximum power consumed by  e a c h  one.  Mg 
r e o v e r ,  i f  i t  i s  n e c e s s a r y  t o  a v o i d  t h e  screen, 
s p e c i a l  a t t e n t i o n  w i l l  b e  p a i d  t o  p r o t e c t  t h e  
communication sys tem a g a i n s t  e l e c t r o m a g n e t i c  
i n t e r f e r e n c e .  

The sys tem f l e x i b i l i t y  must b e  u n d e r s t o o d  
as i t s  a b i l i t y  t o  be accomodated t o  d i f f e r e n t  
u s e r  needs  and t o  a l l o w  t h e  e v o l u t i o n  t o  su-  
p p o r t  new d e v i c e s  a n d / o r  a p p l i c a t i o n s .  There-  
f o r e ,  i t  must b e  p o s s i b l e  t o  i n s t a l  t h e  sys tem 
w i t h  a number of d e v i c e s  ( d e t e c t i o n  and com- 
mand p o i n t s )  r a n g i n g  from a few t e n s  t o  s a y  a 
thousand,  w i t h o u t  cost p e n a l t i e s .  The d e t e c -  
t i o n  p o i n t s  c a n  b e  used i n  f i r e  o r  i n t r u s i o n  
envi ronments .  The d e t e c t i o n  d e v i c e s  can  b e  
simply o f  two s ta tes  ( o n - o f f )  o r  more complex 
l i k e  t h e  a n a l o g  ones .  

On t h e  o t h e r  hand,  t h e  s y s t e m  w i l l  b e  f l g  

x i b l e  and low cost  i f  i t s  hardware  and s o f t w a -  
re components are d e s i g n e d  i n  a modular  way. 
Then i t  w i l l  b e  p o s s i b l e  t o  t a i l o r  i t  t o  t h e  
u s e r  needs  or  t o  modi fy ,  a d d ,  o r  replace modu- 
les w i t h o u t  a f e c t i n g  t h e  o t h e r  subsys tems.  

The f o l l o w i n g  p a r a g r a p h s  are d e v o t e d  t o  
d e s c r i b e  a sys tem c o n c e i v e d  under  t h e  above 
mentioned c r i t e r i a .  F i r s t  o f  a l l  we  g i v e  an  
overv iew on i t s  a r c h i t e c t u r e  t o  e s p l a i n  t h e n  
t h e  communication p r o t o c o l ,  a key i t e m  t o  
g r a n t  i t  t h e  r e q u i r e d  p r o p e r t i e s .  

The sys tem a r c h i t e c t u r e  

The sys tem i s  c o n s t i t u t e d  by a C e n t r a l  S t a  
t i o n  (CS) and s e v e r a l  L o c a l  S t a t i o n s  ( L S )  
s p r e a d  o u t  i n  t h e  area t o  b e  covered  by  t h e  SS 
c u r i t y  s e r v i c e .  The ne twork  t o p o l o g y  c a n  b e  
e i t h e r  a t ree  or  a r i n g .  I n  b o t h  cases t h e  LS 
are  c o n e c t e d  d i r e c t l y  t o  t h e  CS, t h e r e f o r e  t h e  
communication c h a n n e l  i s  a b i d i r e c t i o n a l  b u s .  
F i g u r e  1 show b o t h  s t r u c t u r e s  

F i g u r e  1.- D i f f e r e n t  ne twork  t o p o l o g i e s .  ( a )  
tree: ( b )  r i n g .  CS: C e n t r a l  S t a t i o n  
(LS: L o c a l  S t a t i o n .  

The communication c h a n n e l  i s  a t w o  w i r e  
t r a n s m i s s i o n  l i n e  i n t e n d e d  t o  c a r r y  o r d e r s  and 
answers  t o / f r o m  t h e  LS and t h e  d c  power s u p p l y .  
The sys tem c a n  b e  eqquiped  w i t h  up t o  127 LS .  
Each LS c a n  b e  i n t e n d e d  t o  c o n t r o l  up t o  8 de-  
t e c t i o n  p o i n t s  o r  8 command p o i n t s .  D e t e c t i o n  
and command f u n c t i o n s  c a n  b e  s u p p o r t e d  i n  t h e  
same LS. T h e r e f o r e ,  combining t h e  e x i s t i n g  p g  
s s i b i l i t i e s  c o n c e r n i n g  t h e  t y p e  of f u n c t i o n  
and t h e  t y p e  o f  d e v i c e s  i n s t a l l e d  i n  e a c h  LS, 
i t  i s  p o s s i b l e  t o  c o n f i g u r e  up t o  8 d i f f e r e n t  
t y p e s  o f  LS. Notice t h a t  t h e  maximum number o f  
d e v i c e s  i s  1016 .  
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n I SUPPLY I 
L I  L - I  

F i g u r e  2 . -  F u n c t i o n a l  b l o c k  d i a g r a m  of  t h e  C e n  
t r a l  S t a t i o n .  

The CS i s  b u i l t  a round a C e n t r a l  Process- 
i n g  U n i t  (CPU), a c c e s s e d  by s e v e r a l  p e r i p h e r a l  
d e v i c e s .  F i g u r e  2 shows t h e  b l o c k  d iagram of  
t h e  CS. EPROM E2ROM and RAM memories are used  
t o  s tore  t h e  m a i n  program and i t s  s u b r o u t i n e s  
as w e l l  as t h e  d a t a  c o m i n g  from t h e  LS or 
from t h e  u s e r  i n t e r f a c e .  The u s e r  i s  a l l o w e d  
t o  i n t r o d u c e  or t o  g e t  d a t a  from t h e  CS f o r  
programming p u r p o s e s  or s i m p l y  t o  know a.bout 
t h e  sys tem s t a t e .  T h i s  i s  done d i r e c t l y  t h r o u g h  
t h e  d i s p l a y / k e y b o a r d  u n i t  or by a p e r s o n a l  coy  
p u t e r  t h r o u g h  t h e  R S 2 3 2  i n t e r f a c e .  The communL 
c a t i o n  and s u p p l y  u n i t  i s  i n t e n d e d  t o  d e a l  
w i t h  t h e  e l ec t r i ca l  s i g n a l s  i n  t h e  p h y s i c a l  cc 
nexion  medium. F i n a l l y ,  a p r i n t e r  u n i t  a l lows  
a permanent  r e g i s t e r  o f  t h e  d e t e c t e d  e v e n t s  or 
of t h e  remote  d e v i c e  s ta tes .  

The L S  are b u i l t  a round a microcomputer  
( t h e  c o n t r o l  u n i t )  which stores t h e  s o f t w a r e  
of  a l l  i t s  c h a r a c t e r i s t i c  f u n c t i o n s .  The main 
d i f f e r e n c e s  between d i f f e r e n t  t y p e s  of  L S  a r i -  
se from t h e  i n p u t / o u t p u t  i n t e r f a c e s .  F i g u r e  3 
( a )  shows a L S  w i t h  8 d e t e c t i o n  p o i n t s  w h i l s t  
f i g u r e  3 ( h )  is t h e  same b u t  f o r  8 command 
p o i n t s .  The d a t a  from t h e  d e t e c t i o n  p o i n t s  are 
i n t r o d u c e d  i n t o  t h e  c o n t r o l  u n i t  by means of  a 
m u l t i p l e x e r ,  w h i l s t  t h e  o r d e r s  are s e n t  t h r o u g h  
a p p r o p r i a t e  d r i v e r s  t o  r e l a y s .  Each LS h a s  as- 
s i g n e d  a unique  i d e n t i f i c a t i o n  code  set by 
s w i t c h e s  on t h e  same c a r d  b o a r d .  T h i s  code i s  
used  for a d d r e s s i n g  p u r p o s e s  i n  t h e  communica- 
t i o n  p r o c e s s .  A s  w i t h  t h e  CS, t h e  communica- 
t i o n  and s u p p l y  u n i t  i s  i n t e n d e d  t o  i n s e r t  or 
e x t r a c t  t h e  c o r r e s p o n d i n g  e lectr ical  s i g n a l s  
t o / f r o m  t h e  t w o  w i r e  l i n e .  

The communicat ion p r o t o c o l  

The communication p r o t o c o l  between t h e  CS 
and t h e  L S  h a s  been s t r u c t u r e d  i n  two l e v e l s ,  
namely t h e  P h y s i c a l  l e v e l  and t h e  Link  l e v e l .  
Both are d e s c r i b e d  as t h e y  have  been implemen- 
t e d  i n  a d e m o s t r a t i o n  p r o t o t y p e .  

F i g u r e  3.- F u n c t i o n a l  b l o c k  d iagram of  a Local 
S t a t i o n  eqquiped  w i t h  d e t e c t i o n  
p o i n t s  ( a )  and command p o i n t s  ( b ) .  

P h y s i c a l  l e v e l  

The p h y s i c a l  l e v e l  dea ls  w i t h  a s p e c t s  re- 
l a t e d  t o  t h e  e lectr ical  s i g n a l s  i n t e n d e d  t o  CG 
r r y  t h e  i n f o r m a t i o n  f l u x  between t h e  i n v o l v e d  
p a r t i e s  . 

The i n f o r m a t i o n  is s u p p l i e d  and t r a n s m i t ?  
e d  a s y n c h r o n o u s l y  o v e r  t h e  h a l f  d u p p l e x  c h a n n e l  
a t  1 2 0 0  Band ra te .  The d i g i t a l  t r a i n  i s  t h e n  
modula ted  (ON-OFF Keying)  u s i n g  a 150KHz ca- 
rr ier.  The modula ted  carrier i s  i n s e r t e d  a t  15 
v o l t s ,  by means o f  t h e  f e e d i n g  d e v i c e ,  i n t o  
t h e  t r a n s m i s s i o n  l i n e  w i t h  t h e  o u t p u t  of  a 2 4  
v o l t s  power s u p p l y .  

L ink  l e v e l  

The l i n k  l e v e l  d e a l s  w i t h  t h e  i n f o r m a t i o n  
s t r u c t u r e  and w i t h  t h e  s y n c h r o n i z a t i o n  and p r o  
c e d u r e s  between t h e  CS and a l l  t h e  i n v o l v e d  LS. 
Moreover ,  i t  p r o v i d e s  a n  e r ror  f r e e  communica- 
t i o n  c h a n n e l .  

The access t o  t h e  communicat ion c h a n n e l  
i s  g r a n t e d  t o  e a c h  L S  a lways  u n d e r  t h e  c o n t r o l  
o f  t h e  CS. T h i s  i s  c a r r i e d  o u t  i n  t w o  d i f f e -  
r e n t  ways.  T h e r e f o r e  w e  have  i d e n t i f i e d  t w o  cg 
mmunicat ion p r o c e s s e s ,  namely Cycle-A and Cy- 
c l e - B  and s e v e r a l  t a s k s  i n t o  them. 

The Cycle-A i s  i n t e n d e d  t o  g e t  a p e r i o d i c  
r e p o r t i n g  from a l l  l o c a l  s t a t i o n s  ( t a s k  SA1) 
and t o  know, when r e q u i r e d ,  t h e  i d e n t i f i c a t i o n  
code and t y p e  of  a l l  p r e s e n t l y  i n s t a l l e d  L S  
( t a s k  S A 2 ) .  I n  t h i s  case t h e  access i s  done i n  
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a TDMA b a s i s :  The CS t r a n s m i t s  a unique  b i t  
p a t t e r n  w i t h  a t w o f o l d  a p p l i c a t i o n ;  i t  i s  t h e  
b e g i n i n g  of  a 1 , 2 8  s e c o n d s  TDMA frame and it  
s p e c i f i e s  what t a s k  must b e  done (SA1 or  SA2).  
Each LS is a l lowed t o  answer i n t o  a l O m s  t i m e  
s l o t  w i t h  a d e l a y  from t h e  r e f e r e n c e  which d e -  
pends  on t h e  code  word a s s i g n e d  t o  i t .  T h i s  t i  
m e  s l o t  i s  wide enough t o  p r e v e n t  c o l l i s i o n s  
between a d j a c e n t  LS. The SA1 f rames  are r e p e a t  
e d  e v e r y  2 s e c o n d s  as r e p r e s e n t e d  i n  f i g u r e  4 .  

LSE L S L S  
1 2  126 127 

F i g u r e  4 . -  Communication p r o t o c o l  - C y c l e  A .  

T h e r e f o r e ,  t h e  CS can  know t h e  p r e s e n c e  of  any  
e v e n t  i n  t h e  sys tem w i t h  a maximum d e l a y  o f  2 
seconds .  

The Cycle-B i s  i n t e n d e d  f o r  t h e  f o l l o w i n g  
p u r p o r s e s :  

. S e l e c t i v e  r e q u e s t  ( t a s k  SB1) 

. Order  t o  a command d e v i c e  ( t a s k  SB2) . Order  t o  a d e t e c t i o n  d e v i c e  ( t a s k  SB3) . Programming o f  d e t e c t i o n  d e v i c e s  

. Programming of  command d e v i c e s  
( t a s k  SB4) 

( t a s k  SB5) 

T h i s  f i v e  t a s k s  are c a r r i e d  o u t  by s e l e c t i v e  
p o l l i n g  between t h e  S A 1  f rames .  Moreover,  t h e  
i n f o r m a t i o n  t r a n s f e r  i s  p r o t e c t e d  a g a i n s t  
t r a n s m i s s i o n  e r r o r s  by means of a t w o f o l d  a u t 2  
matic r e p e a t  r e q u e s t  p r o c e d u r e .  F i g u r e  5 shows 
t h e  code words t r a n s m i t t e d  i n  b o t h  s e n s e s  d u r -  
i n g  e a c h  t a s k .  Every code  word i s  9 b i t s  l o n g .  
The f i r s t  b i t  i s  used t o  d i s t i n g u i s h  between 
an  a d d r e s s  ( D I R )  and t h e  o t h e r  f i e l d s .  The 
l a s t  b i t  i s  t h e  p a s i t y  b i t .  T h e r e f o r e  t h e r e  
are  I b i t s  I:o code a d d r e s s e s ,  i n q u i r e s ,  answers  
o r  i n f o r m a t i o n .  

CODEWORDS TASK FROM-TO 

f c s +  LS 
- 

D I R  - OPT5 - INF 

L S J  cs D I R  - OPR5 - INF 

cs + LS D I R  - VAL 
SB5 { 

(LS + cs D I R  -VAL 

F i g u r e  5.-  Communication p r o t o c o l  - Cycle  B.  

D I R  : a d d r e s s  o f  t h e  LS 
OPTi: i n q u i r e  o r  command d u r i n g  

t a s k  SBi 
OPRi: answer o r  echo  d u r i n g  t a s k  

SBi 
VAL : v a l i d a t i o n  o f  t h e  c u r r e n t  

t a s k  
INF : i n f o r m a t i o n  

C o n c l u s i o n s  

TASK FROM-TO CODEWORDS - 
c s +  LS D I R -  OPT1 

SB1 { L S  i cs D I R  - OPRl - INF 

cs j LS D I R  -VAL 

cs  3 LS D I R -  OPT2 -1NF 

LS + cs  D I R  - OPR2 - INF 

cs  + LS D I R  -VAL 

LS j c s  D I R  -VAL 

SB2 { 
SB3 

cs  j L S  D I R  - OPT3 

LS + c s  D I R  - OPR3 

cs  + LS D I R  -VAL 

LS + c s  D I R  - VAL 

cs + L S  D I R  - OPT4 - INF 

L S  j c s  D I R  -0PR4 - I N F  

cs +LS D I R  - VAL 

LS + c s  D I R  -VAL 

SB4 { 
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A new s u p e r v i s o r y  sys tem h a s  been c o n c e i -  
ved i n  o r d e r  t o  keep  a h i g h  d e g r e  of  s o f t w a r e  
and hardware f l e x i b i l i t y .  I t  can  be used  i n  f i  
re  or i n t r u s i o n  s e c u r i t y  s e r v i c e s  b e i n g  a b l e  
t o  c o n t r o l  up t o  1016 d i f f e r e n t  d e v i c e s  i n  a 
few s e c o n d s .  Moreover,  t h e s e  d e v i c e s  can  b e  i" 
d i v i d u a l l y  programmed and l i n k e d  from t h e  Cen- 
t r a l  S t a t i o n  t o  s a t i s f y  t h e  most d i v e r s e  u s e r  
needs  by means of  an  u s e r  f r i e n d l y  i n t e r f a c e  
or by a h i g h  l e v e l  program from a PC. 
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