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Abstract—Powerful in-band interference can saturate a re-
ceiver’s front-end and limit the usefulness of digital interference
suppression methods that are bounded by the receiver’s limited
dynamic range. This is especially true for the self-interference
(SI) encountered in full-duplex (FD) radios, but also in the case
of strong interference between co-located radios. However, unlike
in FD radios, receivers co-located with interference sources do
not typically have direct access to the transmitted interference.
This work analyzes the performance of a digitally-assisted
analog interference mitigation method and its implementation
for the suppression of frequency-modulated (FM) interference
before quantization in global navigation satellite system (GNSS)
receivers that are co-located with interference sources. Over-the-
air measurement results are presented that illustrate the effects
of interference mitigation on GPS L1 and Galileo E1 reception in
a commercial off-the-shelf GNSS receiver and a software-defined
GNSS receiver. The analysis covers the effects of the interference
mitigation on the radio frequency (RF) front-end, acquisition,
tracking, and positioning stages.

I. INTRODUCTION

Radios with full-duplex (FD) capabilities are expected to
increase the spectral efficiency of wireless communications as
a result of the advances in self-interference (SI) cancellation
techniques, which enable FD radios to simultaneously transmit
and receive on the exact same frequency [1]. In addition, FD
radios have the potential to reshape both wireless defense and
security domains, e.g., in the form of a so-called FD radio
shield [2], [3]. Inside the radio shield, a central node would
be capable of receiving wireless signals while jamming the
reception of those signals for others. Elaborating this concept
further, it would be highly desirable for authorized co-located
receivers to also be capable of receiving signals-of-interest
inside the radio shield as illustrated in Fig. 1. Similarly to
the SI cancellation in FD radios, co-located receivers would
in some cases benefit from suppressing the interference in the
analog domain before quantization to improve the effective
resolution of the signal-of-interest [4].

To that end, we have proposed a digitally-assisted analog
interference cancellation technique relying on a single input
antenna and adaptive filtering [5]. Previously presented exper-
imental results have characterized the performance of the pro-
posed method in a laboratory environment and demonstrated
that phase noise of the interference source is one of the main
limiting factors for interference mitigation [5].
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However, our previous experiments have lacked any signals-
of-interest besides the interference. In this work, we take
them to be global navigation satellite system (GNSS) signals
because received GNSS signals are typically quite weak,
around —130dBm when acquired outdoors in open-sky con-
ditions [6], and in-band interference can quickly saturate a
GNSS receiver’s front-end. We present measurements and
analyze the impact of frequency-modulated (FM) interference
and its cancellation on Global Positioning System (GPS) L1
and Galileo E1 reception using a commercial off-the-shelf
GNSS receiver and a software-defined GNSS receiver. The
analysis is also fitting due to the widespread use of FM
jamming against GNSS receivers [7], [8] and complements
works on FM interference mitigation in the digital domain [9].

The work is presented as follows. First, the digitally-assisted
analog interference mitigation method from [5] is briefly rein-
troduced in Section II. The laboratory setup used for assessing
the impact of the interference mitigation on processing GNSS
signals is presented in Section III, while the discussion and
analysis of the experimental results is carried out in Section I'V.
Finally, Section V concludes the paper.
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Fig. 1. Full-duplex (FD) radio technology enables radio shields where only
the FD-capable jamming node is able to receive signals-of-interest in the
jammed frequency. However, adequate interference mitigation enables co-
located radios to also receive the signals-of-interest. This could be limited
to authorized receivers through pseudorandom jamming.
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Fig. 2. Digitally-assisted analog mitigation of frequency-modulated interference [5] applied to recover GNSS signals-of-interest.

II. NARROWBAND INTERFERENCE MITIGATION

The interference mitigation method used and analyzed
herein has previously been published in [5]. In essence, the
method is based on using an auxiliary transmit chain, similarly
to some of the proposed FD radio architectures [10], to sup-
press the interference in the received signal before quantization
as illustrated in Fig. 2. The implementation requires estimating
the instantaneous frequency of the narrowband interference
signal z(n) and constructing a digital representation Z(n)
of the interference such that it exactly follows the estimated
frequencies. Of course, it is only possible to precisely estimate
the instantaneous frequency of the interference as long as
the interference is sufficiently more powerful than the signal-
of-interest. However, this is exactly the situation this work
focuses on with powerful co-located interference. Also, when
considering GNSS as signals-of-interest, estimation of the
interference’s instantaneous frequency is aided by the spread
spectrum nature of the GNSS signals.

In order to obtain an interference-free version of the signal-
of-interest s(n), the input signal s(n)+x(n) is employed as the
reference signal for the adaptive filter. The estimated jamming
signal Z(n), which is strongly correlated to the actual jamming
signal z(n), is employed as the input for the adaptive filter.
The adaptive mechanism adjusts the filter coefficients of W (z)
in such a manner that the filter output y(n) approximates the
jamming signal, thus forcing the error signal e(n) to resemble
the signal-of-interest s(n).

The use of adaptive filtering for analog interference mit-
igation is complicated by the fact that the summation of
signals represents radio-frequency (RF) superposition and it
is necessary to compensate for the secondary-path transfer
function S(z), which includes a digital-to-analog converter
(DAC), a power amplifier (PA), a power combiner, a low-noise
amplifier (LNA), and an analog-to-digital converter (ADC).
Thus, the adaptive filter needs to imitate the secondary-path
transfer function S(z) with a transfer function S(z) applied
to the input [11]. Fortunately, offline modeling can be used to
estimate S(z) during an initial training stage as the signal path
from the auxiliary transmitter TXayx to the primary receiver
RX can be considered static. Still, due to the computational
delays involved in estimating the instantaneous frequency,
filtering etc., the system’s response is non-causal and the
system is capable of effectively canceling only narrowband
pseudorandom or periodic interference [11].

SMBV100A
TXGNss /L
g 7/
: = +
< 1
G : 2m
= 1
;:O 1
gl T \
< D)
RXanss
2 m
L SMBV100B IN | Directional
coupler ouUT
RXaux CPL
TX IN
USRP B210 XAUX ) :
R Power RF
combiner ‘11 switch
1 S V2
U-BLOX |RX 2 . Termi-
OCXO | |1 Ea-M8T Splitter [« nator

Fig. 3. The setup for measuring the over-the-air performance of the interfer-
ence mitigation platform using GPS L1 and Galileo E1 as signals-of-interest.

ITII. EXPERIMENTAL SETUP

The measurement setup is outlined in Fig. 3. The inter-
ference mitigation prototype is built using an USRP B210
software-defined radio (SDR) and the prototype’s performance
is analyzed by using simultaneously a commercial GNSS re-
ceiver U-Blox LEA-MST and an open-source GNSS software-
defined receiver (GNSS-SDR) [12] that processes 1Q samples
from the SDR. The measurements are carried out in an
anechoic chamber to avoid interfering with GNSS receivers in
the vicinity and to be able to use a controlled GNSS source.
A signal generator SMBV100A is used for transmitting GPS
L1 C/A and Galileo E1 signals that simulate six satellites
with predefined location, time, and power. A separate signal
generator SMBV100B is used for transmitting a sinusoidally
FM interference with deviation of 125kHz, modulation rate
of 1kHz, and center frequency of 1575.42 MHz.



An active GPS antenna with 27 dBi gain and 1.5 dB noise
figure (Trimble 39265-50) is used to receive the GNSS and
interference signals, whereas directional log-periodic anten-
nas are used for transmitting the signals. The signal after
interference mitigation is split between the U-Blox receiver
and the receiver for GNSS-SDR. The U-Blox receiver logs
National Marine Electronics Association (NMEA) and U-Blox
proprietary messages. The SDR is used for the interference
mitigation but also for recording IQ samples with sampling
rate of 4.096 MHz. The sampling rate is chosen to be slightly
above an integer multiple of the chipping rate as using a
multiple of the chipping rate leads to poor accuracy in the
estimation of pseudoranges [13].

For each measurement, 4 min of U-Blox logs and IQ sam-
ples are recorded so that both the U-Blox receiver and GNSS-
SDR could acquire the position from a cold-start situation. In
order to have a fair comparison between the U-Blox receiver
and the GNSS-SDR toolbox, the U-Blox receiver is restarted
before each measurement. In that way, every U-Blox recording
and IQ recording represents a standalone unit for analysis
without a priori information on satellites’ pseudoranges, etc.

IV. EXPERIMENTAL RESULTS

When receiving the combination of a GNSS signal and FM
interference, the platform provides about 35 dB of interference
suppression as illustrated in Fig. 4 (where GPS cases are
omitted as they are very similar to the Galileo ones). Those
results closely resemble the previous findings achieved without
any signals-of-interest [5]. But does this lead to improvements
in GNSS reception? In the following subsections, we provide
in-depth analysis into how the interference mitigation affects
actual GPS L1 and Galileo E1 reception in the RF front-end,
acquisition, tracking, and positioning stages.

A. RF Front-End

The first stage of a GNSS receiver is the RF front-end,
which is typically used to filter the input signal down to the
bandwidth of interest, downconvert, amplify using automatic
gain control (AGC), and finally quantize using an ADC.
In-band interference, however, by-passes such filtering and
affects the AGC, consequently determining how well the AGC
is capable of minimizing quantization errors of the GNSS
signals in the ADC. The gain level set by the AGC in the
U-Blox receiver with respect to the jammer-to-signal ratio
(JSR) is plotted in Fig. 5. It is evident that as the power of
the interference increases, the AGC decreases the gain level
to prevent from overflowing the ADC, which is exactly the
purpose of the AGC. Because AGC is typically the first in line
to be affected by adversarial interference, AGC is potentially
well suited for interference detection [14].

The U-Blox receiver also features an internal interference
detector that provides an interference detection confidence
level, although it is unclear, whether the interference indicator
takes the AGC information into account in this case. The
interference confidence level is plotted alongside the AGC data
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Fig. 4. Power spectral density of the received GNSS and interference signals.
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Fig. 5. U-Blox LEA-MS8T hardware monitoring results.

in Fig. 5. As the interference power increases so does the in-
terference detection confidence level. The reported AGC level
and interference confidence level are not exactly reciprocal,
yet both of these metrics seems to be similarly affected by the
interference mitigation. Comparing the AGC and interference
confidence levels with and without interference mitigation in-
dicates that interference mitigation extends the normal working
range of the U-Blox receiver RF front-end by 30 dB to 40 dB.
As such, analog interference mitigation might also turn useful
for improving the reception quality of systems, for which
baseband digital signal processing is not accessible.



B. Acquisition

Acquisition stage is the first digital stage in GNSS reception
and it is tasked with detecting the presence of GNSS signals
and providing coarse estimates of the signals’ code phase and
Doppler frequency for the tracking stage [15]. Acquisition is
essentially achieved by correlating the received signal with
locally generated replicas, which are characterized by specific
code delays and Doppler frequencies.

Figure 6 illustrates how the acquisition search space for
GPS L1 is affected by interference at JSR of 50dB with
and without interference mitigation. The acquisition search
space is calculated using 1ms of integration time and 2 Hz
Doppler frequency step in the GNSS-SDR toolbox. Galileo
El acquisition search space exhibits similar behaviour and has
not been included for brevity.

Without interference (cf. Fig. 6a), a single predominant peak
appears in the cross-ambiguity function (CAF) that indicates
the presence of the signal and its code delay and Doppler
shift. With interference, the separation between the cross-
correlation peak and the noise floor decreases drastically (cf.
Fig. 6b), leading to increased probability of false alarms or
even providing inaccurate code phase and Doppler frequency
estimates [16]. Interference mitigation improves the CAF
significantly (cf. Fig. 6¢) and a single dominant peak is
distinguishable from the noise floor again.

C. Tracking

Tracking stage uses the coarse estimates from the acqui-
sition stage to provide fine estimates of the GNSS signal
parameters, which in turn are used for generating pseudor-
anges [16]. The tracking stage typically relies on a closed-loop
architecture where tracking loops are used to track the different
signal components. Loop discriminators use correlator outputs
to provide a measure of error between the actual and estimated
signal parameters. In good signal-to-noise ratio (SNR) condi-
tions, the discriminator outputs (Appqse and Agoqe) are guided
close to zero by the tracking loops. However, as the SNR
deteriorates, the standard deviation of the discriminator outputs
increase (Ophase and 0coqe), lending themselves for analyzing
the interference impact, as illustrated in Fig. 7. Based on
the measurement results, the tracking stage is more likely to
provide erroneous values with the interference mitigated as
opposed to without mitigation. Although the operational range
is extended similarly to the previous stages.

Besides the discriminator outputs, another aspect to analyze
at this stage is the estimated carrier-to-noise ratio C'//Ny. The
estimation of the C'/Ny depends on both the signal power
estimation and the noise power estimation and several methods
exist for these estimations [17]. The estimates are of course
affected by interference and therefore they can also be an
indication of adversarial interference [18]. The measured effect
of FM interference on the estimation of C/Ny with and
without mitigation is plotted in Fig. 8. The C'/ Ny measurement
results are in line with the results presented in RF front-end
and acquisition stages, i.e., the interference mitigation extends
the normal C'/Ny estimation range by 30dB to 40 dB.
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Fig. 6. Comparison of the cross ambiguity function for GPS L1 acquisition
search space without interference, with frequency-modulated interference
(jammer-to-signal ratio of 50 dB) and with the interference suppressed.
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Fig. 9. GPS and Galileo positioning accuracy with regards to the jammer-
to-signal ratio (JSR). Average of the U-Blox and GNSS-SDR distances is
plotted for brevity as U-Blox and GNSS-SDR provide comparable accuracy.
The dotted vertical lines indicate the JSR from which on the receivers are
unable to acquire any position.

D. Positioning

If the GNSS signals can be acquired and tracked despite
the interference, then the GNSS receiver can estimate its
position. However, the position estimate may be degraded
by the inaccuracies in pseudorange estimates caused by the
interference. Figure 9 shows the average positioning accuracy
of the U-Blox and GNSS-SDR receivers for both GPS L1 and
Galileo E1 under interference with and without mitigation. It
is evident that interference suppression allows the receivers
to operate under much higher jammer-to-signal ratio (JSR),
even though the effect is slightly different for GPS L1 and
Galileo E1 positioning accuracy, presumably because of the
different modulations used in GPS L1 and Galileo E1. During
the 4 min measurements, poor SNR conditions tend to prevent
the receivers from acquiring any positional fix rather than lead
to very large positioning errors. In poor SNR conditions, the
position is available for a fraction of the total measurement
time whereas in good JSR conditions the position is available
most of the time after acquiring the satellite parameters.

In a relatively small JSR range, the interference is severe
enough to drastically decrease the GNSS receiver performance
but not severe enough to force the receiver to prevent the
acquisition of satellite signals or lose its lock on the satellite
signals. For four such interference cases, the horizontal GPS
positioning accuracy is illustrated in Fig. 10. The horizontal
error ranges from couple meters to hundreds of meters. Such
intermediate JSR ranges can perhaps be the most dangerous
because of the difficulty to detect the interference [19]. In case
the users fail to detect that the GNSS service is being interfered
with, the positional inaccuracies may have a significant impact
on the users’ safety and security [20].



300
—&— +75.0dB
950 +70.0 dB
—0— +65.0 dB
—8— No interference
200 1
E)
£ 150
=]
4 [
= 100 -
@ -1
50 -
-3
0 -
T T T T 75
-5 =3 -1 1 35
—50 T T T T T T
—50 0 50 100 150 200 250 300
West - East [m]
Fig. 10. GPS horizontal positioning accuracy with respect to the true

coordinates without any interference and at three different jammer-to-signal
ratios with interference mitigation. Each measurement spans 4 min.

V. CONCLUSIONS

Analog interference mitigation, as opposed to plain digital
solutions, becomes necessary when the interference starts to
limit the receiver’s sensitivity due to the receiver’s limited
dynamic range. This is an outstanding issue in full-duplex
(FD) radios but can also cause problems in co-located ra-
dios, especially when considering the typically weak global
navigation satellite system (GNSS) transmissions as signals-
of-interest. In this work, we analyzed how a digitally-assisted
analog interference mitigation scheme affects GPS L1 and
Galileo E1 reception in the presence of frequency-modulated
interference, whereas the interference parameters are unknown
to the receiver. We characterized the impact of interference
and its mitigation on the radio-frequency (RF) front-end,
acquisition, tracking, and positioning stages of GNSS receivers
using a commercial off-the-shelf receiver and a separate open-
source sofware-defined receiver.

The experimental results demonstrate considerable improve-
ments in terms of preventing saturation in the RF front-end,
cleaning up the acquisition search space, improving tracking
accuracy and carrier-to-noise ratio estimates, and enhancing
positioning accuracy for both GPS L1 and Galileo E1. The
measurement results indicate that the operational jammer-to-
signal ratio range of the GNSS receivers is extended propor-
tionally to the amount of interference power suppression, for
which one of the main limiting factors is the phase noise
of the interference source. While the mitigation of periodic
interference might have limited usage, extending such inter-
ference mitigation to suppress pseudorandom jamming could
be desirable for differentiating between authorized and non-
authorized receivers, for example, inside a FD radio shield.
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