On the Secrecy Analysis of Dual-Hop Underlay
Multi-Source CRNs with Multi-Eavesdroppers and a
Multi-Antenna Destination

34

Mounia Bouabdellah', Faissal El Bouanani', Daniel Benevides da Costa2, Paschalis C. Sofotasios>*,
Hussain Ben-azza’, Kahtan Mezher>, and Sami Muhaidat®

'ENSIAS, Mohammed V University in Rabat, Rabat 10000, Morocco
’Department of Computer Engineering, Federal University of Ceard (UFC), Sobral 62010-560, Brazil
3Department of Electrical and Computer Engineering, Khalifa University, Abu Dhabi 127788, UAE
“Department of Electronics and Communications Engineering, Tampere University of Technology,
33101 Tampere, Finland
SENSAM, Moulay Ismail University in Meknes, Meknes 50500, Morocco

Emails: mounia_bouabdellah@um5.ac.ma, f.elbouanani@um5s.net.ma, danielbcosta@ieee.org, p.sofotasios @ieee.org,

hbenazza@yahoo.com, kahtan.mezher @ku.ac.ae, muhaidat@ieee.org

Abstract—In this paper, the physical layer security in cog-
nitive radio networks (CRNs) is investigated. We consider an
underlay relay assisted CRN consisting of multiple secondary
sources, multiple-antenna destination, a single relay, and multiple
eavesdroppers. The destination node performs the maximal-
ratio combining under uncorrelated Rayleigh fading channels.
In more details, we consider, a secondary source is randomly
selected to transmit its data, and a jammer is chosen from
the remaining source nodes to send a jamming signal to the
eavesdroppers. The closed-form expression of the secrecy outage
probability is derived, based on the statistical characteristics of
the communication channels, under the primary user’s quality of
service constraint. The derived analysis gives deep insights into
the impact of network parameters on the performance of on the
secrecy outage performance. Analytic results are corroborated
through Monte Carlo simulation.

I. INTRODUCTION

The increasing number of connected devices represents a
major challenge for broadband wireless networks that would
require a paradigm shift towards the development of key
enabling technologies for the fifth generation wireless net-
works. One of the key challenges towards realizing the next
generation wireless networks, however, is the scarcity of
spectrum, owing to the unprecedented broadband penetration
rate in recent years. A promising solution to the current spec-
trum crunch is the development of cognitive radio networks
(CRNs). In CRNs, unlicensed users, also known as secondary
users (SUs), opportunistically access the spectrum of primary
(licensed) users (PUs). In underlay networks, the SU signals
do not cause interference to the PUs. Accordingly, the physical
layer security under such condition is a challenging problem as
the SUs have to continuously adapt their transmission power
in order to avoid causing interference to the PUs.
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It has been shown in [1] that a system is secure if the
capacity of the legitimate user is higher than that of the wiretap
channel. However, in practical scenarios, the main channel
does not always have a higher capacity. Therefore, in order
to realize the secrecy of a communication system, several
techniques have been proposed in the literature, including,
(1) exploiting a friendly jammer to transmit artificial noise to
malicious eavesdroppers, (ii) using cooperative transmission
through one or multiple relays, or (iii) using multi-antenna
nodes.

The friendly jammer approach has not been widely used
in cognitive radio networks. In [2], the authors considered
a direct communication between multiple source-destination
pairs with two jammer selection strategies, namely random
and optimal jammer selection. In [3], the authors considered
a cooperative communication network in which one relay is
selected to forward the transmitted information to the intended
destination and another relay is selected as a friendly jammer
to disrupt the eavesdropper. The authors derived the secrecy
outage probability (SOP) over Rayleigh fading channels for
different relay selection policies. However, these works have
not considered the power constraints of the SUs, despite that
this condition is of paramount importance in order to avoid
interference with PUs.

Physical-layer security in cooperative networks was con-
sidered in [4-6]. The secrecy performance was investigated
by deriving the closed-form expression for the secrecy outage
probability (SOP) as well as its asymptotic expression over
either Nakagami-m [4] and Rayleigh [5] fading channels. The
authors of [4] investigated the optimal and suboptimal relay
selection schemes and compared them with multiple relays
combining scheme. In [5], the authors considered the presence
of multiple PUs and multiple eavesdroppers. In [6], closed-



form and asymptotic expressions of the intercept probability
were derived for Rayleigh fading channels.

A non-cooperative CRN in the presence of a direct com-
munication link between the source and destination has been
considered in [7-10]. In these works, the nodes are assumed
to be equipped with multiple antennas and perform different
diversity technique. For instance, the authors of [7, 8] con-
sidered that the source is equipped with only one antenna,
whereas the destination and the eavesdropper have multiple
antennas. In [9], all nodes are assumed to be equipped with
multiple antennas and perform different techniques namely,
(1) the optimal antenna selection at the source node and (ii)
the generalized selection combining at the destination and
eavesdropper. In [10], the authors considered an eavesdropper
accordingly, the primary network and another one listening to
the SUs transmission. The SOP and its asymptotic expressions
have been derived as a performance metric for Rayleigh [7,10]
as well as Nakagami-m [8,9] fading channels.

Motivated by above, we investigate, in this paper, the phys-
ical layer security of an underlay CRN undergoing Rayleigh
fading channels. The main contributions of this paper are:

e We derive a closed-form expression for the SOP by
considering the power adaptation constraint of the SUs
as well as the presence of multiple eavesdroppers that are
intercepting the transmitted data at both communication
hops.

o Differently from the previous works, we combine, in
this paper, two techniques (i) using a friendly jammer to
enhance the security at the first hop, and (ii) considering
a multi-antenna destination node that performs MRC
technique to improve the security at the second hop as
well.

o We give deep useful insights into the secrecy performance
of the considered communication system.

The rest of this paper is organized as follows. The system
and channel models are described in Section II. In Section
III, the closed-form expression for the SOP is derived. The
numerical and simulation results are provided and discussed
in Section IV. Finally, we conclude this paper and point out
some possible research directions in Section V.

II. SYSTEM AND CHANNEL MODELS

The considered two-hops CRN, represented in Fig. 1, con-
sists of multiple sources (S;)i=1,.n, one relay R, multiple
eavesdroppers (Ek)kzl,_,,m, one L-antennas destination D
performing MRC diversity technique, one PU transmitter
(PUr,), and one PU receiver (PUg,). In this scheme, all the
nodes except D are assumed to be equipped with only one
antenna. Moreover, we consider a multi-user scheduling such
that, at the moment ¢, only one user is transmitting its data. We
assume that the source nodes are taking rounds in accessing
the spectrum and a friendly jammer S; is randomly selected
among n— 1 source nodes in order to send an artificial noise to
the eavesdroppers. We assume that the primary receiver PUr,
and the relay R are able to cancel out that noise, while the
eavesdroppers are not.

In this scheme, we are considering Rayleigh fading model
for all links in which the channel gains are exponentially
distributed. The channel coefficients of links S; — R, R — D,
Si — Ek, R — Ek, PUTz — PURI-, R — PURm,
Si — PUpg, are denoted by hs,r, hrp, hs,e., hrEe,.
hp.hrp, hg, p, respectively. The received signals at R, I, at
the first and second hop, D, and the primary receiver PUg,
are, respectively, expressed as

Yr =/ Ps;hs,rxs, +npi=1,..,n (1

y%k =+/Ps,hs, g, vs, + €\/Ps,hs, g, s, +ng,, 2)
k=1,.mi=1,.,ni#*J

vp = V/Pallhsollzs +wpn, 3)
Y26, = V PrhrE T + 0B K =1,..m (4)

where
{0, absence of jammer
€ =

1, presence of jammer

and Pg,, Pr, and Pg, are the transmission power of S;, R,
and S, respectively. The transmitted signals of S;, R, and S ;
are g, TR, and Ts;s respectively. ngr, np, ng, denote the
additive white Gaussian noise at R, D, and E}, respectively,

'
wp = H:%’ while hrp denotes L x 1 channel vector of the
links R-(D]-szl,,,7 1, and the symbol { denotes the transpose
conjugate.

For the sake of simplicity, we denote the channel power
gains by g, = |hq|2 and their corresponding coefficients are
)\q where q = {SzR, SZEk, SZP, RDj, REk, RP, P} As
the fading amplitudes of all links are Rayleigh distributed, it
follows that the channel gains are exponentially distributed.

During transmission, the nodes S;, S, and R have to set
their transmission power in order to avoid causing harmful
interference to the PUs. Thus, the transmission power of the
source .S;, the jammer S5, and the relay R can be, respectively,
expressed as

P
Ps, = min (ng“”, I) i=1,..,n, 5)
‘ gs;p
and
P
Pr = min (P;_gw, I> , (6)
drP

where ng‘”, and P are the maximal transmit power at
S;, and R, respectively, while P; accounts for the maximum
tolerated interference power at PUg,. It is clearly seen from
(5), and (6) that when Pj increases, the nodes S;, S, and
R will be allowed to use their maximal transmission power.
Consequently, the signal-to-noise ratio (SNR) at both R and
D will increase while the SNR at eavesdroppers will decrease
leading to a system security improvement.
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Fig. 1: System setup.

III. SECRECY CAPACITY

The secrecy capacity was first introduced by Wyner [1]. It
can be defined as the maximum rate at which the transmitted
information can confidentially reach its intended destination.
In our considered communication system, we are using a
decode-and-forward relaying protocol. Consequently, the se-
crecy capacity of the ith source when S is selected as a
friendly jammer can be expressed by

; . ik, J k
CS(“J) =, mmin (C% ), 02(5)) , @)
=L...m
where
. C’fg’k"” denotes the secrecy capacity of the first link,

i.e, the difference between the capacity of the main link
S; — R and the one of the wiretap channel S; — Ej in
the presence of the jammer S, and can be written as

i k,J i ik, )T
cfs™? = ol -l ®)
_ f1og, (47) 2>
0, elsewhere 7
where 71(;) and fy%k"]) denote the instantaneous SNR at

the relay R and the kth eavesdropper Ej, respectively,
and are given as

@ _ Ps.9s;r
— J5I5R 9
fyR NR ) ( )
(i,k,J) Ps, gs,E,
= (10)
1B PSJgS,]Ek +NE
and o
iJ 1+9g
7§k ) = (iﬁ,])' (1D
L+mg

. C’élg) is the secrecy capacity of the second hop, represent-

ing the difference between the capacity of the link R — D
and the one of the wiretap channel R — £},
(

1 3
Cég): { Og2 (72k)7 'VD > ’YQE , (12)

0, elsewhere

where vp, and fyé]]}) denote the instantaneous SNR of the

main link R — D and the channel R — E}, respectively
and are given as

L
_ Pg Zt:l 9JRD;

13
YD N ) (13)
k) PrYrE
= (14)
and 14
YD (15)

M2k T Ty
1+’Y§E)

IV. SECRECY OUTAGE PROBABILITY

To evaluate the security level of the considered CRN, we
consider the SOP as a performance criterion. This metric
accounts for the probability that the secrecy capacity is less
than a given secrecy rate R, which can be can be expressed
as

n—1 n
1 )
SOP = sop, (16)
1) 2 2
T4
where
sop") = pr (CS(“) < Rs) , (17

It is clearly seen from (17) that as C’S(i"]) increases SOP
decreases resulting in performance enhancement of the system.
So, in order to investigate the; s;/stem’s security, it is sufficient
to determine the CDF of C\"7).

Substituting (7) into (17), yields

1

3

sort" -1 [T om0, ) )

el
Il
—_

s

1- [1 —F (’V)} [1—F,.(], (18

el
Il
—

where v = 2%s |
One can see from (18) that the computation of SOPZ-(J)
requires the knowledge of the CDFs of both 7&?‘]) and yap.

Theorem 1. The CDFs of the random variables (RVs) ’y&"n

and oy, are given by (19) and (20), respectively, as shown at
the top of the next page, where

—(J e~ %7 J Do ) J
=0 ()= S {1 e -1 oA}

_ As,pPr
Yy = Pg}]am )

hi,k = AsiEkNE + )‘SiRNR77

) AsyE,
ik T max ’
Asi B, PS)

0; —
0,0;,— )’

J 2,1 J
Tz(‘,k) = G1,2 <w§,k)




F .0 (v)=1- (1 —As, RNRWJ ) (v )) e

As;RNR(v—=1)
- pmax

B 1- As; pPr 1
As; RNR(’Y 1) +

19)

=

h=1

’sz

£

h

ARD, e
Arp, = ArD, ) ArDyNDY _ ArpPr
ArE,NE

(20)

=) J)
zk *szh’lk’

A(»J) _ 7A(i’k’J),
ik 07 0
AlkT) — (5_(J)>”+1 G22 [ gV (0,0), (—p, w%@)); -
14 i,k 2,2 ik (0, 0)’ (0’ 0)7 _ ’
and o
Bl —,
' gi)hz k
where G (z ‘ ((g:;:il; ) denotes the Meijer-G’s function

[11, Eq. (07.34.02.0001.01)] and G7" (a1, 00)i< )

(bmﬂr)rgq
accounts for the upper incomplete Meijer-G’s function [12,
Eq. (1.1.1)].
Proof:
A. CDF of 4\1"7)

The CDF of w&’” can be expressed as

Pr <Psi [Q&R - 'yWZ(fQ] <v - 1)
NR ’

Pr((Ps.< 207 and 2002 0) or 2{7)< 0)

F (v) =

0 0
/ FPS,L (Z)fz_(J> (Z)d2+/ fZ(,/) (z)dz,
0 ik o ik
(21

here W) = 98By anq zV) = o=l
W ik PSJgSJEk +NE ik MR W(J)

According to (21), it follows that the derivation ofRF ) (7)
requires the knowledge of the CDFs of both Ps, and Z; ( )

Doing some computations, the CDF of Pg, can be easﬂy
shown to be given

1 : ng‘”” <z
FPSi (Z) = FL (Z) . ng” >z (22)
95, P
where the CDF of gf fp can be obtained as
P
For (z)=esir= (23)

9s,

WP

On the other hand, the CDF of Q(J) = can be expressed

1
(J)
. z k
for positive values of 1 as

Foo(®) = Pr(gs.n< N [p(—1)+W D))

— | Posn (Vo (v =1+ 72) fyp ()
0 6
(24)
In order to derive F Q(J) (1) we have to derive the CDF of the
RV W7
Fwi{;) & =

— /Ooo Fys, s, (£(2+ Np))

fPngsJE,c (Z) dz.

By using integration by parts, we get

Fyen (€) =1-¢ / Foo.o (€2 + Nu)) Fry o1 (2)d.

Pr (gSzEk < g(gSJEkPSJ + NE))

X

(25)

(26)

By definition, the CDF of the RV Ps,gg,E, can be written
as

— Z PI max
Fpg s, (2) = Pr (gS,Ek < W,E > P

1D
+ Pr <gSJEk <= PI < maz>27)
gs,p ~ Pr’gs,p
12(k,J)

As the two RVs gg, g, and gs,p are independent, the first

term IY“’J) in (27) can be written as
k,J z Py
I£ ) = Pr (QSJEk < Pmam)Pr <gSJP§ Pguw)
J
z PI
ngJEk. (Pmax> ngJP (Pgmz> ; (28)
J
while, the second term Z(k ) can be easily expressed as
(k,.J) > Y
1" = /p fgsJP (y)/ fgSJEk (z)dzdy
I
e ¥’ (ng )H)
= e ¥ - , 29)

¥

20y, )—1—1



J A
where Q( ) = A:ﬂ

(27) we obtain

Then, by plugging (28) and (29) into

—pJ (1992.])4»1)
FPngsJE,€ () = 1+67¢JQ§€])19 (eigw - 1) < (J)
voy,
(30)
Now, the CDF of Wl(i) can be obtained by incorporating (30)
into (26), as

— 1+ )\S Ekg)(e (73 1) -
erol s, B, €
§Xs; By € —¢s
o oD
o285, ENE ’EJ>6<J>

Fo (€ =1- ' 0 ooy ;)2 ;
Wik x/ 76 dz
o =2t <J>

Iéi’k“])

31

A
where 5(J) LPJQk +)s Ekﬁ

Maklng use of [11 Eq. (07.34.03.0456.01)] alongside with
[11, Eq. (07.34.21.0088.01)], we have

. o0 - (D)
R A C R S
0 )
1,3 1 071717_
— G3’2 (5(J) 170 . (32)
Furthermore,
13 1 10,11 _ 31| 01
U2 <5<J> 1;0 = Gas % | 10,0,-
ik
1 [T(s+1)T?(s)
27y I'(s+1)
<P (1-s) (60)) s
_ 215 0=
G1s (61',}9 0,0; — >,
(33)
with 7 = +/—1 and C represents a complex contour of

integration ensuring the convergence of the Mellin-Barnes
integral.
Then, by performing the substitution (32) into (31 ) yields

FW;’Q ¢ = 1- e~ 52, ENE

As,m, E(e"?T—1)
APJLJ;J)Jr)\siE,cf

EXs B e 77
X - (J) )

0; —
XG (‘PJ+ <J> 00._)
(34)

14

It follows, by substituting (34) into (24) that

Foo (@) =1-e ) (1-XsoNmiZ() (7)), (5)

where
(] s _ ik wre 7 (ikg
‘:z(',k) 0 :/0 e~k dz+(e #7—1) ®§J - ) @é )7
ik
. (36)
S i k%
oy = / Sz, (37)
0 X, T2
ok — ze hikz G2l 1+ 0; = dz
27 o 12 | ¢ @ || 0,0;— ’
) (38)
and
i = AS,RINRY (7 — 1) .
¢i (V) = As,rRNrY (v — 1) (39)

The term ©{3*) can be expressed using the identities (36) and

(37) as
0 —h; Kz
[ [
0 0 Xik +z

1 J 5| 05—
= — —xcE <hi7,cxl(_’k) o >7(40)

hi ks
while the term @;}k) can be rewritten, using a change of
variable, as

(i,k)
61ZJ =

@) 00 7
@éz;}k) _ Xk exﬁg’;hi,k/ <y _1> e~ 112;”'”@/
("2 @Y PJ
2,1 0; —
XGL'Q <y 07077 )dy
AR ) ;
e
) _ <Jk> (ST . (i,k,J)
where 7, g;] eXik "k “and the function (Ap’ ’ ) o
p=0,
is deﬁned by
00 (D,
; _ Xg,k ik 0;_
AGk) / yre” e UGTy (y‘ 0.0: — )dy (42)
©J Y
_ L/ﬁ(s)ru—s / Y e 5k)mydy
B 275 Je Py
(B(J))p+1
ik 8
Tj/crz ()T (=T (s mt?) (817)) s

where ¢, s = p + 1 — s. Then, by substituting (42) into (41)
alongside with (40), we get the expression of the function
EZ‘Q (v) defined above.

In contrast, the CDF of Zi({c) is expressed in terms of the
one of its inverse as 7

1
FZ(J) (CL’) =1- FQ(J) ( ) + F (J) (O) 43)
ik ik
By using (35), the CDF of Z .(‘,? can be rewritten as
sy RNR(’Y 1)
FZ(Jk) (.T) = e (1 - /\S RNR'YH (7))
+As; RNR'Y—* (7). (44)



Then, by performing the appropriate substitutions in (21 ),
we obtain (19).

Remark 1. For the scenario without any jammer source and
by performing some computation we can get easily the CDF
at the first hop as

o, -,
e~ i P
O =1 S {Qﬁq’i ] +
)\SiEkNE
where Q; = % and ®; = %}1@71)
S, Si
B. CDF of 7o

Using (14), the CDF of 5y, is given as

Y,
(2] 0o

= Pr(Pr < Vg Vri >0)+Pr (Vg <0)

o0 0
| Er@vn@iz+ [ o060
0 —o0

F’sz (7)

L -1
where Yrp = >, grpv, and Vi ), = -~ v o
N,
In a similar manner, we have to derive first the CDF of the
_ 1
Fyp,(9) = Pr (YRD < Np (19 (v—1) +79;Ek>)
E

/Ooo Fypp (0(2)) ngEk (Z) dz, 47)
where 6(z) = Np (19 (v=1)+ 71\;)

According to [6], the CDF of Yrp in the case of i.n.i.d RVs
can be expressed as

L
FYRD (CL') — Z’(]Z)h (1 — e_)‘RD;L-T) 5 (48)
h=1
. _ L ARD,
where ¢, = [] XrD,—ArD), )
iz

By substituting the PDF of the exponential RV and (48) into
(47), the CDF of Ug , can be derived as

L _)\RD ND19(’Y—1)
e h
F 9) = A I e ¥ e 49
URk( ) };wl )\RD;LND'Y o (49)
ArE,NE
Similarly to (43), and making use of (49) yields
( ARDy, ND(‘YD)
L 1—e" ©

Frp (o) =1= ¢ . (50)

ArD, Np7
ArE,NE

h=1 +1

TABLE I: Simulation parameters.

Parameter Ag m n Rg Ngr
value 0.5 2 2 1 2
Parameter | Np | Ng ng“‘” pRer Pg}‘“ﬁ
value 2 2 8 8 8

As the CDF of Pr can be expressed similarly to the one
of Pg, given by (22) and (23), the CDF of 755 can be now
rewritten as

max
P R

Fi (t)fVR,k (t) dt

0 9IRP

00 0
+/ fVR,k (t) dt + / fVR,k (t) dt,
ppas PN

F’Y2k (7) = 61V

—
1 [ E" fo e

Finally, by substituting CDF of gi L that is similarly to
(23), and (50) into (51), we obtain (20) which concludes the
proof of Theorem 1. [ ]

V. RESULTS AND DISCUSSION

In this section, we present the analytical and the simulation
results for the considered CRN. The setting parameters of the
simulation experiment are summarized in Table 1 where the
powers are given in dBW.

As seen in Figs. 2-4, all analytical and simulation curves
are perfectly matched over the entire ranges of the considered
parameters.

Fig. 2 shows the secrecy outage probability as a function of
the secrecy rate R for various values of destination’s antennas
number. It can clearly be seen that the SOP increases with the
increasing values of Rg, as also noticed by (17). This can be
interpreted by the fact that when a high secrecy rate is adopted
for a better performance, it is less likely to achieve a perfect
secure transmission. Furthermore, the security is enhanced
when using multiple antennas at the destination instead of
employing only a single one. For instance, for R; = 1 bit/s/Hz
we have SOP ~ 0.85 and SOP =094 for L =4 and L = 2,
respectively.

Analytical
% Simulation

1 15 2 25 3 3.5 4
R, (bit/s/Hz)

Fig. 2: SOP vs secrecy rate for different values of antennas at
the destination.
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Fig. 3: SOP vs maximum transmission power of the jammer
Sy for different values of antennas at the destination.

Analytical with jammer

Simulation with jammer

Analytical without jammer

without jammer
n

20 25 30

075 | %

0.7 .
0 5 10 15
Pr(ABW)
Fig. 4: SOP vs maximum tolerated interference power P; at

PUpg, for different values of antennas at the destination.

The SOP versus the transmission power of the selected
jammer Pg'* is illustrated in Fig. 3 for various values of
branches number L at the node D. It can be noticed that, the
higher Pg"** the smaller the SOP and therefore the system
security becomes more reliable. This can be construed as
increasing Pg'** leads to a decrease of eavesdroppers’ SNRs
as it can be seen in (10). Consequently, the wiretap link
capacity decreases as well leading to the improvement of the
first hop secrecy capacity. Additionally, increasing the number
of antennas at the destination enhances the SNR as shown in
(13) leading to the enhancement of the main link capacity i.e.,
R — D, and consequently the secrecy performance gets better.

Fig. 4 depicts the SOP versus P; for different scenarios
namely (i) either absence or presence of a friendly jammer
and (i) single and multiple antennas destination. It can be
noticed that the greater the Pj, the smaller the SOP. This can
be justified, from (5) and (6), as increasing P; above certain
threshold, push the sources as well as the relay to transmit
with their maximal powers. Also, it is clearly seen that a better
secrecy is achieved when using a friendly jammer at the first
hop and a destination with multiple antennas. Moreover, it
can be noticed that the scenario with absence of jammer and
L antennas destination (L. > 2) is better than the one with
presence of friendly jammer and a single antenna destination.

VI. CONCLUSIONS

The secrecy outage probability of a CRN under decode-and-
forward relaying scheme is investigated by considering either
the presence or absence of a friendly jammer at the first hop
and a multi-antenna destination at the second hop. A closed-
form expression for the SOP is derived, in terms of the upper
incomplete Meijer’s G-function, based on which the impact of
key system parameters on the secrecy performance is investi-
gated. The obtained numerical and simulation results showed
that the system’s secrecy is enhanced with the increase of
both the destination antennas’ number and the friendly jammer
transmission power. Moreover, it is shown that increasing the
number of antennas at the destination without using a friendly
jammer yields a more secure communication, compared to the
scenario employing a single-antenna destination along with a
friendly jammer.
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