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Abstract—In-band full-duplex (FD) operation can be regarded
as one of the greatest discoveries in civilian/commercial wireless
communications so far in this century. The concept is significant
because it can as much as double the spectral efficiency of wireless
data transmission by exploiting the new-found capability for si-
multaneous transmission and reception (STAR) that is facilitated
by advanced self-interference cancellation (SIC) techniques. As
the first of its kind, this paper surveys the prospects of exploiting
the emerging FD radio technology in military communication
applications as well. In addition to spectrally efficient two-way
data transmission, the STAR capability could give a major
technical advantage for armed forces by allowing their radio
transceivers to conduct electronic warfare at the same time when
they are also receiving or transmitting information signals at the
same frequency band. After providing a detailed introduction to
FD transceiver architectures and SIC requirements in military
communications, this paper outlines and analyzes some potential
defensive and offensive applications of the STAR capability.

I. INTRODUCTION

In-band full-duplex (FD) wireless communication [1] means
that a radio device is receiving and transmitting information
signals at the same time and at the same center frequency, as
opposed to half-duplex (HD) operation. Especially, to avoid
misconception, one should note that neither time-division
duplexing nor frequency-division duplexing (TDD nor FDD)
is considered real FD operation in the modern terms despite
they allow simultaneous two-way conversation, because the
perspective is shifted to spectrum usage at the physical layer.
While the promising civilian/commercial applications of the
FD radio technology have already been widely studied, this
paper considers its novel military applications in particular.

In general, when extending beyond the pure communication
context, prospective military FD radios will have the progres-
sive capability for simultaneous transmission and reception
(STAR) by which they can conduct electronic warfare at
the same time when they are also using the same frequency
band for communication or perform an electronic attack with
simultaneous signals intelligence. It is quite obvious that, by
utilizing the STAR capability, armed forces could gain a major
technical advantage over an opponent that does not possess
similar technology. However, viable FD operation relies on
efficient self-interference cancellation (SIC) [2], because the
strong electromagnetic field radiated by a transceiver leaks
back to its own receiver circuitry interfering with the reception
of signals-of-interest that are usually weak.
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Scientific discourse on the military applications of the full-
duplex radio technology is in its absolute infancy in the open
literature, if not still practically unborn. To the best of our
knowledge, so far the only explicit and elaborate reference to
full-duplex military radios is the following passage:

“In military applications, jammers flood the airwaves
with strong transmission to prevent other devices from
communicating (e.g., cell phones to activate improvised
explosive devices). But as it does so, it also prevents
its own radios from transmitting, making communica-
tion impossible. With SIC [self-interference cancellation]
technology, the military could continue to disrupt enemy
communications and at the same time listen to its own
troop communications, thus saving lives in the field.” [2]

By this paper, we aim at bringing forward the prospects of
full-duplex military radios in order to induce more interest in
this emerging research topic in the scientific community.

Earlier literature has discussed only two specific concepts
that implicitly relate to military systems, namely radars [1] and
so-called physical-layer security, although studies on the latter
almost never explicitly mention the potential military use. In
particular, continuous-wave radars are inherently based on the
STAR capability, and the general field of information theory
has recently begun to analyze the capacity of communication
links, where a FD receiver hinders eavesdropping by simulta-
neously broadcasting a jamming signal [3].

In what follows, we first present an overview of general
FD transceiver architectures developed originally for civil-
ian/commercial wireless communications and extrapolate their
requirements for military radios. While modern FD radios
can achieve about 100 dB of SIC [4], their effective use in
military systems likely needs much more and, moreover, usage
in battlefield sets special requirements for extreme robustness
to electronic warfare. Thus, practical operation environments
are rather different from a laboratory where the FD technology
is already demonstrated to be feasible for non-military use.

We then analyze the potential defensive and offensive ap-
plications of full-duplex military radios. The STAR capability
is used for defense by protecting the radio operator from an
opponent. In fact, the scenario postulated in [2] (cf. the excerpt
above) is an example protective application. In the offensive
applications, the radio operator uses the STAR capability for
attacking an opponent. For example, it is reasonable to envi-
sion that an attacker could send jamming to force an opponent
to increase its transmission power and, thus, facilitate its own
simultaneous signals intelligence, e.g., locating used frequency
band and transmitters or intercepting communication.
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Fig. 1. A block diagram of a typical single-input single-output in-band full-duplex direct-conversion transceiver utilizing either a shared transmit/receive
antenna or separate antennas. List of abbreviations: DAC, digital-to-analog conversion; LPF, low-pass filter; IQ, in-phase/quadrature-phase; LO, local oscillator;
VGA, variable-gain amplifier; PA, power amplifier; BPF, band-pass filter; RF, radio-frequency; LNA, low-noise amplifier; ADC, analog-to-digital conversion.

II. FULL-DUPLEX MILITARY RADIO TRANSCEIVERS

A. General Full-Duplex Device Architecture

In general, the differences between legacy half-duplex
transceivers and in-band full-duplex transceivers are related
to the self-interference (SI), as already discussed. Especially,
in typical civilian/commercial applications, the SI must be
attenuated by at least 100 dB [1], [5], [6], which calls for
extremely sophisticated processing techniques for SIC.

Figure 1 shows a general illustration of a typical in-band
full-duplex transceiver [6], where the necessary SI suppression
is implemented in three separate stages:

• The so-called circulator allows the transmitter and re-
ceiver to share the same antenna, while also providing
some passive isolation between them. Typically, the SI
is attenuated here by roughly 20 dB [6]. Alternatively,
the transceiver may employ separate transmit and receive
antennas that offer physical isolation between them.

• After the circulator, the SI is suppressed by an active ana-
log canceller, which ensures that the SI power entering
the actual receiver chain is not too high. The RF canceller
can be expected to provide 40–50 dB of SI suppression,
depending on the bandwidth [6], [7].

• Finally, the SI remaining after the first two stages is then
suppressed in the digital domain by a digital canceller.
By utilizing advanced nonlinear signal models, the digital
canceller can attenuate the SI by as much as 40 dB [4],
thereby cancelling it almost perfectly.

These different stages together can provide the required
amount of SIC, and thereby facilitate STAR operation, even
when using only a single antenna. However, it is reasonable
to expect conservatively that effective military applications
require even much more attenuation in each of these stages.

B. Requirements for Military Radios

When considering military radios, the requirements for the
hardware and system level aspects are somewhat different from
civilian/commercial applications. Namely, the need for high
security and high reliability must be taken into account already
when designing the actual transceivers [8], [9]. Perhaps the
most distinguishing feature of the wireless networks designed
for military use is their distributed and dynamic nature. In
particular, the network topology is heavily time-variant and the
different radios must be capable of constantly updating their
knowledge regarding their close-by peers [10], or opponents.
This means that each radio should always have up-to-date
information about the other radios within its vicinity or other-
wise it does not have sufficient knowledge about the current
network topology. Such stringent requirement on the topology
awareness calls for some sort of sensing solutions, meaning
that each radio should be capable of listening the relevant
information transmitted by others, while also informing other
friendly radios about its presence [11].

Another relevant constraint for military radios is the scarcity
of available bandwidth [12], [13]. This is caused by the in-
creased bandwidth requirements of the commercial networks,
resulting in less spectral resources for the military systems
[14]. Hence, the spectral efficiency of the military transceivers
must be as high possible for the network to be capable of ful-
filling all the communication needs. In the legacy systems, this
has been achieved by high spectral reuse, efficient waveforms,
and prioritizing the information that is disseminated within
the network [13]. In the future systems, the spectral efficiency
can be further improved, for instance, by improving the co-
operation between the radar and the communication systems
[12], or by utilizing some of the recent advances in transceiver
design, such as in-band full-duplex communications [6].



Military radios must also be able to tolerate jamming at-
tacks, where a strong interfering signal is maliciously transmit-
ted to disturb the data communication [2], [15], [16]. Hence,
the situational awareness is an essential requirement in modern
military context, and robust communication technologies are
crucial to provide information between all platforms in the
battlefield. Therefore, each transceiver must be capable of
delivering and/or receiving at least some data even when there
is a strong interfering signal present. Another perspective on
this is that it would greatly benefit the transceiver if it was
capable of some form of communication while it is itself
jamming on the same frequency. This is of course very hard,
if not impossible, with conventional radio technologies, while
it could be facilitated by the STAR capability like envisioned
in this paper and in [2].

In addition, high security within the network is needed in
military applications, meaning that the transmitted data must
be encrypted and secured for jamming by some means [17].
There are variety of approaches of achieving this such as
chirp spread spectrum (CSS), direct-sequence spread spectrum
(DSSS), frequency-hopping spread spectrum (FHSS) and time-
hopping (TH). The tactical data link (TDL) network standard
Link 16 has become the major information channel within
the military communication systems of the United States Joint
Services, and forces of the North Atlantic Treaty Organization
(NATO). Link 16 utilizes FHSS for improving immunity
to jamming and introducing redundancy [18]. However, the
communication is based on legacy half-duplex transceivers.

C. Using Full-Duplex Radios in Military Networks

When envisioning the usage of in-band full-duplex
transceivers in military communication networks, the above
different requirements must be carefully considered. In terms
of the distributed nature of the network, the full-duplex
capability allows for more efficient searching of the close-
by radios, since it facilitates simultaneous transmission and
sensing [19]. This has already been investigated in the context
of cognitive radio systems, and shown to be feasible [20].

In-band full-duplex communication also helps in coping
with the scarcity of the available bandwidth, since it can po-
tentially provide a two-fold increase in the spectral efficiency
[1], [6]. This is obviously a crucial advantage in helping to
ensure the situation awareness and the tactical communication
capabilities under all circumstances.

Malicious jamming is of course a serious challenge also
for full-duplex transceivers, although there is already some
literature available where the full-duplex capability is success-
fully used (in theory) to counter-act jamming. Furthermore, the
capability to cancel the own transmission allows for generating
a jamming signal while also receiving useful data [2]. Hence,
in the context of jamming, the full-duplex capability creates
variety of new possibilities in the radio level.

As for the transmitter–receiver isolation requirements in
military networks, in typical data transfer applications the SI
should obviously be cancelled as much as possible. This is
especially crucial due to the limited bandwidth of the military
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Fig. 2. The relationship between wireless communication and radar systems.

systems, since any residual SI will result in a decreased spec-
tral efficiency. In this regard, many prototype implementations
are already capable of obtaining the required SI isolation [4],
[6]. Especially, in [6] an overall SIC of 90 dB is achieved
with a shared transmit/receive antenna over a bandwidth of
80 MHz, while [4] reports 100 dB of suppression for a relay-
type FD device over the same bandwidth.

D. Continuous-Wave Radar

A very specific field within military radios are the radars,
which can be used to detect targets by transmitting and
receiving electromagnetic signals. In this case, the direct
leakage between the own transmitter and the own receiver must
be efficiently suppressed, while the echoes from the targets
must be successfully received, meaning that some form of
SI cancellation is needed [1]. In the earlier applications, an
isolation of 60 dB for the direct leakage was obtained [1], [21],
while the more recent compact single-antenna radars have
reportedly obtained suppression performances of 30–40 dB
[22]–[24]. Although the compact radars typically operate in the
mm-wave frequencies, these attenuation figures can be used as
some sort of a ballpark figure for the SIC performance.

In fact, in-band full-duplex operation has already been
used in the context of continuous-wave radars (as opposed
to pulsed radars), such that the concept dates back to at least
the 1940s [1]. Figure 2 illustrates the similarity between full-
duplex radios and radars. In particular, a continuous-wave
radar using one or two co-located antennas (monostatic or
pseudo-bistatic) is technically similar to a one or two antenna
full-duplex radio. However, the fundamental conceptual differ-
ence between radars and full-duplex radios is that, except for
near-end local leakage, the echo signal looping back to a radar
receiver is a useful signal revealing information about a target
while the corresponding signal is completely self-interference
for a full-duplex radio. Moreover, the isolation provided by cir-
culators developed for monostatic radars is usually insufficient
for communication purposes. On the other hand, bistatic radars
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Fig. 3. Four military applications for the simultaneous transmission (Tx) and reception (Rx) capability of full-duplex (FD) radios under self-interference (SI).

are similar to a multiple-access communication scenario since
they need to separate the direct leakage from the transmitter
and echoes from a target (cf. signals from another transmitter).

The SI cancellation figures reported so far also indicate that
the current full-duplex radios could be readily used for low-
power military radar applications. Even though these radars
typically use much higher frequencies than the reported full-
duplex prototypes, many of the SI cancellation solutions could
potentially be applied also to mm-wave systems. Moreover, for
radar systems, it is not necessary to obtain as much isolation
as for the data transfer applications [22]–[24]. Hence, even
if the obtained amount of isolation in the higher frequencies
was significantly less than the 90–100 dB obtained in the 2–
3 GHz band, the current solutions could still most likely fulfill
the isolation needs of the radar applications.

III. ANALYSIS OF MILITARY COMMUNICATION
APPLICATIONS FOR FULL-DUPLEX RADIOS

Let us consider a military scenario, where two opposing
teams (blue and red) use the same frequency band for com-
munications and/or electronic warfare. The former use refers
to the transfer of any information (e.g., voice, data or an
activation signal) over a link between two radios in either team
while the latter use can be interception or jamming that targets
a radio in the other team. Let us further assume for simplicity
that only one blue radio can operate in the FD mode and
the red team does not possess such technology. Consequently,
we can identify the four different system variations illustrated
in Fig. 3 when both teams have at maximum two radios
and they can be used for receiving either communication
or interception signal and transmitting either communication
or jamming signal. Plain two-way FD information transfer
without electronic warfare is not considered herein because it
is already widely studied in the civilian/commercial context.

A. Jamming against Communication

In the application of Fig. 3(a), both teams use the same
frequency band for their communications. In a conventional
case without any FD radios, the blue and red teams’ commu-
nication links would achieve signal-to-noise ratios (SNRs) of
SNRbb and SNRrr, respectively. The STAR capability allows the
blue receiver to transmit a jamming signal causing extra inter-
ference to the red receiver at the cost of suffering from self-
interference. Thus, the blue and red teams’ communication
links achieve signal-to-interference-and-noise ratios (SINRs)
of SINRbb and SINRrr, respectively, that are given by

SINRbb =
SNRbb

PSI/PN + 1
and SINRrr =

SNRrr

PJ/PN + 1
, (1)

where PSI, PJ and PN denote residual self-interference power
in the blue receiver after SIC, jamming signal power disrupting
the red receiver and background noise power, respectively.

The blue communication link achieves the information rate

Rbb =

{
log2(1 + SNRbb), without jamming,
log2(1 + SINRbb), with jamming,

(2)

and the red communication link achieves the information rate

Rrr =

{
log2(1 + SNRrr), without jamming,
log2(1 + SINRrr), with jamming.

(3)

Obviously, SINRbb < SNRbb and SINRrr < SNRrr so that both
Rbb and Rrr decrease due to jamming. However, in principle,
the SI signal can be suppressed more efficiently than the jam-
ming signal (PSI � PJ) so that SINRbb/SNRbb � SINRrr/SNRrr.
For example, Fig. 4 illustrates the information rates in a
symmetric scenario where the SNRs of links between all radios
are equal. We see that jamming decreases Rbb much less than
Rrr because PJ/PSI = 10 dB. It actually may be worthwhile
for the blue team to tolerate some rate loss in order to make
much bigger impact on the red team’s rate.



B. Jamming against Interception

The application of Fig. 3(b) is similar to the above one ex-
cept that the jamming signal is now used as a countermeasure
for interception. With jamming, the SINR for intercepting the
blue communication link in the red receiver is given by

SINRbr =
SNRbr

PJ/PN + 1
, (4)

when the corresponding SNR without jamming is SNRbr. The
information rate of the blue communication link is still given
by (2) while the rate of the information leaking from the blue
transmitter to the red receiver is given by

Rbr =

{
log2(1 + SNRbr), without jamming,
log2(1 + SINRbr), with jamming.

(5)

Obviously, if SNRbr > SNRbb, e.g., the red receiver is closer
to the blue transmitter than the blue receiver, then secure
transmission is impossible with conventional technology. In
contrast, it is possible to achieve SINRbr < SINRbb with FD
operation such that Rbr < Rbb even if SNRbr > SNRbb.

Based on the theory of physical-layer security [25], [26],
the secure information rate of the blue communication link
can be expressed as

RS
bb = [Rbb −Rbr]

+
, (6)

where [x]+ = max{0, x}. Firstly, we can see that jamming
decreases both Rbb and Rbr. However, the effect on the latter
is typically much more severe such that the secure rate RS

bb

increases despite the total rate Rbb decreases. For example, in
the example of Fig. 4, RS

bb = 0 bit/s/Hz without jamming but
the FD technology allows to achieve positive secure rate.

C. Simultaneous Interception and Communication

In the application illustrated in Fig. 3(c), the blue com-
munication link uses the STAR capability for simultaneous
interception. The SNR for interception would be SNRrb without
simultaneous information transmission while it decreases to

SINRrb =
SNRrb

PSI/PN + 1
(7)

in FD operation due to residual self-interference.
The information rate of the red communication link is given

by (3) while the rate of the information leaking from the red
transmitter to the blue receiver is given by

Rrb = log2(1 + SINRrb). (8)

The corresponding secure information rate of the red commu-
nication link under interception is given by

RS
rr = [Rrr −Rrb]

+
. (9)

It should be especially noted that performing simultaneous
interception with information transmission does not affect the
blue team’s own rate so it comes at no cost during operation,
if the transceiver has the STAR capability. Thus, it is always
worthwhile to do as long as SINRrb is reasonably large such
that Rrb is non-negligible like in the example of Fig. 4.

-10 -5 0 5 10 15 20 25 30

0

1

2

3

4

5

6

7

8

9

10

R′
rb with jamming and its compensation

Rbb=Rrr=Rbr=Rrb without jamming

Rbb with jamming, Rrb with communication

RS
bb with jamming (0 bit/s/Hz otherwise)

Rrr=Rbr with jamming

SNRbb = SNRrr = SNRbr = SNRrb [dB]

in
fo
rm

at
io
n
ra
te

[b
it
/s
/H

z]

Fig. 4. Achievable information rates between transceivers in a symmetric
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D. Simultaneous Interception and Jamming

In the application illustrated in Fig. 3(d), the blue team
transmits jamming to the red team’s receiver in order to
decrease its link quality from SNRrr to SINRrr which also
decreases the link quality for interception from SNRrb to SINRrb.
However, the red team may try to compensate the jamming by
increasing transmission power to achieve link quality SINR′rr
(SINR′rr > SINRrr) by which the link quality for interception
increases to SINR′rb. It is possible that SINR′rb > SNRrb, i.e., it
may be worthwhile to tolerate some self-interference in order
to gain back much more from the opponent’s countermove.

In the example of Fig. 4, the red transmitter increases its
transmission power such that the link achieves information
rate R′rr that equals Rrr in the original case without jamming.
Consequently, the maximum rate of information leaking to
the blue transceiver increases significantly from Rrb to R′rb.
The secure information rate of the red team, RS

rr, remains
always zero in the example of Fig. 4, because they do not
possess the FD technology. Otherwise, the smart countermove
for jamming would be to launch jamming against potential
interception if increasing transmit power is necessary.

IV. CONCLUSION

Inspired by the rapid advances in civilian/commercial full-
duplex radios that we have recently observed, we believe that
this progressive technology and the underlying unprejudiced
idea of simultaneous transmission and reception on the same
frequencies find their way in some form also to the field of
military communications sooner or later. Thus, for the first
time ever, this paper surveyed the prospects of the technology
in electronic warfare in order to initiate scientific research on
this emerging topic and to disseminate the idea to the military
communications community. It is not out of the question that
armed forces could gain a major technical advantage over an
opponent that does not possess equivalent technology.
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[20] V. Syrjälä, M. Valkama, M. Allén, and K. Yamamoto, “Simultaneous
transmission and spectrum sensing in OFDM systems using full-duplex
radios,” in Proc. IEEE 82nd Vehicular Technology Conference (VTC
Fall), Sep. 2015.

[21] F. O’Hara and G. Moore, “A high performance CW receiver using
feedthru nulling,” Microwave Journal, vol. 6, p. 6371, Sep. 1963.

[22] J.-G. Kim, S. Ko, S. Jeon, J.-W. Park, and S. Hong, “Balanced topology
to cancel Tx leakage in CW radar,” IEEE Microwave and Wireless
Components Letters, vol. 14, no. 9, pp. 443–445, Sep. 2004.

[23] K. Lin, Y. E. Wang, C. K. Pao, and Y. C. Shih, “A Ka-band FMCW
radar front-end with adaptive leakage cancellation,” IEEE Transactions
on Microwave Theory and Techniques, vol. 54, no. 12, pp. 4041–4048,
Dec. 2006.

[24] C. Y. Kim, J. G. Kim, and S. Hong, “A quadrature radar topology with
Tx leakage canceller for 24-GHz radar applications,” IEEE Transactions
on Microwave Theory and Techniques, vol. 55, no. 7, pp. 1438–1444,
Jul. 2007.

[25] Y. Liang, H. V. Poor, and S. Shamai (S.), “Secure communication over
fading channels,” IEEE Transactions on Information Theory, vol. 54,
no. 6, pp. 2470–2492, Jun. 2008.

[26] P. K. Gopala, L. Lai, and H. El Gamal, “On the secrecy capacity of
fading channels,” IEEE Transactions on Information Theory, vol. 54,
no. 10, pp. 4687–4698, Oct. 2008.


