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The issue of developing a mathematical model for estimating the dynamics of changes
in the performance of operators of web-oriented information systems is considered.
The relevance of these systems is shown both for the evaluation of the effectiveness
of the units’ activities and for the formation of the psychological climate of the
collective. The generality of the solution of this issue and the issues of revealing
abnormal behavior as a sign of harmful activity is described. The applicability of this
approach for assessing the quality of interface updates of the system is underlined.
The proposed mathematical model and the numerical algorithm for its building are
thoroughly disassembled. A description of the system for evaluating the performance
of operators of the ERP system of the National Research Nuclear University MEPhI,
developed on the basis of this model, is given. Conclusions are drawn about the
applicability of the proposed mathematical model.
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Today, many human activities are associated with continuous work in information
systems. Operators of customer service centers, call-centers and other departments
of banks, insurance companies, online stores and many commercial and budgetary
organizations perform thousands of operations on entering or selecting information
daily. The effectiveness of their work can be determined by various factors, including
the qualifications of employees, their psychological and physical condition, excessive
or insufficient workload, the convenience of software (including the effectiveness of
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the latest updates) and many other parameters. Each of these factors require manage-
ment to have its own control, the loss of which can directly affect both the company’s
profits and its many potential customers.

Timely detection of the decline in the performance of both the individual employee
and the team as a whole is an extremely important task for any successful leader.
However, if operators perform thousands of similar actions per day, it is not enough
to determine the fact of performance loss. It is also necessary to understand what
the cause is and how to fix it. At the same time, we should not forget that excessive
control can also lead to a drop in productivity due to the deterioration of the team’s
psychological state. The maximum importance of this factor for production efficiency
is shown in the works of many authors. For example, Ferndndez-Ardoz C. in his book
[1] shows the importance of not only the competence of employees, but also their
contribution to the psychological climate of the team when creating a work team. It is
important to understand that the emotional state can be violated both in the team as a
whole and in individuals. The most vivid example of this situation can be professional
burnout. The danger of these situations is described in detail in the works of N. Kind
[2], L. Zaninotto [3] and J. Brearley [4].

An equally important problem of organizing the work of modern divisions related
to work on computers and the Internet is the factor of distraction of employees for
non-working activities. For example, many young professionals are characterized by
a great loss of time for communication in social networks and instant messengers.
Nevertheless, the activities of many organizations, for example, online stores do not
allow you to block these services at the proxy server level. All this requires the intro-
duction of delicate tools to monitor the effectiveness of employees, without direct
intervention in their daily work.

It should be noted that there is a large number of software tools to monitor the
actions of employees on the computer. These include, for example, the technolo-
gies KickDIr [5], HubStaff [6], Yaware [7] and StaffCop [8] and others. Nevertheless,
these software have a number of significant drawbacks. First of all, all the specified
applications require direct installation on the computers of employees. Thus, each
employee understands that all his actions are controlled by management and system
administrators. This leads to a sharp deterioration in the psychological state of the
team, and often to the dismissal of key employees. In addition, huge amounts of
data are generated by these applications, including screenshots of employee desktops
and other large multimedia objects, which is extremely difficult to analyze from the
management point of view.
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On the other hand, modern information systems in most cases are web-oriented
applications that are operated on the company’s server. At the same time, it is pos-
sible to maintain logs that can store not only changes made by the employees to the
database objects but also all the operator actions in the browser on the information
system site. Analyzing this information, it is possible to get an assessment of the
employees’ productivity without using additional software on their computers and
excluding from the analysis all information not related to the direct task of the operator.

In addition, the analysis of information obtained from the log journals of information
systems also allows you to evaluate the effectiveness of information systems updates,
both in terms of work of individual employees and in terms of the work of a separate
division or the entire organization as a whole. Particular difficulty in assessing the
quality of information system updates is the analysis of changes in ergonomics of
application’s user interfaces. Today, the technology for assessing the convenience of
interfaces that is named GOMS [9] is the most popular and requires the separation of
different types of operations into categories, which is not always possible in complex
integrated systems. On the other hand, the effectiveness of interface updates can be
evaluated based on employee performance changes, which makes this task compara-
ble with the task of assessing the performance of employees.

Thus, it is important to create an automated system that allows analyzing the effec-
tiveness of employees or their groups based on the log journals of one or several
information systems. An effective solution of this problem requires the construction
of a mathematical model of the employee’s behavior in the information system on
the basis of multicomponent analysis. It is also worth noting that the introduction
of a mathematical model of the employee’s behavior will also help to identify situ-
ations that are characterized by a clear deviation from the norm in the actions of the
employee, which may be a signal about criminal or illegal activity.

The data of information systems logs are used as input parameters of the mathematical
model. This set of information includes the following components: the time of cre-
ation/modification/deletion of the object, including the values of its attributes; normal
HTTP-requests to the system and their parameters; Ajax-requests to the system and
their parameters; user actions on the system site using the mouse and keyboard.
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Without preprocessing, such parameters cannot be used to build the model. There-
fore, based on the business processes used by the organization, the most important
components of the operator’s production cycle are identified and considered in a time-
aggregated state. For example, the following elements of the business process can be
selected for the online store operator: order creation, adding products to the order,
removing goods from the order, providing discounts or its analogues, changing the
order status, changing the customer data and the delivery address. Based on the
analysis of information system log journals, the following parameters, discretized by
time, can be singled out: the number of orders created per hour; the number of goods
added to the order per hour; the maximum number of products in one order per hour;
the minimum number of products in one order per hour; the amount of ordered goods
per hour; the amount of goods removed from orders per hour; average order price per
hour; the number of discount facts; the maximum amount of the discount for an hour,
etc. In General, the list of model parameters depends on the task and is determined
by the analyst of the organization. The discretization of all parameters in time should
be the same.

Let's introduce the following notation: f; ; - the aggregated value of the input param-
eter j at the step of discretization in time j; = - the step of discretization the model
in time; M - the number of input parameters. Then, the behavior of a person in an
information system can be described using a discrete vector function:

I,

The employee’s performance is largely determined by his chronotype [10]. Some
employees work faster and more efficiently in the morning, while others in the
evening. In this case, the organization of working time, determined by the company’s
business processes, can affect the amount of work that an employee can accomplish
over a certain period of time. For example, the company’s business processes can
regulate the number of days off, determine the days of supply of new goods, banking
days, etc. For this reason, under the unchanged operating conditions of the operator, it
is always possible to distinguish a certain chronological cycle within which his behavior
often has the same character. Let’s denote this time interval by the symbol T.

We divide the domain of definition of the vector function f into segments of length T.
We will estimate the efficiency of the employee’s activity by using the deviation of his
behavior on the current segment 7; from the model of his behavior constructed on the
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basis of the previous segments T, - T,_,. Such an approach will allow not only to assess

the dynamics of changes in the efficiency of employees, but also to reveal extraor-

dinary deviations in their behavior. The employee’s behavior model is constructed by

iteration, until the changes become insignificant within a given accuracy e, which is

chosen empirically within 10-30%.

Let’s describe the algorithm of constructing the model, which consists of seven

steps, and introduce some additional notation:

DOI 10.18502/keg.v3i6.2969

1. Let’s set the value of discretization step number to 1.

2. Then calculate the value of vector function F:

To do this, for each component £, ; of the vector function f; is approximated by
b-splines [10] on the segment T; of the least-squares line calculated for it (Figure

1).

. Then, for each F, ; it is required to calculate the following evaluation parameters:

Fmax; ; = max;er, fix — Fixs Fmin;; = —miner, Jix — Figs

2 2.
qui,j = Z fi,j _Fi,j 5 Ff"ei,j = Z 8k

keT; keT;

e (Fmaxi’j + Fmini’j)
100 ;

Lif | fie = Fiel >

0 else

in which g, =

; . 1if fi,=F

= 0 else

. Using the aforementioned calculated parameters, it is required to calculate the

estimated parameters for f,,, and F;.

. If none of the estimated parameters of the (j + 1)-st step exceeds more than e

percent of the corresponding parameter of the j-th step, then it shall be assumed
that the vector function F; describes model of human behavior and stop the

algorithm.
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6. Otherwise it is necessary to set the value of the variable j toj + 1.

7. And replace the values of the vector function f; in the k-th step of the discretiza-
tion of the time interval T, (fj") according to the following principle:

Z1{7=1flk,17 ]

jj k

p=1f2,p
fi= j+1 -

J
Z:p—lfMp
j+1 J

8. After that it is necessary to return on step (ii) and repeat steps (iii-viii).

Figure 1: Graphs of two components and their models on a time interval T = 1 day (with 8 hours of
employees working day).

Under the condition that the maximum values of the components of the vector
function f; are bounded above and below, this algorithm converges in a finite number
of steps to a certain solution. If only the restriction on the lower boundary of the vector
function is guaranteed, then for the convergence of the algorithm it is necessary to
consider the trend of each component during the model creation.

As an approbation of the developed model, a system for assessing the effective-
ness and identifying deviations in the work of ERP-system operators of the National
Research Nuclear University MEPhI (Moscow Engineering Physics Institute) was cre-
ated. The algorithm for model creation was written using the Python programming
language and the SciPy mathematical library. It should be noted that university ERP-
system based on the Ruby on Rails. In @ number of early works of the authors, the
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high efficiency of this framework for solving the problems of various areas of human
activity has been shown [11, 12]. The high efficiency of this web development platform
is also indicated by its relevance in the world. According to a study by the Australian
independent agency BuiltWith [13], more than 11% of the most visited sites are imple-
mented using Ruby on Rails technology.

The system for assessing the effectiveness and identify deviations in the work of
the operators was used for the detailed evaluation of a number of departments, as well
as individual employees, working with the University of ERP-system. The results can
be used as an effective component KPI contract. In addition, with this mathematical
model has been identified and eliminated a number of inefficient decisions made when
updating the interface of the University of the ERP-system.

Thus, as a result of the research, a mathematical model of the employee’s behavior
in the information system based on multicomponent analysis is proposed. The model
allows to evaluate the productivity of employees and divisions. This helps to detect
abnormal behavior with the aim of suppressing criminal or illegal activity. Also it helps
to assess the quality of updates to the interface of web systems using the analysis of
log journals data.

Approbation of the work showed its qualitative applicability for solving real applied
problems.
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