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Abstract

Remote working is a practice that provides economic benefits to both the employing
organisation and the individual. However, evidence suggests that organisations
implementing remote working have limited appreciation of the security risks, particularly
those impacting upon the confidentiality and integrity of information and also on the
integrity and availability of the remote worker’s computing environment. Other research
suggests that an organisation that does appreciate these risks may veto remote working,
resulting in a loss of economic benefits. With the implementation of high speed
broadband, remote working is forecast to grow and therefore it is appropriate that
improved approaches to managing security risks are researched. This research explores
the use of secure portable execution and storage environments (secure PESEs) to improve
information security for the remote work categories of telework, and mobile and

deployed working.

This thesis with publication makes an original contribution to improving remote work
information security through the development of a body of knowledge (consisting of
design models and design instantiations) and the assertion of a nascent design theory.
The research was conducted using design science research (DSR), a paradigm where the

research philosophies are grounded in design and construction.

Following an assessment of both the remote work information security issues and threats,
and preparation of a set of functional requirements, a secure PESE concept was defined.
The concept is represented by a set of attributes that encompass the security properties
of preserving the confidentiality, integrity and availability of the computing environment
and data. A computing environment that conforms to the concept is considered to be a
secure PESE, the implementation of which consists of a highly portable device utilising
secure storage and an up-loadable (on to a PC) secure execution environment. The secure
storage and execution environment combine to address the information security risks in

the remote work location.

A research gap was identified as no existing ‘secure PESE like’ device fully conformed to

the concept, enabling a research problem and objectives to be defined. Novel secure



storage and execution environments were developed and used to construct a secure PESE
suitable for commercial remote work and a high assurance secure PESE suitable for
security critical remote work. The commercial secure PESE was trialled with an existing
telework team looking to improve security and the high assurance secure PESE was
trialled within an organisation that had previously vetoed remote working due to the

sensitivity of the data it processed.

An evaluation of the research findings found that the objectives had been satisfied. Using
DSR evaluation frameworks it was determined that the body of knowledge had improved
an area of study with sufficient evidence generated to assert a nascent design theory for

secure PESEs.

The thesis highlights the limitations of the research while opportunities for future work
are also identified. This thesis presents ten published papers coupled with additional
doctoral research (that was not published) which postulates the research argument that
‘secure PESEs can be used to manage information security risks within the remote work

environment’.
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1 Introduction
1.1 Background

Remote working has become an established practice (Baruch, 2000; Watts-Englert et al.,
2012; Ye, 2012) primarily due to advances in information and communications technology
(ICT), allowing the remote work location to both communicate with, and work effectively
as an extension of the corporate office (Peacey, 2006). In Australia the work practice is
forecast to substantially increase with the implementation of high speed broadband
(DBCDE, 2011; Telework, 2013). Remote working is a term that encapsulates several
categories including teleworking (Lister and Harnish, 2011), mobile working (Dade, 2013)
and deployed working (ADoD, 2007).

The availability of highly portable computing devices, increasing Internet speeds and cloud
computing (Armbrust et al., 2009; Optus, 2012; ACMA, 2013) has provided the ICT
infrastructure required to enable remote working to grow. Although this ICT infrastructure
allows remote access to, and processing of sensitive corporate information it has generally
evolved without security being a primary requirement (Goth, 2012; Astani et al., 2013)
and therefore is vulnerable to security risks. Whilst the implementation of remote working
provides tangible business benefits, not ensuring that effective information security is
achieved can be an omission or failing of an organisation (Clear, 2007). Without full
consideration of the security threats or through the implementation of only limited, weak
or no information security controls, an organisation risks losing data and/or being
vulnerable to cyber-attack (Ponemon, 2012). There are several possible reasons why

inadequate information security occurs:

1. Although the issues and risks within the remote work environment have been
investigated (Sturgeon, 1996; Hoogendijk, 2006; Deloitte, 2011), research has shown
there is a lack of awareness, understanding and/or an appreciation of these risks,

particularly by small and medium sized organisations (Clear, 2007).

2. An organisation enforcing best practice information security management (ISO/IEC
27001:2013, 2013) will have appropriate physical and logical security controls

established to protect information assets in the corporate office(s). However, the



enforcement of security management for remote working (NIST, 2007) can prove
difficult as the information processing/computing environment resides outside the

organisation’s sphere of physical ICT management (Bates, 2010).

3. The standard information processing actions of a PC’s execution environment (i.e. the
PC’s operating system and its software application suite) can result in the unintended
disclosure of information as the execution environment stores temporary copies of
data (often unbeknown to the user) which remain on the PC’s hard disk drive (HDD)

and could be recovered at a later date by an unauthorised user (Jones et al., 2008).

These three issues can result in computing devices used for remote work being vulnerable
to information security risks. Security training and awareness programmes, strong ICT
management of remote computing devices and configuration of the execution
environment (to delete temporary data upon shutdown) can manage these respective
issues. However, a single solution that can provide an appropriate level of security to

address all of these issues is desirable.

Conversely, information security can be used as a barrier to remote working (GSA, 2002;
Whiteman and Dick, 2006; Deloitte, 2011). Organisations that understand the risks to
information processed outside the secure office environment often deny staff the
opportunity to work remotely or constrain the activities that can be performed remotely
due to information security concerns (Gibson et al, 2002; NIST, 2009; Kowalski & Swanson,
2005). By denying staff the opportunity to work remotely neither the organisation nor
the staff accrue the benefits of remote working, possibly making the organisation
uncompetitive as it may not attract the best staff nor obtain savings in reduced office and
other infrastructure costs (Baruch, 2000; Davis, 2011; Ye, 2012). A solution that could be
deployed, that would provide an appropriate level of assurance and manage information

security risks, may lead to concerned organisations re-considering remote working.

More recently in Australia remote working (in particular teleworking) has received
increased attention (DBCDE, 2011; Deloitte, 2011) due to the expected contribution that
remote working could make to national economic and productivity improvements (Davis,

2011; DBCDE, 2013). It is therefore relevant that research into secure computing



technology for remote working is performed to improve security, remove a barrier and

allow a concerned organisation to implement a remote working policy.

A solution for remote work security (Goslar, 2000; Pyo6rid, 2003; Whiteman and Dick,

2006; NIST, 2009; OMB, 2011; OPM, 2011) would need to include:

1. Capabilities that preserve the confidentiality of information, and the integrity and

availability of the execution environment from information security risks.
2. Ahigh level of portability to enable remote working to be achieved on any PC.
3. Support for a wide range of software applications.

4. A user friendly interface that would enable efficient and effective use with no or
minimal training.

5. Secure storage of data.

In this thesis a solution is designed and constructed that delivers secure storage and a
secure execution environment, is highly interoperable across PCs, has a user friendly
interface and allows remote work to be performed efficiently and effectively. The security
features of the solution will limit the opportunities for cyber-attack, data loss and forensic

discovery of data.

1.2 Overview of Research and the Research Argument

This thesis describes the doctoral research (a PhD with publication) performed to develop
improved secure portable computing solutions to support remote working (the research
area of study). This thesis asserts that the generated body of knowledge makes a
contribution to the area of study and also defines a nascent design theory underpinned by

an informal concept® and improved secure portable computing devices.

The researcher has defined the term secure Portable Execution and Storage Environment
(secure PESE). The term is used to represent a concept and a physical embodiment. As a
concept a secure PESE is an informal model that allows the suitability of secure portable
computing devices for remote work to be determined or provides a high level definition

for the development of a new device. The physical embodiment of a secure PESE is a

L An informal concept is defined as a concept with a vocabulary/notation in English as opposed to a formal concept
where a mathematical notation is used.

3



device that combines two capabilities - a secure portable execution environment (secure
PEE) and secure data storage. The device allows the secure PEE (e.g. a hardened
operating system and/or hardened software application suite) to be uploaded from the
secure storage device onto a host PC to execute. Secure storage is achieved by the device
providing authentication, access controls and encryption of the storage medium. The
research involved the development of secure PESEs based upon augmenting existing
research and improving available technologies to provide a secure computing

environment to improve information security for remote working.

This PhD with publication presents a set of ten papers that together with other doctoral
research documented in the thesis shows the progressive development of a body of
knowledge postulating the research argument that ‘secure PESEs can be used to manage
information security risks within the remote work environment’. This PhD thesis presents
the outcomes of a Design Science Research (DSR) (Vaishnavi and Kuechler, 2014) project

where a set of artifacts” is built to demonstrate the research argument.

The ten papers were prepared (and published) as each substantial area of investigation
was progressed. In addition Chapters 2, 4, 5 and 6 present knowledge developed but not
published that forms an integral part of the research. Each paper is numbered 1 to 10 to
reflect the order in which the research was conducted and the paper prepared, although
the respective paper publication date does not necessarily follow the chronological
progression of the research. The thesis is structured into seven chapters and follows a
publication schema for DSR (Gregor & Hevner, 2013) with the papers presented in
Chapters 2, 4, and 5.

1.3 Motivation for Research

The factors influencing the research were initially the researcher’s long held personal
interest in remote working (James, 1991) and his workplace responsibility for the design
and development of secure portable storage technology. The Australian Government’s
goal (Telework, 2013) to increase the level of remote working also became a research

driver as it added national context and the possibility of commercialisation opportunities.

2 An artifact is a construct, model, process, method or instantiation developed using a research methodology; in
particular the term artifact is used in Design Science Research.

4



The researcher is employed as a product development manager at Secure Systems Limited
(SecureSystems, 2013), a security technology company that specialises in the design and
manufacture of innovative secure data storage technology. In that role the researcher is
responsible for leading research programmes for new products and product variations,
liaising with customers and the wider market to identify new product opportunities, and
keeping abreast of the relevant research literature for both secure storage and the
possible applications for secure storage. Secure Systems has designed, developed and
patented the Silicon Data Vault (SDV) technology, a portfolio of secure storage
technologies for use in laptops, portable storage devices and embedded systems

(PocketSDV, 2006; MiniSDVCert, 2012; SDV-HA, 2013).

The motivating goals for the research were:

e Improve Remote Work Security: To contribute to the body of research that prevents

or limits the effects of information security risks in the remote work environment.

e Increase Security Awareness: The need to increase the awareness of information

security risks in the remote work environment.

e Develop New Solutions: The need for a secure portable computing capability to

improve information security in remote work locations.

e Increase Remote Work: To facilitate the increase in remote working by providing a
body of knowledge and demonstrable artifacts to support both an organisation
implementing remote work policies and to enable an organisation, citing information

security risks as the reason for vetoing the work practice, to reconsider that position.

e Commercialise Research: An opportunity to develop innovative technology that might

be commercialised into cost effective solutions.

It was initially the researcher’s search for new innovative ideas to apply the SDV
technology that provided the catalyst for the PhD. The SDV technology played an
important role throughout the PhD with the constructed secure PESEs utilising the SDV
technology. Conducting a PhD with publication at Edith Cowan University (ECU) enabled
the researcher to apply academic rigour to his research whilst both publishing research
results and using the research outcomes to potentially identity new product/solution

ideas for Secure Systems and its SDV technology. The Australian Government’s emphasis

5



on encouraging organisations to adopt remote working further validated the need for

research to support secure remote working.

1.4 Key Terms and Definitions

The following terms are used throughout this thesis:

Secure Portable Execution Environment (secure PEE): a term to define the software
execution environment held on a secure PESE that is uploaded onto a PC upon successful
authentication to provide a set of tools/applications. It is possible to have more than one
secure PEE installed on a secure PESE. A secure PEE can be constructed from a range of
software capabilities with initially (in this research) virtualisation being considered;

however, as the research progressed the preferred approach is to either:

1. Use a hardened bootable operating system with the required set of tools/applications

installed; or

2. Alternatively, the secure PEE can consist of a small set of hardened tools/applications

that are uploaded onto a PC that is executing an operating system.

Secure PESE: a term used to both represent a concept for the use of secure portable
computing technology for remote work and also to describe a device that implements the

concept. The concept is an informal model defined by the following set of attributes:

e Prevent unauthorised access to a secure execution environment and any stored data.

Preserve the integrity and availability of the execution environment
e Preserve the confidentiality and integrity of any stored data.

e Preserve the confidentiality and integrity of any data sent to/from the remote

location.

e Provide a highly portable device with a user friendly execution environment that can

be used on any available PC.

e Provide an execution environment with only the necessary secured functionality for

the specific remote work activities.

e Limit the execution environment’s access to the internal storage device(s) of the host

PC.



As a device a secure PESE is defined as a highly portable, interoperable, secure computing
device that combines a user friendly, limited functionality, execution environment
together with secure storage. Upon successful authentication a secure PESE connected to
a host PC will upload the execution environment and allow access to stored data. A
secure PESE prevents unauthorised access to both the execution environment and stored
data, preserves the confidentiality, integrity and availability of data and the execution
environment, and limits access to the PC’s internal disk drive. A secure PESE protects
information by managing the risks of cyber-attack, data loss and forensic data discovery in
the remote work environment. In Chapter 4 a conceptual design model (Figure 4.2) and an
operational model (Figure 4.3) are presented. The underlying philosophy of the secure
PESE is that it extends the corporate office security boundary out to the remote work

location (Peacey, 2006).

A secure PESE implements access controls, authentication, cryptographic security
mechanisms, anti-tamper mechanisms, a large storage medium and an up-loadable secure
PEE. As a device a secure PESE is packaged into a small portable unit with external

interfaces for both connection to a PC (e.g. USB, eSATA) and authentication tokens.

SDV: a set of security mechanisms, PC and disk interface technologies and peripheral
electronics implemented in a combination of hardware and software to provide a secure
storage device. The SDV security mechanisms consist of the following innovative set of
security controls - strong authentication, multi-user/role capability, differentiated access
controls, encryption and strong key management. In the research described in this thesis

SDV technology is used to construct the hardware platform for secure PESEs.

The terms cyber-attack, malware, data loss and forensic data discovery are widely used in

information security, in this thesis they are constrained to the following definitions:

Cyber-attack: is an offensive activity with the objective of denying, degrading, disrupting
or destroying information or ICT systems (ASD, 2014). Malware is the primary tool used to

launch a cyber-attack.

Malware: Software developed to take full or partial control of a computer through a

cyber-attack. Malware can take many forms with new categories continually emerging;
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however, malware that can launch a cyber-attack can currently be categorised as a virus,
worm, downloader trojan, spyware, rootkit, ransom ware or a backdoor trojan (Sophos,

2009).

Data loss: Unauthorised access to data occurring through loss, theft or cyber-attack on a
storage medium or memory. In this thesis data leakage is sometimes used to mean data

loss.

Forensic data discovery: The (unauthorised) recovery of data from a computer storage
medium or memory using forensic techniques and tools but (as defined in this thesis) not
necessarily performed using a forensic methodology, i.e. forensic techniques and tools are
used to gain unauthorised access to data but are not performed in a manner to recover

and forensically preserve the data. N.B. This definition is specific to this thesis.

1.5 The Research Problem and Questions

Several investigations, a comprehensive literature review and a holistic review of the
remote work security issues were performed to identify a research problem and as a

consequence afforded the following additional outcomes:

A comprehensive description of the remote work information security issues and

threats was prepared.
e A set of experimental secure PESEs was constructed.

e A set of secure PESE functional requirements to counter the remote work threats was

specified.

e Afinalised secure PESE concept for remote working was defined.

An analysis of existing ‘secure PESE like” artifacts and products using the aforementioned
functional requirements identified a research gap leading to the following research

problem:

A requirement exists to develop an enhanced secure PESE that limits the
exploitation of vulnerabilities by hardening the execution environment,
providing a tamper detection and response capability and ensuring no data

remnants are recoverable from the host PC. These enhancements will further
8



strengthen the secure PESE against the risk of cyber-attack, data loss and forensic

data discovery in the remote work environment.

To enable the research problem to be addressed the following research questions were

formulated:

e How can a useable and maintainable hardened operating system and/or small set of

hardened applications be developed?

e How can anti-tamper mechanisms be implemented into a small form factor and highly

portable device?

e How can a useable and maintainable execution environment be configured to store all

temporary data on a secure PESE partition?

The research considers these questions during the design, development, demonstration

and evaluation of the research artifacts (described in Chapters 4, 5 and 6).

1.6 Research Paradigm and Methodology

DSR was selected as the research paradigm as it is specifically intended for design and
development based research (McKay and Marshall, 2005; Hevner and Chatterjee, 2010).
An interpretive paradigm, with action research (Chiasson et al., 2008; Antill, 1986) was
considered as the methodology, but was discounted (as discussed in Chapter 3). DSR is
based upon a research paradigm where the ontology, epistemology and axiology
philosophies are grounded in design and construction. The specific method selected was

Design Science Research Methodology (DSRM) (Peffers et al., 2007) because:

1. Itis highly cited (ACM-DL, 2014) in academic papers and therefore has a proven track

record for the development of novel software and ICT based artifacts.

2. Its process model consists of six well defined activities also known as process
elements: problem identification; defining of objectives; design and development;
demonstration; evaluation; and communication, that align with constructing novel
artifacts based upon improving existing technology. The methodology supports
iteration from the evaluation or communication process elements back to the

objectives or design/development elements.



3. The researcher’s background includes developing systems using structured
methodologies and the DSRM has similarities to a structured systems development

methodology, thus enabling the researcher to apply the methodology rigorously.

A model of the DSRM is given in Figure 3.1 (Chapter 3). The research results of a DSR
project are innovative designs (i.e. artifacts) with assessment of the results performed
through showing a contribution to design knowledge and possibly to design theory. DSR
complements the more traditional interpretive and positivist paradigms. A characteristic
of the doctoral research is that the DSR paradigm was applied by the researcher whilst
conducting research at his place of work. The outcome is that the DSR paradigm was used

to design new technology that was commercialised.

1.7 Prior Research and Existing Knowledge
1.7.1 Knowledge Classes

This thesis uses an approach that classifies knowledge consumed and produced in DSR

(Gregor and Hevner, 2013) as:

e Descriptive knowledge is the “what” knowledge from observations, measurements,

natural laws, principles and patterns.

e Prescriptive knowledge is the “how” knowledge represented by the design attributes
of innovative artifacts and can take the form of a construct, model, method or

instantiation.

e Justificatory knowledge is the “why” knowledge that explains the underlying
philosophy for an artifact’s construction. Formal justificatory knowledge is the existing
recognised theories and informal justificatory knowledge is the specialist knowledge of

practitioners or other informal grounded knowledge.

A DSR project consumes descriptive knowledge and (possibly) existing prescriptive
knowledge and produces predominately prescriptive knowledge but may also generate
descriptive knowledge in the form of an artifact’s demonstration results. Justificatory

knowledge is consumed as it informs the design.

10



1.7.2 Knowledge Consumed

The knowledge consumed during the research can be categorised into the following

overarching categories:
e Security issues in the remote work environment (descriptive knowledge).

e Empirical evaluation results from earlier stages in the doctoral research (descriptive

knowledge).
e Stakeholder input and market trends (descriptive knowledge).

e Existing technology/artifacts suitable for secure portable devices and secure storage

(prescriptive knowledge).

e Design knowledge from earlier stages in the doctoral research (prescriptive

knowledge).

e Security risk assessment, operating system, and security and cryptographic

engineering design theories (formal justificatory knowledge).
e Theory of Network Centric Warfare (formal justificatory knowledge).

e Practitioner knowledge (informal justificatory knowledge).

The prior knowledge provides a baseline of knowledge to use or assist in the design of

new artifacts (Gregor and Hevner, 2013).

1.8 Knowledge Contribution and Its Significance
1.8.1 The Growth of Knowledge over Time

In this thesis consumed and produced knowledge is presented in four design cycles
(Gregor and Hevner, 2013). The concept of knowledge generation through design cycles is
used to capture the descriptive and prescriptive knowledge outcomes from earlier
research that can be consumed in the development of the final artifacts. The four cycles
are: Establishing the Research Problem and Objectives (design cycle 1), Baselining the
Design (design cycle 2), Developing the Commercial Grade Secure PESE (design cycle 3)
and Developing the High Grade Secure PESE (design cycle 4). Figure 3.3 (Chapter 3)
portrays a conceptual model of the four design cycles. Presentation using design cycles
was identified as the research was being finalised; however, the approach reflected how

the doctoral research had been conducted and therefore provided an elegant method of
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presenting the consumed and produced knowledge. The approach was particularly useful
for presenting the comprehensive knowledge produced early in the research that was not
reflected in published papers, e.g. the review of existing ‘secure PESE like’

artifacts/products and the holistic review of security issues.

1.8.2 Positioning the Research

A knowledge contribution framework for DSR is used to position the research (Gregor and
Hevner, 2013). The framework categorises a knowledge contribution as an improvement
(a new/improved solution for a known problem), or an exaptation (extending a known
solution to a new problem) or an invention (a new solution for a new problem). The body
of knowledge presented in this thesis fits into the improvement category as the remote
work security problem is known and the secure PESE, through a combination of innovative
technology improvements and new technology, provides an improved solution. An
anatomy of a design theory (Gregor and Jones, 2007) is used to assert that a nascent

design theory for secure PESEs has emerged from the research.

1.8.3 Significance of Research

The growing risk of cyber-attack in remote work locations (Bates, 2010), coupled with the
expected growth in remote working (DBCDE, 2011), accentuates the importance of this
research. The research is therefore considered significant as it provides a deep analysis of
the security problem and constructs secure artifacts to address the problem. More

specifically it:

1. Improves the use of secure portable computing technology for remote working by:

a. Presenting a holistic description of the information security issues in the

remote work environment.
b. Providing a comprehensive identification of the information security threats.
c. Specifying a set of secure PESE functional requirements.
d. Introducing the concept of a secure PESE, where the concept:

i. Provides an assessment and implementation model for secure portable
computing devices for remote work. The concept attributes encompass

the constructs and a model that can be used to assess or construct
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partially or fully compliant secure PESEs, i.e. the research artifacts can

be considered as just one example set of secure PESEs.

ii. Facilitates understanding of remote work security and identifies the
technology needed to match corporate office security. Essentially the
secure PESE concept models an extension of corporate office security to

the remote location.

e. Delivering demonstrable research artifacts (i.e. secure PEE, secure storage
devices and secure PESE implementations) that address the research problem.

These artifacts have been:

i. Constructed (to product quality standards) primarily through the novel

improvement/enhancement of existing technology components.
ii. Comprehensively tested and also trialled in real remote work situations.

iii. Certified and commercialised in the case of the Mini SDV and the SDV-

HA secure portable storage devices.

2. Asserts a nascent design theory for secure PESEs for use in remote working.

1.9 Scope of Research
The scope of the research included:

e Considering three categories of remote work (teleworking and, mobile and deployed

working).

e Information security issues grouped by location, personnel, insecure use of technology

and technology vulnerabilities.

e The development of both high grade and commercial grade secure PESEs.

1.9.1 Remote Work Categories Considered

The research focuses on enhancing security for the following remote work categories:

1. Teleworking (Lister and Harnish, 2011), also known as telecommuting, is an
established practice defined as the external processing of information conducted

predominately from home.
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2. Mobile working (Dade, 2013) is defined as work performed outside the corporate
office and conducted from any location as and when the work needs to be performed.

Like teleworking, mobile working has become an established practice.

3. Deployed working (ADoD, 2007) is considered to be the work practice where a group
of workers is assigned to work in a particular location for a period of time usually to

perform a well-defined assignment.

Teleworking and deployed working receive particular attention with a telework trial being
performed using transaction-oriented workers® and a deployed work trial involving
network centric operations (Folks and Richard, 2011). Teleworking is expected to be the
practice that will increasingly deliver economic benefits by allowing various types of work
to be performed from the home (DBCDE, 2013). Deployed working in a network centric
organisation (Abrams, 2009) was identified as an area where secure PESEs could enhance

remote node security.

1.9.2 Security Issues

The issues affecting information security were assigned to in the following groups:

1. Location — the physical security issues resulting from work being performed outside of
a secure corporate office (Zbar, 2000; Protective-Management, 2011; Protective-ICT,

2011; ASIAL, 2014).

2. Personnel — the security issues that may occur due to the experience and/or behaviour
of a remote worker (GSA, 2002; Hoogendijk, 2006; Joice, 2007; Crossler et al., 2013;
Jilani et al., 2013).

3. Insecure Use of Technology — the security issues resulting from incorrect configuration
of hardware and software and/or the way the remote work computing environment is

used (Furnell, 2006; Hoogendijk, 2006; NIST, 2007; Furnell, 2009).
4. Technology Vulnerabilities — the inherent vulnerabilities in hardware and software

(used by the remote worker) that can be exploited (Hoogendijk, 2006; Whiteman and
Dick, 2006; Jones et al., 2008).

% A transaction-oriented worker can be defined as a skilled worker who performs a continuous stream of activities
(transactions). Whilst a transaction may involve problem solving, the solution is often known to the worker and typically
does not involve the generation of new knowledge.
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Each group of security issues contains a set of threats and vulnerabilities which if
exploited can lead to information security risks in the form of cyber-attack, data loss or
the forensic discovery of data. A secure PESE is designed to provide countermeasures to

the security issues and therefore manage the information security risks.

1.9.3 Remote Workers

Remote workers will have different levels of ICT skills and experience (GSA, 2002). The
secure PESE artifacts have been constructed to require minimal ICT skills for use, although

system administration skills are required for configuration and deployment.

1.9.4 Secure PESEs

As a device secure PESE provides the specific set of applications/tools required to perform
a specific role/function within an organisation. This set of applications/tools forms the
secure PEE which is installed onto a portable and highly interoperable secure storage
device (to form the secure PESE). The secure PESE then enables remote working to be
conducted securely from an available x86 PC. A security threat common to all remote
work categories can have a different risk level for each category depending upon the
sensitivity of information stored and processed. The research therefore considers the use
of high grade and commercial grade secure PESEs to provide an appropriate
countermeasure (depending upon the sensitivity of the information) and thus reduce the

risk to an acceptable level.

A high grade security product contains technology that has been developed to rigorous
development standards, subjected to a high assurance evaluation (ASD, 2014; Rae et al,
2006) and certified by a national security authority (e.g. the Australian Signals Directorate,
ASD®). Such products are used to protect the confidentiality and integrity of highly
classified data. A commercial grade security product is typically a product developed using
industry best practices (Humphrey, 2000) and it may also have been evaluated using
recognised security guidelines (Herrmann, 2002). The research considers a commercial
grade secure PESE for teleworking (and to a lesser extent mobile working). Both the

commercial grade and the high grade secure PESE were designed to counter the risks of

# ASD is the Australian Government authority for information security and also has the responsibility for the certification
of security products for Australian Government use.
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cyber-attack, data loss and forensic data discovery. Whilst the research focuses upon the
security contribution of a secure PESE, the developmental, operational, functional and

assurance aspects are also considered.

The research also considers the use scenario of the secure PEE artifacts as an execution
environment that is installed onto a standard (non-secure) thumb drive, i.e. the secure
PEE is considered as a capability separate from a secure PESE. Whilst this use scenario
lacks the authentication, access controls and encryption capabilities of a secure PESE, it is
shown that a secure PEE can provide a secure, low cost solution, computing environment

where the local secure storage of sensitive information is not required.

1.9.5 Limitations and Constraints

When this part-time PhD research commenced (in 2007) smartphones and tablets
supporting the Apple iOS (iOS, 2014) and the Google Android (Android, 2014) operating
systems had not been introduced. However, such tablets and smartphones are now
widely used by remote workers, in particular mobile workers where these devices have
often displaced the laptops previously used for mobile working (TTI, 2014). A secure PESE
is not designed to work with a tablet or smartphone and the architecture of a secure PESE

is incompatible with the iOS and Android based devices.

Both the high grade and commercial grade secure storage devices that form the hardware
platforms for the secure PESEs are independently assured and certified. However, the
software forming the secure PEEs is not assured. Lack of an assured secure PEE
(developed by the research) could be considered to be a security weakness and may limit
the use of a secure PEE for (some) high assurance applications. In this research the

constructed secure PEE artifacts are positioned as research prototypes/demonstrators.

The secure PESE is not appropriate for all remote workers. A secure PESE provides an
encapsulated and constrained execution environment that is ideally suited to transaction-
oriented work rather than knowledge work. A knowledge worker’ is likely to find that a
secure PESE provides a computing environment that is too restrictive for his/her

requirements, however the research showed that the commercial grade secure PESE is

SA knowledge worker can be defined as an individual who is highly educated and is involved in work that requires a high
level of problem solving and information gathering and analysis.
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particularly suited to remote workers performing transaction-oriented work, e.g. technical

support personnel working in a virtual help centre.

Some information security threats to the secure PESE are considered out of scope, in
particular the threat from hardware keyboard loggers and from any malware embedded in

a PC’s firmware.

Upon reflection, the researcher recognises that several published conference papers
forming this thesis could have supported additional referencing. It should be noted that
whilst some papers now appear to contain insufficient references, they were all double
blind peer reviewed before acceptance into the respective conference. To improve the
academic strength of each paper reference material used but not cited or new reference
material that substantiates claims in the paper are identified in the pre and post paper

discussions that precede and follow each paper.

1.10 The Research Papers

The ten papers that form this PhD with publication are ordered so as to reflect the
research progression and to present a linked body of work rather than according to their
chronological publication date. If the papers were presented in chronological order then
the thesis could appear disjointed and inconsistent as the publication date is not always
aligned with the conduct of the research due to the selected journal/conference taking
many months from the date the paper was first submitted to the actual publication.
Certain research was only published once its importance was understood, e.g. the work on
security models was performed in 2008 but the Australian Government’s emphasis in

2011 onincreasing telework then provided the impetus to publish.

The papers presented in this thesis are exactly as published with no editing performed,
and with references retained with the paper rather than collated with the thesis’ citations.
As each was prepared as an independent publication it was necessary to identify the
background and define terms, requirements, and (where appropriate) use and operational
scenarios. With the collation of the papers into this thesis, together with the description
of unpublished research, there exists unfortunately a degree of repetition. The researcher

has endeavoured to minimise repetitive material wherever possible so that it neither
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distracts nor confuses the reader. An example of a repetitive term is the secure PESE

definition which is defined in both this thesis and also in several papers, albeit using

similar, but different vocabulary.

Each paper in this thesis is preceded by a preamble discussing the rationale for the paper,

the research question it addresses, and an enumeration of the knowledge consumed. The

paper is followed by a synopsis discussing:

The key outcomes from the paper and any contribution to knowledge.

The contemporary relevance of the publication, its linkage to and influence upon other

papers in the thesis, whether a research question was addressed and the direction

pursued subsequent to the completion of the paper.

Four papers were co-authored. Appendix 1 provides statements from the co-authors

declaring that the researcher was responsible for a contribution greater than 50% of each

respective paper. The ten double-blind peer-reviewed papers forming the basis of this

thesis with publication are:

Paper 1:

Paper 2:

Paper 3:

Paper 4:

Paper 5:

Paper 6:

Paper 7:

James, P. (2007), Can SDV Technology be Utilised in a Smartphone to
Prevent Forensic Analysis?, 5™ Australian Digital Forensics Conference,
Perth, pp 164-178.

Hannay, P. & James, P. (2007), Pocket SDV with SDGuardian: A Secure
and Forensically Safe Portable Execution Environment, 5™ Australian
Digital Forensics Conference, Perth, pp 154-163.

James, P. (2011), Are Existing Security Models Suitable for
Teleworking?, 9th Australian Information Security Management
Conference, Perth, pp 130-139.

James, P. (2008), Secure Portable Execution Environments: A Review of
Available  Technologies, 6" Australian Information  Security
Management Conference, Perth, pp 70-86.

James, P. (2008), Preventing the Acquisition of Data from Virtual
Machine based Secure Portable Execution Environments, 6™ Australian
Digital Forensics Conference, Perth, pp 82-97.

Griffiths, D & James, P. (2010), Fireguard — A Secure Browser with
Reduced Forensic Footprint, The Journal of Network Forensics, Volume
2, Issue 2, pp 1-24.

James, P. & Griffiths, D (2014), A Secure Portable Execution
Environment to Support Teleworking, The Journal of Information
Management and Computer Security, Volume 22, Issue 3, pp 309-330.
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e Paper8: James, P. (2009), Use of a Secure Portable Application Device as a
Component of Network Centric Operations, The Journal of Information
Warfare, Volume 8, Issue 3, pp 39-46.

e Paper9: James, P (2011), A Secure Portable Application Device to Support
Network Centric Warfare, Military Communication and Information
Systems Conference 2011, Canberra, Available at:
http://www.milcis.com.au/milcis2011pdf/2.8a-paper2.pdf

e Paper 10: James, P. & Griffiths, D (2012), The Mobile Execution Environment: A
Secure and Non-Intrusive Approach to Implement a Bring Your Own
Device Policy for Laptops, 10th Australian Information Security
Management Conference, Perth, pp 82-91.

As each paper is presented as published, multiple occurrences of figures and tables with
the same figure/table number will appear. To clearly delineate a figure or table that is in
the thesis (but not in a paper) the notation chapter number.figure is used, e.g. the third
figure in Chapter 1 and the fourth table in Chapter 2 are labelled as ‘Figure 1.3’ and ‘Table
2.4’ respectively. The figures and tables in each paper are not listed in this thesis’ table of
contents. Several papers contain footnotes. As the thesis is a single Microsoft Word
document any footnotes that appear in each paper have become subsumed into the
whole document and therefore are sequentially numbered as they occur. To distinguish

the papers the font used is 10pt Helvetica whereas the thesis uses 12pt Calibri.

Figure 1.1 presents a diagrammatic model of the relationship between the thesis’ papers.
The relationships modelled in Figure 1.1 show how the set of papers form a linked body of
research that progresses the thesis argument that secure PESEs can be used to manage
information security risks within the remote working environment. Chapter 2 discusses
how four of the papers (1, 2, 3 and 4) contributed to the research problem identification
whilst the five papers (5, 6, 7, 8 and 9) presented in Chapter 4 position the design or

describe artifact design. Paper 10 forms part of the research demonstration in Chapter 5.

1.11 Evolution of Key Concepts and Terminology

As the research progressed, papers were published and the researcher’s expertise grew;
the key concepts were refined and therefore the naming and semantics for key terms can
vary between papers. In particular, the terminology and semantics of the following three

areas evolved over time:
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Paper 1 Paper 2
Can SDV Technology be Pocket SDV with SDGuardian:
Utilised in a Smartphone to A Secure & Forensically Safe
Prevent Forensic Anaysis? Portable Execution Environment Re_sear_ch Problem &
Objectives
Paper 3 .
Avre Existing Security Design Cycle 1 —
Models Suitable for Establishing the
Teleworking? Research Problem and
Objectives
(Chapter 2)
Paper 4

Secure Portable Execution Environments: A Review of Available Technologies

Design & Development

Paper 5
Preventing the Acquisition of Data from
Virtual Machine based Secure Portablg
Execution Environments (Chapter 4)

Design Cycle 2 -
Baselining the Design

Design & Development
Paper 6

Fireguard — A Secure
Browser with Reduced
Forensic Footprint

Design Cycle 3 —
Commercial Grade Secure

' v PESE
Paper 7 (Chapter 4)
A Secure Portable
Execution Environment to
Support Teleworking

Design & Development

Paper 8

Use of a Secure Portable
Application Device as a
Component of Network Centric (Chapter 4)
Operations

Design Cycle 4 - High
Grade Secure PESE

Paper 9

A Secure Portable Application
Device to Support Network
Centric Warfare

Demonstration
Paper 10
The Mobile Execution Environment:
A Secure and Non-Intrusive Approach to
Implement a Bring Your Own Device Policy
for Laptops

(Chapter 5)

Figure 1.1 — Relationship between Papers

The papers are categorised using the DSRM process elements (i.e. problem and objectives, design and
development, and demonstration) and are presented in chapters with the corresponding name. The

arrows represent the influence and direction the preceding paper(s) had upon the respective papers to
which the arrows point.
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Security risks: When the literature review commenced, the risk of data loss (also referred
to as data leakage in some papers) and forensic data discovery were considered
important. With the establishment of the research problem and objectives the prevention
of malicious software also became an important consideration. Some variations to the
semantics of these aforementioned risks occur in certain papers. The risks of cyber-attack,
data loss and forensic data discovery are nominated as the key risks a secure PESE should
manage. However, throughout this thesis the risks to be countered by a secure PESE are

often summarised as the information security risks.

Secure PESE: In Papers 4 and 5 a secure PESE is termed a “secure PEE” or “secure PEE
device”. When the research commenced, a secure PEE or (secure PEE device) was
considered an appropriate term to define the package consisting of the USB storage
device and execution environment; however, as the research progressed the term secure
PESE was considered more appropriate as the term encompassed the secure storage
capability. In Papers 4 and 5 the terms “secure PEE OS” and “secure PEE VM” are also

used for what this thesis defines as the secure PEE.

In Papers 8 and 9 the secure PESE is referred to as a secure Portable Application Device
(secure PAD). Papers 8 and 9 consider the use of secure PESEs within a network centric
organisation where the secure PESE (i.e. secure PAD) is used at the network’s remote
nodes; these nodes may be fixed or mobile and each node could have one or more users
present. The term secure PAD was selected to reflect the specific application set provided
to each user to support network operations for the deployed work at a remote node. It is
expected a user will have a secure PESE configured with a specific application set

appropriate for the type of work to be performed at a remote network node.

Trusted and Hardened: In the earlier papers (e.g. Papers 4 and 5) the term “trusted OS” is
used to refer to the operating system component of a secure PEE, where the trusted OS is
defined as an independently evaluated and/or hardened operating system. The secure
PEE artifacts design and development descriptions (presented in Papers 6 and 7) use the
term “hardened” rather than “trusted” as the secure PEE component of a secure PESE

consists of a hardened operating system and/or hardened applications which were not
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subjected to independent evaluation. In Paper 8 a secure PEE is termed a “trusted

application”.

It is recognised that the use of differing terminology in the papers can be confusing, but is
a consequence of publishing research outcomes as the research was progressing. To
reduce the likelihood of confusion the preamble preceding a paper identifies the use of

any differing terminology.

1.12 Structure of Thesis

In addition to this introductory chapter this thesis consists of a further six chapters. These
six chapters are organised according to the process elements (activities) of the DSRM
adopting a proposed publication schema for DSR (Gregor & Hevner, 2013). An overview of

each chapter is given below.

Chapter 2 — Research Problem and Objectives: The chapter is presented in two parts. Part
1 documents the search for a doctoral research problem and an area of study. At the
conclusion of Part 1 an initial secure PESE concept was identified. Part 2 documents a
literature review of prior research into secure remote working and an analysis of ‘secure
PESE like’ devices. Part 2 also includes a holistic assessment of the remote work
information security issues. A research gap was identified and a research problem,
objectives and questions defined. At the conclusion of Part 2 a finalised concept for secure

PESEs had been defined. Four published papers are presented.

Chapter 3 — Research Design: The selection rationale for the DSR paradigm and the DSRM
methodology is discussed including the consideration given to an alternative paradigm
and methodology. The approach adopted to generate, demonstrate and evaluate secure
PESEs is described. The method used to categorise the knowledge consumed and
produced is discussed and the methodologies applied to determine a contribution to the

area of study and define a nascent design theory are presented.

Chapter 4 - Design and Development: This chapter describes the design and development
of two secure PEE artifacts (a hardened operating system and a hardened browser that

would form part of an up-loadable secure PEE application set) and two secure portable
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storage artifacts. These four artifacts are used to construct two secure PESEs (a high

grade device and a commercial grade device). Five published papers are presented.

Chapter 5 — Demonstration — The demonstration process is presented and the results of
applying the process to the commercial grade and high grade secure PESEs are described.

One published paper contributes to the demonstration.

Chapter 6 — Evaluation and Discussion: This chapter presents the thesis discussion
through a holistic critical appraisal and academic explanation of the research. The
evaluation considers how the artifacts satisfy the research questions, objectives and
research problem. The evaluation also considers how the thesis encapsulates a body of
knowledge that makes a contribution to the area of study and asserts that the research

has defined a nascent design theory for secure PESEs for use in remote work.

Chapter 7 — Conclusion: The success, originality, significance and limitations of the
research are discussed. The chapter also reflects upon the suitability and application of
the research methodology. The thesis concludes by considering the possible future

directions for the research.

Appendix 1 — Statements from co-authors confirming the researcher contributed over fifty

percent of each paper.

1.13 Summary

In this chapter the background, rationale and motivation for the research have been
presented. The research problem and questions have been enumerated and the research
methodology and approach used to position and present the research summarised. The
key concepts and terminology used in this thesis have been defined and the scope and
limitations of the research discussed. The significance of the research and its knowledge
contribution are postulated. The ten published papers are enumerated together with a
diagrammatic model showing the relationship between the papers. Finally the content

and structure of each chapter in the thesis is summarised.
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2 Research Problem and Objectives
2.1 Overview
2.1.1 Structure

Chapter 2 consists of two parts. The first part presents the outcomes from investigations
performed whilst searching for a research problem. The second part presents the thesis
literature review where the concept of a secure PESE is defined. This chapter includes
three published papers that document the results of investigating and prototyping ideas
to improve the security of portable devices used by remote workers to store and process
sensitive data. A fourth published paper investigates the applicability of existing security
models to remote working (more specifically teleworking). These investigations made a

knowledge contribution and assisted in identifying a research gap and problem.

The investigations considered how to enhance the security in portable devices (initially a
smartphone and then an SDV portable storage device) before identifying the attributes of
a telework security model and then introducing the initial concept of the secure PESE. The
literature review considers the prior research into both secure remote working and
existing ‘secure PESE like’ artifacts and products that could satisfy the aforementioned
concept. The literature review also provides a comprehensive discussion on the remote
work security issues before identifying the research gap and defining the problem and

objectives.

2.1.2 Establishing the Research Problem and Objectives - Design Cycle 1

In addition to presenting the literature review, research problem and objectives this
chapter also documents the first design cycle as the four papers presented in the chapter
describe experimental design work. The outcomes of design cycle 1 are basic artifacts/
and prescriptive® knowledge, i.e. each outcome is either a design (Paper 1), model
attributes (Paper 3) or prototype instantiation (Papers 2 and 4). The prescriptive
knowledge produced in this first design cycle complements the descriptive and

prescriptive knowledge identified in the literature review and the descriptive knowledge

6 Descriptive, prescriptive and justificatory are knowledge classes used to demonstrate the epistemological basis for the
research and classify knowledge utilised and generated. Chapter 3 provides definitions of the classes with a brief
overview also given in Chapter 1.
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provided through stakeholder discussions. Collectively this knowledge forms a knowledge
baseline for the second design cycle. Figure 3.3 (Chapter 3) presents a conceptual model
of the design cycles used in this doctoral research. Whilst it may appear unusual to include
design activities in a chapter describing the literature review the prescriptive knowledge
generated in design cycle 1 contributed to identifying the research gap, problem and
questions. The researcher therefore believes that presenting design activities together

with a literature review is an acceptable approach in a DSR project.

2.2 Part 1: Searching for a Research Gap
2.2.1 Overview

Part 1 describes investigations that were based upon the premise that portable computing
and storage devices used by remote workers to store and process sensitive data required
enhanced security. A further investigation seeks to determine if existing security models
were applicable to remote working. The first investigation considered the introduction of
security mechanisms into a smartphone (and is presented in Paper 1). The second
investigation considered how to prevent the storage and recovery of data remnants from
a host PC disk drive following data processed from a secure storage device (and is
presented in Paper 2). The third investigation (presented in Paper 3) considered the
applicability of existing security models to telework using a set of policy enforcement
mechanisms and attributes identified for a telework security model. These investigations
were performed while examining the literature and past research into secure remote
working in the pursuit of identifying a research gap. The researcher’s interest in remote
working (James, 1991) and the experience/knowledge gained from these three
investigations directed the research towards secure portable computing environments
suitable for remote work. The three investigations provided prescriptive knowledge used
to direct the research towards defining the secure PESE concept. In particular both the
investigation into secure portable storage devices and up-loadable software, and the

analysis of existing security models led to the introduction of the secure PESE concept.

2.2.2 Background to Papers 1,2 and 3

When the PhD commenced the use of smartphones to store and process highly sensitive

data by remote workers, in particular mobile workers was identified as a potential area of
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research. An investigation into integrating hardware based security mechanisms into
smartphones was performed. The use of smartphones by mobile workers to store and
process corporate data was starting to gather momentum (in 2007) although it was small
compared to the prolific use today. However, as shown in Paper 1 there are many
technical and business challenges to the concept of integrating security technology into an

existing commercial off the shelf smartphone.

The challenges identified in attempting to improve smartphone security resulted in a
transition in the doctoral research towards considering how secure portable storage
devices (used by mobile workers) could be enhanced to prevent temporary data
remaining on a host PC after data processing has occurred. An experimental artifact
termed SDGuardian was developed and packaged with a secure portable disk drive (and is
described in Paper 2). SDGuardian demonstrated different approaches to prevent the

storage of temporary data on a PC disk drive.

As secure portable computing devices to support remote working was emerging as the
likely area of doctoral research an investigation into the suitability of existing security
models to support teleworking was conducted (and is described in Paper 3). It was
considered that such a model could assist in the understanding of the design
requirements for secure portable computing devices as a security model provides a policy
enforcement and analysis tool to address a specific security problem (Liska, 2003; Jonsson,
2006). An outcome from the investigation was policy enforcement mechanisms and a set
of attributes for a teleworking security model, which were used as a basis for introducing

the secure PESE concept.

2.2.3 Integrating Security Technology into Commercially Available Smartphones
2.2.3.1Preamble

In 2007 smartphones were emerging as an important business tool, therefore conducting
research into enhancing their security appeared a possible PhD topic. An investigation
commenced primarily as a result of stakeholder discussions and market monitoring (i.e.
descriptive knowledge formed an important knowledge input). In particular, one of the
key drivers for the research was a stakeholder requirement to protect highly sensitive

data (stored on a smartphone) from unauthorised access including attempts to dismantle
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the smartphone and acquire data from its memory. Another driver for the investigation
was determining the viability of integrating security functionality into a commercially
available smartphone as an add-on capability with the possibility of product development

opportunities.

The investigation and its outcomes are presented in Paper 1. The paper considers how
aspects of the SDV technology could be integrated into a commercially available
smartphone (the Palm Treo). The SDV technology is designed to secure data on a PC hard
disk drive (HDD) and directly integrating existing SDV technology components into a
smartphone without substantial re-engineering was not feasible. Therefore six SDV
security design principles were identified and used to perform an analysis resulting in a set
of proposals for the inclusion of ‘SDV like’ technology into a commercially available

smartphone.

2.2.3.2 Prior Research and Knowledge

When the research commenced smartphone security was at an early stage, particularly
research into the construction of artifacts to secure data stored on a smartphone against
forensic data discovery. The emergence of the malware threat to smartphones (Furnell,
2005) and the risk of data loss (Khokhar, 2006) had however, resulted in the development

of anti-virus (Norton, 2007) and encryption (Pointsec, 2007) capabilities.

Security aware organisations using smartphones would implement available security
capabilities (e.g. authentication, anti-virus and encryption) to protect stored data. Yet the
emergence and low-cost availability of phone flasher devices to extract data from a
smartphone (Al-Zarouni, 2007) could enable an unauthorised user to gain access to
sensitive data despite the implemented security capabilities. Thus a potential gap was
identified driven by the research question: ‘How can SDV Technology be Utilised in a

Smartphone to Prevent Forensic Analysis?’

The following sources provided the knowledge base for the investigation:

e Prescriptive knowledge: The SDV technology was the key knowledge driver of the
investigation. The architectures of the Palm Treo (Treo, 2007), Palm OS (PalmDev,

2007) and SDIO interface (SDIO, 2007) provided the design knowledge to enable the
27



‘SDV smartphone’ proposals to be identified. The Palm documentation lacked
definitive information on the Treo architecture and so information sourced from
various web sites (identified in the paper) were used to develop an understanding of

the Treo architecture.

e Descriptive knowledge: A stakeholder suggestion, a prior high level engineering
proposal by a colleague of the researcher and a discussion with ECU colleagues
provided descriptive knowledge. Market monitoring also contributed to the
understanding of available technology and where the market was failing to address an

identified problem.

2.2.3.3Paper 1

Paper 1 - James, P. (2007) Can SDV Technology be Utilised in a Smartphone to
Prevent Forensic Analysis? 5th Australian Digital Forensics Conference, Perth, pp 164-
178.

Abstract

Eliminating the opportunities to successfully acquire data from mobile devices is a critical security
objective for certain organisations. In particular, Government agencies require assurance that
classified data is secured against hostile forensic analysis. The Secure Systems Silicon Data Vault
(SDV) is a hardware based data encryption and access control device that has been accredited by
the Australian Government to secure classified information held on laptops and portable hard disk
drives; hardware is recognised as a superior trusted platform to implement security mechanisms.
The SDV’s 128bit Advanced Encryption Standard (AES) cryptography, sophisticated key
management & access controls and total disk encryption makes the SDV an extremely difficult

device from which to acquire data and perform forensic analysis.

With the increasing functionality and storage capabilities of Smartphones strong security
mechanisms are required by organisations that may hold sensitive data on these devices. Software
based security applications exist for Smartphones that provide good security and severely impact
the acquisition of data suitable for forensic analysis. If strong hardware based security can be
integrated into a Smartphone, forensic analysis could be further constrained. This paper considers
the feasibility of implementing the SDV technology into a Palm Treo. An overview of the SDV is
given and six security design principles are enumerated. Implementation of the six design principles
ensure the SDV provides strong security. The Treo architecture is reviewed and the concept of
operation enumerated. The challenges with respect to implementing a Smartphone SDV that is
conformant with the security design principles are discussed. Possible Smartphone SDV conceptual
designs are presented. The concept of operation, implementation issues and conformance of each

conceptual design to the SDV security design principles are discussed.
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Introduction

The Secure Systems Silicon Data Vault (SDV) (Armstrong et al., 2004; SDVTech, 2006) is an
award winning (iAward, 2006; SoAITI, 2005) hardware based data protection solution for mobile
applications. The SDV provides protection for data at rest when the data is stored on Integrated
Drive Electronics (IDE) Parallel Advanced Technology Attachment (PATA) and IDE Serial ATA
(SATA) hard disk drives (HDD). The SDV technology has been implemented into a range of laptop
and portable HDDs to provide amongst the strongest commercially available protection for data at
rest. The SDV product range has been accredited by the Australian Government to protect
classified information. A number of Secure Systems customers have asked if SDV technology

could be implemented into Smartphones to provide strong security.

A Smartphone is essentially the merging of mobile phone and Personal Digital Assistant (PDA)
technology into the one fully featured product. Typically, a Smartphone provides more features and
functions than a standard mobile, for example Smartphones usually have a qwerty keyboard and a
push email capability. Smartphones started to emerge in the late 1990s and have now become a
key business communication tool for managers, executives and mobile workers. Smartphones use
sophisticated operating systems to provide memory management, device control, application
management & scheduling and data storage. There are five operating systems that dominate the
Smartphone market; Symbian, Windows Mobile, Linux, Blackberry and PalmOS. There is little or
no compatibility between the five operating systems and therefore consolidation is likely in the

future.

Palm Inc (Palm 2007), traditionally a vendor of PDAs, produces a range of Smartphones branded
the Treo range. Early models of the Treo range came with the PalmOS operating system; however
more recent models now support the Windows Mobile operating system as an alternative to
PalmOS. The particular Treo model considered in this paper is the Treo 650. The Treo 650
supports only a basic password protection mechanism as standard security. Numerous software
security applications exist to provide stronger protection of data stored on the Treo; good examples
include Pointsec Mobile (Pointsec, 2007) and Teallock (Teallock, 2007), both applications provide
stronger authentication based access controls and encryption of data stored in internal and external

flash memory.

With no standard Smartphone hardware architecture or dominant Smartphone operating system,
designing a Smartphone SDV is a challenging proposition; the existing SDV design was able to rely
upon established PC and HDD technology standards. Integrating SDV technology directly into a
Smartphone’s circuitry is considered infeasible (due to the close alliance required with a

Smartphone manufacturer like Palm Inc) and it has therefore been assumed that a Smartphone
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SDV would be an attachable device using an industry standard interface. A high level review
performed by Secure Systems (Geddes 2004) on the possible integration of SDV technology into
PDAs proposed using the Secure Digital (SD) card interface on a PDA to connect/insert a device
containing SDV functionality. A number of Smartphones including the Palm Treo range have an SD
card slot. This paper builds upon the idea of using the SD card interface by proposing a conceptual
design for a Smartphone SDV device using the Secure Digital Input Output (SDIO) card.

An SDIO card (SDIO 2007) has the same mechanical, electrical, power and signalling attributes of
an SD card; an SDIO device can be inserted into an SD card slot and if the host device supports
SDIO devices the SDIO device can be operated. Devices that support SDIO cards usually provide
the single slot for both SD cards and SDIO cards. The SDIO card provides high-speed data /O
with low power consumption for mobile electronic devices. An SDIO device is able to interrupt the
host (e.g. a Smartphone) when the SDIO device is inserted into an SD/SDIO card slot. While an
SD card is a storage device, an SDIO card allows hardware accessories to be developed; examples
include Wi-Fi and Bluetooth adapters, GPS receivers, TV tuners, cameras, RFID readers and
fingerprint readers. The SDIO standard provides a suitable interface to enable an external SDV
device to be attached to a Smartphone. The Palm Treo range supports SD cards and SDIO

cards/devices.

An Overview of the SDV (Laptop SDV)

The Laptop SDV is the core SDV unit that all other SDV models utilise; it also provides the most
appropriate model to use for analysis in this paper. Only the attributes and features of the Laptop

SDV necessary to support the discussion on the feasibility of a Smartphone SDV are presented.

Overview of Design

The Laptop SDV (SDVTech 2006) is an alternative secure HDD for a laptop PC; it has the same
form factor as a laptop 2.5” HDD. The Laptop SDV replaces the HDD in a laptop; it is connected to

the host motherboards IDE controller. Figure 1 below presents a pictorial image of the Laptop SDV.

Figure 1 — Picture of Laptop SDV

The implementation of security mechanisms in hardware coupled with total independence of

security mechanisms from the laptop’s operating system ensures that successful direct attacks
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and/or exploitation of operating system vulnerabilities are extremely difficult. The primary objective
of the SDV is to provide strong security for data at rest’. The SDV is a cryptographic hardware
device (James et al., 2004) that asserts total control over a HDD at system start-up and enforces
correct user authentication before data on the HDD is accessible. Once successful authentication
has been achieved the SDV allows the laptop’s operating system to be loaded. The SDV supports
differentiated access rights, i.e. user profiles can be defined with permissions to access different
parts of the HDD. The SDV operates independently of the host computer’s resources, providing real
time encryption and decryption of all data transferred to and from the integral HDD; ensuring the
data stored on the hard disk drive is cryptographically secured at rest, even if the SDV is physically
removed from the laptop. A conceptual model of a Laptop SDV topology is given in Figure 2 below.

Laptop PC
PATASATA
IDE
Ch | Sl Data %ault
i anne HCDn(SDa\/? au Ha[r)tr'wD;Sk
Motherboard (HOD)

Figure 2 — Conceptual Model of Laptop SDV Topology
Concept of Operation

At system power-up, a Laptop without an SDV installed will identify the storage devices available
and load a Master Boot Record (MBR) from the main boot device; usually the primary HDD. The
boot device in turn loads the operating system present on the storage device. While the operating
system is running, the user typically has unrestricted access to all sections of the storage media.

Conversely a laptop with an SDV inside operates as follows:

e At system power-up the laptop loads the Master Boot Record from the SDV. This in turn loads
an Authentication Application (AA) stored in the SDV. While the AA is running, the user has no
access to the SDV’s integral HDD.

e The user is prompted to authenticate.

e The AA passes the information entered by the user to the SDV for authentication processing.
Should the authentication process fail, the AA will prompt the user to re-authenticate. If the user
fails to authenticate after a pre-defined number of attempts, the computer must be powered

down and restarted to continue the user pre-boot authentication process.

e Once the user has successfully authenticated, the SDV decrypts the access keys and
associated access rights stored in the authenticated user’s profile. This information is used by
the SDV to ensure protected hard disk data is accessed according to the profile for each user.

The system continues the boot process and loads the OS from the SDV hard disk drive.

" Data at rest is a term that is used to refer to all data in computer storage while excluding data that is traversing a network
or temporarily residing in computer memory.
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e The SDV continues to operate independently of the host computer’s resources, providing real
time encryption and decryption of all data transferred to and from the SDV integral hard disk

storage device until the computer is shut down.

SDV Security Design Principles

To be considered a valid implementation of SDV technology any Smartphone SDV design would
need to encompass the design characteristics that deliver strong security and hence reduce the
ability to acquire data. Conformance to the following SDV security design principles will ensure

opportunities to use forensic analysis techniques on acquired data are significantly reduced:

1. Pre-boot authentication: Performing authentication before the operating system has loaded
ensures no hostile software or operating system vulnerabilities can be exploited to obtain

authentication credentials.

2. Full disk encryption: With no data in plain text the opportunities to gain a ‘starting point’ to break

the encryption are eliminated.

3. Sector level encryption: Encrypting at the lowest level of formatted storage reduces the

possibility that pattern matching can be performed to break the encryption.

4. Control of data channel: Physically positioning the SDV between the PC motherboard and
HDD ensures all writes are encrypted. Also access control to parts of the HDD can be

enforced.

5. Totally independent of PC Operating System: The SDV behaves like a standard HDD and
resides beneath the operating system so no attacks or vulnerabilities can be exploited.

6. Security functionality implemented in hardware: Exploiting and attacking hardware is extremely
difficult.

These six SDV security design principles will be used in this paper as criteria to assess if the
proposed Smartphone SDV conceptual design can provide the same level of security as the

security provided by the Laptop and Portable SDVs.

An Overview of the Palm Treo 650 & PalmOS

A Palm product and the Treo 650 in particular, was selected as the host for a (proposed)
Smartphone SDV design due primarily to the information available, from both Palm Inc and the
Internet. As with any (closed) proprietary product range, Palm does not publish extensive technical
information. However, sufficient information was able to be sourced from a combination of Palm
developer documentation (PalmDev, Guide 2007) and developer & hacker web sites (Treo Web

Sites, 2007) that have appeared over the past few years dedicated to the Treo range.

This overview focuses on developing an understanding of the appropriate areas of the Treo 650
hardware and software architecture necessary to determine if SDV technology could be integrated
into a Smartphone. In particular, the Treo storage architecture and memory management are

outlined together with the PalmOS operating system capabilities.
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Overview of the Treo 650 Storage and Memory Management

The Treo, by Palm, is a family of compact Smartphones that integrates a mobile phone, wireless
data applications such as messaging and web browsing, and an organiser. The Treo 650 (Treo
650, 2007) has been available since late 2004 and is managed and controlled by version 5.4.8 of

the PalImOS operating system. Figure 3 below presents a pictorial image of the Palm Treo 650.

Figure 3 — Picture of Palm Treo 650°

The Treo 650 does not have an internal HDD. Prior to the 650, the Treo stored all application and
data in volatile memory with the PalmOS operating system loaded from masked Read Only Memory
(ROM); as a consequence power had to be supplied to the Treo all the time, if power was lost all
the data and applications were lost. The Treo 650 has both non-volatile memory for storage of
PalmOS, applications and data, and volatile memory for execution of PalmOS and applications.

Two other storage devices are available on the Treo 650:

e Up to 2GB of non-volatile memory on an SD card.

e Variable size non-volatile memory available on the Subscriber Identity Module (SIM) card.

The Treo 650 has 32MB of non-volatie NAND flash memory (sometimes referred to as a
DiskOnAChip) which is structured into two partitions. The first partition contains a boot loader and
the compressed PalmOS operating system, known as the ‘ROM’ or ‘compressed ROM’, and
occupies approximately 9MB. The second partition is available storage space for applications and
data. The second partition is approximately 23MB and is structured into a 512 byte sector file
system - the PalmOS Non-Volatile File System (NVFS). Figure 4 presents a memory map of the

non-volatile memory.

8 Image obtained from Palm Inc web site May 2007
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Figure 4 — Non-volatile NAND Flash Memory Map

The Treo 650 has 32MB of volatile SDRAM which is structured into three parts. Approximately
16MB of SDRAM is allocated to the executing PalmOS image, known as the decompressed ROM.
A further 5MB is allocated for the PalmOS and application dynamic heap and temporary space.
The remaining memory is used for the executing applications and data, known as the DBCache.
The PalmOS image is protected from corruption from other executing applications by setting the
area of SDRAM to Read-Only. Figure 5 presents a memory map of the volatile SDRAM memory.

!

16 MB approx.

Uncompressed ROM
(Palm OS image)

Set to Read Only Memory. l
DBCache 10 MB approx.
Dynamic Heap 5 MB approx.

Figure 5 — Volatile SDRAM Memory Map

The Treo 650 will be automatically placed into sleep mode after a defined period to conserve
power. Upon receiving a sleep notification PalmOS writes any changes to the applications/data
partition. This does not, however, mean that the contents of the SDRAM are removed or PalmOS is
stopped. Only a loss of power (depleted battery) or a soft or warm reset causes the SDRAM to be
cleaned and a fresh reload of the PalmOS image (from the compressed ROM partition on the non-
volatile NAND memory) to occur. A hard reset results in clearing of both the SDRAM and the NVFS

partition of the non-volatile NAND memory.

An SD/SDIO card memory has any file system on the card mounted before data can be accessed.
The Treo 650 officially supports SD/SDIO cards with up to 2GB of memory. Once the SD/SDIO file
system is mounted, applications (and data) on the SD/SDIO card can be loaded into the DBCache
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and executed®. The SIM card memory is accessible and available for storage via certain
applications (e.g. SIMBook). SIM memory can vary in size; typically the size of a SIM card’s
memory is 64KB. It is assumed that an application reading or writing to the SIM card memory

would process the data in the Treo’'s SDRAM.
Protecting data on any SIM card memory has been deemed beyond the scope of this paper.

Overview of PaImOS - File Systems, DBCache Management & SDIO Slot Management

The Treo 650 comes loaded with PalmOS version 5.4.8; this is a sophisticated operating system
providing comprehensive memory, device and file system management in addition to graphical
input and output. An overview is given of the PalmOS file systems, SDRAM management and SDIO
slot management capabilities, as these capabilities are relevant to supporting a Smartphone SDV

design.

PalmOS 5.4.8 supports two file systems; NVFS for managing information stored in the non-volatile
NVFS partition and Virtual File System (VFS) for managing information stored on SD/SDIO cards.
SIM card memory is managed by applications that directly read and write to it and is not considered

in this paper.

NVFS: PalmOS formats the NVFS partition into 512 byte sectors. When an application is invoked it
is loaded into the DBCache in the SDRAM together with any data to be processed. Depending
upon the application, as data is updated it is written back to the NVFS partition. Also certain
PalmOS events (e.g. Treo going into sleep mode) will cause the DBCache to update the NVFS
partition to ensure data is not lost. To ensure all available memory is utilised and avoid
fragmentation in the NVFS partition, PalmOS will look for available space in NVFS sectors and
allocate data to a sector from more than one DBCache record (essentially PalmOS terminology for

a file) or downloaded application.

VES: VES is a unified interface that allows PalmOS to access different file systems on different
media types, e.g. VFS allows a FAT 12 or FAT 16 file system on an SD card to be accessed using
the same method/procedure call. There appears to be no relationship between VFS and NVFS. It
is assumed that an application and data held on an SD/SDIO card is loaded into the SDRAM and
that PalmOS performs updates to the SD/SDIO card as required in a similar way in which records
are written from DBCache to the NVFS partition.

DBCache Management: As the DBCache is only 10MB the PalmOS cache manager has to manage
this section of SDRAM efficiently to ensure an application can execute when invoked. Therefore
PalmOS will write data back to its source location (NVFS partition or SD/SDIO card) upon an

application’s instruction or when space is required (typically once the DBCache exceeds 9MB).

® No documentation could be identified to confirm that an application on an SD card is loaded in to the DBCache to execute,
but logically it would appear the viable approach as SD memory is block readable/writeable NAND memory where execute in
place is not possible.
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When applications start, stop, or use memory, fragmentation can occur so the cache manager

continuously moves data into contiguous blocks to maximise available SDRAM.

SDIO Slot Management: PalmOS has a set of libraries to enable an application or PalmOS to
control and read/write to an SDIO card. The PalImOS Expansion Manager detects insertion and
removal of the SDIO card and mounts/unmounts any file systems. VFS manager provides the
unified file system management. Both the expansion and VFS managers interface to the SDIO
card through the SDIO Slot driver which manages power, interrupts, notification of events and
essentially all other functionality specified in the SDIO Card Specification (SDIO 2007). Figure 6

presents a conceptual model of the interactions between the libraries and an application.
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Figure 6 — Model of PalmOS libraries required to support SDIO card

An SDIO card/device can exist as a single function device or as device and storage combination.
An SDIO device has its data and executable code located in the SDIO Code Storage area (CSA).
The CSA is accessible as a mounted file system through the VFS manager. Once mounted, code

in the CSA can be downloaded and ‘autorun’ in the Treo.

Concept of Operation

Upon power being supplied for the first time or subsequent to a hard reset the following occurs:

1. The NVFS partition and SDRAM will be empty.

2. The Initial Program Loader (IPL) executes from the non-volatile memory. Whilst the IPL is
located in the non-volatile block addressable NAND flash memory, a very small part of the
memory allows the IPL to execute in place. The IPL performs some initialisation of the Treo
650 processor and hardware then the IPL loads the Secondary Program Loader (SPL) from

non-volatile memory into the Treo’s SDRAM.

3. Once loaded control is passed to the SPL, which initialises Treo devices (e.g. LCD and
keyboard) and loads the Tertiary Program Loader (TPL) from non-volatile memory into SDRAM,

passing control to the TPL once loaded.

4. The TPL decompresses the compressed PalmOS image held in the non-volatile memory and
loads the decompressed PaimOS image into SDRAM passing control to it once loaded.
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5. The NVFS partition will be available to install applications and data.

6. Any PalmOS function, or application loaded into the NVFS partition or on an SD/SDIO card, will

be available for selection and execution.

7. When an application is selected, PalmOS loads the application (and its respective data) from its
source location (either the NVFS or an SD/SDIO card) into the SDRAM DBCache and executes
it.

8. PalmOS remains active until either power is lost or until a soft reset or system reset occurs.
Upon a soft reset/system reset the following will occur:

1. The NVFS partition will remain unchanged, but the SDRAM will be cleared.
2. Events 2 to 4 above are performed.

3. Events 6 to 8 above apply.
Upon entering and resuming from sleep mode:

1. No clearing of NVFS partition or SDRAM occurs.

2. In sleep mode certain devices are switched off (e.g. LCD screen) to reduce power consumption.
Upon SDIO card/device insertion:

1. Power is supplied to the device and it is initialised.

2. The CSA is mounted, if the device is a combo device the file system on the flash memory is

also mounted.

3. Code in the CSA is downloaded and executed.

Challenges in Achieving the SDV Design Principles for a Smartphone SDV

The overview of the memory capabilities & management, file systems and SDIO card management
has highlighted that the Treo 650 with PalmOS 5.4.8 works differently to a laptop PC and its
respective HDD. Designing a Smartphone SDV that meets the six security design principles will

therefore be difficult and need to consider the following:

Treo & PalmOS are Closed Technologies: Whilst Palm and Access Co Ltd (a co-developer of
PalmOS 5) do publish good documentation and APIs for PalmOS 5 (which is more significantly
informative than documentation available from other proprietary Smartphone operating system
vendors e.g. Microsoft and Symbian) detailed descriptions of PalmOS internals appear only to be
available to strategic partners. No information appears to be published on the Treo hardware
design. Lack of comprehensive hardware and operating system documentation presents a

considerable challenge to implementing the six security design principles for a Smartphone SDV.
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Different Modus Operandi: When a laptop is to be used it is turned on and the operating system is
booted, work is performed and when finished the laptop operating system is shutdown. A Treo 650,
however, is effectively always on; there is an on/off mode but this mode puts the Treo 650 to sleep
to conserve power. Provided the battery has sufficient charge and a reset is not performed, the
PalmOS image and executing applications (and data) remain active in the SDRAM even when the
Treo is ‘sleeping’. This different mode of operation (between Smartphone and PC) will make the

pre-boot authentication design principle difficult to achieve.

Different Storage Technologies: A PC’s HDD is separated from the PC motherboard and accessed
through the IDE bus, hence the SDV is able to be located on the IDE bus between the PC and
HDD. Whilst the internal bus structure of the Treo 650 is not known'® it is highly likely that the
NAND Flash and the SDRAM are closely coupled (i.e. physically connected circuitry). Interposing
SDV technology (as it is currently conceived) to control the data channel, between the two
memories via an SDIO card would be impossible. Therefore, it follows that fully encrypting the non-
volatile NAND Flash (Disk On A Chip) memory is not possible as the boot start point could not be
moved to an SDIO device. As a result performing full disk encryption and controlling the data

channel, as per the SDV design, would not be possible for internal Treo storage.

NVFS Partition is not Fully at Rest: An important difference between the Treo 650 and a PC is that
data in the NVFS partition (the equivalent of an internal HDD in a Treo) can never be considered to
be at rest. As outlined above, PalmOS optimises storage by moving data and filling partially filled
sectors in the NVFS partition. This method of storage optimisation may potentially make sector
level encryption difficult to achieve, e.g. if a sector is encrypted by a Smartphone SDV (assuming it
is possible to implement some form of internal sector level encryption beneath PalmOS) following a
write request to the NVFS partition and then subsequently the PalmOS NVFS manager performs
storage optimisation and changes the contents of the sector, then when the sector is re-read it will

not decrypt correctly due to the changed contents of the sector.

PalmOS & Storage Are Highly Integrated: PalmOS provides a rich set of functionality to manage
memory, file systems and devices in a compact and efficient package. Developing a Smartphone
SDV that is totally independent of the operating system and implementing security functionality in
hardware would require a large amount of functionality to be built to emulate some of the

capabilities of expansion card manager, SDIO slot manager, VFS manager and NVFS manager.

Possible Smartphone SDV Design Options

Packaging a Smartphone SDV as an SDIO Device

Implementing a Smartphone SDV as an SDIO card/device provides a logical way of retrofitting SDV

technology into a Treo 650. It is envisaged that a Smartphone SDV would be packaged into a

19 No detailed documentation could be located on hardware design and schematics of the Treo 650.
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“block” on the end of an SDIO card which protrudes out of the top of Treo 650 SDIO slot. Figure 7
presents a possible example of how a Smartphone SDV may be packaged.

Protruding “Block™

!

Figure 7 — Possible SDIO Smartphone SDV Packaging*

On a Treo 650 the SDIO slot is located on the top of the phone (see Figure 8). It is envisaged that
the SDIO Smartphone SDV protruding “block” would be approximately the same height and width
as the Treo 650 external aerial (see figure 3 for frontal image of Treo 650 with external aerial). The
size of the protruding “block” would, however, vary depending upon the amount of functionality and

supporting circuitry required.

SDIO card slot

Figure 8 — Top down view of SD/SDIO slot on Treo 650

Qualifications to Designs

The proposed SDV Smartphone design options are conceptual; no qualification has been
performed to confirm the:

e Treo 650 can supply sufficient power to the SDIO packaged Smartphone SDV circuitry.

o Required Integrated Circuits (ICs) and supporting circuitry can be packaged into an acceptable
size SDIO “block”.

e Cost to build. Neither the development nor manufacturing costs have been estimated to qualify

if any of the options are commercially feasible.

1 Image obtained from SD Worldwide web site May 2007

2 Image obtained from Palm Inc web site May 2007

39



e Market demand. No detailed market research has been performed to ascertain if a viable
market exists for a Smartphone SDV. A few existing customers indicating interest would not be

sufficient to commence development.

e Host Smartphones. The Treo 650 with PalmOS was selected for this research because it is a
tried and tested product with good documentation available. However, if a Smartphone SDV
was to proceed it would need to be a product that could work with the broadest range of

Smartphones and operating systems.

Infeasible Functionality

A number of challenges have been identified with respect to designing a Smartphone SDV that is
conformant with the SDV security design principles. Developing functionality for a Smartphone

SDV for a Treo 650 with PalmOS 5 would appear to be infeasible for the following areas:

e Hardware based encryption of the NVFS partition
e Sector level encryption of the NVFS partition
e Control of the data between SDRAM and the NVFS partition

e Full disk encryption of the internal “Disk on Chip” non-volatile NAND Flash storage.

Option 1 — A Full ‘SDV like’ Implementation

This conceptual design is the most conformant to the six SDV security design principles. It would
also be the most difficult to implement — it may, after further investigation, prove infeasible to

implement. In this option the proposed core functionality will include:

e Pre-boot authentication.

e Access to data on external flash only possible after successful authentication.
e Hardware based encryption of the external flash memory.

e Sector level encryption of the external flash memory.

e Software based encryption of NVFS partition.

Pre-boot authentication would be achieved by replacing the standard SPL with a ‘secure SPL’ that
interfaces with the inserted (SDIO) Smartphone SDV to download an authentication application.
Upon successful authentication the SPL loads the standard TPL and the standard PalmOS boot
process resumes. Access to data on the external flash memory and the CSA is blocked until

successful authentication.

Hardware based, sector level encryption of the external flash memory would be performed on the fly
by the crypto capabilities of the Smartphone SDV and would be separate and transparent to the

Treo and PaimOS. Encryption key generation will be based on authentication credentials.
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Software encryption of the NVFS partition would be achieved by downloading an application from
the inserted Smartphone SDV (SDIO) CSA.

It is proposed a Smartphone SDV would mimic the SDV hardware architecture. Figure 9 presents a

model of the SDV hardware architecture.
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Figure 9 — Model of Key Components and Interfaces in SDV

In a Smartphone SDV the:
e Host PC physical bus interface will be an SDIO slot physical interface.
e Hostinterface logic will be the SDIO interface logic.

e Device interface logic will be the interface logic to flash memory.

The logic components could be packaged into a single application specific IC or a number of ICs

each implementing one or more of the specialist functions.

The SDIO interface logic will work in both a pre-boot and post-boot mode. In pre-boot mode the
‘secure SPL’ will need to communicate with the Smartphone SDV through SDIO logic to enable the
authentication application to be downloaded. In post-boot mode the SDIO logic interface will
operate as a standard SDIO card. PalmOS will identify the SDIO device and mount the CSA and
file system on the flash memory. When the CSA is mounted the SDIO capability to automatically
download an application in the CSA will be used to load an NVFS encryption application; it is
envisaged that this application will operate in a similar manner to existing software encryption
applications (Teallock 2007) that are available, i.e. particular applications and data held in the
NVFES partition are selected for encryption with actual encryption taking place once the Treo goes

into sleep mode, with decryption occurring once the Treo is woken up.

Data will be written/read to/from the external SDIO flash memory using the VFS manager but as
each sector is written/read to/from memory the Smartphone SDV will encrypt/decrypt each sector
on the fly unbeknown to the Treo. The hardware and software crypto systems will adopt different
key generation and management strategies to ensure that if the weaker software encryption is

broken the stronger hardware encryption is not immediately vulnerable.
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The downloaded encryption application will include an authentication function that will be activated
when the Treo goes into sleep mode. This authentication function will communicate with
Smartphone SDV to perform authentication. Only successfully authentication will allow the Treo to

exit sleep mode.

Concept of operation

As the NVFS software based encryption will be weaker than the hardware based external flash
memory security it would be expected that a user of a Treo will move as many applications and as

much data as possible to the external flash memory in the Smartphone SDV.

Insert SDIO Smartphone SDV and immediately perform a soft reset - the following set of events will

occur:

=

The IPL loads the Smartphone SDV ‘secure SPL’.

2. If the ‘secure SPL’ does not detect a correctly inserted Smartphone SDV (N.B. for occasions
when a soft reset is performed without Smartphone SDV being inserted) the secure SPL
behaves like a normal SPL, otherwise the ‘secure SPL’ will supply power to the Smartphone
SDV and load an authentication application from the Smartphone SDV, passing control to the

authentication application.

3. The authentication application requests the authentication credentials from the user and passes
them to the Smartphone SDV for authentication. If correct authentication occurs the TPL loads
and control passes to the TPL; upon correct authentication the Smartphone will have correctly

generated the encryption keys for both hardware and software based crypto systems.
4. The TPL decompresses and loads the PaimOS image into SDRAM and passes control to

PalmOS

5. PalmOS will detect the Smartphone SDV and mount both the CSA and external flash memory
file system. The NVFS encryption application will be downloaded from the CSA and commence

execution.

6. Whenever data is written to the external flash memory it will be encrypted, likewise for selected

NVFS based applications the respective data will be encrypted when written from SDRAM.

Possible Implementation Issues

Theoretically this design option can be implemented. A lot of information is available (Treo Web
Sites, 2007) on how “customised ROMs” (customised boot loader and PalmOS) and Linux
implementations have been installed into a Treo 650, therefore changing the boot loader to include

a ‘secure SPL’ is entirely feasible. However, the following implementation questions arise:

Is performing a soft/system reset user friendly? On a Treo a soft reset requires the battery to be

removed and then re-inserted, whilst a system reset requires the reset button positioned under the
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battery cover to be pushed while pressing the up arrow on the keyboard. Neither reset option is

particular elegant to perform.

Can a concise ‘secure SPL’ be developed that can detect, power and communicate with an SDIO
device? It has been shown that SDIO device management requires comprehensive PalmOS
libraries, implementing the necessary software to enable communication with an SDIO device and

downloading an authentication application will be challenging.

Can a concise authentication application be developed with the drivers required to accept input
from the keyboard and display output on the LCD? As authentication is performed pre-boot none of

the PalImOS input/output drivers will be available.

Will performance of external flash based applications be acceptable? As ‘SDV like’ strong security
can only be provided on external memory all, data and applications requiring protection should be
located to the external flash memory. Loading from flash is noticeably slower than loading from the

NVFS partition. Coupled with ‘on-the-fly’ encryption, performance may become a barrier to use.

Can the Smartphone SDV be removed while the software encryption application is resident in
PalmOS SDRAM without corrupting the NVFS partition? Either the software encryption application
will need to detect if the Smartphone SDV has been removed and then perform an orderly closure,
or the encryption application is developed so that it can remain a resident application, independent
of the Smartphone SDV, to provide on-going protection for applications and data held in the NVFS

partition.

Will the Flash Translation Layer (FTL) prevent sector level encryption? The FTL allows NAND flash
to be addressed as logical 512 byte sectors and ensures flash ‘bad blocks’ and ‘worn out’ blocks
are not used. Figure 10 shows how FTL is positioned in the flash memory addressing scheme. The
FTL manages the flash while providing a simple logical sector interface to the host system. It is
possible that the FTL changes the location of data (FTL discussion 2007) as part of FTL
management, i.e. as blocks become bad or worn data is moved; such movement of data may cause

major problems for sector level encryption.

Likely position
of sector level —
encryption

Figure 10 — Position of FTL in Flashing Memory Addressing Scheme
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Conformance to SDV Design Principles

e Pre-boot authentication: Theoretically met.

e Full disk encryption: Partially met, external flash memory will be fully encrypted but internal
flash will not.

e Sector level encryption: Partially met, external flash memory will use sector level encryption but

the NVFS partition will use file encryption.

e Control of data channel: Partially, SDV technology will be positioned between the Smartphone

and external flash memory. Not possible for internal memory.

e Totally independent of PC Operating System: Partially, external based flash memory security
will be independent of the operating system. However, the NVFS encryption application would

utilise PalmOS capabilities.

e Security functionality implemented in hardware: Partially, the external flash memory encryption

will be implemented in hardware; software encryption will encrypt data in internal memory.

Option 2 - Secure Authentication and Software Encryption

In this design option the proposed functionality will include:

e Pre-boot authentication.

e Access to data on external flash only possible after successful authentication.

e Software based encryption of external flash memory located in Smartphone SDV.

e Software based encryption of NVFS partition.

Pre-boot authentication is implemented as described in optionl with access to data on the external

flash memory and the CSA blocked until successful authentication.

Software encryption of the external flash memory and the NVFS partition would be achieved by

downloading an application from the inserted Smartphone SDV (SDIO) CSA.

A simpler hardware architecture is required consisting of:

e SDIO interface logic.

e A simple (secure) microcontroller to process authentication credentials and perform key

generation and management.

The PalmOS SDIO management capabilities will write encrypted data to the external flash memory

via the encryption application running on the Treo. No complex encryption hardware is required.

The rationale for developing this option is to provide a secure separate storage device protected by
strong pre-boot authentication. Whilst this option will not be as secure as option 1, it will be less

complex to develop.
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Concept of Operation

Insert SDIO Smartphone SDV and immediately perform a soft reset - the following set of events will

occur:

1. Events 1to 4 in option 1 are performed.

2. PalmOS will detect the Smartphone SDV and mount both the CSA and external flash memory
file system. The encryption application for both the internal (NVFS partition) and external flash

memory will be downloaded from the CSA and commence execution.

3. Whenever data is written to the external flash memory it will be encrypted, likewise for selected

NVFS based applications the respective data will be encrypted when written from SDRAM.

Possible Implementation Issues

With the exception of pre-boot authentication, this option will be considerably less complex to
implement. The option 1 useability and pre-boot authentication implementation issues exist, and
due to software encryption of the external flash memory performance is likely to be worse than

option 1.

To avoid potentially corrupting both the internal and external flash memory either the software
encryption application will need to detect if the Smartphone SDV has been removed and then
perform an orderly closure, or the encryption application is developed so that it can remain a
resident application, independent of the Smartphone SDV, to provide on-going protection for

applications and data held in the NVFS partition.

Conformance to SDV Design Principles

e Pre-boot authentication: Theoretically met.

e Full disk encryption: Partially met, external flash memory would be fully encrypted, albeit using

software encryption.
e Sector level encryption: No.
e Control of data channel: No.

e Totally independent of PC Operating System: Partially, pre-boot authentication will be

performed before the operating system is loaded.

e Security functionality implemented in hardware: No.

Option 3 — Secure External Storage

This design option is the least conformant to the SDV security design principles. It will be a simple
SDIO device providing:

e Post-boot authentication.
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e Access to data on external flash only possible after successful authentication.
e Software based encryption of external flash memory located in Smartphone SDV.

e Software based encryption of NVFS partition.

No soft/system reset will be required as the Smartphone SDV will be inserted into a booted Treo.
The Smartphone will operate like a standard SDIO device, i.e. upon insertion into the SDIO slot the
Smartphone SDV will be powered and notify PalmOS of its existence, the CSA in the Smartphone
SDV will be mounted and the encryption application downloaded. In this option the Smartphone

SDV relies upon the PalmOS SDIO management libraries.

This option offers comparatively little advantage over currently available software encryption
applications and an SD card. The major difference is that access to the Smartphone SDV external

flash memory is blocked until authentication is complete.

Concept of Operation

Insert Smartphone SDV into the SDIO slot of a full powered and running Treo 650 — the following

events will occur:

1. Power is supplied to the Smartphone SDV and it is initialised.

2. The Smartphone SDV CSA is mounted together with the file system on the Smartphone SDV

flash memory.
3. An authentication application is downloaded from the Smartphone SDV CSA.
4. The user will be prompted to enter authentication credentials.

5. If authentication is successful, the software encryption application in the CSA is downloaded
and executed. No access to the external flash memory will be allowed until successful

authentication.

6. Whenever data is written to the external flash memory it will be encrypted, likewise for selected

NVFS based applications the respective data will be encrypted when written from SDRAM.

Possible Implementation Issues

There should be relatively few implementation issues. Standard SDIO hardware can be used, no
specialist ICs or microcontroller will be required. The implementation issues with respect to the

software encryption application identified in option 2 apply to this option.

Conformance to SDV Design Principles

e Pre-boot authentication: No.

e Full disk encryption: Partially, external flash memory would be fully encrypted, albeit using

software encryption.
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e Sector level encryption: No.
e Control of data channel: No.
e Totally independent of PC Operating System: No.

e Security functionality implemented in hardware: No.

Conclusion

A comprehensive review of the hardware and software architecture of a sophisticated Smartphone
has been performed to identify if SDV technology can be integrated into a Smartphone to make it
more secure and restrict the opportunity to acquire data and perform forensic analysis. Three
conceptual design options have been presented and assessed against SDV security design

principles with varying degrees of compliance.

So, can SDV technology be utilised in a Smartphone to prevent forensic analysis? There is no
clear yes or no answer. It has been shown not all of the SDV security features, as currently
conceived, can be integrated into a Smartphone, e.g. control of the data channel and sector level
encryption for internal storage. However, some SDV functions can be integrated into a Smartphone
SDV that would strengthen security and virtually eliminate the opportunity to acquire meaningful

data for forensic analysis.

If the Smartphone SDV is captured in an authenticated state (whilst in a Treo) then the opportunity
exists to acquire sensitive data. If however, sensitive data and applications are held in the
Smartphone SDV external flash memory and the Smartphone SDV is removed from the SDIO slot

when it is not in use, acquiring sensitive data can be prevented.

Future work is planned to both consider other options for a Smartphone SDV and develop a proof of

concept Smartphone SDV based on the approach proposed in this paper.
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2.2.3.4 Synopsis

Outcomes and Contribution to Knowledge: The investigation identified the fundamentally
different modus operandi between the data storage management used for smartphones
and that used for PCs. The different modus operandi restricts the options for interposing
hardware based PC style security mechanisms into a smartphone. A PC is based upon the
x86 architecture (x86, 2013) and the Microsoft Windows operating system (Windows,
2013) which generally provides a consistent and standard platform for security research.
When the investigation was performed no such standard existed for smartphones. The
investigation showed it is difficult to conduct research where there is no standard
smartphone architecture and where the technology is rapidly changing. When the paper
was prepared (in 2007) different smartphone architectures supported five operating

systems. By 2014 two completely different smartphone operating systems dominated the
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market (IDC, 2013) neither of which was available in 2007. The challenges of different
modus operandi, no standard architecture and the rapidly changing product market make
it impractical to implement hardware based ‘SDV like’ add-on functionality to a

smartphone.

More recently the issue of mobile phone security and lack of architecture standardisation
has been recognised by the Trusted Computing Group (TCG)*®. The TCG (TCG, 2013) has
formed the Mobile Phone/Platform Work Group (MPWG) which is tasked with defining
standards for the use of TCG technology in mobile phones/platforms. The security issues
identified in Paper 1 are being considered by the MPWG. Recent publications by the
MPWG include a trusted module specification (MTMSpec, 2010) and a use case document

(MTMUse, 2011).

The key contribution to prescriptive knowledge was a conceptual design of a security
module for a smartphone and an understanding of the strengths and limitations of the
SDV technology with respect to its application within embedded systems. In addition, a
high level but detailed description (derived using a range of Internet sources) of the
hardware and software architecture and concept of operation of the Palm Treo 650 was
prepared. This smartphone architecture had not previously been publically available in a
concise, consistent and complete form. Although the product was superseded by late
2007, it can be asserted that the description provides a published prescriptive knowledge
contribution to the understanding of a smartphone architecture and operation. This
prescriptive knowledge has proved to be useful to other research where the proposed
ideas and smartphone embedded architecture description were utilised in the following

citation:

Isoaho, J., Virtanen, S., & Plosila, J. (2010). Current Challenges in Embedded
Communication Systems. International Journal of Embedded and Real-Time
Communication Systems (IJERTCS), Volume 1, Issue 1, pp1-21.

Contemporary relevance, linkage with other papers and future direction: Smartphones
have traditionally been designed with little consideration given to information security

(Husted et al.,, 2011) and therefore it was an early input into the area of smartphone

13 The Trusted Computing Group (TCG) is a standards organisation formed to develop vendor-neutral industry standards
for interoperable trusted computing platforms.
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security. The current and growing prolific use of smartphones has resulted in information

security for such devices becoming a highly relevant topic (Cisco, 2014).

The paper’s linkage with Paper 3 (refer to Figure 1.1) is through its contribution to the
identification of improving security of portable devices used by remote workers. The
challenges identified in the paper resulted in the research changing direction. An
investigation into augmenting the capabilities of attachable PC secure storage devices
become the focus. The prescriptive knowledge gained on the strengths and limitations of
the SDV technology did assist in refining the research scope. The paper did propose ideas
for future work, however as the research focus changed the proposed ideas were not

investigated.

2.2.4 Preventing Data Loss from Secure Portable Storage Devices
2.2.4.1 Preamble

As a product development manager the researcher was the architect of the Pocket SDV
(PocketSDV, 2006), a USB attachable portable secure storage device considered at the
time of its release to contain a number of innovative features. The Pocket SDV utilises the
SDV technology and provides a secure portable solution that prevents data loss if the
device is lost or stolen. The product was commercialised in 2006. A customer that had
procured the Pocket SDV to store highly sensitive data was concerned that the product
would be connected to untrusted PCs in a mobile or deployed work environment. If the
PC was used to access and process data held on the Pocket SDV then sensitive pieces of
temporary data (or data remnants) could remain on the (untrusted) PC disk drive. The
customer was concerned that these data remnants may be recoverable at a later date
resulting in data loss. An investigation led to the development of a proof of concept
toolset (known as SDGuardian) designed to prevent data remnants or their forensic

recovery.

Paper 2 considers how the SDV security features and the prototype SDGuardian combine
together to provide a portable solution that prevents data loss. The paper commences by
presenting a detailed description of the Pocket SDV architecture, functionality, methods of
use and concept of operation. The design of SDGuardian is described and three use

scenarios are outlined that the toolset is required to address.
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2.2.4.2 Prior Research and Knowledge

The Pocket SDV was designed to address the market need to prevent data loss if the
product was lost or stolen. SDGuardian was prototyped to address the research question:
‘What technology could be used to prevent the retention of sensitive temporary data

(processed from an externally connected storage device) on the host PC disk drive?’

A review (in 2007) of prior literature on specifically preventing the retention of temporary
data only identified a paper by Al-Zarouni describing how he used MojoPac (MojoPac,
2006), a sandboxing® tool, and a U3 flash drive (Sandisk, 2007), to provide a portable up-
loadable execution environment that left no forensic footprint (Al-Zarouni, 2006). Al-
Zarouni used Mojopac to run malicious code which stole information from a PC but left no
evidence that the code had been executed. Based on the Al-Zarouni approach the
researcher (and the Paper 2 co-author) considered that sandboxing could be used to run a

known and safe environment that left no sensitive data remnants.

The use of junction points (Russinovich, 2006), to redirect where data was stored, was also
considered an option. Junction points are a Microsoft file system capability to allow a
directory to be defined that is an alias for an existing directory. The aim was to use
junction points to change the storage location for temporary data from directories on the
PC disk drive to directories on the Pocket SDV. The use of secure deletion was also

considered a method to remove data where prevention was not possible.

In addition to the SDV technology, prescriptive knowledge in the form of sandboxing,

junction points and secure deletion formed the knowledge baseline.

14 Sandboxing is a technique that separates executing applications and is used to provide a secure and safe
environment to execute untrusted or untested software. Sandboxing techniques include virtualisation and
the use of an alternate restricted file system namespace (often termed a jail).
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2.2.4.3 Paper 2

Paper 2 - Hannay, P. & James, P. (2007) Pocket SDV with SDGuardian: A Secure and
Forensically Safe Portable Execution Environment, 5th Australian Digital Forensics
Conference, Perth, pp 154-163.

Abstract

Storage of sensitive and/or business critical data on portable USB attachable mass storage devices
is a common practice. The ability to transport large volumes of data from the standard place of
work and then access and process the data on an available PC at a different location provides both
convenience and flexibility. However, use of such USB attachable mass storage devices presents
two major security risks; the risk of loss of the portable storage device during transport and the risk
of data remnants residing on a PC after accessing the data from the USB storage device. The latter
risk is due to the way Windows and third party applications store temporary information on the host
PC's hard disk. Even if every effort is made to delete temporary information it may be possible to
recover this information by using forensic data recovery techniques such as header analysis and

magnetic force microscopy.

The Pocket SDV with SDGuardian provides an elegant solution to the aforementioned security
risks. The Pocket SDV is a commercially available USB attachable secure hard disk drive.
Features of the Pocket SDV include hardware based encryption, strong authentication,
differentiated access rights and cryptographically separate partitioning capabilities. Only a user with
the correct authentication credentials can gain access to data stored on the Pocket SDV, thus
providing assurance if the Pocket SDV is lost. SDGuardian is a proof of concept toolkit that
minimises the remnants left on a PC if it is used to process data stored on a Pocket SDV. Forensic
examination of the PC, following processing of data held on a Pocket SDV with SDGuardian, should
not reveal any remnants of protected data. In this paper an overview of the Pocket SDV is given
and its functionality is enumerated. The motivation for SDGuardian is outlined before discussing

the design, capabilities and limitations of the Pocket SDV with SDGuardian.

Keywords

Secure Portable Storage, Forensically Safe Portable Execution Environment, Digital Forensics.

Introduction

The Pocket SDV is a secure portable USB attachable mass storage device. The Pocket SDV
enforces correct user authentication before data on the integral hard disk drive (HDD) may be
accessed. Once the user has been correctly authenticated, the SDV allows access to the partitions
(drives/volumes) on the Pocket SDV integral HDD. The Pocket SDV provides cryptographically
enforced access to data contained on the integral HDD according to a previously configured data

access profile for each user. The Pocket SDV operates independently of the host PC's resources,
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providing real time encryption and decryption of all data transferred to and from it. If the Pocket SDV
is lost or stolen its owner can be assured that no one can gain access to the data due to strong

authentication, nor use digital forensic tools to gain access to the data due to strong encryption.

When a Pocket SDV is connected to a PC (with its own internal HDD, operating system and
applications) and sensitive data is accessed (from the Pocket SDV) then temporary copies of the
data may be saved on the PC’s internal HDD by the operating system and/or applications. For
instance, data accessed using Microsoft Word from a file stored on the Pocket SDV may leave
temporary files inside temporary folders on the PC’s internal HDD. As a result these folders may
contain sensitive/private data of which the user may not necessarily be aware. If the PC is used by
other users it may be possible for those users to find data remnants (temporary copies of files
created during the processing of sensitive data) may remain on the PC’s internal HDD after the user
has detached the Pocket SDV. If the PC does not use encryption technology to encrypt everything
written to its internal HDD then it may be possible for digital forensic tools to find sensitive data if the

HDD were to be obtained by an inappropriate source.

SDGuardian (Sensitive Data Guardian) is a proof of concept toolkit aimed at addressing the issue of
accessing sensitive data from a USB mass storage device like the Pocket SDV in an untrusted
environment, e.g. a PC, not owned by the user, is used to process sensitive data held on a Pocket
SDV, then subsequently other people use the PC and are able to find remnants of sensitive data
left in temporary files. A variety of technologies are employed in order to address the
aforementioned issue. SDGuardian may be commercialised, depending upon market demand, and

used with the Pocket SDV (or other portable products offered by Secure Systems).

An Overview of the Pocket SDV: Design, Methods of Use & Concept of
Operation

Overview of Design

The Pocket SDV is one of a range of SDV products; the product range also includes the Laptop
SDV, the SDV Duo and SDV Plus. The primary objective of the Pocket SDV is to provide strong
security for data at rest'”®>. The Pocket SDV is a cryptographic hardware device (James et al.,
2004) that asserts total control over its integral HDD at start-up and enforces correct user

authentication before data on the Pocket SDV is accessible.

The encryption processes utilised by the Pocket SDV are implemented in the hardware. The
hardware implementation of cryptographic functions avoids many of the inherent insecurities of a
software-based approach, for example the hardware based approach ensures that keys are not
present within the PC RAM,; in addition the hardware implementation results in security enforcement

that is transparent to the user and not dependant on the resources of the host PC.

'3 pata at rest is a term that is used to refer to all data in computer storage while excluding data that is traversing a network
or temporarily residing in computer memory.
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Once successful authentication has been achieved the Pocket SDV allows access to data based on
pre-defined access rights. The implementation of the Pocket SDV’s security mechanisms in
hardware coupled with independence from the PC’s operating system ensures that successful
direct attacks and/or exploitation of operating system vulnerabilities are minimised.  Figure 1
provides a pictorial image of the Pocket SDV.

Figure 1: Image of Pocket SDV*°

The Pocket SDV supports differentiated access rights, i.e. user profiles can be defined with
permissions to access different parts of the integral HDD. The Pocket SDV operates independently
of the host PC’s resources, providing real time encryption and decryption of all data transferred to
and from the integral HDD; ensuring the data stored on the hard disk drive is cryptographically

secured at rest. A conceptual model of the Pocket SDV topology is given in Figure 2 below.
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Figure 2 — Conceptual Model of Pocket SDV Topology

There are two modes of authentication supported by the Pocket SDV; pre-boot and post-boot
authentication. When authenticating using the pre-boot method the host PC will boot off the
attached Pocket SDV and the Authentication Application (AA) will be launched from the Pocket
SDV's on-board flash memory. Once successful authentication has been performed the operating
system on the PC’s internal HDD is loaded. Authentication via the post-boot method requires that
the Portable Authentication Application (PAA) is installed on the host PC. When the Pocket SDV is

attached the user will be prompted for authentication details by PAA.

The authentication credentials of a Pocket SDV user are tied to a specific set of access rights for
each partition on the Pocket SDV. These rights can be no access, read only or read/write. These
user profiles could be used by different individuals or by the same individual, e.g. one user profile
could be used for work and one for home. The key functionality and attributes of the Pocket SDV

can be summarised as:

e Pre-boot authentication: The Pocket SDV achieves a high level of portability by performing
authentication before the operating system has loaded. The only requirement is that the host

16 Image of Pocket SDV made available by Secure Systems Limited.
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PC provides the capability to allow a USB device to be the first boot device. Pre-boot
authentication ensures no hostile software or operating system vulnerabilities can be exploited

to obtain the Pocket SDV’s authentication credentials.

e Post-boot authentication: A Pocket SDV can be authenticated to a PC running an operating

system using the Portable Authentication Application (PAA).

e Full disk encryption: All data on the Pocket SDV is encrypted. With no data in plain text the

opportunities to gain a ‘starting point’ to break the encryption are eliminated.

e Sector level encryption: Encrypting at the lowest level of formatted storage reduces the

possibility that pattern matching can be performed to break the encryption.

e Control of data channel: Physically positioning the SDV technology between the PC USB
controller and Pocket SDV integral HDD ensures all writes are encrypted. Also access control

to parts of the HDD can be enforced.

e Totally independent of PC Operating System: The Pocket SDV behaves like a standard USB
mass storage device and has no dependencies upon the PC operating system to which it is
attached.

e Security functionality implemented in hardware: Implementing the SDV technology in an
Integrated Circuit is recognised as a superior trusted platform; exploiting and attacking

hardware is extremely difficult.

e Multiple Partitions: Up to 15 partitions can be defined for a Pocket SDV with each partition

cryptographically separated from the other partitions by its own cryptographic key.

¢ Differentiated Access Rights & User Profiles: The Pocket SDV allows user profiles (roles) to be
defined with different authentication credentials and access rights allowing different parts of the

Pocket SDV integral HDD to be accessed according to the selected user profile.

e Audit Log: Security related events are written to an audit log only accessible by the Pocket SDV

administrator role. This log can be used for forensic purposes.

Methods of Use

The rich functionality of the Pocket SDV allows the device to be configured and used in a number of

ways; three configurations are summarised below:

e Highly Portable Secure Storage Device: The ability to authenticate via pre-boot authentication
results in a highly portable device that can be accessed via any PC capable of booting a USB
device. The PAA provides the convenience of accessing data on the Pocket SDV on a fully
booted system. Whilst the Pocket SDV provides Defence®’ level security for data at rest, it like
all other USB mass storage devices cannot prevent data remnants remaining on a host PC’s
internal HDD.

1 The SDV product range has successfully passed rigorous Australian, USA and International cryptographic and security
evaluation standards.
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e Highly Portable Secure Storage Device with SDGuardian: As this paper will show, the
SDGuardian toolkit enables a user to attach a Pocket SDV to an untrusted or semi-trusted PC
with the assurance that sensitive data remnants be minimised upon completion of data

processing.

e Highly Portable Secure Storage Device with USB Bootable Operating System: A forensically
safe alternative to using the tools and techniques of the SDGuardian is to use a Pocket SDV
with a USB bootable operating system, e.g. a version of Linux or Windows PE. For a specific
application the bootable operating system approach provides an ideal solution. A disadvantage
of this approach is that USB bootable operating systems do not contain the functionality and
look and feel of Microsoft Windows XP or Vista, resulting in a disincentive for many users.
Current research at Secure Systems includes the development of a business toolkit as part of a

bootable operating system with a Pocket SDV.

A stepwise summary of the Pocket SDV pre and post boot authentication is given below to enable a

concept of operation to be acquired.

Concept of Operation: Pre-boot Authentication

The PC must be configured to boot from a USB device at power up with a Pocket SDV attached;

operation then proceeds as follows:

e The PC loads a Master Boot Record from the Pocket SDV, which in turn loads an
Authentication Application (AA) stored in the Pocket SDV flash memory. N.B. While the AA is
running, the user has no access to the Pocket SDV’s integral HDD.

e The user is prompted to authenticate.

e The AA passes the entered authentication credentials to the Pocket SDV for authentication.
Should the authentication process fail, the AA will prompt the user to re-authenticate. If the user
fails to authenticate after a pre-defined number of attempts the PC must be powered down and

restarted to continue the user pre-boot authentication process.

e Once the user has successfully authenticated, the Pocket SDV decrypts the access keys and
associated access rights stored in the authenticated user’s profile. Information in the user
profile is used by the Pocket SDV to ensure data on its integral HDD is accessed according to

the access rights defined for the user.
e The user is then prompted to select one of the following:
o Boot an operating system from the PC internal HDD.
o Boot an operating system held on the Pocket PC.
o Select to authenticate another SDV.

e If the user selects to boot an operating system from the PC’s internal HDD a Master Boot

Record for the operating system on the PC’s internal HDD is loaded.

e The boot process continues and loads the operating system from the PC’s HDD.
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e The Pocket SDV continues to operate independently of the host PC’s resources, providing real
time encryption and decryption of all data transferred to and from the Pocket SDV integral HDD

until either the Pocket SDV is detached from the PC USB port or the computer is shut down.

Concept of Operation: Post-boot Authentication

The PC must have an operating system fully booted and the PAA installed and its underlying

Windows service running; operation then proceeds as follows:

e When the Pocket SDV is attached to a USB port it is detected and a pop up authentication
window presented to the user. N.B. The PAA can also be invoked to authenticate a Pocket
SDV previously attached. While the PAA is running, the user has no access to the Pocket
SDV'’s integral HDD.

e The user enters the authentication credentials and the PAA passes the entered authentication
credentials to the Pocket SDV for authentication. Should the authentication process fail, the
PAA will prompt the user to re-authenticate. If the user fails to authenticate after a pre-defined

number of attempts the PAA must be restarted.

e Once the user has successfully authenticated, the Pocket SDV decrypts the access keys and
associated access rights stored in the authenticated user’s profile. Information in the user
profile is used by the Pocket SDV to ensure data on its integral HDD is accessed according to

the access rights defined for the user.
e If another Pocket SDV is detected the user is given the opportunity to authenticate the device.

e The Pocket SDV continues to operate independently of the host PC’s resources, providing real
time encryption and decryption of all data transferred to and from the Pocket SDV integral HDD

until either the Pocket SDV is detached from the PC USB port or the computer is shut down.

The Pocket SDV makes use of proven encryption standards and strong authentication to provide
strong hardware based security for data at rest. The 'set and forget' nature of the device with all

encryption handled in hardware results in a secure solution that is transparent to the end user.

SDGuardian Development

Motivation for Development

The objective of the research was to ensure no data remnants remain on the internal HDD of a PC
used to process sensitive data retrieved from a Pocket SDV. Initial investigations considered how a
utility (known as SDCleaner) could remove data remnants, which had been written to the PC’s

internal HDD following the completion of data processing, i.e. a reactive approach was considered.

Research into file system structures identified that with a traditional file system (such as FAT32,
NTFS and ext3) there is an area of the file system that provides a table of contents (the TOC). The
TOC provides a list of all files located on the file system and where they are located logically (logical

locations can be file paths such as C:\Program Files\). In addition to this logical file structure the
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TOC provides a list of physical locations for each logical item, these physical locations can then be
used to read and write data. The key issue for any SDCleaner utility is that when files are deleted
the reference in the TOC is simply removed, with the physical data remaining elsewhere on the file

system.

Another issue arises when a user launches a program that is used to access sensitive data on the
Pocket SDV, this data would then be copied to a temporary location on the host PC’s internal HDD.
Upon exiting the application it is possible that this temporary data would then be deleted in an
insecure fashion (i.e. physical data remains, logical construct removed). This series of events leads
to a situation in which an SDCleaner utility would have no means of locating the physical data and

is therefore unable to erase said data.

It was therefore decided to adopt a proactive approach and prevent the creation of data remnants
on a PC’s internal HDD as a result of retrieving and processing sensitive data from a Pocket SDV.
The research project was redefined as the SDGuardian. The SDGuardian would act primarily as a
preventative measure, with the aim of avoiding the situation where any sensitive information
reached the host PC’s internal HDD in the first place. Additional measures would also be employed

to securely delete sensitive data in situations where prevention is not possible.

Implementation of the SDGuardian Toolkit - Design, Capabilities and Limitations

Implementation Scenarios: The research considered a number of different scenarios where a
Pocket SDV could be attached to a PC:

e Scenario 1: Data processing is to be performed on a “semi-trusted” PC where access to all
installed applications is allowed and operation in Windows Administrator mode is permitted.
Performance is also a requirement in this scenario, i.e. data processing needs to be performed

at close to standard PC processing time.

e Scenario 2: Data processing is to be performed on an “untrusted” PC where the installed
applications cannot be trusted. However, operation in Windows Administrator mode is

permitted.

e Scenario 3: As per Scenario 2 but operation must be performed in Windows user mode, i.e. non

administrator privileges are available.

To satisfy the requirements of the three scenarios SDGuardian was developed using Junction
Points, Secure Deletion and Virtualisation to provide a toolkit for the proactive prevention of
sensitive data from a Pocket SDV remaining on a PC’s internal HDD. Table 1 shows the tools used

to satisfy each scenario.

1 Junction points are used to prevent specific temporary files from being written to the host PC’s
HDD. In addition to junction points, secure deletion is used to securely erase the Windows
page file after use.

2 Virtualisation technology running in privileged Administrator mode is used to provide a
virtualised environment where work can be performed without requiring the use of the PC'’s
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installed applications.

3 Virtualisation technology running in non-privileged user mode is used to provide a virtualised
environment where work can be performed without requiring the use of the PC’s installed
applications.

Table 1: Tools/Technigues used in SDGuardian to Meet the Requirements for Each Scenario

Junction Points - File System Manipulation

The NTFS file system supports ‘junction points’ which are similar to symbolic links under 'unix like'
operating systems. These junction points allow for an empty folder on the file system to be mapped
to a different physical location on the disk. The result of this is that two or more logical folders can
reference the same physical data. Junction points can reference folders on a different volume or

physical storage device.

An initial investigation into the currently available tools for the creation and manipulation of junction

points was performed. The details of these tools can be found in the table below.

Junction(Russinovich, A command line utility that allows for the Proprietary Available
2006) manipulation of NTFS junction points

Junction  Link Magic A GUI based utility that allows for the Proprietary Not available
(Rekenwonder, 2006) manipulation of NTFS junction points

Table 2: A comparison of existing junction point manipulation software

Both Junction and Junction Link Magic were used to evaluate the premise that junction points could
satisfy the requirement to remap operating system and application specific directories.

One of the shortcomings associated with the use of NTFS junction points is that when performing a
delete operation on a junction point removal of the associated data from the disk occurs even if that
physical data is referenced logically elsewhere in the file system. The window GUI however does
not reflect this shortcoming and this deletion is unlikely to be noticed until the user next attempts to
access this data. It is due to these factors that care was taken to ensure that junction points were
not deleted with the standard tools provided by Windows; instead a custom utility was developed for
this purpose.

SDGuardian used junction points to remap common temporary directories onto a partition of the
Pocket SDV. This mapping was performed prior to the user accessing sensitive data located on the
Pocket SDV. The result of the junction point would be that specific temporary data would never be
written to the disk of the host PC, radically reducing the complexities associated with the standard

methods of secure erasure.

SDGuardian removes these junction points and recreates the empty temporary directories after the
user has finished working with any sensitive material. The temporary data stored on the Pocket
SDV is then erased.
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As a minimum junction points are used to ensure the security of the Windows temporary directories
and the temporary internet directories present on a Windows system. A basic batch file capable of

performing these actions in a somewhat limited fashion can be seen below:

‘ mkdir %sdvTemp%\TMP

‘ mkdir %sdvTemp%\TEMP

junction %TMP% %sdvTemp%\TMP\
junction % TEMP% %sdvTemp%\TMP\

The batch file has been tested with success, all data that would have been written to the Windows
temporary directories was physically written to the SDV, the logical location of this data remained
unchanged.

Secure Deletion

Secure deletion tools allow for the forensically sound erasure of data from a hard disk or other
storage device, this is achieved by overwriting the data in question several times with different sets
of data. Typically the data being written will be all zeros, all ones or the output of a pseudo random
number generator (Gutmann, 1996). This is often accomplished by using the Windows disk
defragmentation API, which allows a logical file location to be resolved into a physical location
(MSDN, 2007). Once the physical location of the data is known it is possible to overwrite this data

as needed.

An initial investigation into some of the most common tools for secure erasure was performed. The

details of these tools can be found in the table below.

Sdelete (Russinovich, Command line secure erasure utility Proprietary Available
1999)
Eraser (Tolvanen, 1997) Graphical secure erasure utility GPL Available

Table 3: A comparison of existing secure deletion software

Both Sdelete and Eraser were used to determine the best strategy to adopt for the implementation

of a secure deletion solution in the SDGuardian toolkit.

Virtualisation - Application Sandboxing

Application sandboxing attempts to isolate running processes from performing modifications to the
host system on which they are being executed. The type of isolation depends heavily on each
sandboxing application's specific implementation. There are two main types of application
sandboxes, the first attempts to create multiple isolated environments on a system, while the
second attempts to limit or prevent specific processes from making changes to the host

environment.

There are two main approaches to implementing sandboxing, the first of these is the use of a full
virtualised environment. This environment has its own operating system that runs on top of the

native operating system. The second approach to implementation involves the use of kernel hooks
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to isolate a specific application or set of applications from accessing specific system resources
(Gibson, 2006).

The use of application sandboxing utilities was investigated. The aim of such utilities is to create an
environment which runs on the Pocket SDV to prevent any data from being written to the internal
HDD of the host PC, the virtualisation software directs all writes to a specific partition on the Pocket
SDV. Unfortunately virtualisation in itself cannot be used as a complete solution due to the nature of

Windows virtual memory.

Windows makes use of a 'page file' which acts as virtual memory when adequate physical memory
is unavailable. This 'page file' is located on the host PC's internal HDD (Mallery, 2006). The issue
arises when a user accesses data stored on the Pocket SDV, the sandbox application can prevent
all user level hard disk writes, however the Windows memory management system operates at a
kernel level and as such it is not possible to prevent Windows from storing sensitive data in the

Windows page file.

The use of a full virtualised environment such as those provided by VMWare or Qemu would allow a
user to create a complete operating system environment that would run on top of the host
machine's operating system. The advantage of this is that the majority of file system writes would
be contained within the virtual machines disk image file, this image would be stored on the Pocket
SDV. An advantage of this implementation is that the user would have the ability to install software
such as a word document viewer within the disk image, thus negating the need for this software to
be present on the host system.

A range of application sandboxing/virtualisation solutions can be found in the table below.

Sandboxie (Tzur, An application sandbox utility capable of Proprietary Not available
2006) redirecting file system writes to a specified

location.
Vmware (Vmware, | A full virtualization application capable of Proprietary Not available
2007) emulating a host computer.
Paralells (Paralells, ' A full virtualization application capable of Proprietary Not available
2006) emulating a host computer.
Mojopac (MojoPac, A sandboxing utility capable of creating an  Proprietary Not available
2006) isolated environment on a host computer.

MojoPac is intended to be installed on a
portable storage device.

Qemu (Bellard, A full virtualization application capable of GPL Available
2006) emulating a host computer completely in
software, as such administrator rights are
not needed on the host computer.

Table 4: A comparison of existing sandboxing / virtualisation software

The full range of application sandboxing/virtualisation software specified in Table 4 were tested.
Qemu was selected for SDGuardian due to its ability to execute in both Windows Administrator and

User modes.
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Implementation Life Cycle

The proposed solution went through a phase of requirements specification and development over
the period of several weeks. The SDGuardian was written primarily in the C# programming

language. The following features were implemented:

e Junction Points
e Secure Deletion

e Virtualisation

A series of screenshots of the SDGuardian application itself are provided below:

[ SDGuardian - Select Action

Junction Points irtualization

Junction points prevent supported “irtualization provides a complete izolated
applications fram writing to the enwiroment in which you can browse the
computer's hard disk. web, view documents and run programs.

Figure 3: Main screen

& SPGuardianControl

Secure Delete | Junction Point |

Temparary Storage Settings

Pleasze select path for temparany storage

Application Settings

ApplD Application Narme ersion Status

» Mozilla Firefo 2001 O

2 Microsoft Windows Temp Files =P S5P2
3 Microsoft Intermet Explorer E.0 .}
L]

Edit application settings. ..

Figure 4: Junction points options dialog
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Secure Deletion

Enable junction paints

Junction Poinks

) Wirtualisation
Opkions...

Exit...

Figure 5: Junction points menu

Erase pagefile on restart Secure Deletion

Erase unused pagefile now Junction Points

Cptions. .. Wirtualisation

Figure 6: Secure deletion menu

Secure Deletion

Junction Painks

Skart wvirtual envrioment Yirtualisation

Exit. ..

Figure 7: Virtualisation menu

Conclusion & Future Development

The research and development of the SDGuardian was successfully achieved. A proof of concept
implementing junction points, secure deletion and virtualisation was developed which meets the
original goals of the project. Plans have been made for the continued development of the
SDGuardian. These plans include improvements to the virtualisation system employed, additional

focus on portability and an in depth forensic evaluation of the software.
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2.2.4.4 Synopsis

Outcomes and Contribution to Knowledge: The investigation showed that the Pocket SDV
with the SDGuardian toolkit could be used to protect against data loss, either through
actual loss of the Pocket SDV or through data remnants. SDGuardian demonstrated an
application of sandboxing and junction points in data remnant prevention and secure

deletion for temporary data removal where prevention was not possible.

Further post paper investigation found that the use of junction points to prevent data

remnants was neither robust nor a holistic solution because:

e |f the Pocket SDV is disconnected from the host PC when the junction point batch file

is executing the host PC’s Windows configuration may be corrupted.

e SDGuardian demonstrated how junction points could be used for operating system
directories that hold temporary data, but to provide a holistic solution junction points
would have to be established for every application’s temporary folder. Whilst it is
feasible to identify the application set that a remote worker with a Pocket SDV is
expected to use, if the remote worker decides to execute an application not in the
defined set (for which no junction points have been created) then there is a possibility

the host PC may contain data remnants after data processing.
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e Some applications provide little or no documentation on the location of any
temporary data created therefore making it difficult to identify the directories holding

any temporary data.

Whilst virtualisation appears to provide a more robust and complete solution, as the host
PC’s Windows operating system controls the execution of the virtual environment, there
remains the possibility that the Window’s pagefile (Pagefile, 2013) could contain sensitive
data remnants. Also (post the paper’s publication) the much slower performance of the
up-loadable virtual machine relative to the performance of an operating system installed

on a PC’s internal disk drive was highlighted as a concern.

When completed (in 2007) the investigation resulted in an experimental artifact
(SDGuardian). This artifact, constructed as a toolkit, can be considered a knowledge
contribution as in itself it provided a new capability. However, to claim each individual

tool is a knowledge contribution may be an overreach as:

e The use of the sandboxing concept (to enable the execution of a known and trusted
up-loadable virtual environment) to ensure all temporary data created is retained

within the virtualised environment is just an inverse application of its standard use.

e The application of junction points to alias directories (that store temporary data) to
external directories on the Pocket SDV is just a different application of its standard

use.

e The secure deletion capability is clearly not a contribution to knowledge as it uses

existing tools and techniques as intended.

Contemporary relevance, linkage with other papers and future direction: Preventing
sensitive temporary data remaining on a PC’s disk drive is an on-going security issue, albeit
that there is growing awareness of the problem (Garfinkel & Shelat, 2003; DSD, 2011).

This paper added to the body of research on data remnant prevention.

The use of SDV technology with virtualisation to provide a secure execution environment
lead the researcher to consider how such technology could be used more broadly to

provide a secure computing solution for remote workers. Paper 2 is linked to Paper 4 as it
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provides prescriptive knowledge considered in the generation of the secure PESEs

described in Paper 4.

2.2.5 Applicability of Existing Security Models
2.2.5.1 Preamble

A security model (also sometimes called a security policy model) provides a conceptual
representation for a security policy (Jonsson, 2006). A security model can be used to
educate and communicate security policy in addition to providing a high level model for
security system design (Liska, 2003; Trivedi et al.,, 2009). The researcher’s prior
experience includes working as a software designer on a secure operating system
development that implemented the Bell-LaPadula security model (Bell and LaPadula,
1976), developing and implementing formal specifications (James, 1987) and specifying
and proving a formal security policy model for a secure diplomatic messaging network
(Lindsay, 1998). The researcher therefore has a good appreciation of security models and
is an advocate for their use. An investigation into existing security models to gauge their
applicability to remote working was conducted because if an appropriate model was
identified it could support the doctoral research in the design of secure PESEs for remote

working.

The investigation presented in Paper 3 was performed in 2008, but a paper was not
prepared and submitted to a conference until 2011. The Australian Government’s
emphasis on encouraging organisations to utilise telework as a work practice to improve
national productivity (Telework, 2013) provided the motivation to take the findings of the

initial investigation and place an emphasis upon teleworking in a conference paper.

2.2.5.2 Prior Research and Knowledge

A literature analysis (in 2008) did not identify any prior research into the specific use of
security models for teleworking. A search for existing security models identified four
models that could be applicable to telework. To provide criteria for analysing the four
models two use scenarios were defined based upon the researcher’s prior experience.
The research question directing the investigation was: Are Existing Security Models

Suitable for Teleworking?

66



The prior knowledge used in the investigation can be categorised as:

e Formal justificatory knowledge: The four selected security models were Chinese Wall
(Brewer and Nash, 1989), Clark-Wilson (Clark and Wilson, 1987), Eggshell (Bragg et al.,
2004) and Onion (Bragg et al., 2004).

e Formal justificatory knowledge: Design and engineering theory for security systems
(Anderson, 2008) allowing the identification of policy enforcement mechanisms.

Security risk assessment theory (Landoll, 2005) providing context for risk identification.

e Descriptive knowledge: The researcher’s prior knowledge on how telework is
conducted from a remote location (James, 1991) to enable two use scenarios to be

specified to enable threats, risks and model attributes to be identified.

2.2.5.3 Paper 3

Paper 3 - James, P. (2011), Are Existing Security Models Suitable for Teleworking?,

9th Australian Information Security Management Conference, Perth, pp 130-139.

Abstract

The availability of high performance broadband services from the home will allow a growing number
of organisations to offer teleworking as an employee work practice. Teleworking delivers cost
savings, improved productivity and provides a recruitment policy to attract and retain personnel.
Information security is one of the management considerations necessary before an effective
organisational teleworking policy can be implemented. The teleworking computing environment
presents a different set of security threats to those present in an office environment. Teleworking
requires a security model to provide security policy enforcement to counter the set of security

threats present in the teleworking computing environment.

This paper considers four existing security models and assesses each model’s suitability to define
security policy enforcement for telework. The approach taken is to identify the information security
threats that exist in a teleworking environment and to categorise the threats based upon their
impact upon confidentiality of data, system and data integrity, and availability of service in the
teleworking environment. It is found that risks exist to the confidentiality, integrity and availability of
information in a teleworking environment and therefore a security model is required that provides
appropriate policy enforcement. A set of security policy enforcement mechanisms to counter the
identified information security threats is proposed. Using an abstraction of the identified threats and
the security policy enforcement mechanisms, a set of attributes for a security model for teleworking
is proposed. Each of the four existing security models is assessed against this set of attributes to

determine its suitability to specify policy enforcement for telework. Although the four existing models
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were selected based upon their perceived suitability it is found that none provide the required policy

enforcement for telework.

Keywords
Teleworking, secure teleworking, security model, security policy enforcement, information security.

Introduction

There are a number of variations to the definition of what constitutes teleworking (Lister & Harnish,
2011; Access Economics, 2010a). In this paper teleworking is defined as the work practice involving
remote computing conducted predominately from homes and occasionally from organised
telecentres. Teleworking has a number of distinct advantages for both employee and employer.
The employee benefits from reduced travelling time and travel costs, and possibly the opportunity to
have flexibility for when the work is to be performed. The employer benefits from reduced office
space and attracting talented personnel that would not otherwise be possible due to these
individuals not being available to commute and/or work standard business hours. Teleworking can
also deliver national economy benefits and improved productivity through reduced traffic
congestion, reduced infrastructure maintenance and reduced carbon dioxide emissions (Access
Economics, 2010b).

Australia presently lags internationally in levels of teleworking (DBCDE, 2011). With the increase in
Internet bandwidth, teleworking has grown more rapidly in countries like the UK and USA (Lister &
Harnish, 2011) where it is not uncommon for organisations to offer a telework option to staff. The
UK in particular has a long history of teleworking. In the 1980s companies like Xansa (now part of
Steria) and ICL (now part of Fujitsu) both established teleworking divisions to enable staff to
perform software development from home. A good example of an international company utilising
teleworking was Sun Microsystems (now part of Oracle). From the late 1990s Sun Microsystems
identified the opportunity to accrue the benefits of teleworking for both the company and its
employees and restructured its workforce through the ‘Open Work’ program (Computer World,
2008). At one stage over 20,000 employees were teleworking part-time or full-time. There are
some notable examples of Australian organisations that have more recently implemented
teleworking; these include iiNet (Australia’s second largest Internet service provider) who has over
150 call centre staff working from home (Contact News, 2010), and the Queensland Government

(Telecommuting, 2009) that allows public servants in some agencies to telework.

The recently published National Digital Economy Strategy (DBCDE, 2011), prepared by the
Australian Government Department of Broadband, Communications and the Digital Economy,
defines eight digital goals. One of these digital goals aims to increase the teleworking participation
rate from 6% of the working population to 12% by 2020. Despite growth of teleworking in many
countries there appears to be little research that specifically considers security models and their
application to telework.. The Government lead emphasis on telework in Australia necessitates

research is conducted into achieving secure teleworking. The research presented in this paper
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forms part of an investigation into the methodology, tools and techniques required to achieve

secure teleworking.

It is proposed in this paper that a teleworking security model is required and the attributes for such
a security model are identified. This paper commences by outlining the rationale for a security
model and identifying four existing models that could possibly support secure teleworking. The
threats that can arise in a teleworking computing environment are described and categorised
according to each threat’s impact upon confidentiality, integrity and availability. Possible security
policy enforcement mechanisms to counter the proposed threats are enumerated. Using the
threats and security policy enforcement mechanisms, the attributes of a teleworking security model
are defined. The paper concludes by reviewing the applicability of each of the four identified

security models as being a suitable model for secure teleworking.

Security Models

A security model provides a security design and analysis tool as it defines the basis for security
policy enforcement in a system. A security model is a philosophy that directs the way an
organisation approaches security (Liska, 2003). Numerous security models have been defined,
with each model addressing one or more of the security policy requirements for confidentiality,
integrity and availability of information. Some models are primarily focussed upon defining security
policy that is appropriate in defence and government environments whilst others have a more
business focussed approach to policy enforcement. Teleworking is a work practice that can be
utilised by any organisation; defence, government, commercial or not-for-profit. However, as
teleworking is unlikely to be used as a work practice involving the processing of classified defence
and government information the existing security models considered in this paper are business

oriented rather than defence/government oriented.

Four existing security models have been identified as being possibly suitable for policy enforcement
in a teleworking environment. The four security models considered have been described (by their
respective authors) at different levels of abstraction which has hindered meaningful comparative
analysis, however the required attributes have been identified to enable each models suitability for
teleworking to be assessed. Table 1 tabularises the security objectives of each model with respect
to confidentiality, integrity and availability of information. A high level overview of each model
follows together with rationale on why the security model is considered to potentially provide a

policy enforcement philosophy for telework.
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Security Model Confidentiality | Integrity | Availability

Chinese Wall Model X X

Clark-Wilson Model X X
Eggshell Model X X
Onion Model X X

Table 1: Objective of Security Model

Using the SANS definitions (SANS, 2011), confidentiality, integrity and availability are defined as:

e Confidentiality is the need to ensure that information is disclosed only to those who are

authorised to view it.

e Integrity is the need to ensure that information has not been changed accidentally or

deliberately, and that it is accurate and complete.

e Availability is the need to ensure that the information system is accessible to those who need to

use it.

The Chinese Wall Model (Brewer and Nash, 1989) deals with both confidentiality and integrity. The
objective of the model is to ensure the information of two different users is kept separate, regardless
of the relationship and sensitivity/classification of the data, i.e. the model enables access to
information to be prevented where a conflict of interest exists. The Chinese Wall model may be a

possible enforcement model for teleworking due to its approach to user and data separation.

The Clark-Wilson Model (Clark and Wilson, 1987) focuses primarily on preserving the integrity of
information, although a secondary attribute of the model is to support availability. The model was
defined specifically for business applications. Data integrity is achieved by denying unauthorised
modification. The model implements the concept of separation of duties (role based) to enforce
information integrity, i.e. information access is controlled by a user’s privilege(s) to execute
application software that processes the information. The Clark-Wilson model is considered as a
possible teleworking security model because of its role based business focus.

The Eggshell Model (Bragg et al, 2004) is focussed upon protecting information from unauthorised
network access. The security policy for confidentiality is enforced in the model through a perimeter,
i.e. access to information is controlled by rules that either allow or prevent entry through the
perimeter. As teleworking is a network based activity the Eggshell model may provide a suitable

security model.

The Onion Model (Bragg et al, 2004) defines layers of control to preserve the confidentiality of

information. The model implements the concept of security in depth. Need to know controls are

70



enforced at each layer to control access to information. The layers of security enforced by the

Onion model may be appropriate to enforce security for a network based activity like telework.

Information Security Threats in the Teleworking Computing Environment

The lack of physical security in remote locations (compared to a corporate office) and the data
processing actions of PC operating systems and applications can result in information security
threats that are different to those present in an office based computing environment. The logical
and physical security of teleworking PCs will vary between teleworking locations and are unlikely to
meet the stringent security commonly in place at office locations. Weaker logical security may
make the PC vulnerable to unauthorised access, network and malicious software attacks. Weaker

physical security may make the PC vulnerable to unauthorised access, tampering, theft or damage.

The two main information security threats in a teleworking environment (Deloitte, 2011) are

considered to be:

e Breach of Data Confidentiality on the Internet: Data travelling over the Internet may pass
through a number of network nodes (e.g. nodes managed by an Internet service provider)
before the data reaches its destination. Such nodes provide points of unauthorised access to
data. If the data is not protected (e.g. through encryption) it is possible a breach of

confidentiality could occur.

e Breach of Data Confidentiality in Teleworking Environment: The weaker physical and
logical security controls, compared to a corporate environment, may result in authorised access
to data.

Organisations that recognise these two threats to data confidentiality tend to establish a telework
computing environment based upon the secure thin client concept. In a secure thin client
configuration data processing occurs predominately on a corporate server, with the teleworker's PC
providing a terminal interface to the server and all communication conducted securely over an
encrypted virtual private network (VPN) connection. The following scenario provides an example of

a secure thin client configuration:

A teleworker will initiate a VPN connection over the Internet to a corporate server when
commencing work. The teleworker may then use a virtual machine client or a remote
desktop client to enable processing to be performed using a set of software applications
installed on the corporate server. Very little data processed on the corporate server will be

intentionally stored on the teleworker’s PC, thus reducing the risk of data loss.

However, in the above scenario the teleworker's PC operating system and the virtual machine client
or the remote desktop client will store and retain temporary copies of data on the local PC, often
unbeknown to the user, potentially resulting in the unintended storage of corporate data on the PC.
Therefore this thin client approach to telework presents unforeseen information security threats that

must be considered.
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Alternatively, an organisation may allow a teleworker to process data locally but store information
securely on a corporate server. The following scenario provides an example of local data

processing:

A teleworker will use a set of software applications installed on the PC and process data
locally but ensure the data remains stored on a corporate server. A VPN connection to the
corporate server is used to access/transfer data as required. The teleworker is expected to
follow company policy and ensure all data is stored on the corporate server and no

sensitive data is stored on the teleworker’s PC.

In this (local processing of data) scenario, even if the teleworker is diligent in ensuring data is not
stored on the PC, the local processing of data will result in the operating system and software

applications creating temporary copies.

As a result of the above two scenarios the following information security threats need to be

considered:

e Sensitive Data Remnants Remaining on a PC: The PC operating system and software
applications will store temporary data in the form of virtual memory and temporary files on the
PC’s hard disk drive. Much of this temporary data will remain on the drive after the teleworker
has finished work and powered-off the PC. Such data can be readily retrieved through the use
of freely available data retrieval/computer forensic tools; a concern if the PC is stolen or if it is

disposed of with the hard disk drive still resident in the PC.

e Introduction of Malicious Software: As teleworking PCs reside outside an organisation a PC
may be used by any number of people other than the teleworker (e.g. members of the
teleworker’s family) who could perform a range of activities that may compromise the PC. Such
activities may lead to the PC becoming infected with malicious software which could exploit

sensitive data processing and network transactions performed by the teleworker.

e Use of Unsecured Portable Storage Media: Teleworkers are likely to periodically commute to
their employer’s offices where they may also wish to transfer sensitive information onto or from
portable storage media whilst having access to the organisation’s secure network. Portable
storage media may be lost or stolen in transit resulting in a possible breach of data
confidentiality. Additionally, the portable storage media may become infected with malicious
software when used outside the corporate environment. The malicious software could then be
transferred to the secure network when the portable storage device is plugged into a networked

PC in a corporate office.

e System Integrity: The integrity of the PC operating system and applications used for
teleworking may be affected by accidental or inappropriate actions of the teleworker causing a
denial of service and preventing work being performed.
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With no specialist IT support on-hand to remediate the impact of the aforementioned threats the
consequences can result in lost productivity through teleworkers not being able to work. This set of
threats necessitates the identification of a teleworking security model that can be used as the basis

for the design of secure teleworking systems.

Categorisation of Threats

Traditionally a security model has been defined in terms of its ability to enforce security policy with
respect to confidentiality, integrity and availability. To enable the suitability of the four identified
security models to be assessed and the most appropriate security model to be identified (from the
four or otherwise), the set of teleworking threats enumerated above are categorised (in Table 2)

based upon their impact to the confidentiality, integrity and availability to information.

Threat Confidentiality | Integrity Availability
Breach of Data Confidentiality on the Internet X
Breach of Data Confidentiality in Teleworking X
Environment
Sensitive Data Remnants Remaining on a PC X
Introduction of Malicious Software (Malware) X X X
X X X

Use of Unsecured Portable Storage Media

System Integrity

Table 2: Threat Categorisation

The threat categorisation (in Table 2) shows that the set of threats in the teleworking environment
can impact upon the confidentiality, integrity and availability of information. A security model is
required that is capable of supporting a range of security policy enforcement mechanisms that will

preserve both the confidentiality and integrity of information, and maintain availability to information.

Policy Enforcement Mechanisms

To support the identification and definition of the attributes of an appropriate teleworking security
model the potential security mechanisms that could be used for policy enforcement are presented in
Table 3.
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Threat

Policy Enforcement Mechanisms

Breach of Data Confidentiality on the Internet

Network encryption.

Breach of Data Confidentiality in Teleworking
Environment

Authentication, access controls, data encryption.

Sensitive of Data Remnants Remaining on a
PC

Data encryption, separation and protection of
temporary data, access controls.

Introduction of Malicious Software (Malware)

Separation and protection of computing
environment, access controls.

Use of Unsecured Portable Storage Media

Authentication, access controls, data encryption.

System Integrity

Separation and protection of computing
environment, access controls.

Table 3: Possible Policy Enforcement Mechanisms

Existing security models are often presented using a formal or semi-formal notation for policy

enforcing mechanisms. Usually the notation uses the subject/object concept introduced in the

definition of the Bell-LaPadula Model (Bell & LaPadula, 1976). Using the concept of subject (e.g.

teleworker, software application) and object (i.e. data file, information source) a definition for each of

the policy enforcement mechanisms is given in Table 4 below.

Policy Enforcement
Mechanism

Definition

Network encryption

Asymmetric cryptographic technique based upon each subject
having a public/private key pair. An object to be transmitted is
encrypted with the private key and the receiving subject
decrypts using the sending subject’s public key.

Authentication

Confirming the correctness of something the subject possess
and/or something the subject knows and/or a unique attribute of
the subject.

Access Control

Pre-defined permissions assigned to the subject that specify
access rights to an object.

Data Encryption

Symmetric cryptographic technique based upon the application
of the subject’s encryption key to an object.

Separation and protection

Objects are protected within a partition where a subject can only
access the partition if it has the correct access rights.

Table 4: Definition of Policy Enforcement Mechanisms

The subject and object definitions for policy enforcing mechanisms presented in Table 4 will enable

comparative analysis of the selected four security models to be performed against the required

attributes and policy enforcing mechanisms necessary for a teleworking model.
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Attributes of a Secure Teleworking Model

It is proposed that a teleworking security model is required to provide policy enforcement for the
confidentiality, integrity and availability of information, as conceptually modelled in Figure 1. In this
proposed security model, confidentiality will be the primary policy objective, with integrity and
availability being the respective secondary and tertiary objectives. All of the identified security
policy enforcement mechanisms are required to preserve the confidentiality. Subsets of the

mechanisms are required to preserve integrity and maintain availability.

Data Encryption, UHEHEHEHE

Authentication i
/" Access Control,\ - :

Separation &
Protection

Inteqrity

<111 Availability

Figure 1: Conceptual Model of Teleworking Security Policy Enforcement

The identified threats and possible policy enforcement measures enable attributes for a teleworking

security model to be defined. In summary a security model with the following attributes is required:

e Protect data transmitted over a network.
e Ensure only authorised access to the teleworker’s computing environment is achieved.
e Protect the confidentiality of data processed by the teleworker.

e Prevent temporary data and data remnants (created through data processing) being accessed

by an unauthorised user.

e Protect the integrity of the teleworker’s computing environment and stored data from malicious

software and/or user induced damage.

e Protect the confidentiality and integrity of any software and data stored on a portable storage

device.

e Ensure the availability of the teleworker’'s computing environment.
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Application of an Existing Security Model to Teleworking

In this paper it has been hypothesised that a security model appropriate for teleworking is required

to enforce policy for confidentiality, integrity and availability. Each of the four existing business

oriented security models selected as possibly teleworking security models are considered using the

defined teleworking security model attributes and policy enforcement mechanisms presented in this

paper.

The Chinese-Wall Model

Model Synopsis: The model supports policy enforcement for confidentiality and integrity to ensure
users and data are separated and protected to ensure no conflict of interest occurs.

Attribute of a Secure Teleworking
Security Model

Possible Policy

Enforcement Mechanism

Comments on suitability of
the model for teleworking

Protect data transmitted over a
network.

Network encryption.

Model does not consider
network security.

Ensure only authorised access to
the teleworker’s computing
environment is achieved.

Authentication, access
controls, separation &
protection.

The Chinese Wall model is data
(object) centric, however it can
be implied that a computing
environment is protected.

Protect the confidentiality of data
processed by the teleworker.

Authentication, access
controls, data encryption.

The model supports this
attribute.

Prevent temporary data and data
remnants (created through data
processing) being accessed by an
unauthorised user.

Authentication, access
controls, separation &
protection.

The model supports the intent
of the attribute and would
enforce policy through the
appropriate mechanisms.

Protect the integrity of the
teleworker’'s computing environment
and stored data from malicious
software and/or user induced
damage.

Access controls,
separation & protection.

Whilst not a stated attribute of
the model’s policy enforcement
definition the model specifies
controls that should support the
attribute.

Protect the confidentiality and
integrity of any software and data
stored on a portable storage device.

Authentication, access
controls, data encryption,
separation & protection.

The model considers data
protection at a system level
rather than at the portable
device level, however its policy
enforcement definition should
support the attribute.

Ensure the availability of the
teleworker’s computing
environment.

Access controls,
separation & protection.

Availability is not a policy
objective of the model.

Conclusion: The Chinese Wall model appears to support a number of the attributes of a teleworking
security model. However, its key objective is to protect data where a conflict of interest exists,
therefore designing a teleworking system using this model is unlikely to produce an appropriate

implementation.

Table 5: Suitability of Chinese Wall Model as a Security Model for Teleworking
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The Clark-Wilson Model

Model Synopsis: This model supports policy enforcement for the integrity of data through a role

based approach.

Attribute of a Secure Teleworking
Security Model

Possible Policy

Enforcement Mechanism

Comments on suitability of
the model for teleworking

Protect data transmitted over a
network.

Network encryption.

The model does not consider
network security.

Ensure only authorised access to the
teleworker’'s computing environment
is achieved.

Authentication, access
controls, separation &
protection.

The model supports this
attribute.

Protect the confidentiality of data
processed by the teleworker.

Authentication, access
controls, data encryption.

The model does not support
confidentiality.

Prevent temporary data and data
remnants (created through data
processing) being accessed by an
unauthorised user.

Authentication, access
controls, separation &
protection.

The model’s integrity controls
provide support for this
attribute.

Protect the integrity of the
teleworker’'s computing environment
and stored data from malicious
software and/or user induced
damage.

Access controls,
separation & protection.

The integrity controls of the
model support this attribute.

Protect the confidentiality and
integrity of any software and data
stored on a portable storage device.

Authentication, access
controls, data encryption,
separation & protection.

The model does not support
confidentiality, but does
support the integrity aspects
of the attribute.

Ensure the availability of the
teleworker’'s computing environment.

Access controls,
separation & protection.

The model’s integrity controls
provide support for this
attribute.

Conclusion: The Clark-Wilson model supports many of the attributes required for a teleworking
security model, however it does not support the enforcement of confidentiality. As protecting the
confidentiality of information is important in the teleworking environment the Clark-Wilson model is

not considered to be a suitable model.

Table 6: Suitability of Clark-Wilson Model as a Security Model for Teleworking

77




The Eggshell Model

Model Synopsis: The model enforces confidentiality through a perimeter to control access to data.
The model is designed for network boundary protection.

Attribute of a Secure Teleworking
Security Model

Possible Policy
Enforcement Mechanism

Comments on suitability of
the model for teleworking

Protect data transmitted over a
network.

Network encryption.

Although the model is
network focussed it does not
consider the confidentiality of
data ‘on the move’. It
specifies policy to control
access to network nodes.

Ensure only authorised access to the
teleworker’'s computing environment
is achieved.

Authentication, access
controls, separation &
protection.

The model provides
boundary protection but if
access is permitted no further
protection is afforded.

Protect the confidentiality of data
processed by the teleworker.

Authentication, access
controls, data encryption.

The model provides
boundary protection but if
access is permitted no further
protection is afforded.

Prevent temporary data and data
remnants (created through data
processing) being accessed by an
unauthorised user.

Authentication, access
controls, separation &
protection.

The model provides
boundary protection but if
access is permitted no further
protection is afforded.

Protect the integrity of the
teleworker’'s computing environment
and stored data from malicious
software and/or user induced
damage.

Access controls,
separation & protection.

The model provides some
boundary protection against
malicious software but
provides no protection
against user induced
damage.

Protect the confidentiality and
integrity of any software and data
stored on a portable storage device.

Authentication, access
controls, data encryption,
separation & protection.

The model does not support
this attribute.

Ensure the availability of the
teleworker’'s computing environment.

Access controls,
separation & protection.

The model's boundary
protection provides only
limited support for this
attribute.

Conclusion: The Eggshell model is a relatively simple model that specifies policy protection for a
system against external unauthorised access. Such protection supports some, but not all of the
teleworking confidentiality and availability attributes, but does not support the integrity attributes.
This model is not considered appropriate for teleworking.

Table 6: Suitability of Eggshell Model as a Security Model for Teleworking
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The Onion Model

Model Synopsis: The Onion model enforces confidentiality through multiple layers of security.

Attribute of a Secure Teleworking
Security Model

Possible Policy
Enforcement Mechanism

Comments on suitability of
the model for teleworking

Protect data transmitted over a

network.

Network encryption.

Although the model s
network focussed it does not
consider the confidentiality of
data ‘on the move’.

Ensure only authorised access to the | Authentication, access | The model supports this
teleworker's computing environment | controls, separation & | attribute.

is achieved. protection.

Protect the confidentiality of data | Authentication, access | The model supports this
processed by the teleworker. controls, data encryption. attribute.

Prevent temporary data and data | Authentication, access | The model supports this
remnants (created through data | controls, separation & | attribute.

processing) being accessed by an | protection.

unauthorised user.

Protect the integrity of the | Access controls, | The model focuses primarily

teleworker’'s computing environment
and stored data from malicious
software  and/or user induced
damage.

separation & protection.

on enforcing confidentiality,
although the layers of
security may provide some
integrity protections.

Protect the confidentiality and
integrity of any software and data
stored on a portable storage device.

Authentication, access
controls, data encryption,
separation & protection.

The model considers data
protection at a system level
rather than at the portable
device level, however its
policy enforcement definition
should support the attribute.

Ensure the availability of the
teleworker’'s computing environment.

Access controls,
separation & protection.

The model provides limited
support for this attribute.

Conclusion: This high level comparative analysis has shown that the Onion model may be suitable
as a security model for teleworking; it certainly appears to be the ‘best fit' of the four models
considered. However, the layers of security are likely to interfere with the effectiveness of telework.
Teleworking does necessitate a ‘defence in depth’ approach to security.

Table 7: Suitability of Onion Model as a Security Model for Teleworking

Conclusion

This paper has identified and categorised the set of information security threats that exist in a

teleworking computing environment and proposed possible policy enforcement mechanisms to

counter the threats. Using the categorised threats and policy enforcement mechanisms, attributes

of a teleworking security model have been proposed. Each of the four selected security models

were analysed using the attributes and policy enforcement mechanisms.
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None of the four models were deemed suitable, although all four models displayed some of the
attributes required for secure teleworking. The Onion model, in particular, has many of the attributes
required of a teleworking security model. However, the multiple levels of security in the Onion

model are likely to result in an unwieldy implementation of a security teleworking system.

A security model provides direction for the implementation of a secure information system. The
author believes a specific security model for teleworking is required. The research presented in this
paper provides the basis for the definition of a teleworking security model. Such a model should be
presented in a formal or semi-formal notation to enable the correctness, consistency and
completeness of the model to be determined. The author intends to continue the research to define

a security model for teleworking.
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2.2.5.4 Synopsis

Outcomes and Contribution to Knowledge: The investigation determined that no existing
security model captured the policy requirements for teleworking. The key outcomes and
contribution to (prescriptive) knowledge were the identification of a set of attributes for a
telework/remote work security model. These attributes were formulated from analysing

the threats and policy enforcement mechanisms identified in the paper.

Contemporary relevance, linkage with other papers and future direction: With the
Australian Government encouraging public and private sector organisations to implement
remote working policies to enhance productivity, this Paper 3 provides a relevant
contribution. The paper has been cited in the following publications; confirming its

contemporary relevance:

Ampomah, M., De Silva, Y., Li, H., Pahlisa, P., Yang, Q., & Zhang, Q. (2013),
Information security strategy and teleworking (in) security, Department of
Computing and Information Systems, University of Melbourne.

Jilani, U., Ahimmat, A., Raso, A., Thorpe, D., & Tran, M. (2013), Ready, Steady
Telework — Information Security essentials for the teleworker, Department
of Computing and Information Systems, University of Melbourne.

The threats, policy enforcement mechanisms and telework security model attributes
identified in the paper became guidelines for defining the initial attributes of the secure
PESE concept. The paper is linked directly to Papers 4, 7 and 10, although is not

referenced by Paper 4 as Paper 3 has a later publication date.

The paper proposed that a security model for teleworking should be designed. The first
step towards such a model design, in this doctoral research, is the definition of a secure

PESE concept.

2.2.6 Summary

Part 1 has described the initial work into improving smartphone security, preventing data

remnants occurring from processing data held on an external storage device and assessing
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the suitability of existing security models for telework. This initial work involved a
combination of literature analysis, design, prototyping, market monitoring and
considering stakeholder observations. The work provided the prescriptive knowledge and
the direction to consider if a gap existed for a secure portable computing environment
(i.e. a secure PESE) to support remote working. As a result the doctoral area of study was

identified as the use of secure PESEs to support remote working.

2.3 Part 2 - Literature Review
2.3.1 The Approach

The requirement of a literature review is to provide the foundation for the research
through both the demonstration of a thorough analysis of the literature in the area of
study and by identifying gaps and issues to enable the research problem to be

determined; specifically the outcomes of a literature review are:

1. A thorough analysis of the area of study literature to evaluate prior theories,
approaches and (in the case of DSR) artifacts (Cresswell, 2009; Gregor and Hevner,

2013).

2. ldentification of existing knowledge (classified as descriptive, prescriptive and
justificatory knowledge in this thesis) to be utilised in the research (Gregor and

Hevner, 2013).
3. The identification of gaps and issues in prior knowledge (Cresswell, 2009); and

4. Development of expertise in the research area (Standing, 2008).

These outcomes enable the research problem to be identified. To achieve the above
outcomes the literature review draws upon the justificatory, prescriptive and descriptive
knowledge in the area of secure remote working and the use of ‘secure PESE like’ devices.
The relevant prescriptive knowledge identified and/or generated in Part 1 coupled with
additional descriptive knowledge in the form of stakeholder observations and the
researcher’s own experience and interest in remote working (James, 1991) is also utilised.
In particular, the design of a toolset to prevent data remnants coupled with the

identification of the attributes for a telework security model identified in Part 1 directed
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the research towards developing both a secure PESE concept and artifacts that implement

the concept.

The approach was to first conceive an initial concept for the secure PESE using the
attributes specified for a telework security model as the starting point. To help shape the
researcher’s ideas four experimental secure PESEs were implemented using readily
available technology and the initial concept to direct the construction. The experimental
secure PESEs allowed the concept to be refined and expertise to be developed before
conducting a literature analysis. Having introduced an initial concept a literature analysis

was conducted to identify:

e The prior research that considers how to improve security for remote working;

e Existing and emerging ‘secure PESE like’ research artifacts and products; which are
assessed using the security requirements and desired functionality identified for the

secure PESE concept; and

e A holistic analysis of the security issues in the remote work location. For each issue the
relevant threat(s) is defined together with a functional requirement(s) that provides a
countermeasure(s). The set of requirements specifies the functionality that a secure

PESE is expected to provide.

An analysis of both the functional requirements and the initial concept’s attributes
resulted in the establishment of a finalised secure PESE concept. Using the concept a gap
was identified and a research problem, objectives and questions were defined. Figure 6.1
in Chapter 6 diagrammatically models the development of the finalised secure PESE
concept together with other knowledge outcomes. This approach establishes the

boundaries, structure and direction taken for the research presented in this thesis.

2.3.2 Introducing the Concept of the Secure PESE
2.3.2.1 Preamble

The impetus to develop a secure PESE and an underlying concept emerged as a result of:

e Stakeholder requirements for such a capability;
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e The researcher’s observation that the outcomes from the SDGuardian toolkit could be

utilised to provide such a capability; and

e The realisation that the attributes of the telework security model attributes identified

in Paper 3 could be used as the basis of a concept for secure portable computing.

The researcher therefore formulated an initial concept for a secure PESE. Using the
threats, policy enforcement mechanisms and security model attributes identified in paper
3 as guidance, security requirements and desired functionality were defined that
represent the attributes of an initial secure PESE concept - the initial concept attributes

were refined and finalised upon completion of the literature review.

To test the viability of the concept the researcher constructed four experimental secure
PESEs from available technology components. The use of junction points (to prevent data
remnants) was not included as a technology component due to the issues identified in the
Paper 2 synopsis. The research was directed towards both virtualisation and portable
operating systems (i.e. live CDs) to provide an execution environment and a range of
storage devices to provide the hardware platforms. Paper 4 presents the investigation
into constructing four different secure PESEs using a remote work business scenario
(focussed towards telework and mobile work) and a simple threat environment. The
initial secure PESE concept attributes (although not defined as such in the paper) are used

to assess each of the constructed secure PESEs.

When Paper 4 was prepared (in 2008) the terms secure PESE and secure PEE (as defined in
Chapter 1) were both still evolving. Paper 4 does not use the term secure PESE, which did
not become the term used to describe both a concept and an implementation of the
concept until a later stage in the research. Instead Paper 4 uses the terms secure PEE or
secure PEE device to refer to what this thesis defines as a secure PESE. The terms secure
PEE OS (operating system) and secure PEE virtual machine (VM) to refer to what this
thesis defines as a secure PEE are also used. It is recognised the dual use of secure PEE
may be confusing for the reader but it is hoped this clarification will avoid any confusion.
Also at the time the paper was prepared and published, configuring a PC to boot from an

external device was not a user friendly activity, however by 2014 PCs often come
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configured with a boot order that has an external device as the first boot device or allows

selection of the boot device upon powering the PC via a user friendly interface.

2.3.2.2 Prior Research and Knowledge

In early 2008 a live CD imaged onto a USB flash drive to provide a portable executable
solution was mainly used as a utility for IT technicians and administrators (e.g. a disk
recovery tool). These utilities were typically based on Linux live CDs (LiveCD, 2013) and
the Microsoft portable Windows PE (WinPE, 2013). However, the use of a portable
execution environment for mobile workers and teleworkers was starting to receive
attention (SourceWire, 2007; LPS, 2008). Similarly, virtualisation was used mainly to
maximise the use of hardware platforms (Burger, 2012); however, its use as a portable
execution environment had also started to gain momentum (Kwan and Durfee, 2007;
Radhakrishnan and Solworth, 2007; Ford and Cox, 2008). Live CDs (also referred as
bootable execution environments) and virtualisation are the two execution environments
to be packaged with existing security technology to generate the four experimental secure

PESEs described. The prior knowledge utilised in Paper 4 can be summarised as:

e Descriptive knowledge in the form of stakeholder discussions and the researcher’s

knowledge of known threats and typical business use scenario for mobile working.

e Descriptive knowledge gained from the observations and feedback received on the

SDGuardian toolkit.

e Prescriptive knowledge emerging from the security model analysis in Paper 3. The
threats, policy enforcement mechanisms and security model attributes identified in
Paper 3 provide the basis to define threats, security requirements and desired
functionality for a secure PESE. The influence and relationship between the Paper 3

knowledge outcomes and the Paper 4 knowledge development is shown below:
o Paper 3 threats -> Paper 4 threats and security requirements.
o Paper 3 policy enforcement mechanisms -> Paper 4 desired functionality.
o Paper 3 security model attributes -> Paper 4 security requirements.

e Prescriptive knowledge in the form of a live operating system (i.e. Slax), a virtualisation
package (i.e. Qemu), existing secure and non-secure storage devices and a software

encryption package (i.e Truecrypt).
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e Prescriptive knowledge in the form of prior research on trusted portable secure
computing environments (Chan et al., 2007; Nepal et al., 2007) and research into the
use of virtual machines to provide trusted execution environments (Garfinkel et al.,

2003; Kwan and Durfee, 2007).

2.3.2.3 Paper 4

Paper 4 - James, P. (2008) Secure Portable Execution Environments: A Review of
Available Technologies, 6th Australian Information Security Management Conference,
Perth, pp 70-86.

Abstract

Live operating systems and virtualisation allow a known, defined, safe and secure execution
environment to be loaded in to a PC’s memory and executed with either minimal or possibly no
reliance on the PC’s internal hard disk drive. The ability to boot a live operating system or load a
virtual environment (containing an operating system) from a USB storage device allows a secure
portable execution environment to be created. Portable execution environments have typically been
used by technologists, for example to recover data from a failing PC internal hard disk drive or to
perform forensic analysis. However, with the commercial potential of portable execution
environments becoming realised the requirement for such environments to be secure is becoming
increasingly important. To be considered truly secure a portable execution environment should
require authentication prior to loading the executing environment (from the USB mass storage

device) and provide full encryption of the whole mass storage device.

This paper discusses the outcomes from building four portable execution environments, using
commercially available and/or freeware technologies. An overview is given of the emerging
commercial requirement for secure portable USB execution environments, the security threats
addressed and research performed in the area. The technologies and products considered in the
review are outlined together with rationale behind the selection. The findings from the
implementation of the four portable execution environments are discussed including successes,
failures and difficulties encountered. A set of security requirements is defined which is used to

gauge the effectiveness of each of the four environments.

Keywords

USB boot, Live Operating Systems, Virtualisation, Encryption, Pre-boot Authentication, Post-boot
Authentication, U3 technology.

Introduction

Live operating systems (OS) are designed to be loaded from a Compact Disk (CD) or a Universal
Serial Bus (USB) storage device into a PC’s Random Access Memory (RAM) and execute without
necessarily having access to the PC’s Hard Disk Drive (HDD). A live OS enables a user to rapidly

boot an execution environment and execute an application on an available PC without having to
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install the application on the respective PC HDD; a live OS can provide a platform for a Portable
Execution Environment (PEE). Using a USB storage device to hold and load the OS (and
applications) provides a number of advantages over a CD based live OS (and applications);
advantages include a faster load time, the ability to store data generated during a session,
configuring the storage device to provide OS swap space (page file/virtual memory) and a more
convenient size and shape to a regular CD. However, a notable disadvantage of a USB storage
device over a CD is the inconsistent support provided by the different manufacturer's PC Basic

Input Output System (BIOS) to allow the booting of a live OS from a USB storage device.

Virtualisation (often referred to as virtual machines or virtual environments) provides an abstract
execution environment separate from the physical PC. There are a number of different types of
virtual machine (VM) (CSIRO, 2008). The type of virtualisation considered in this paper is a VM that
runs within (on top of) the PC operating system; often referred to as a type 2 hosted VM. A “guest’
OS is hosted within the type 2 VM and the application is executed within the guest OS. A VM and
its guest OS and application can be loaded from a USB storage device into an executing PC to

provide a PEE.

The prolific growth in public Internet access centres (e.g. Internet cafes, airport lounges, wireless
hot spots, etc) allow an individual to perform sensitive transactions, like Internet banking, on PCs for
which no level of trust can be assumed, i.e. these PCs and/or any communication infrastructure
may contain malicious software. Also a lack of best practice security (e.g. anti-virus and anti-
spyware software and modem/router enabled firewall capabilities) in many homes can result in
malicious software residing on PCs unbeknown to the owner/user. Malicious software is capable of
capturing and exploiting user credentials (enabling identity theft/fraud to occur) and/or stealing

sensitive data when a user is conducting an Internet transaction.

Secure PEEs provide an opportunity for organisations to distribute an Internet application on a USB
storage device that can be used safely on PCs which may contain malicious software. In this paper
the following business scenario is presented to provide the context for the provision of a secure
PEE.

A compact and easily transportable secure PEE device is distributed by an organisation to
individuals for a specific purpose. The secure PEE contains an application that interacts
with a server over the Internet. The individual will use the secure PEE device and its
application on PCs for which no level of trust can be assumed, therefore the secure PEE
device must provide an environment that can protect against malicious software, i.e. the
integrity of the secure PEE must be preserved. It is important that the PEE can be reliably

loaded into any PC.

The secure PEE device should also allow the application or individual to save data on to the
secure PEE device. The data may be sensitive and therefore protecting the confidentiality

of the data is important. Stored data should be accessible by the individual (when the
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secure PEE is not being used) from a PC running Windows XP. Any stored data is likely to

be sensitive and therefore protecting the confidentiality of the data is important.

The secure PEE device, due to its compact nature, could easily be mislaid and therefore

ensuring its contents cannot be exploited is paramount.

To satisfy the above business scenario a secure PEE device would utilise authentication prior to
loading the PEE, data encryption, information separation, user/application authentication and
device attestation. In this paper a range of available technologies are considered to construct USB
based secure PEE devices. The approach adopted is to consider a secure PEE device constructed
using a standard thumb drive and available open source technologies and then progressively
consider increasingly more sophisticated and expensive technologies that provide additional

security capabilities.

Four secure PEEs were constructed that provide the underlying security infrastructure to enable
applications to perform secure Internet transactions. The security technologies required by an
application to perform Internet transactions are not considered to be within the scope of this paper.

The following four PEE devices were constructed:

e Secure PEE Device 1 - Standard Flash Memory Device: A low cost thumb drive with bootable

0S, an OS in a VM, partitioning and software based encrypted storage.

e Secure PEE Device 2 - U3 Flash Memory Device: A U3 thumb drive (SanDisk, 2008) with
bootable OS, an OS in a VM, partitioning and encrypted storage.
e Secure PEE Device 3 - Hardware Encrypted Flash Memory Device: The IronKey thumb drive

(IronKey, 2008) incorporating hardware based encryption with an OS in a VM.

e Secure PEE Device 4 - Portable Hardware Encrypted Hard Disk Drive: The Pocket Silicon Data
Vault (SDV) (SecureSystems, 2008) incorporating hardware based encryption with bootable
0S, an OS in a VM and cryptographically separated partitions.

Each secure PEE device is assessed to gauge the effectiveness of the technologies utilised to

counter a set of key threats and satisfy a set of security requirements.

The following terms are used throughout the paper, a definition is therefore given for each:

e secure PEE device: the secure platform/infrastructure consisting of a USB mass storage
device configured with a secure PEE, secure storage space and possibly hardware based

security mechanisms/technologies (e.g. encryption and secure partitions if available).

e secure PEE: the trusted OS, trusted application(s), security technologies (e.g. authentication
and software encryption) and the appropriately configured hardware security mechanisms (if

any) of the secure PEE device.

e secure PEE OS: the trusted OS component of the secure PEE.
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e trusted OS: an OS that has been acknowledged as secure by the supplier and users. To be
considered trusted the OS may have a reduced set of hardened functionality and/or been

subjected to independent rigorous evaluation and testing.

e PEE: a portable execution environment that does not necessarily have any security technology

nor has been specifically configured to be secure.

e portable storage device: a USB flash device (often know as a thumb drive or pen drive) or a
USB HDD packaged in a portable enclosure.

Secure Portable Execution Environments — The requirement

Emerging Business Requirement

Live OS’, VMs and other portable software executable from CDs and USB storage devices have
been available for a number of years; enabling PEEs to be built. Traditionally such PEEs were
typically used by technicians to perform PC maintenance activities (e.g. data recovery from a

corrupt or failing HDD) or by specialist IT security/forensics specialists as ‘tools of the trade’.

The large data and financial losses organisations and individuals are suffering through malicious
software exploiting Internet transactions is well known and documented. Organisations are
increasingly looking for assurance that Internet based transactions can be performed securely and
that user credentials and data will not be compromised. However, when an organisation allows a
service to be provided over the Internet it is not able to control the environment from where the
service is initiated, and therefore gaining assurance that a transaction has been performed securely
is not possible. To combat the data and financial losses organisations are starting to consider the
distribution of secure PEE devices to their staff and/or customers to protect against malicious

software and enable secure Internet transactions to be performed.

Notable research on the provision of secure portable applications and secure PEEs includes the
work conducted by the Commonwealth Scientific & Industrial Research Organisation (CSIRO) and
its proof of concept Trust Extension Device (TED) (Chan et al., 2007; Nepal et al., 2007). The
CSIRO work focussed on trust portability, where a VM is used to encapsulate a trusted computing
environment into a USB storage device that can be plugged in an untrusted PC and used to
perform secure Internet transactions. The key requirement of the TED research was to provide an
‘on demand’ secure PEE where the user and device identity, and the integrity of the execution
environment could be confirmed. The research and development focussed on user, application and
device attestation to ensure identities could be confirmed before an application performing an
Internet transaction was initiated. Similar research into the use of VMs to provide trusted/secure
PEEs has been performed at Stanford (Garfinkel et al., 2003) and Princeton (Kwan, 2007).

The CSIRO work was based on requirements gathered from a user forum with members drawn
from the finance sector, government agencies and other service organisations all of whom had

mobile workers and/or customers. The user forum identified the need for secure PEEs that enable
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secure Internet transactions to be performed. The CSIRO TED proof of concept device did not
implement the secure infrastructure considered (in this paper) as vital underlying security

technology in the provision of a secure PEE.

Threat Environment Addressed

It is proposed in this paper that a secure PEE device provide countermeasures to address the

following three key threats:

1. Malicious software (residing on a host PC) capturing user credentials and data.

2. Sensitive data remnants (resulting from an application storing temporary information) residing

on a host PC’s HDD following the completion of an Internet transaction; and

3. As a result of loss or theft, unauthorised access is gained to (sensitive) data held on an
unsecured USB storage device that was used to store data generated during an Internet

transaction.

Security Requirements

It is proposed in this paper that a secure PEE needs to provide functionality to address the following

security requirements:

e The secure PEE shall only allow authorised users to load the resident OS/application(s) and

access stored data.

e The secure PEE shall preserve the integrity of the resident OS and application(s) from

malicious software and other external attacks.

e The secure PEE shall preserve the confidentiality of any stored data from external attacks

including theft of the device.

e The secure PEE shall leave no data remnants on the host PC hard disk drive (HDD) following

the completion of a user session.

e The secure PEE shall prevent the acquisition of data from the device through the use of

forensic analysis techniques, if the device were to be lost/stolen.

e The secure PEE shall confirm both the identity of the user and the device before allowing an

Internet transaction to occur.

These security requirements will be used to gauge the security strength of the four constructed
secure PEEs.
Secure PEE — An Overview of the Required Functionality

To address the security requirements and threats identified above, and to enable the
aforementioned scenario to be satisfied it is proposed in this paper that a secure PEE would ideally

utilise the following functionality:
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Bootable secure PEE OS (pre-boot secure PEE OS): Cold booting a (trusted) live OS from a
USB secure PEE device onto a host PC provides a secure platform as the user can have a high
degree of assurance that no malicious software will be present, i.e. any malicious software that
was active on the host PC would be eliminated by the power-off required prior to the cold boot.
However, booting a live OS from a USB device is neither user friendly nor reliable. To boot a
live OS from a USB device requires the boot order to be changed. Some new PCs allow the
user to select the boot device at power up whilst other PCs require a user to set the boot order
in the PC BIOS. Whilst setting the boot order is not a technically complex task the following

aspects make the process unfriendly and unreliable:

o There are many different types of BIOS and there is no standard set of keystrokes to

enter the BIOS and change the boot order.
o Some older PC’s do not support booting from a USB device.

o Older PC’s usually only support USB1.1 which can make the booting of a live OS a

slow process.

o Some public access PCs password protect the BIOS which can prevent a user
changing the PC boot order.

Although loading an OS from a cold boot provides a secure platform, given the unfriendly
aspects of USB booting means it should not be considered as the only method of loading a

secure PEE into a host PC.

Secure PEE in VM (post-boot PEE): As booting a secure PEE directly from a USB storage
device has some usability problems an alternative approach to providing a secure platform is to
load a VM containing an OS. VMs provide security through isolation, however VMs are

susceptible to the following vulnerabilities:

o Keyloggers: The host OS may contain malicious software that can capture and store

keystrokes.

o Screen shot logging: The host OS may contain malicious software that can capture and

store screens.

o Memory Probing/Attacks: The host OS may contain malicious software that can capture
the contents of RAM utilised by the VM.

The business scenario calls for a secure PEE that can be reliably loaded on a range of PCs and
protect against malicious software. A bootable OS protects against malicious software but
cannot be reliably loaded. Conversely VMs are susceptible to malicious software but can be
easily and reliably loaded. Therefore secure PEEs were built that have both a bootable OS and
a VM with a guest OS; allowing the user to select the secure PEE that suits the user and/or

operating environment. Note — it should be assumed that the bootable OS and VM guest OS
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are identical and support the same (trusted) application which executes identically on both
bootable OS and VM guest OS.

Authentication: A secure PEE device should not be accessible until the user has entered

authentication credentials. The following two authentication methods are considered:

o Pre-boot: The most secure way to authenticate a user is before the live OS or host OS
is loaded; it is highly unlikely that malicious software (such as keyloggers) can be
present as the respective OS will be loaded from a cold boot. In pre-boot
authentication an application is loaded into the PC upon power up and the user
authenticates with the secure PEE device. However, pre-boot authentication will
experience the same set of pre-boot problems identified above for a bootable secure

PEE OS, i.e. pre-boot authentication can be secure but unfriendly to initiate.

o Post-boot: A more convenient approach to authenticate a secure PEE device is to plug
it into a PC that has a booted and executing OS. In post-boot authentication a PC
either uploads an authentication application from the secure PEE device or a pre-
installed authentication application is resident on the PC. Through the authentication
application a user authenticates with the secure PEE device. However, post-boot
authentication can be subject to attack by malicious software (e.g. keyloggers) resident
within the host PC.

Where possible, secure PEE devices will be built that can support both pre-boot and post-boot

authentication.

Device encryption: To preserve the confidentiality of the secure PEE and data residing on the
USB device, on-the-fly encryption is required. On-the fly-encryption can be provided by

software or hardware; this paper will consider both software and hardware encryption.

A secure PEE that does not store data on the host PC HDD: To prevent data remnants
residing on the host PC HDD following the use of a secure PEE, the secure PEE device must

be configured to:

o provide swap space (virtual memory/page file) for the secure PEE OS on the secure
PEE device itself; and

o ensure the secure PEE OS and application(s) write all temporary information to

available allocated space on the secure PEE device.

Ability to separate the PEE OS and data: To preserve the integrity of the PEE OS and any
stored data the secure PEE device should support storage partitioning and role based
differentiated access rights to partitions. Such partitioning allows separation and isolation to be

achieved.
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e Protection of secure PEE OS and data: In addition to the provision of a partitioning capability
a secure PEE should also allow a partition to be defined as Read-Only; such partitions can be
used to protect the integrity of the secure PEE OS from malicious software. Read-Only

partitions can also be used to protect the integrity of ‘valued’ data.

e User, application and device authentication and attestation: To enable a secure Internet
transaction to occur an application on the secure PEE device needs to mutually authenticate
with a remote server providing the service. Assurance is required that the application and
secure PEE device are genuine; therefore device and application attestation technology is
required. The techniques and technology required to perform application and device mutual
authentication and attestation with a remote server are considered beyond the scope of this

paper.

The Technologies/Products Selected

The range of technologies that satisfy the functionality requirements and enable secure PEE
devices to be constructed is growing rapidly. The technologies considered in this paper represent
what the author considers to be amongst the best available at the time of writing (May/June 2008).
Both freeware and proprietary technologies were considered. A summary is given below of the

technologies and products utilised to build the four secure PEE devices.

The Live Operating System

A range of live OS’ were considered, including Windows MiniPE, Ubuntu, Puppy Linux and Slax.
Following an evaluation of a set of live OS’ the Linux distribution Slax (Slax 2008) was selected.
Slax is a cut down Linux distribution based on Slackware and has been developed primarily as a

live OS. Slax was selected for the following reasons:

e The ease with which Slax could be installed on a USB storage device as a bootable OS

(PendriveLinux.com-Slax, 2008).
e The quality of documentation available (Wielenge, 2008).
e The compact yet functionally rich distribution which rapidly loads into a PC’'s RAM.

e The ability to boot first time every time on a range of PCs and allow Internet access without any

configuration of the OS.

e Slax was rated best live OS on “The LiveCD List” (Brand, 2008).

The other OS’ considered presented a range of problems including inability to boot from a USB
device without time consuming configuration, slow to load, would not load into a PC with limited

RAM and would not load consistently into a range of different PCs.

For the purposes of this paper Slax is assumed to be secure and is considered to be a trusted OS.
In practice the OS selected would be subject to analysis to harden and remove functionality

considered unnecessary for a secure PEE. Version 6.0.6 of Slax was used.
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Virtual Environment

The virtual environment Qemu was selected for the review. Qemu (Bellard, 2008) is a freeware
type 2 VM. Qemu has gained widespread recognition as an effective VM due to the ease by which
it can be used and configured (Hannay & James, 2007). Qemu was selected for the following

reasons:

e lItis an extensively tried and tested open source VM.

e |t can be loaded from a USB storage device on to a PC executing Windows XP without
requiring any installation or Windows XP administrator privileges; although this approach to

using Qemu does result in slower execution times for the guest OS and application(s).

e A Qemu image containing Slax was readily available from www.pendrivelinux.com

(PendriveLinux.com-Qemu, 2008).

Software Encryption

The open source, freeware application Truecrypt (TrueCrypt 2008) was selected to provide software
encryption. Truecrypt is a comprehensive application providing encryption for PC HDDs and
portable storage devices. Truecrypt has a traveller mode option that allows a number of encrypted
volumes to be placed onto a USB storage device and then accessed from any PC. When a USB
storage device is configured with traveller mode a Truecrypt autoexec application (known as the
‘traveler disk’) is placed on to the USB device; the Truecrypt application is obviously in unencrypted
form. When the USB device is plugged into a PC the user is given the option to execute Truecrypt
where upon, following successful authentication, a Truecrypt volume on the device is mounted and

appears as a Windows removable device.

Truecrypt was selected for the following reasons:
e ltis an extensively tried and tested open source package.

e It provides strong ‘on the fly’ encryption, allowing selection from a variety of crypto and hashing

algorithms.
e Itis well documented (TrueCrypt-Foundation, 2008).

e Itis one of only a few freeware packages that support encrypted volumes on portable storage

devices.
¢ The autoexec/automount feature uses the standard Windows XP popup.

e A Truecrypt volume can be mounted Read-Only.

Some of the limitations of the Truecrypt traveller mode option include:
e the requirement for the host PC to be executing with Windows administrator mode.
e itis not possible to encrypt a whole storage device patrtition (in traveller mode).

e Truecrypt volumes can be identified on a storage device.
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e only one volume can be automounted.

e the autoexec application is easily identifiable on the storage device and therefore susceptible to

attack.
U3
A U3 flash drive was selected as one of the reserving a small part of the device
platforms for the secure PEE device. U3 (containing an ISO image) that is interpreted
technology (SanDisk, 2008) allows a user to by Windows XP as a CDROM.

load a set of applications, and launch them
from a U3 flash drive whenever the U3 flash
drive is plugged into a PC executing Windows
XP. The seamless launch of applications is
achieved by the U3 hardware (the U3 chip)

Figure 1: An example of a U3 USB flash memory device

When the U3 device is plugged into a PC executing Windows XP an autoexec of the 1SO image
occurs. The U3 ISO provides an interface that allows applications to be selected and launched. As
can be seen from Figure 1, a U3 flash device looks like a standard thumb drive18. U3 flash devices
are widely used and some interesting applications of the technology have been achieved (Al-
Zarouni 2006). A U3 flash drive was included in the research because:

e it provides a more sophisticated USB flash drive

e given the wide scale adoption of U