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ABSTRACT 

There has been a greater implementation of remote access technologies in recent years. Many 

organisations are adapting remote technologies such as Virtual Network Computing (VNC) 

and remote desktop (RDP) applications as customer support application. They use these 

applications to remotely configure computers and solve computer and network issues of the 

client on spot. Therefore, the system administrator or the desktop technician does not have to 

sit on the client computer physically to solve a computer issue.  

This increase in adaptation of remote applications is of interest to forensic investigators; this 

is because illegal activities can be performed over the connection. The research will 

investigate whether remote protocols and applications do produce and leave valuable artefacts 

behind on Windows systems. The research aim to determine and retrieve any artefacts left 

behind remote protocols and applications in a forensic manner. Particular remote applications 

are selected to perform the research on and initial analysis will be performed on the 

applications to evaluate the potential forensic artefacts present on the computer system. The 

research will focus on Windows XP service packs 1, 2 & 3 for analysis of the remote 

applications and find out what artefacts if any are left behind these systems. 
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GLOSSARY 

Computer Forensics – this is the process or application of specialised annalistic and 

investigative techniques to find and identify, extract, examine, document and preserve 

information from computer system or network so that it may serve as evidence in court of law 

(Russell, 2006).   

Denial of Service attack (DoS) – Denial of service attack is an attack by hacker or malicious 

program on a computer network that is designed to prevent legitimate users of the service 

from gaining access to the network (Rita, 2003). 

DES – Data Encryption Standard (DES) is block cipher encryption algorithm that encrypts 

data in blocks of 64 bits each (Kahate, 2003). 

Encryption – this is a process of converting readable data or information into cipher or 

unreadable form (Whitman & Mattord, 2005). 

Firewall – A firewall is a software application or hardware device that protects the computer 

network from internet intrusions. Firewall also controls traffic between two or more computer 

networks for security reasons (Mayur, Thomas, & Thomas von der, 2002). 

Hacker – this is a person who writes malicious programs and also performs malicious activity 

on any computer network, whether it be accessing database without permission or cracking 

passwords of networks or users (Basta & Halton, 2008). 

Internet – this is a worldwide network that has many different networks that connect many 

computer systems and users to interact with each other, by sending and receiving emails, 

logon to remote computers and also browse web site databases (Nguyen, 2004). 

Man-in-middle attack – This type of attack is where the hacker intercepts data transmission 

between the source and the destination of the communication transmission. Therefore the 

attacker can read, modify, and insert messages between the communications, without the 

person knowing (Sud & Edelman, 2004). 

OSI Model – The Open System Interconnection (OSI) model is the base for the entire 

communications that takes place between the network devices and computers. The model 

consists of seven layers of communication (Ciccarelli & Faulkner, 2004). 
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Remote Desktop Protocol (RDP) – RDP is a protocol in presentation layer that allows a 

Windows based terminal or other Windows client to communicate with a Windows XP 

professional computer system (MicrosoftSupport, 2007). 

Remote Frame Buffer (RBF) – which is a simple protocol used by the system for remote 

access to graphical user interface (Tristan, Quentin, Kenneth, & Andy, 1998). 

Secure Shell Layer (SSL) – SSL is a protection layer that is between the TCP/IP protocol 

and application layer. SSL adds security features to the stream such as authentication of the 

server, authentication of the client, data confidentiality and data integrity (Garfinkel & 

Spafford, 2002) . 

Security Vulnerability – security vulnerability is flaws or exploits that can be attacked by 

hackers or malicious programs to gain access to the system or even corrupt the system or 

networks. 

TCP/IP – The Transmission Control Protocol and Internet Protocol is a connection oriented 

and end to end dependable protocols. These are set of protocols, the primary communication 

for all internet traffic ("About TCP/IP," 1995). 

Virtual Network Computing (VNC) – VNC and enables users to remotely access 

centralised resources and computer systems from various devices (Wannous, Member, IEEE, 

& Nakano, 2010). 

Virtual Private Network – A VPN is a secure tunnel from the user’s computer to the end 

user’s access point or organisations wireless device, where the user log’s in to the network 

using the username and password set on the network (Ciampa, 2005). 

Windows Registry – Windows registry is a hierarchical database of configuration values of 

hardware and software configuration information stored in proprietary file format (Steel, 

2006) (Casey, 2002). The registry contains five hives and under each hive is the list of keys 

and all the keys contain multiple values pairs and sub keys (Steel, 2006) 
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1.0 INTRODUCTION 

1.1 Background of Study 

Mobile computing is becoming a more common practise, which means the ability to remotely 

connect to networks is growing too (LaRose, 2010). To accomplish this, the right combination 

of equipment, protocols and applications are required.  

The ability to access files, information and data from your work computer over the internet 

from home is useful and productive for many organisations and there are, several remote 

access technologies that are available to enable this (Mike, 2007). Ideally, you can access the 

entire working environment over the network from wherever you are outside the office; this 

eliminates the need for synchronising files between the computers and laptops (Mike, 2007). 

The current remote desktop software available does have some downsides. Firstly that the 

current remote access technologies does not allow for total control of a remote computer, and 

secondly that the computing experience will be slower than it would be if the person was 

seated next to the computer (Mike, 2007). 

The increasing use of remote connectivity applications such as virtual networking 

communication (VNC) introduces threats to organisations and governments as illegal 

activities can be performed remotely on a system or network. Computer forensics analysis of 

these protocols and supporting applications may provide valuable collateral evidence to 

investigators.  

Computer forensics is the procedure that involves " extraction, preservation, identification, 

documentation and interpretation of computer data" (Kruse & Heiser, 2002). The information 

and data obtained from the computer system is then analysed for use as evidence in civil, 

criminal or administrative cases in a court of law (Nelson, Phillips, & Steuart, 2010).   

Possible artefacts and information that can be found from remote access include: the internet 

protocol (IP) address of the server or of the client the computer connected to, the password 

used for the connection between the two machines, connection times from the log and also the 

settings used on the remote applications by the user. 

The scope of this research is to examine the virtual network computing applications and 

remote desktop protocols on Windows XP system and to track any artefacts left behind by the 

application for forensic purposes. There are several remote applications computer users can 
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install in order to use remote access services. Remote access servers, such as virtual private 

network (VPN) and modem servers can also be used to access the network remotely. 

However for the purpose of this research, the following applications: Microsoft RDP, Real 

VNC, Ultra VNC, Tight VNC and Team Viewer will be used. Forensic analysis will be 

applied to analyse the VNC and RDP applications for any residual artefacts left behind. Since 

the remote access applications mentioned above are freeware, it is possible for any user to 

download and use them for remote connectivity. The report will focus primarily on the 

analysis of the Windows registry and the file system on Windows XP. 

1.2 Purpose of Study  

This research will contribute to the body of knowledge for digital forensics and, in particular, 

remote access forensics.  As previously explained the research will test the operating and file 

systems to find any artefacts left by remote access to a remote network. The outcome of this 

research will aid police and law agencies in fighting computer related crime. It will also help 

professional security analysts to perform forensic analysis for organisations. 

The outcome of the analysis will state whether a computer had been connected to an outside 

network and if so, what type of information sent to the network can be identified. Hence this 

evidence should help law enforcement agencies fight cyber crime. 

1.3 Research Questions 

The study is designed to answer the following questions; 

1) Does the use of remote access protocols on a Windows platform PC produce artefacts? 

 

1.1. If remote access protocols produce any artefacts on a Windows platform PC, then 

what types of artefacts are produced? 

 

2) Can a forensic process be developed for the extraction of remote access protocol artefacts 

from a device using VNC and RDP clients and servers? 
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2.0 LITERATURE REVIEW 

2.1 Remote Access  

Remote access is used to allow users to view and fully interact with information or data from 

one computer to another. Remote access simply uses a RemoteFrameBuffer (RFB) protocol 

over a TCP/IP connection. Many organisations and individuals use this protocol to monitor 

and troubleshoot remote computers and systems. 

Remote access can be exploited by criminals and internet fraudsters to perform illegal 

activities and commit crime over the internet. Hackers and criminals can use this technology 

to perform crime from a remote location, this makes it harder to trace the crime as hackers are 

not using their computers to perform the acts, instead they use a remote computer that does 

not belong to them (Remote PC Access, 2009).  

In September 2010 Watchguard technologies did a survey on IT security manager priorities 

for 2011, and found that 48 percent of IT security managers will focus more on stipulation of 

remote access security as their top priority in 2011 (Watchguard, 2010). The survey 

highlighted the need for secure remote access for the organisation employees as top security 

priority (Watchguard, 2010). 

Hackers target small organisations that have less security measures in place to get control 

over the large network of the organisation. They can use a computer to perform illegal 

activities such as sending spam messages, which is illegal in America, or even downloading 

and browsing child porn images. Child pornography is illegal not only in Australia but 

throughout the world and consequently tough laws has been put in place to prevent it. 

According to the Australian Institute of Criminology in 2010, there has been a recent increase 

in access to, and distribution of, child pornography (Horsfall, 2010).  These criminals can 

potentially use remote access technologies to view, spread pornography, sending pictures and 

videos between computers while reducing evidence in their computer. 

In June 2008 the German Interior Ministry announced plans and new laws to fight cyber 

crime. Laws, such as those allowing police to conduct “remote searches of computer hard 

drives” using forensic software or rootkits, which are secretly placed on computers to monitor 

the traffic have been introduced (Bunyan, 2009). However the law was passed with strict 

conditions and such laws would only be used with cases of terrorist threats (Bunyan, 2009). 
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However it is problematic for the authorities and ISPs to monitor remote sessions; this is 

because ISPs only have the ability to track and monitor the traffic of their clients, while 

tracking and monitoring the service of the other party is not possible as they may be using 

different service providers. This creates challenge for law enforcement authorities and ISPs 

(Remote PC Access, 2009). 

Not only hackers can gain remote access to a computer through VNC and RDP protocols, 

they are also able to exploit system vulnerabilities to gain administrative access to the systems 

remotely and install a backdoor for subsequent access to the network. This makes remote 

access technologies more important for organisations and governments as information or data 

can be exploited and misused (Remote PC Access, 2009).  

2.2 Computer Forensics 

Computer forensics is the process of obtaining, identifying, extracting, analysing, and 

documenting of computer evidence stored as data/digital/magnetically encoded information 

for use as evidence in civil, administrative and criminal cases. (Nelson et al., 2006); (Vacca, 

2005). Forensic techniques are commonly used by many law enforcement organisations to 

bring criminals to justice. However, computer forensics need to be followed in a defined 

procedure; a handbook published by Standards Australia is currently used as a guide on how 

to carry and manage electronic evidence (HB171, 2003).  

2.2.1 Computer Forensics Procedure 

It is important to follow the procedure when performing an acquisition of the evidence in the 

crime scene and later following to perform the investigation in a forensically sound manner 

(Hannay, 2007). This is because the nature of the evidence shown to the court of law is 

intangible and volatile.  

Basic methodology that is used to perform forensic investigation includes; 

• Acquiring the evidence on the crime scene, without altering or damaging the evidence 

or causing minimal change to original evidence. 

• Authenticating that the acquired evidence is the same as the original seized device or 

evidence; this can be done by chain of custody or document and obtaining photos as a 

proof. 

• Finally analysing the acquired evidence or device without modifying or damaging it. 

(Kruse & Heiser, 2002). 
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Brown, (2006) has identified four major phases of a digital crime scene investigation these are 

collection, preservation, analysing and presentation, which will be explained bellow; 

Collection  

This is when the artefacts are considered as evidentiary value and collected. Normally these 

artefacts are stored in digital medium and data such as floppy drives, CD drives, hard drives, 

flash disks and other forms of digital media.  

It is very crucial for an investigator to handle evidence in a systematic order when collecting 

evidence at the crime scene. If the evidence is damaged or lost then all the work done on the 

devices would be negligible, as the court will decline it as evidence because of inadequacies 

in the process (Kruse & Heiser, 2002).  

The collection process is usually complex, depending on the nature of the crime scene; 

therefore for best practice it is necessary to collect everything possible evidence from the 

scene for any future reference. This is because the crime scene and any evidence left may be 

tampered with or cleaned (Kruse & Heiser, 2002).  

Preservation  

 This phase focuses on preserving original artefacts that are reliable, accurate, complete and 

provable. The key components of this stage include cryptography hashing, checksums and 

documentation of the artefacts (Brown, 2006).  

Chain of custody is the solution to maintain the integrity of the evidence. It is a simple 

process, yet the most important and effective process of documentation of the investigation of 

the evidence (Kruse & Heiser, 2002). Answers to the following questions need to be 

addressed in the chain of custody; 

- Who collected the evidence? 

- How and where was the evidence collected? 

- Who took authority over the evidence? 

- How was the evidence stored and protected in storage? 

- Who took the evidence from the storage and why? 

Transportation and storage is factor upon which investigators tend to concentrate less. If the 

devices collected as evidence are not handled gently, then they might get damaged. Static-free 
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packaging should be used, depending on the nature of the evidence. After the evidence is 

transported to the forensic laboratories, storage of the evidentiary device is also crucial. The 

evidence could be stolen or damaged; therefore locking the original evidentiary device in a 

safe and secured place is advised.  It is also necessary to keep it away from direct sunlight and 

wet areas to prevent damage to it (Kruse & Heiser, 2002). 

Analysing/ Filtering  

This is the stage in which the forensic investigator will perform an analysis on the seized 

evidence to find artefacts and filter out data which is not relevant to the case and filter in 

artefacts of potential evidentiary value. Typically the analysis on the evidentiary device is 

performed using forensic tools, applications and techniques used to recover particular 

artefacts on the device or recover specific data in order to support the investigation (Hannay, 

2007). 

Presentation 

This is the final stage of the forensic investigation where the artefacts of potential evidentiary 

value are presented to a court of law in a variety of forms (Brown, 2006). The main focus for 

the investigator is to present the potential evidence to the court of law with the aim of 

convincing the jury, judge or other legal bodies (Hannay, 2007).  

2.2.2 Computer Forensics Guidelines 

In order to perform forensic on digital evidence or any related evidentiary device, 

investigators need to focus on the procedure and documentation needed regarding the 

handling of the evidentiary device (Hannay, 2007).  

The HB171handbook (HB171, 2003) is a guideline for management of IT evidence showing 

all the steps required to handle evidence effectively, and to guarantee the use of this artefact in 

a court of law for prosecution. The most important step, and key to any investigation of digital 

evidence, is to document and record everything and to hash all the files and images to 

maintain their integrity. 

The handbook has identified a six stage lifecycle for the management of IT evidence. Not all 

the stages are relevant to the research as the proposed research is not focusing on the 

acquisition and analysis of real evidentiary devices, (HB171, 2003).  
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The first stage focuses on the design for evidence. This stage identifies five objectives when 

designing a computer system. The objectives include: ensuring that the evidentiary device is 

available and useable, identifying the author of the electronic records, producing time  and 

date of the creation and alteration of the electronic record, establishing the authenticity of the 

record, and establishing the reliability of the programs used for the design (HB171, 2003).  

The second stage includes producing records of the evidentiary device. This is the operations 

stage and the objective is to establish that a particular computer program produced an accurate 

electronic record including the authors name and time and date created and altered (HB171, 

2003). 

The third stage defines the process of collection of evidence from an evidentiary device. The 

main objective of this stage is to find and locate all relevant potential artefacts on the device 

and secure the original, so that the original is not altered or modified. Collecting evidence 

sounds easy but it is a challenge for investigators, as they have to be always careful not alter 

the original electronic record (HB171, 2003). 

The fourth stage is to analyse the collected evidentiary value or device for any relating 

artefacts as per the conviction. Analysis must be performed using a copy of the evidence 

making sure that the copy is the exact of the original. The investigators filter through the 

evidence for any data or information that relates to the case, and record the results for further 

analysis. Hashing of the files and documents obtained during the analysis is very important 

and needs to be carried out for integrity purposes (HB171, 2003).  

Stage five is reporting and presenting the results of the analysis. The objective of this stage is 

to convince decision-makers of the validity of the results and the view deduced from the 

evidence (HB171, 2003).  

The final stage is determining and assessing evidentiary weight. Assessment of the 

evidentiary weight is done in all the stages; this is done by investigators or stakeholders. 

However, the final assessment is performed by the judge or magistrate or any senior 

management personnel who make a decision after analysing the results and reports created in 

the previous forensic stages. Probative value and rule of evidence is used to measure the 

evidentiary weighting of the evidentiary device. "Proactive value is the electronic record 

relevant and has authorship, authenticity, correct operation and reliability been established" 
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(HB171, 2003). The rules of evidence state whether the evidentiary device or record have 

been collected and handled correctly. 

All the actions and procedures followed during the investigation and analysis phases need to 

be documented so that the process can be repeated if required for corroboration of the results 

(Hannay, 2007). 

2.3 OSI Layer Model 

To understand how the RFB and RDP protocols work, it is important to understand the way 

the Open System Interconnection (OSI) model works between two network connections. The 

OSI model was originally developed by International Organisation for Standardisation in 

1983 (Backfield & Bambenek, 2008). The objective of the model is to provide 

communication between the seven layers over the network. Each layer in the model performs 

particular functions to support other layers both above and below it (Simoneau, 2006).  

The OSI model is developed in such a way that it divides all the tasks required to move 

information between networked computers. The model divides these tasks into seven different 

logical layers of communication. Each layer is self-packed responsibly, so that all the tasks 

are allocated to each layer and can be implemented independently. The layered approach 

offers advantages such as separating network functions into smaller logical pieces and also 

helps solve network problems through a divide-and-conquer methodology (Miller, 2001). 

Following are the seven layers that make up the OSI model (Cisco, 2010): 

Layer 7 Application 

Layer 6 Presentation 

Layer 5 Session 

Layer 4 Transport 

Layer 3 Network 

Layer 2 Data Link 

Layer 1 Physical 

Table 1 OSI seven layers 

Application Layer  

This layer provides sets of interfaces for applications to obtain access to network and interact 

with network services directly (Miller, 2001). The layer also provides security checking and 

information validation for applications and programs (Miller, 2001). File Transfer Protocol, 
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Web browser, Hypertext Transfer Protocol (HTTP), Common Management Information 

Protocol (CMIP), Directory Services (DC), Virtual Terminal (VT) and email services operate 

at the application layer (Miller, 2001). 

Presentation Layer  

The primary objective is to provide a range of coding and conversion functions during 

network communication that are applied to application layer data (Cisco, 2010). The 

presentation layer makes it possible for computers on the network which have different 

representation to correspond. The layer also provides common communication services such 

as encryption, text compression, content translation, graphics formatting and cryptography for 

authentication and privacy of the information (Miller, 2001). 

Session Layer  

 This layer allows two connections to hold communications between the sessions as long as 

the connection lasts. The session layer is responsible and handles the session setup and data 

exchanges between two hosts and later deletes when the session ends. The layer also allows 

the user to log in to a remote time-sharing system or transfer file between two computers. The 

session layer provides synchronisation service (Miller, 2001). 

Transport Layer  

The simple function of the transport layer is to accept information from the session layer then 

to segment the information into tiny pieces and later pass it to the network layer. The 

transport layer also ensures that the bits delivered to the network layer are the same as original 

and has not been tampered with during the process (Miller, 2001). If for some reason, an error 

occurs in the communication, the transport layer corrects it with set of rules. The transport 

layer identifies two protocols; Transport Control Protocol (TCP) which is connection oriented 

and User Datagram Protocol (UDP) which is connectionless.  

Network Layer  

 The network layer basically controls the operation of routing the data and information from 

source host to destination host. Routers work on this layer and Internet Protocol (IP) exists in 

this layer. The network layer helps to control data congestion on the network and prevent 

bottlenecks. The layer is also responsible for assigning logical addresses to data packets 

(Miller, 2001).  
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Data Link Layer  

This layer is responsible for taking the raw data transmission and transforms it to a line which 

appears to be free of errors for network layer. The layer completes this process by having the 

sender of the data break down into data frames and, later transmits the frames in sequence. 

The protocol in this layer packages the data into frames, each frame also contain source and 

destination addresses. Ethernet, ARC net and Token Ring are examples of LAN data link 

protocols.  The layer uses Media Access Control (MAC) address to move the data and 

information between the network end points. The layer is also capable of encryption and is 

used to protect the data transmission between two network end points (Miller, 2001). 

Physical Layer  

This layer is mainly concerned with transmitting raw data over a communication link channel 

(Miller, 2001). Network Interface Cards (NIC) and the interfaces of the routers work at this 

level (Briscoe, 2000). The layer also specifies and defines characteristics such as voltage 

levels, maximum transmission distances, physical data rate and physical connectors. The 

layers implementations can be grouped  with LAN or WAN specifications (Cisco, 2010). 

2.3.1 Internet Protocol 

Internet Protocol (IP) is a Network layer 3 protocol; the protocol contains addressing 

information that enables packets and data to be routed. The IP protocol provides the basic unit 

of data used for data transfer throughout the TCP/IP internet and also performs the forwarding 

function, where it chooses the path along which packets will be sent. Since the current version 

of the protocol is version 4 is usually used as IPv4. TCP/IP is the default protocol for network 

communications and IPv4 is used for broadcasting  of packets and information over the 

internet (Comer, 2006). Figure below shows the format of an Internet datagram;  

Version Header Length Type of Service Total Length 

Identification Flags Fragment Offset 

Time to Live Protocol Header Checksum 

Source IP Address 

Destination IP Address 

IP Options (If Any) Padding 

DATA 

Figure 1 IP Datagram Format   
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(Comer, 2006) 

The table below describes briefly the attributes of the IP datagram: 

Field Name Size (bytes) Description 

Version ½ byte Identifies the version of the IP used to generate the header. 

IHL ½ byte This states the length of the IP header in 32-bit. 

TOS 1 byte This provides the reliability and quality of service to the 

packets. 

Total Length 2 bytes Specifies the total length of the IP packet in bytes. 

Identification 2 bytes This is 16-bit value to identify the packet. This is used by 

recipient to reconstruct messages without inadvertently 

mixing fragments from different messages. 

Flags 3/8 bytes Used to control packet fragmentation. 

Fragment offset 13 bits Specifies the offset, and position of the overall message. 

Time To Live 1 byte States on how long the data is permitted to live on the 

network. 

Protocol 1 byte Indicates what type of protocol is carried on the datagram.  

Header Checksum 2 bytes Provides protection against corruption in transmission of 

the packet. If the header is corrupted it rejects them. 

Source Address 4 bytes 32-bit IP address of the source host.  

Destination Address 4 bytes 32-bit IP address of the proposed recipient of the datagram 

Options Variable Several options can be used after the standard header of 

certain IP packets. 

Padding Variable  

Data Variable Data transmitted in the IP datagram.  

 

Table 2 Attributes of IP datagram  

(Kozierok, 2005) 

 

 



  Paresh Kerai
  
   

14 | P a g e  
 

2.3.2 TCP/IP Protocol 

TCP is a connection-oriented protocol that offers services with error recovery, sequencing and 

sliding window mechanism. Because of the flexibility and reliability, TCP is the most 

preferred transport method for applications. A virtual connection is created by the TCP hosts 

with each other using the handshake process. During the handshake process the TCP hosts 

exchange a sequence number that is used to track the information and data as its transferred 

from one host to another (Chappell & Tittel, 2007). The diagram below explains the data 

segmentation using different headers: 

DATA LINK HEADER 

IP HEADER 

TCP HEADER 

DATA 

DATA LINK TRAILER 

Figure 2 IP datagram segmentation 

(Chappell & Tittel, 2007) 

The figure shows TCP segment format: 

Source Port Destination Port 

Sequence Number 

Acknowledgement Number 

HLEN Reserved Code Bits Window 

Checksum Urgent Pointer 

IP Options (If Any) Padding 

DATA 

Figure 3 TCP segment format 

The segments are used to establish connections as well as to carry data and acknowledgments 

(Comer, 2006). Each of the segments is divided into header and data. The header, known as 

TCP header, carries out the expected recognition and control information.  

Fields source port and destination ports contain the port numbers that identify the services 

running at the ends of connection. “The sequence number field identifies the position of the 

sender’s byte stream of the data in the segment. The acknowledgement number identifies the 

number of the octet that the source expects to receive next” (Comer, 2006). The HLEN field 

Data Link Frame IIP Datagram TCP Segment 
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identifies the length of the TCP header measured in 32-bit multiples. The option field varies 

in length and several options can be used after the standard header of certain packets segment, 

thus the TCP header’s size varies in length. The 6-bit is used for reserved field for future use. 

Code bits filed is used to determine the purpose and contents of the TCP segment. In the 

Window field TCP software broadcasts the data it is willing to accept, when it sends a 

segment by stating its buffer size (Comer, 2006) 

2.3.2.1 Establishing a TCP Connection 

Establishing a TCP connection is a three way handshake process. The figure below illustrates 

the process: 

Site 1     Network Messages    Site 2 

 

  

 

 

 

 

 

Figure 4 Establishing a TCP connection 

(Comer, 2006) 

The first segment of the network message, of the handshake is normally identified because of 

the SYN bit set it has in the code field. The second message has both the SYN and ACK 

segment bits set; this indicates that it acknowledges the first segment of handshake. The final 

segment of network message is only an acknowledgement and is formerly used to inform the 

destination that both sides agree the handshakes. Finally TCP connection is established 

between two hosts (Comer, 2006) 

Send SYN seq=x 

Receive SYN segment 

Send SYN seq=y, ACK 
x+1 

 

Receive ACK 

segment 

Receive SYN + ACK segment 

Send ACK y + 1 
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2.3.2.2 Closing a TCP Connection 

The two end points programs that use TCP to communicate with each other can close the 

communication using the close command. “Internally, TCP uses a modified three-way 

handshake to close the connection” (Comer, 2006). The figure below illustrates the 

connection: 

Site 1   Network Messages  Site 2 

 

 

 

 

 

 

 

 

 

 

Figure 5 Closing TCP connection 

(Comer, 2006) 

TCP normally closes the connection from one direction and when the program has no more 

data packets to send Site 1 sends a FIN but set to Site 2 and waits for it to acknowledge it. The 

receiving site 2 acknowledges the TCP FIN segment and informs the program on other end, 

that no more data is available. Once the connection is closed on either direction TCP refuses 

to accept any more data packets (Comer, 2006).  

(Application closes 
connection) 

Send FIN seq=x 
 Receive FIN segment 

Send ACK x+1 
(Inform application) 

(Application closes connection) 
Send FIN seq=y, 
ACK x+1 

Receive ACK segment  

Receive FIN + ACK 
segment 

Send ACK y+1 

Receive ACK segment 
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2.4 History of Virtual Network Computing (VNC) 

Virtual network computing was first developed by the Olivetti and Oracle Research 

Laboratory (ORL) for their telephone system,  allowing the organisation of the interface of X 

Windows application to be displayed on a remote machine (Morris, 2001). Since a large 

amount of bandwidth is required for the connection, a video tile that display devices such as 

Pen, LCD screen and ATM connection was developed by the organisation. In January 1999, 

AT & T labs bought and secured Olivetti and Oracle Research Laboratory (ORL), hence 

making VNC a project of AT & T labs, Cambridge UK (Morris, 2001).  

This technology enabled computer users to access centralised and remote resources from 

widely available devices (Wannous & Nakano, 2010). Virtual network computing (VNC) is a 

thin client technology that can be used to display and work on a remote X window, which is a 

graphical user interface window of another computer (Waugh, 2002). 

The application has two independent versions; the client and the server, both of which run on 

any platform. This makes it perfect for those users who use the Windows operating system to 

manage Unix operating systems and vice versa (Bezroukov, 2009). The application is also 

useful for network and system administrators, as they would not have to attend each and every 

computer for troubleshooting; instead they use VNC to assign the task from one location 

(Bezroukov, 2009). There is also a VNC viewer written in Java, which can be accessed 

through a web browser. 

VNC is currently moving in many directions. Olivetti and AT&T were slow to release the 

first VNC applications which led to several independent VNC development projects. It will be 

interesting to find out how VNC, as a project, will progress as original VNC developers are 

currently working with RealVNC (Waugh, 2002). 

There are certain areas in which VNC efforts are lacking and under contention, Such areas 

include printing files and documents remotely and also fast and safe ways to transfer files 

from the viewer to the server (Waugh, 2002). 
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2.4.1 VNC Server 

VNC server is initially configured to accept an incoming HTTP connections requested by the 

viewer over VNC default TCP ports 5900 to 5902 (Wannous & Nakano, 2010). VNC server 

and viewer negotiate the connection with a mutually understood encoding (Waugh, 2002). 

The server needs to be installed on the host system or machine and is currently available on 

Unix X window, Windows and Macintosh computer systems. The server needs to be defined, 

configured and installed on the host system or machine, to which the viewers have something 

to connect. 

 Communication over a VNC connection between the client and server is not completely 

encrypted, however the password used for the connection is encrypted by the DES or 3DES 

encryption standards depending on different VNC applications. This would be a concern for 

organisations as traffic could be intercepted and sniffed by an attacker over the network. 

However the PCAnywhere application has an add-on feature to version 1.0, for encrypting 

traffic between the connections (Green, 2004). 

2.4.2 VNC Viewer 

When the viewer is connected to the server, the user or administrator can connect to the 

remote server system and view the system. The viewer is currently available in many 

operating systems such as Unix X Window, Java, Windows, Macintosh 7.1 or higher and 

Windows CE 2.0 or later. The advantage of the viewer is that it does not require any 

installation and configuration like the server and can be run directly from a hard drive or any 

external electronic device. Interestingly the viewer can connect to the server and view any 

activity on the remote server without the server being controlled by the viewer. This can be 

used by administrators to monitor server activity remotely (Morris, 2001).  
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2.4.3 VNC Session Initiation 

Following is the session initiation and authentication process that takes place between the 

viewer and the server.  

 

Figure 6 VNC Session Initiation process 

- A Data Encryption Standard (DES) key (Luo, 2007) is used by both Bob and Alice 

endpoints for authentication. 

- Bob connects to Alice and both exchange protocol version information. 

- Alice generates a 16 byte key challenge and sends it to Bob. 

- Bob then encrypts the received challenge with the DES key and sends it to Alice. 

- Alice then encrypts the challenge key with DES and compares the hash with the key Bob 

send to her. 

- If both keys match then access is granted to Bob, otherwise access is denied. 

(Arce, 2001)  

When the VNC connection is first established between the server and client, the former 

requests authentication from the client using a challenge response scheme, which this usually 

prompts the client to input the session password.  When the authentication process is 

completed, the server and client negotiate pixel format, desktop size and the encoding scheme 

to be used for the connection. Finally after the negotiation of the display settings, the session 

begins (AT&T Laboratories Cambridge, 1999). 
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2.4.4 VNC Security Issues 

It is relatively simple to compromise the security of the VNC. Largely because of the 

authentication mechanism it uses for connections; it requires only a one way session password 

with a maximum of 8 characters on TightVNC, and on the target machine the password 

strings are normally saved in the windows registry under 

HKEY_LOCAL_MACHINE\Software\TightVNC\Server. For RealVNC and 

UltraVNC the password strings is normally saved under 

HKEY_LOCAL_MACHINE\Software\RealVNC\WinVNC4 and 

HKEY_CURRENT_USER\Software\ORL\WinVNC respectively.  

A fixed key encrypts the VNC password using DES or 3DES encryption algorithm, enabling 

the attackers to  gain read access to the system’s registry with which they can compromise the 

VNC session password by brute force or using rainbow tables to crack the passwords 

(eTutorials.org, 2008-2010) (McNab, 2008). Commercial applications such as the password 

recovery bundle from Top Password Software, (TopPasswordSoftwareInc, 2010) and 

ElcomSoft password recovery bundle from ElcomoSoft Proactive Softwares (ElcomSoft, 

2010) , can recover and brute force the protocol passwords. However there are also few 

freeware tools, such as VNCPassView and VNC password decoder 2.0, which can be used by 

anyone to crack VNC passwords (Auriemma, 2003). To recover or crack the password, it 

must to be no more than 8 characters. If the password is more than 8 characters long, then all 

the applications mentioned above fail to recover the full password. 

VNC uses a challenge/response mechanism for authenticating clients over insecure channels; 

this mechanism helps to avoid the transmission of clear text passwords over the network 

(Arce, 2001). A security flaw in the design of the mechanism aids the attacker to obtain 

legitimate credentials from a client hence gaining unauthorised access to the server.  

Therefore, a legitimate attacker can eavesdrop the client/server communications and change 

or modify network communications. The attack is described below: 
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Figure 7 Man-in-middle attack scenario 

- Charlie connects to Alice and both computers exchange security protocol version 

information. 

- Alice generates a 16 byte challenge key (K1) and sends it to Charlie. Now we see that 

Charlie has a connection established with Alice with authentication pending. 

- Charlie waits for Bob to send a connection request to Alice. 

- Upon the connection request form Bob to Alice, Charlie sends a generated 16 byte 

challenge key (K2) to Bob. 

- During this process Charlie captures the challenge and modifies the data and replaces 

(K2) to (K1). 

- Bob receives (K1) instead of (K2) and encrypts it with DES pre shared key (KS1) and 

sends to Alice. 

- Charlie captures the (K1S), and then sends this key to Alice in its own connection pending 

earlier. 

- Alice receives both responses from Bob and Charlie which are equal (K1S). 

- Alice then encrypts, with the DES key, the challenges (K1 and K2) and sends and 

compares the result form the received responses (K1C, K2C). 

- For Bob the connection K2C does not match K1S and therefore access is denied. 

- For Charlie the connection K1C matches to K1S and therefore access is granted to 

Charlie.(Arce, 2001) 
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VNC communication sessions can be sniffed and hijacked using Man-in-middle attacks and 

an ideal tool that can support this is Cain & Abel which can be downloaded from 

(http:/www.oxid.it) (McNab, 2008). 

However VNC traffic and communication can be encrypted using VPN and SSH. 

2.4.5 VNC Known Vulnerabilities 

VNC has known vulnerabilities that can be exploited by hackers who then access the internal 

system. It is important to update the VNC applications for any patches or security updates on 

the vulnerabilities. 

The table below lists serious issues that can lead to remote exploitation of VNC services. 

CVE Reference Date Notes 

CVE-2006-

2450 

05/07/2006 LibVNCServer 0.7.1 authentication bypass vulnerability 

CVE-2006-

2369 

08/05/2006 RealVNC 4.1.1 authentication bypass vulnerability 

CVE-2006-

1652 

05/04/2006 Multiple UltraVNC 1.0.1 buffer overflows 

CVE-2002-

2088 

23/04/2002 MOSIX clump/os 5.4 blank password VNC account access 

CVE-2001-

0168 

29/01/2001 AT&T WinVNC server 3.3.3r7 HTTP GET request buffer 

overflow 

 

Table 3 VNC security vulnerabilities  (McNab, 2008) 
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2.5 Remote Framebuffer Protocol (RFB) 

VNC uses a simple protocol for remote access of a computer in graphical user interface, 

which is based on the remote framebuffer protocol (AT&T Laboratories Cambridge, 1999). 

The protocol works at the frame buffer level, hence it is applicable to all operating systems 

including Windows, Macintosh and Linux.  

One of the strong points of the protocol is that it makes the client stateless; if the client 

disconnects from a given server and later reconnects to the same server, the state of the user 

interface is preserved. This allows the user known and identical user interface a view of the 

computer wherever they go (Richardson, 2009). 

 The RFB protocol will run over any reliable network transport such as the TCP/IP protocol 

(Richardson, 2009). VNC by default uses TCP ports 5900 through 5903 (for direct access 

using VNC viewer) and port 5800 (for HTTP access using a Java client through web browser) 

(McNab, 2008). As the protocol has low bandwidth requirements it is a true thin-client 

protocol, which can run on wide range of hardware. 

 

Figure 8 VNC protocol 

(Richardson, 2009) 

The RFB protocol has few uses other than those for which it was originally designed. One use 

is as a scriptable remote control; this could be used for automating tasks with applications that 

were not programmed with scripting in mind. Application such as rfbplaymacro can be used 

to control the VNC session, which takes the scripts and translates it into RFB input events 

(Waugh, 2002). 

Another use is session playback, such as recording screens of display on a file for later 

display. This can be used in a demonstration for a shop or centre display (Waugh, 2002). 
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2.6 Remote Desktop Protocol (RDP) 

Microsoft remote desktop protocol provides remote access and display over a network 

connection for Windows based applications that are running on server. The protocol provides 

access to a remote computer which is running Windows 2000 server and later versions of 

operating systems including Windows XP (Technet, 2000).  RDP is designed to work on 

various types of network topologies and multiple local area network (LAN) protocols. 

RDP is based on, and is an extension of, the ITU T.120 family of protocol standards. This 

protocol is capable of multichannel, this means that it allows separate virtual channels for 

carrying the encrypted communication and data from the server to the client (Technet, 2000).  

The remote desktop consists of following components: 

Remote desktop protocol  

RDP is a protocol in presentation layer that allows a Windows based terminal or other 

Windows client to communicate with a Windows XP professional computer system. RDP 

works on any TCP/IP connection, including local area networks, wide area networks, dial-

up, direct subscriber lines or even with virtual private network (VPN) (MicrosoftTechNet, 

2005). The TCP/IP port 3389 is used by default by RDP. 

Client software  

This is software that is installed by default in the Windows XP professional system; 

however the CD also includes the software, which can be installed on other computer 

systems that are not running Windows XP professional. The client software does not 

require any configurations to the server, just installation, at which point a dialog box will 

prompt for IP address for server and password to connect to the remote computer 

(MicrosoftTechNet, 2005). 

Remote desktop connection  

This tool connects the client computer to another remote computer which is running 

Windows XP professional or server that has remote desktop connection enabled. As 

mentioned above this is installed by default in the Windows XP home and professional 

editions, and can be installed individually or older Windows operating systems 

(MicrosoftTechNet, 2005) 
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Remote desktop web connection  

This type of connection works the same way as remote desktop connection, the only 

difference being the features delivered over the web through Microsoft ActiveX technology. 

Remote desktop web connection ActiveX can start a remote desktop session on the remote 

computer through being embedded on a web page, with the computer not having installed a 

remote desktop application (MicrosoftTechNet, 2005). However ActiveX control must be 

installed from a Web server with Internet Information Services (IIS) that has active web pages 

enabled.   

In summary: 

“This is how the applications work: the information from an application or service to be 

transmitted is passed down to the protocol stacks, sectioned, directed to the channel, 

encrypted, wrapped, framed, packaged on to the network protocol and finally addressed and 

sent over the wire to the client” (MicrosoftSupport, 2007) 

2.6.1 Features of RDP 

Encryption  

It is very simple and easy to sniff the protocol communication, such as session passwords 

over the network; encrypting the traffic protects against such attacks on the network. Every 

version of the RDP protocol uses the RSA security encryption RC4 cipher encryption 

standard. RC4 is designed and used to secure all the communication and information sent 

from the server end to client end. The protocol also uses the Secure Shell Layer SSL to 

encrypt the traffic over the web sites (Technet, 2000).  

In Windows 2000 server and later, the administrators have an option to choose whether to 

encrypt the traffic and data with either a 56 –bit or 128 – bit key.  

Bandwidth Reduction Features  

This helps the protocol to reduce the amount of data and information transmitted over the 

network. RDP uses the compression and caching bitmaps and fragments in RAM. This cache 

can provide significant enhancement in performance over the low-bandwidth connections. 
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Roaming Disconnect  

 This feature lets the user to restore to the state of the connection since disconnected by the 

user manually or if the session was disconnected to a network or client computer failure.  

Clipboard Mapping  

 Here the users can use features such as cut, copy and paste text and graphics between the 

sessions. 

Print Redirection  

This is a useful feature for printing documents on the remote machine. Applications running 

with the server and client session can automatically print to a printer installed on the client 

machine. 

Virtual Channels 

"Using the Virtual Channel Architecture, new applications can be developed to add any 

feature that require communication and also existing application can be improved" (Technet, 

2000). 

Remote Control  

In this the remote administrator can view and control another computer during the session. 

Features such as keyboard input, mouse movements and display are shared between the two 

computers in the session.  

Network Load Balancing  

RDP protocol uses Network Load Balancing (NLB) through Advanced Server and Data 

centre Server service. This helps clients connect to pool of servers running terminal services; 

this prevents one point of failure. 
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2.6.2 RDP Session Initiation 

 

Figure 9 RDP session initiation process 

- Windows client connects to Windows server and sends session connection request to 

Windows server. 

- Windows server sends its RSA public key and random salt in clear text. 

- Then Windows client sends a random salt to server, encrypted with the Windows RSA 

server public key. 

- Windows server receives the encrypted random salt from Windows client and checks 

with its private key. If the hashes match then the connection is established. 

- RC4-encrypted data connection is initiated. 

(Longzheng, Shengsheng, & Jing-li, 2004).  

2.6.3 RDP Security Issues 

Man-in-middle attack using ARP poisoning – We are aware that the information sent over the 

network is secure and encrypted, but there is no verification of the identity of the server when 

setting an encryption key for the connection. This means that RDP protocol is vulnerable to 

Man-in-middle attack (Montoro, 2005). The attack is similar to the VNC Man-in-middle 

attack explained earlier under VNC security issues. 

RDP Brute-Force Password Grinding – The attacker will try to locate accessible RDP servers 

by port scanning for TCP port 3389 and then perform an enumeration through anonymous 

NetBIOS sessions. This will let the attacker identify weak user accounts, those that have weak 
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passwords and poor security settings (McNab, 2008). Tim Muller created a tool called 

TSGrinder that can perform an exact brute force attack on the protocol and terminal services. 

The tool is available at www.hammerofgod.com/download.html.  (McNab, 2008) 

2.6.4 RDP Known Vulnerabilities 

There have been a number of Denial of Service (DoS) attacks and memory leak issues in the 

Microsoft Terminal Services for last three years (McNab, 2008). Three weaknesses have been 

identified that allow attackers to perform Man-in-middle attacks against RDP sessions. The 

weaknesses are listed in MITRE CVE as CVE-2007-2593, CVE-2005-1794 and CVE-2002-

0863 (McNab, 2008). The table below identifies a serious flaw in RDP that can be exploited 

remotely: 

CVE reference Date Notes 

CVE-2000-

1149 

08/11/2000 RegAPI.DLL overflow in Windows NT 4.0 Terminal Server 

allows remote attackers to execute arbitrary commands via a 

long username. 

 

Table 4 RDP security vulnerabilities 

(McNab, 2008) 

RDP communication sessions can be sniffed and hijacked using Man-in-middle attacks and a 

ideal tool that can support this is Cain & Abel which can be downloaded from 

http:/www.oxid.it (McNab, 2008). 

 

 

 

 

 

 

 

 

http://www.hammerofgod.com/download.html�
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3.0 RESEARCH METHODOLOGY 

An accurate research methodology needs to be developed and adapted to conduct any type of 

research. The correct methodology will guarantee precise results and outcome for the area of 

research conducted and also builds a pathway for future examination on the research area. 

There are two types of methodology or research approaches used; 

• Qualitative Research - “research that describes phenomena in words instead of numbers or 

measures” (Wiersma, 2000). This scientific research consists of seeking answers to a 

phenomenon or question, use predefined set of guidelines to answer the phenomenon, 

collect evidence and produce findings. “ Qualitative research is especially effective in 

obtaining culturally specific information about the values, opinions, behaviours, and 

social contexts of particular populations” (Family Health International, 2010). 

• Quantitative Research – “research that describes phenomena in numbers and measures 

instead of words” (Wiersma, 2000). Quantitative research is about the relationships and 

differences between the variables. Variables such as number, time, performance, values 

and treatment. The relationship between the variable is achieved through descriptive and 

experimental methods (Hopkins, 2000). 

The table below shows a comparison for the above mentioned methods: 

Quantitative Qualitative 

Both are systematic 

Objective Subjective 

Deductive Inductive 

Generalisable Non - generalisable 

Numbers Words 

 

Table 5 Comparison of quantitative and qualitative research 

(Ross, 1999) 

This research will be conducted using the quantitative method as this method can be 

objective, deductive and has results in numerical value. There are three major types of 

quantitative research; descriptive, quasi-experimental and experimental. Both quasi-

experimental and experimental are designed to examine cause and effect of the research 

(Ross, 1999). 
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Quasi-experimental research approach is used to conduct research for the project. This 

research methodology is selected because of the nature of the data collected from the acquired 

images needs to be tested and analysed in accordance to forensic process. After the testing 

and analysis, the experiment continues comparing between the test data and results between 

the three images of Windows XP for any variances. 

The research is to focus on VNC and Microsoft RDP remote desktop applications and 

perform forensic analysis and extract related information using forensic tools in Windows 

system.  

The following process will be followed in doing the analysis: 

a) File System Analysis – searching a hard drive for strings of data is the most common 

technique used by investigators. The searching of information and data can be file based 

or slack based or even unallocated space searching. Each of these searching techniques 

will be used in the analysis of computers to look for any artefacts left behind by the 

remote desktop protocols. Following places will be searched for any artefacts: 

• File recovery of deleted files from file system and recycle bin. 

• Special files – such as print spool files, page file and windows shortcuts. 

b) Log File Analysis – Microsoft system stores all the system logs under event logs. Event 

logs are broken into three areas; application logs, security logs, system logs 

c) Windows Registry Analysis – an in-depth analysis will be done in the Windows registry 

to look for any artefacts and any connections settings left behind by the remote 

applications and protocols.  

(Steel, 2006) 
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3.1 Variables Impacting Research  

There are few variables that exist with potential impact on the research and the research 

questions mentioned earlier. 

The version of the VNC and RDP applications used for the research are all latest versions, 

downloaded from the vendor websites, therefore they may have slight variations on the design 

and features when compared to the older versions. The applications are also patched and 

updated with the latest security patches. Therefore the analysis may differ from the old 

version. 

The software and hardware used for the acquisition of the systems and analysis may affect the 

outcome, as these various tools used for analysis may impact data in different ways. To limit 

this impact, only one tool is used to acquire and analyse different Widows XP images using 

Forensic Tool Kit v 1.71 (FTK) and FTK Imager v 1.5.5.45.  

A Widows system is used as the base platform for analysis. The systems may not be 

completely updated with the latest dated security patches, as the images are acquired within 

short period for analysis. The analysis on the images was done in accordance to Standards 

Australia HB171: Guidelines for the management of IT evidence.  

The above mentioned are variables that may impact the proposed research. To mitigate these 

the research is evaluated and documented in case if they can not be controlled. However the 

variables are likely to impact the quality of the collected data on the images. 

3.2 Theoretical and Philosophical Assumptions 

There are some assumptions made during the conduct of the research and also during 

acquisition and analysis of the acquired images. In order to mitigate any variance in the 

acquisition, analysis and testing, a set of machine images will be created. It should however 

be noted that the acquired images are not real evidentiary devices and the machines are 

created as evidentiary values. 

For RDP and VNC to work, router firewall needs to be configured to open the protocol ports. 

Therefore the user needs to open the remote protocols port for remote applications to work. 

Windows firewall for XP service pack 1 does not allow any VNC remote connections as the 

application is not able to configure the firewall to open the ports for VNC to communicate. 

Therefore an assumption was made that the firewall was configured to allow VNC ports.  
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On Windows XP operating system firewall logging by default is not enabled, therefore an 

assumption is made that the firewall logging is enabled on the local network. This could help 

in the analysis to find incoming and outgoing connection on the network. 

VNC applications do not log information on the file system unless enabled and specified by 

the user to do so. Therefore an assumption is made that the logging is enabled on the 

computer system. 

On routers, mostly remote desktop ports are not open this could be because of security issue, 

therefore router firewall is configured to open ports of VNC and RDP for communication.  

3.3 Materials  

Various softwares and tools were used during the data collection, acquisition and conducting 

analysis on the images. The tools and software used for the research are summarised and 

explained below. 

a) VMware application v 7.1.1 build-282343 – VMware is virtualisation software, this 

software will be used in the research as a base platform to install Windows XP operating 

systems for creating a scenario for the study. Then later the systems will be imaged for 

analysis and testing. 

b) Windows XP operating system service packs 1, 2 & 3 – Windows XP operating system 

will be used for the analyses and different service packs of Windows XP will be used for 

testing. 

c) Forensic Tool Kit (Access Data) v 1.71 - Forensic Tool Kit by (Access Data) will be used 

in conjunction with other monitoring tools, to analyse the different computer systems that 

contains Windows XP operating system. 

d) RealVNC v P4.5.4, UltraVNC v 1.0.8.2, TightVNC v 2.0.2 and TeamViewer v 5.0.8232 – 

these are different types of VNC application that are most commonly used by many 

individuals and organisations for remote access of computer systems. Therefore all these 

different applications will be used and tested on the machines. 

e) Remote Desktop Protocol (Terminal Services Client v 6.0) – RDP is a default protocol 

installed on the Windows XP machines. This will also be used for the analysis. 

f) Abel and Cain v 4.9.35 – This is a password recovery and sniffing tool developed for 

Windows operating systems. The application has various features to recover passwords, 

such as sniffing the internet traffic, recovering wireless network passwords, recording 
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VOIP conversations and also cracking encrypted passwords using dictionary attacks, 

brute-force and cryptanalysis attacks (Cain & Abel, 2010). The tool will be used to 

recover and crack VNC and RDP passwords and to test the encryption of the protocols. 

g) FTK Imager v 1.5.5.45 – FTK imager is a tool used to image physical and logical hard 

drive or any external devices as exact copy. The tool supports storage disks images in 

SMART’s format, dd raw data format and also EnCase format. The tool will be used to 

image all the three Windows XP service packs. Since it uses supports dd format it is ideal 

for imaging. 

h) Mount Image Pro v4.01 – this is a forensic tool that allows to mount raw images files also 

support other file formats, as logical drive on the computer. The tool will be used to 

mount the images on the testing computer to find encrypted passwords or recover remote 

session passwords.  

i) Password Recovery Tools –Tools such as Elcomsoft 2009, VNC passview v 1.02 and 

Password Recovery bundle 2010 v 1.30 are going to be used for cracking the session 

initiation password of the VNC and RDP applications. 

j) Sysinternals Suite – This is a troubleshooting utilities suite developed by Microsoft. The 

suite includes useful tools such as portmon, process explorer, TCPView, PsLogList, 

PsPasswd and many more (Russinovich, 2010); such tools will help the analysis of the 

images to look for artefacts of the remote protocols. 

k) MiTeC Windows Registry Analyser 1.5.2.0 – this tool helps to view registry files of the 

acquired image for analysis of the registry system of the image. 

The virtual machines and images will not be real evidence seized by law enforcement, but the 

systems will be configured in such a way that it can be used as real seized evidence. 
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3.4 Research Design  

The research will be conducted in two stages. Stage 1 will consist of conducting forensics 

analysis and testing on VMware images for any VNC and RDP artefacts on the machines. 

Stage 2 will consist filtering the results found in stage 1 and documenting the final results.  

3.4.1 Stage 1 

This is the core stage for the research, as it will help to develop this research project. This 

stage will consist of building VMware machines and installing images of operating systems 

and then conducting forensic analysis and testing on the imaged machines for any artefacts 

left behind by VNC and RDP protocols. Following process will be followed: 

Build test environment – before starting any testing, a test environment needs to be created. 

The test environment will be built on VMware virtual environment and then different 

Microsoft XP operating systems will be installed in the VMware application. The process is 

outlined below: 

• Create three VMware virtual machines and install three Windows XP service packs. 

• Install the VNC applications. RealVNC, UltraVNC, TightVNC and TeamViewer will be 

used for examination and testing. 

• Configure the VNC applications and remote desktop for the images, in order to make 

connections. 

• Create legitimate connections between other computer systems, using all the VNC 

applications mentioned above and RDP protocol. Transfer files over the network and 

perform tasks between the two computers on the remote session. 

• Create raw image of the computer systems. 

• Three images were created of Windows XP with service pack 1, 2 and 3 respectively. All 

connections and configurations were made on all three images. 

• Creating hash values of all the images for integrity purposes. 

• Upon completion of all the configurations, connections made using the applications and 

creating dd raw images using FTK imager and also hashing the images; all the images are 

tested on the FTK tool kit that was installed on another Windows XP machine, which 

were used as base platform to perform the tests on the images. 
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Forensic examination and analysis – start to perform forensic examination and analysis on the 

acquired images. Windows file system, log files and windows registry will be closely 

examined for any artefacts left or changes made to the system after the connections. 

3.4.2 Stage 2 

This stage involves the process of extracting and studying all the results from stage 1 of 

analysis. Here the results will be studied and examined closely and then a final documentation 

will be created on what artefacts are left behind by the protocols.   

A procedure is designed to conduct the tests and analysis on the acquired images and gather 

data, in order to address the research questions. 

A baseline is created and established during the analysis. This baseline is normally used as a 

starting point of each test repetition. The baseline is required so that whenever the analysis 

and tests are performed, starting conditions are the same; as such impurity from earlier stages 

of testing is avoided.   

The baseline was established by undertaking an acquisition of the Windows XP machines 

images as they were before any testing is done. 

3.5 Analysis of Test Data 

The testing on the images is carried out using forensic tool kit (FTK) application and also 

mount image pro tool. FTK imager is used to acquire raw images of the Windows XP three 

service packs. The tool acquires raw dd image, this makes the images an exact copy of the 

system. After all the images are been tested using the procedure mentioned above in order to 

acquire test data for the images. Later the images are loaded on FTK tool kit and analysed on 

Windows XP test machine. Both set of images are analysed and all resulted in valuable test 

data. 

The Windows remote desktop protocol is not enabled by default on the operating system; so 

to make a remote connection using RDP the remote connectivity on the computer needs to be 

enabled. This can be done by right clicking the computer and then selecting the properties 

dialogue box, then clicking under remote tab for remote connection settings. By clicking 

enable remote desktop on the computer, this adds a rule on the firewall to open the RDP port 

for communication. 
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ADSL router does not allow any type of remote connections between the computer network 

and outer networks (internet). This is because the router firewall does not have the remote 

protocols ports open. Therefore, for someone to use the remote connectivity features either 

VNC or RDP, they will have to allow the application ports to communicate with internet and 

outside networks. This can be done through the router firewall settings under port forwarding 

feature. The router firewall is configured to allow the remote protocols for communications. 

Upon installing the VNC applications, they automatically configure the Windows firewall 

settings to allow the remote connections by opening the ports. However this is not the case in 

Windows XP service pack 1, the applications are not able to configure the firewall of XP 

service pack 1, and therefore connection is not possible unless someone manually configure 

the firewall to open the ports. For the Windows XP service pack 2 and 3, firewall is 

automatically configured by VNC applications to open the ports. 

TeamViewer is an application used for remote connection. It is different on how it works as 

compared to other VNC applications. This is because it neither uses the RFB protocol for 

connection nor 5900 and 5800 ports for connection and it uses HTTP port 80 for connection. 

It uses Advanced Encryption Standard (AES) for remote session password encryption with 

128 byte string. This is very strong encryption standard as compared to DES and 3DES, used 

by other VNC applications.  

In all Windows XP service packs, the firewall does not log any connection and network 

information of the computer by default. This is because firewall logging on Windows XP is 

not enabled; therefore no logs information can be obtained of any connections made using the 

VNC and RDP applications to other computers, unless firewall logging is enabled. VNC 

logging was enabled to retrieve the connection log information. 

Also with VNC applications, the logging of the application is disabled by default, however for 

Team Viewer, upon installation it enables logging. Hence this will log the connections made 

to the application log file. 

Event viewer is a component of Windows operating system and lets the users and 

administrators to view the event logs on the local computer. The event log service records the 

application, security and system events in Windows XP under event viewer. This is a critical 

place for administrators and forensics investigators to check for application, security and 

system logs for investigation purposes and also to identify and analyse the source of current 
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system problems (Microsoft Support, 2007). Real VNC and Ultra VNC logs the connection 

details in the application log under event viewer on the destination computer, and not on the 

host or local computer. Therefore if a remote connection is initiated using Real VNC and 

Ultra VNC the log information of the connection is found on the destination computer, and 

not on the local computer. Tight VNC, Team Viewer and RDP do not log any information 

under event viewer. This came to a surprise as RDP is a Windows default remote protocol 

does not log information under event viewer.  

All the VNC applications and RDP protocol stores the application and connection settings 

under the Windows registry. Windows registry is the core configurations database for 

Windows NT/ Windows 2000/ XP/ server 2003/ server 2008/ Vista and Windows 7. It stores 

information about the tuning parameters, device configuration, application configurations and 

user settings and preferences (Russinovich, 2000). The registry is divided into five different 

set of discrete files called hives. “A registry hive is a group of keys, sub keys and values in 

that has set of supporting files that contain backup of its data” (Microsoft support, 2008). The 

table below explains what each of the hives contains: 

Windows PC Settings stored 

HKEY_LOCAL_MACHINE 

(HKLM) 

Stores information about local computer, such as system memory, 

devices, drivers, and hardware settings. 

HKEY_CLASSES_ROOT 

(HKCR) 

Stores information used by various OLE technologies, file 

association and COM object registration 

HKEY_CURRENT_USER 

(HKCU) 

Stores information about the current user logged on. 

HKEY_USERS (HKU) Stores information about all the accounts on the local computer. 

HKEY_CURRENT_CONFIG 

(HKCC)  

Stores information about the current hardware profile used by the 

local computer. 
 

Table 6 Windows Registry system Hives 

(Microsoft support, 2008) 

VNC applications store the settings under three hives, HKEY_LOCAL_MACHINE (HKLM), 

HKEY_CURRENT_USER (HKCU) and HKEY_USERS (HKU). The applications store 

information such as client IP addresses the local computer connected to, encrypted remote 
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session passwords, desktop screen settings, graphic settings, printer settings and connection 

settings. The IP address stored is private IP address of the client. Server remote session 

password stored on the registry is vulnerable and easy to crack. During the experimentation 

phase the author found out that it is easy to crack the session passwords using Abel and Cain 

software. The software contains a feature to decrypt VNC password for up to 8 characters 

long. This is illustrated and shown in appendix C under figures 15, 19, 24, 29, 33, 38, 41 and 

45. 

All VNC applications and Team Viewer support file transfer feature, except for RDP 

protocol.  
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4.0 RESULTS 

The examination of the test results shows and determines that the VNC and RDP protocols 

leave some artefacts behind on the windows registry and some under event viewer and log 

files. The results show the VNC server passwords use weak encryption standard and 

algorithm as it is relative easy to crack or recover the passwords using password cracking 

tools. Also the applications stores the private IP address of the client it connected to; this can 

be useful for forensic investigators as they can track the client from the private IP address. 

There were number of significant pieces of information identified during the experimental 

phase. These were: 

• Connection settings of the all the VNC applications and Terminal service (RDP) 

settings under the Windows registry. 

• Encrypted server remote session passwords in the registry. 

• Private client IP addresses the local computer connected to. 

• Firewall log file that showed the connections of the protocols. 

• Log information in event viewer under application event. 

• TeamViewer log file stored under the C:\Documents and 

Settings\Administrator\Application Data\TeamViewer. 

• VNC applications log files located in the hard drive. 

The forensic integrity of the process was maintained and established through the use of the 

cryptographic hashing algorithm. This shows and confirms that the contents on the imaged 

systems did not change during the experimental process.  

4.1 Windows Registry Analysis  

This shows the test results of the registry system analysis of the acquired images and shows 

what types of artefacts were found during the experimental phase of the research. Two 

applications namely: Alien registry viewer and MiTeC windows registry analyser were used 

side by side for the analysis of the registry files. All the registry keys were extracted and 

exported on a computer for analysis. The hash values were created of the files for integrity 

purposes. The hashes of the files are located in the Appendix A. Figures in appendix C show 

some registry hives snagged for reference on how and where the applications store the 

settings under the Windows registry.  
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4.1.1 Image 1 (Windows XP service pack 1).  

The table below summarises the artefacts left behind by the VNC applications and RDP under 

the registry system of Windows XP service pack 1 

VNC applications/ RDP Artefacts left under registry system 

Ultra VNC  - Under 

HKEY_CURRENT_USER\Software\ORL\VNCviewer\MRU, the 

application stores client private IP addresses the computer connected. 

- Under 

HKEY_CURRENT_USER\Software\ORL\VNCviewer\History, 

the application stores the connection settings for each client IP 

addresses. 

Real VNC - Under HKEY_LOCAL_MACHINE\software\RealVNC\WinVNC4 

, the application stores the RSA private key generated by the VNC 

server during the connection. 

- Under HKEY_CURRENT_USER 

\Software\RealVNC\VNCViewer4\MRU, the application stores 

the history of the client private IP addresses the computer made 

connections to. 

- Under 

HKEY_LOCAL_MACHINE\software\RealVNC\WinVNC4, the 

application stores the local computer VNC server session password 

which is encrypted. It also stores It also stores View only password and 

Admin password also encrypted under this value. 

- Under HKEY_LOCAL_MACHINE\Software\RealVNC\VNC 

Address Book, it stores the connection settings and connection 

password of a connection that the user saved for future quick 

connection. 

Tight VNC - Under 

HKEY_LOCAL_MACHINE\Software\TightVNC\Server, 

application stores the VNC server session password of the local 

computer, which is typically encrypted. The application also stores the 

connection settings defined by the user. 
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- Under HKEY_CURRENT_USER 

\Software\TightVNC\Server, application also stores the VNC 

server session password of the local computer, which is typically 

encrypted. The application also stores the connection settings defined by 

the user. 

Team Viewer  - Under HKEY_CURRENT_USER 

\Software\TeamViewer\Version5, the application stores the 

history of the client IDs, the local computer connected to. 

- Under HKEY_LOCAL_MACHINE\Software\ 

TeamViewer\Version5, the application stores the private and 

public keys of the remote connection and also other settings relating to 

the connection. 

RDP - Under HKEY_CURRENT_USER 

\Software\Microsoft\Terminal Server 

Client\Default, the application stores the history of the clients 

private IP addresses the local computer connected to. 

 

Table 7 VNC applications and RDP settings stored under the registry system 
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4.1.2 Image 2 (Windows XP service pack 2) 

The table below summarises the artefacts left behind by the VNC applications and RDP under 

the registry system of Windows XP service pack 2. 

VNC applications/ RDP Artefacts left under registry system 

Ultra VNC  - Under 

HKEY_CURRENT_USER\Software\ORL\VNCviewer\History, 

the application stores client private IP addresses the computer 

connected. 

- Under 

HKEY_CURRENT_USER\Software\ORL\VNCviewer\History, 

the application stores the connection settings for each client IP 

addresses. 

- Under HKEY_CURRENT_USER\Software\ORL\WinVNC, the 

application stores the computer's VNC server password which is 

typically encrypted. 

Real VNC - Under HKEY_LOCAL_MACHINE\software\RealVNC\WinVNC4 

, the application stores the RSA private key generated by the VNC 

server during the connection. 

- Under HKEY_CURRENT_USER 

\Software\RealVNC\VNCViewer4\MRU, the application stores 

the history of the client private IP addresses the computer made 

connections to. 

- Under 

HKEY_LOCAL_MACHINE\Software\RealVNC\WinVNC4, the 

application stores the local computer VNC server session password 

which is encrypted. It also stores View only password and Admin 

password also encrypted under this value. 

- Under HKEY_LOCAL_MACHINE\Software\RealVNC\VNC 

Address Book, it stores the connection settings and connection 

password of a connection that the user saved for future quick 

connection. 

Tight VNC - Under 
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HKEY_LOCAL_MACHINE\Software\TightVNC\Server, the 

Tight VNC application stores the VNC server session password of the 

local computer, which is typically encrypted. The application also stores 

the connection settings defined by the user. 

- Under HKEY_CURRENT_USER 

\Software\TightVNC\Server, application stores the VNC server 

session password of the local computer, which is typically encrypted. 

The application also stores the connection settings defined by the user. 

Team Viewer  - Under HKEY_CURRENT_USER 

\Software\TeamViewer\Version5, the application stores the 

history of the client IDs, the local computer connected to. 

- Under HKEY_LOCAL_MACHINE\Software\ 

TeamViewer\Version5, the application stores the private and 

public keys of the remote connection and also other settings relating to 

the connection. 

RDP - Under HKEY_CURRENT_USER 

\Software\Microsoft\Terminal Server 

Client\Default, the application stores the history of the clients 

private IP addresses the local computer connected to. 
 

Table 8 VNC applications, TeamViewer and RDP settings stored under the registry system 
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4.1.3 Image 3 (Windows XP service pack 3) 

The table below summarises the artefacts left behind by the VNC applications and RDP under 

the registry system of Windows XP service pack 3. 

VNC applications/ RDP Artefacts left under registry system 

Ultra VNC  - Under 

HKEY_CURRENT_USER\Software\ORL\VNCviewer\History, 

the application stores client private IP addresses the computer 

connected. 

- Under HKEY_CURRENT_USER\Software\ORL\WinVNC, the 

application stores the computer's VNC server password which is 

typically encrypted. 

- Under HKEY_CURRENT_USER\Software\ORL\VNCviewer\History, 

the application stores the connection settings for each client IP 

addresses. 

Real VNC - Under HKEY_LOCAL_MACHINE\software\RealVNC\WinVNC4 

, the application stores the RSA private key generated by the VNC 

server during the connection. 

- Under HKEY_CURRENT_USER 

\Software\RealVNC\VNCViewer4\MRU, the application stores 

the history of the client private IP addresses the computer made 

connections to. 

- Under 

HKEY_LOCAL_MACHINE\Software\RealVNC\WinVNC4, the 

application stores the local computer VNC server session password 

which is encrypted. It also stores View only password and Admin 

password also encrypted under this value. 

- Under HKEY_LOCAL_MACHINE\Software\RealVNC\VNC 

Address Book, it stores the connection settings and connection 

password of a connection that the user saved for future quick 

connection. 
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Tight VNC - Under 

HKEY_LOCAL_MACHINE\Software\TightVNC\Server, the 

Tight VNC application stores the VNC server session password of the 

local computer, which is typically encrypted. 

- Under HKEY_CURRENT_USER 

\Software\TightVNC\Server, application stores the VNC server 

session password of the local computer, which is typically encrypted. 

The application also stores the connection settings defined by the user. 

Team Viewer  - Under HKEY_CURRENT_USER 

\Software\TeamViewer\Version5, the application stores the 

history of the client IDs, the local computer connected to. 

- Under HKEY_LOCAL_MACHINE\Software\ 

TeamViewer\Version5, the application stores the private and 

public keys of the remote connection and also other settings relating to 

the connection. 

- Under HKEY_LOCAL_MACHINE\Software\ 

TeamViewer\Version5, the application also stores the security 

password used for connection, typically encrypted with AES encryption 

standard. 

RDP - Under HKEY_CURRENT_USER 

\Software\Microsoft\Terminal Server 

Client\Default, the application stores the history of the clients 

private IP addresses the local computer connected to. 

- Under HKEY_CURRENT_USER 

\Software\Microsoft\Terminal Server 

Client\Servers, the service stores the username used for the 

connection and also the computer name of the client PC. 

 

Table 9 VNC applications, TeamViewer and RDP settings stored under the registry system 
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4.2 Log File Analysis 

Log files carry important and enormous amount of information regarding the remote 

connection. Log files are useful because of the information it consists such as date and time of 

logs and who the computer connected to and which computer disconnect or closed the 

connection. Figures in appendix D (pg 124 – 137) show some log files extracted from the 

images that contain important information on whether the computer had any remote 

connections. Event log explorer was used to view the log information of the image. All the 

event log files were extracted and exported to a computer for analysis.  The hash values were 

created of the files for integrity purposes. The hashes of the files are located in the Appendix 

B (pg 71-74).  

4.2.1 Image 1 (Windows XP service pack 1) 

The table below summarises the artefacts left behind by VNC and RDP as log information on 

the Windows file system for Windows XP service pack 1.  

VNC applications/ RDP Artefacts left under file system 

Ultra VNC - Ultra VNC leaves log information under the application event viewer of 

receiving computer’s IP address and not of the host computer.  

- Under C:\Program Files\UltraVNC, the application leaves a WInVNC 

log file that consists of debug information. 

Real VNC - Real VNC leaves log information under the application event viewer of 

receiving computer’s IP address and not of the host computer. 

- Real VNC stores saved connections under the C:\Documents and 

Settings\Administrator\Application Data\RealVNC. The saved 

connection contains the connection settings including the password for 

the connection. 

Tight VNC -  Tight VNC places a log file under C:\Documents and 

Settings\Administrator\Application Data\TightVNC. The folder contains 

a log file of the application, however the file is empty and no log 

information is displayed, despite the connections. 

Team Viewer - Team Viewer typically stores log information under C:\Documents and 

Settings\Administrator\Application Data\TeamViewer folder. The folder 

contains two files. Firstly connections file and TeamViewer5_log file, 

both files contain connection information including file transfer logs. 
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RDP - RDP does not leave any log information on the system. 

Firewall - Firewall log is placed under the C:\WINDOWS\pfirewall.log. The log 

information contains the all incoming and outgoing network information 

of the local network.  

Table 10 Image 1 log information summary 

 

4.2.2 Image 2 (Windows XP service pack 2) 

The table below summarises the artefacts left behind by VNC and RDP as log 

information on the Windows file system for Windows XP service pack 2.  

VNC applications/ RDP Artefacts left under file system 

Ultra VNC - Ultra VNC leaves log information under the application event viewer of 

receiving computer’s IP address and not of the host computer.  

- Ultra VNC places a log file under C:\Program Files\UltraVNC named 

mslogon. However there was no log file located in Image 1, therefore the 

application does not have any log file in Windows XP service pack. The 

file consists of client IP address and date and time the connection was 

received and ended. 

- Under C:\Program Files\UltraVNC, the application leaves a WInVNC 

log file that consists of debug information. 

Real VNC - Real VNC leaves log information under the application event viewer of 

receiving computer’s IP address and not of the host computer. 

- Real VNC stores saved connections under the C:\Documents and 

Settings\Administrator\Application Data\RealVNC. The saved 

connection contains the connection settings including the password for 

the connection. 

Tight VNC -  Tight VNC places a log file under C:\Documents and 

Settings\Administrator\Application Data\TightVNC. The folder contains 

a log file of the application, however the file is empty and no log 

information is displayed, despite the connections. 

Team Viewer - Team Viewer typically stores log information under C:\Documents and 

Settings\Administrator\Application Data\TeamViewer folder. The folder 

contains two files. Firstly connections file and TeamViewer5_log file, 
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both files contain connection information including file transfer logs. 

RDP - RDP does not leave any log information on the system. 

Firewall - Firewall log is placed under the C:\WINDOWS\pfirewall.log. The log 

information contains the all incoming and outgoing network information 

of the local network.  

 

Table 11 Image 2 log information summary 

 

4.2.3 Image 3 (Windows XP service pack 3) 

The table below summarises the artefacts left behind by VNC and RDP as log information on 

the Windows file system for Windows XP service pack 3.  

VNC applications/ RDP Artefacts left under file system 

Ultra VNC - Ultra VNC leaves log information under the application event viewer 

of receiving computer’s IP address and not of the host computer.  

- Ultra VNC places a log file under C:\Program Files\UltraVNC named 

mslogon. However there was no log file located in Image 1, therefore 

the application does not have any log file in Windows XP service pack. 

The file consists of client IP address and date and time the connection 

was received and ended. 

- Under C:\Program Files\UltraVNC, the application leaves a WInVNC 

log file that consists of debug information. 

Real VNC - Real VNC leaves log information under the application event viewer 

of receiving computer’s IP address and not of the host computer. 

- Real VNC stores saved connections under the C:\Documents and 

Settings\Administrator\Application Data\RealVNC. The saved 

connection contains the connection settings including the password for 

the connection. 

Tight VNC -  Tight VNC places a log file under C:\Documents and 

Settings\Administrator\Application Data\TightVNC. The folder contains 

a log file of the application, however the file is empty and no log 

information is displayed, despite the connections. 

Team Viewer - Team Viewer typically stores log information under C:\Documents and 



  Paresh Kerai
  
   

49 | P a g e  
 

Settings\Administrator\Application Data\TeamViewer folder. The folder 

contains two files. Firstly connections file and TeamViewer5_log file, 

both files contain connection information including file transfer logs. 

RDP - RDP does not leave any log information on the system. 

Firewall - Firewall log is placed under the C:\WINDOWS\pfirewall.log. The log 

information contains the all incoming and outgoing network information 

of the local network.  

 

Table 12 Image 3 log information summary 
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5.0 DISCUSSION OF RESULTS 

The information and data collected from analysed images as shown in chapter 5 and 6 clearly 

state what types of artefacts can be left behind by the VNC and RDP applications. This 

chapter will outline the recovered data and possible implications of the uses of each type of 

recovered data. The chapter explains the limitations during the analysis, discusses the results 

on the three images and answering the research questions outlined earlier in the thesis. 

5.1 Limitations  

The first thing that can be concluded from the results is that firewall and VNC applications 

must be enabled on the systems in order to read the application logs of remote connections. 

On Windows XP service pack 1 firewall does not allows remote connections unless 

configured to open ports, therefore the firewall was configured to allow the remote 

connections.  

Therefore the user will have to allow both remote connection and change firewall settings to 

allow VNC and RDP to connect to the internet.  

Secondly, the VNC applications and firewall does not log connection information on the 

computer system by default. For example if the user does not enable logging on the 

applications, then no logging information will be retrievable or found.  

During the experiment and analysis process, Windows XP service packs 1, 2 & 3 must enable 

on the computers to allow remote desktop using RDP protocol for connection. It is very 

important that the limitations are clear and understood as it can have a significant impact on 

the way that acquired data and information can be used as artefact. 

5.2 Ultra VNC 

5.2.1 Windows Registry  

As mentioned in chapter 6 under the result section that ultra VNC leaves important 

information behind about the remote connection initiated between the host and the client. The 

application stores the history of the clients the host computer initiated a remote connection 

with and the settings used for the connection. This is typically stored under the values 

HKEY_CURRENT_USER\Software\ORL\VNCviewer\MRU and 

HKEY_CURRENT_USER\Software\ORL\VNCviewer\History. This information is 

found under all the Windows XP service packs. This information can be important for an 
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investigator or for forensics purposes, this is because the client can be tracked down by the 

private IP address, which is stored under the registry value. Further analyse the client 

computer for any misconduct activities or behaviour.  

Furthermore with image 2 and 3 the application leaves a host computer's Ultra VNC server 

password under the registry value HKEY_CURRENT_USER\Software\ORL\WinVNC.  

This was not the case for image 1, and no server password was stored under the registry 

value. The password is typically encrypted by 3DES (Data Encryption Standard), however the 

encryption standard is vulnerable to brute force and dictionary attacks. Abel and Cain tool 

was used to crack the server password. The tool has a feature to crack VNC password of up to 

8 characters long, therefore if the password is more than 8 characters then, the tool cannot 

crack the password. VNC password decryptor by (Shadow Production) is also capable of 

decrypting the Ultra VNC server password. 

Under Appendix C in figures 25 and 39 shows decrypted passwords of the Ultra VNC server 

for images 2 and 3 respectively. Basically to decrypt the password, just type in the encrypted 

password stored under the registry value in the tool and the tool will decrypt the password and 

show it in clear text.  

5.2.2 File System  

Ultra VNC stores two files in the Widows file system under C:\Program Files\UltraVNC, 

namely; WinVNC log and mslogon. For image 1 (Windows XP service pack 1) the 

application only stores WinVNC log and not the mslogon file.  

WinVNC log contains the debug information about the application and the remote 

connections initiated with different clients. After analysis on the file, the file did not have any 

important information left behind for forensic purpose. This is because the debug information 

left on the file does not leave any connection information on what happens during the 

connection with each client. However the mslogon file has information that may be of 

importance for forensic investigators, as the file contains the log information on the time and 

date the host computer connected to the client computer with the IP address shown. This 

information is vital for investigation purposes as you can see the times and client IP addresses 

the host computer connected to. As mentioned earlier that this log file is only present in the 

Widows XP service pack 2 & 3. Despite the log information left by the application, however 

the logs does not contain any file transfer information on what file was transferred and where 

the file was placed on the host or client computer. 
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The application also leaves log information under event viewer in application logs. The log 

information contains the client IP address and what time and date the connection was received 

by the computer. The application does not log information about the connection going out, but 

instead the connection coming to the local network. The log also contains whether the client 

or host computer disconnected. 

5.3 Real VNC 

5.3.1 Windows Registry  

Real VNC also leaves crucial artefacts and information on the Windows registry system on all 

three images analysed. The application leaves the same information on all three images. 

Under HKEY_LOCAL_MACHINE\software\RealVNC\WinVNC4, the application stores 

the RSA private key. This key is usually encrypted and is generated by the host computer's 

Real VNC server during the remote connection session.  

Real VNC has three options on what encryption to use. Firstly is always on, then prefer 

encryption on and lastly prefer encryption off. The user has an option to choose on whether to 

use encryption or not. The RSA key is generated if the first option is selected.  

Under HKEY_CURRENT_USER \Software\RealVNC\VNCViewer4\MRU, the 

application stores the history of the clients private IP addresses the host computer connected 

to. This information can investigator to find the clients, since their private IP addresses is 

displayed.  

Under HKEY_LOCAL_MACHINE\software\RealVNC\WinVNC4, the application stores 

the host computer Real VNC server password which encrypted by 3DES encryption standard. 

This password is used by the client to connect to the host computer. The encryption is 

vulnerable to attacks as to Ultra VNC and Abel and Cain is easily able to decrypt and crack 

the server password within seconds. Figures 16, 30 and 42 in appendix C shows the cracked 

passwords of Real VNC server for all three images. VNC password decryptor by (Shadow 

Production) is also capable of decrypting the Real VNC server password.  

The application also stores View only password and Admin password typically encrypted 

under this value. This is an extra feature in Real VNC that the user can set ViewOnly 

password or Admin password. With ViewOnly feature the client can only perform limited 

functions defined by the other computer administrator and Admin feature gives the client, 
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admin privileges with few or no limits on the host computer. Therefore he/she can perform 

admin functions. This sets a default setting for different users who connect to the computer 

remotely. 

Under HKEY_LOCAL_MACHINE\Software\RealVNC\VNC Address Book, this is a 

saved connection of a client for future quick connection; it typically behaves like a bookmark. 

Under this registry key the application saves an encrypted master password. This password 

encrypts the address book which contains the connection settings including the remote 

connection password. However the master password had strong encryption used by the 

application and could not be decrypted to view the connection settings and password. 

5.3.2 File System  

Real VNC leaves log information under event viewer in application log the same way as Ultra 

VNC. The log information contains the client IP address and what time and date the 

connection was received by the computer. Therefore the log contains only the receiving client 

IP address and not showing that the host computer sent the remote connection to the client. 

The log also contains whether the client disconnected or host computer discontinued the 

connection. This is same to Ultra VNC application.  This information can be useful as 

investigators can check the date and time of the connections made. 

Real VNC stores address book under C:\Documents and Settings\Administrator\Application 

Data\RealVNC, the address book is like a bookmark that contains saved VNC connections for 

quick future connection. The address book is typically encrypted unless the user disables the 

encryption while saving the address book. Real VNC does not save any other log information 

under the file system. Since the application is capable and supports file transfer, it does not 

log any information relating to file transfer.  
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5.4 Tight VNC 

5.4.1 Windows Registry  

Tight VNC only leaves the application server session password which is usually encrypted by 

3DES and is placed under HKEY_LOCAL_MACHINE\Software\TightVNC\Server. 

The key value only contains the server password and connection settings. The application 

does not leave any history of client IP addresses the host computer initiated remote 

connection with. The application has same features in all three images. As like Ultra VNC 

and Real VNC Tight VNC’s server password vulnerable too and can be decrypted by Abel & 

Cain and VNC password decryptor tool. This is because of the weak encryption standards 

used by the applications.  Figures 20, 34 and 46 placed under appendix C shows the decrypted 

passwords of the Tight VNC server for three images respectively.  

5.4.2 File System  

Tight VNC places a log file under C:\Documents and Settings\Administrator\Application 

Data\TightVNC. The folder contains a log file of the application, however the file is empty 

and no log information is displayed, despite the connections. This came to a surprise as the 

application has an option of enabling the log file, but still no connection information is logged 

in the file. The application does not leave any log information under the event viewer. The 

application also supports file transfer feature but no log information is kept on the computer. 

This is a drawback for a forensic investigator as no important artefacts are left behind the 

application. 

5.5 Team Viewer 

5.5.1 Windows Registry  

Team Viewer does not work like the VNC applications and it uses TCP protocol and HTTP 

port 80 for remote connection. Therefore the settings and display is different from VNC 

applications mentioned above. The application usually stores and leaves some artefacts in the 

registry. Under HKEY_CURRENT_USER \Software\TeamViewer\Version5, the 

application stores the history of the client IDs, the local computer connected to. Now Team 

Viewer does not use client IP addresses for connection, instead it generates a client ID for 

connection and the ID needs to be passed to the host computer for the connection to work. 

Also the password for the connection is generated by the application and needs to be passed to 

the host computer for connection. The password is typically four characters long and normally 
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figures. The application uses Advanced Encryption Standard (AES) to encrypt the remote 

session password. 

Under HKEY_LOCAL_MACHINE\Software\ TeamViewer\Version5, the 

application stores the private and public keys of the remote connection and also other settings 

relating to the connection. The private and public keys are generated during the connection 

initiation; the encryption is based on RSA public/ private key exchange and is used in a 

similar form of https/SSL. The PKI (public key infrastructure) prevents Man-in-the-middle 

attacks between the remote connections.  

Under HKEY_LOCAL_MACHINE\Software\ TeamViewer\Version5, the 

application also stores the security password used for connection, typically encrypted with 

AES encryption standard. The session password is only stored in image 3 and not on other 

images. However cracking or decrypting the password was not possible as the encryption 

used is strong. 

5.5.2 File System  

Team Viewer usually stores the log files under the C:\Documents and 

Settings\Administrator\Application Data\TeamViewer folder. The folder contains two log 

files namely; connection file and TeamViewer5_log file. The connection file contains the 

history of the connections made by the application to the client computer including the date 

and time for the connection. 

TeamViewer5_log file contains all connection information from the point the host computer 

initiated remote connection with the client computer. The file contains connection settings 

such date, time of connection, IP address of the host computer, and IP address of the client 

computer, display settings, keyboard and mouse settings, Team Viewer server IP address, and 

file transfer log information. This information is important to a forensic investigator as he/she 

can retrieve the client IP address and also the files transferred during the connection. The log 

file had information on what files were transferred and where they were placed on the 

computer.  
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5.6 Remote Desktop Protocol (RDP) 

5.6.1 Windows Registry  

Remote desktop protocol by Microsoft does leave artefacts under the registry system. Usually 

under HKEY_CURRENT_USER \Software\Microsoft\Terminal Server 

Client\Default, the application leaves the history of the clients private IP addresses. As 

compared to VNC applications, RDP just leaves only client IP address history and no other 

connection settings. This is case on all images analysed. 

In addition in image 3, RDP under HKEY_CURRENT_USER 

\Software\Microsoft\Terminal Server Client\Servers, the service stores 

the username used for the connection and also the computer name of the client PC. This is not 

the case on images 1 and 2. From the information one can get the username and the computer 

name, which the host computer connected to. 

5.6.2 File System 

RDP does not leave any log information of any kind on the file system. 

5.7 Windows Firewall Analysis 

Firewall log is another crucial place to find any remote connection log information. Windows 

firewall log is by default disabled by the Windows operating system, however for the purpose 

of the research the log was enabled to find any information about the remote connections 

made by the computer. Firewall log is normally placed under C:\WINDOWS\pfirewall.log, 

unless the user changes the path settings. The log contains information such as all incoming 

and outgoing network information of the local network including port numbers, protocols 

used, IP addresses and date and time. All remote access protocols and applications leave log 

information in the firewall log file.  
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5.8 Addressing Research Questions 

The research questions mentioned earlier can be answered from the results found during the 

testing and analysis process. All three questions are addresses and answered individually in 

this section.  

Question 1 – Does the use of remote access protocols on a Windows platform PC 

produce artefacts? 

During the research and analysis of the images, it has been noted that different VNC remote 

access applications impact differently on Windows platform PC. The applications can also 

have different impacts on older and newer versions of Windows operating systems.  

Therefore to the answer the question we need to understand two aspects. Firstly that it 

depends on which remote access application is used. This is because this research focused on 

Ultra VNC, Real VNC, Tight VNC, Team Viewer and RDP more; these are few from many 

other remote access applications available in the market. Therefore not knowing how other 

remote access applications behave on the Windows system is conclusive.  

Secondly is that the research focused mainly on Windows XP system with different service 

packs and leaving out other version of Windows operating systems. Different operating 

systems have diverse impact on the remote access applications, and artefacts left behind these 

applications can be different from various VNC or remote access applications and various 

operating systems.  

Therefore from the points mentioned above and the results and testing it can be concluded 

that yes, remote access protocols produce and leave artefacts on Windows platform PC. 

Questions 1.1 – If remote access protocols produce any artefacts on a Windows platform 

PC, then what type of artefacts are produced? 

This is a sub question to question 1 above. Remote access protocols leaves artefacts and 

information such as client private IP addresses the host computer had initiated connections 

with, date and time of the connections, file transfer log information, host computer VNC 

server passwords and also RSA private and public keys generated during the remote 

connection between the two computers.  

However above mentioned in question 1 that different remote access protocols and 

applications produce different artefacts on Windows platform computers. Keeping this in 
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mind a conclusive answer cannot be derived as not all remote access protocols and 

applications available in the market were analysed in the thesis.  

Question 3 – Can a forensic process be developed for the extraction of remote access 

protocol artefacts from a device using VNC and RDP clients and server? 

Firstly a computer forensic procedure and guidelines needs to be understood to answer this 

question. The computer forensic procedure and guideline is explained earlier in section 4.2. 

The process of acquisition of the images and analysis used a cryptographic hashing to ensure 

the original evidence is not changed in any means. 

Yes a forensic process can be developed to extract artefacts of remote access protocols form 

devices using VNC and RDP clients and servers. However the computer forensic procedure 

and guideline explained earlier needs to be used side by side to produce a forensic process of 

extraction of artefacts of the remote access protocols from devices. 

5.9 Possible Implications of Results 

Based on the results derived from the analysis, there are number of likely implications for 

forensic investigators making use of the method outlined within the thesis.  

It was a significant result that remote access protocols and applications do produce and leave 

artefacts on Windows platform computer systems. In all the three images analysed, artefacts 

left behind by the remote access applications were found. However it was not possible to do 

remote desktop connection using RDP on all three images, because of the fact that Windows 

disables the feature. Also for image 1, VNC applications were not able to configure the 

Windows firewall automatically therefore connection could not be initiated. For all three 

images VNC applications and firewall logging in not enable by default, therefore logs cannot 

be retrieved if disabled. To overcome this, assumptions were made and all the features were 

enabled to perform successful remote connection between computers and also to retrieve log 

information about the connections.  

However it is possible that the retrieved data and information about the remote access 

applications and protocols could be used as supportive evidence in court of law. Then again 

the information could also be used in conjunction to provide additional information to assist 

during or in an investigation. For example is a computer was seized because of illegal content 

on the computer and the computer had a remote access application installed, then this means 

that the host computer made remote connections. If the investigators can be able to retrieve 



  Paresh Kerai
  
   

59 | P a g e  
 

the private IP address used for connection, then they can track the remote computer and seize 

the computer for analysis of illegal content.  

There are few limitations of the data and information retrieved from the images, which may 

prevent its use as potential primary evidence in court of law. However, this does not signify 

that the artefacts found during the analysis are not of a practical value to a potential forensic 

investigator. 
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6.0 CONCLUSION 

Remote access protocols and applications provide a unique graphical user interface access to 

users to remote computers. Therefore the users can connect to a remote computer using 

remote desktop applications and perform tasks and functions as if they are sited next to the 

computer. Remote access simply uses a protocol over a TCP/IP connection. Many 

organisations and individuals use this protocol to monitor and troubleshoot remote computers 

and systems. 

Remote access can be exploited by criminals and internet fraudsters to perform illegal 

activities and commit crime over the internet. Therefore this has significant potential to law 

enforcement agencies, government and other investigative agencies, as analysis on the 

applications may provide a way to track down the suspected cyber criminals.  

As the adaption of the remote technologies is increasing, as such the investigators are also 

gathering forensic methods to recover potential artefacts left behind by theses remote 

technologies.  

Future research in this area needs to be done to find out the degree of information and 

artefacts left behind by remote access protocols. The reason why further research is needed is 

that still a large amount of information can be retrieved from different remote applications 

and on different operating system platforms. Further analysis could potentially provide 

necessary or important information that is of forensic interest to investigators.  

The research conducted and explained in this thesis has demonstrated that it is possible to 

retrieve any artefacts produced and left behind by the remote access protocols and 

applications in forensic sound manner. Information such as IP addresses and the server name 

it connected to, is still important information as the other party can be identified by their 

private IP address that was used to connect to the computer. 

The analysis explained in this thesis will help forensic analysts and investigators to fight 

cyber crime over the internet.  
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8.0 APPENDICES 

8.1 Appendix A - Hash Values of Images 

8.1.1 Image 1 (Windows XP service pack 1) 

 

Created By AccessData® FTK® Imager 2.9.0.1385 100406 

Case Number: 11.2 

Evidence Number: 111 

Unique Description:  

Examiner: Paresh 

------------------------------------------------------------- 

Information for Z:\C\Users\Kerai\XP1 Image\image1: 

Physical Evidentiary Item (Source) Information: 

[Drive Geometry] 

 Bytes per Sector: 512 

 Sector Count: 62,889,064 

 Source data size: 30707 MB 

 Sector count:    62889064 

[Computed Hashes] 

 MD5 checksum:    f2a91bafd9ee01d8a124a499a62dd1f4 

 SHA1 checksum:   0f6eba6e613ccbf97ed3d1999d41d7dd04432b38 

Image Information: 

 Acquisition started:   Fri Sep 17 13:27:37 2010 

 Acquisition finished:  Fri Sep 17 14:46:30 2010 
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Image Verification Results: 

 Verification started:  Fri Aug 17 14:46:32 2010 

 Verification finished: Fri Aug 17 16:04:20 2010 

 MD5 checksum:    f2a91bafd9ee01d8a124a499a62dd1f4 : verified 

 SHA1 checksum:   0f6eba6e613ccbf97ed3d1999d41d7dd04432b38 : verified 

 

8.1.2 Image 2 (Windows XP service pack 2) 

Created By AccessData® FTK® Imager 2.9.0.1385 100406 

Case Number: 22.2 

Evidence Number: 2.02 

Examiner: Paresh 

-------------------------------------------------------------- 

Information for Z:\C\Users\Kerai\XP2 Image\image2: 

Physical Evidentiary Item (Source) Information: 

[Drive Geometry] 

 Bytes per Sector: 512 

 Sector Count: 83,866,384 

 Source data size: 40950 MB 

 Sector count:    83866384 

[Computed Hashes] 

 MD5 checksum:    d6d402514f01069a0a35481e3dfef7ee 

 SHA1 checksum:   c1b5bff1a2204628d4e0347a55f07898b3f9aad4 

Image Information: 
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 Acquisition started:   Fri Sep 17 13:28:30 2010 

 Acquisition finished:  Fri Sep 17 14:23:02 2010 

Image Verification Results: 

 Verification started:  Fri Aug 17 14:23:07 2010 

 Verification finished: Fri Aug 17 16:01:17 2010 

 MD5 checksum:    d6d402514f01069a0a35481e3dfef7ee : verified 

 SHA1 checksum:   c1b5bff1a2204628d4e0347a55f07898b3f9aad4 : verified 

 

8.1.3 Image 3 (Windows XP service pack 3) 

Created By AccessData® FTK® Imager 2.9.0.1385 100406 

Case Number: 33.3 

Evidence Number: 3.03 

Examiner: Paresh 

-------------------------------------------------------------- 

Information for Z:\C\Users\Kerai\XP3 Image\image3: 

Physical Evidentiary Item (Source) Information: 

[Drive Geometry] 

 Bytes per Sector: 512 

 Sector Count: 83,866,384 

 Source data size: 40950 MB 

 Sector count:    83866384 

[Computed Hashes] 

 MD5 checksum:    5e8488af6f272df4e3571873c6fdae23 
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 SHA1 checksum:   583c0cea72f74c1a42ba0a6aa9f282cd6ec2b282 

Image Information: 

 Acquisition started:   Fri Aug 17 13:29:25 2010 

 Acquisition finished:  Fri Aug 17 14:30:42 2010 

Image Verification Results: 

 Verification started:  Fri Sep 17 14:30:48 2010 

 Verification finished: Fri Sep 17 15:58:48 2010 

 MD5 checksum:    5e8488af6f272df4e3571873c6fdae23 : verified 

 SHA1 checksum:   583c0cea72f74c1a42ba0a6aa9f282cd6ec2b282 : verified 
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8.2 Appendix B – Files Hash Values 

8.2.1 Image 1 

8.2.1.1 Registry Files 

C:\Documents and Settings\Administrator\Desktop\WinXP1 files\Registry 

files\NTUSER[10857].DAT 

MD5: 5b5f05fb894c4e287aa5b6b7012049c0 

C:\Documents and Settings\Administrator\Desktop\WinXP1 files\Registry files\SAM[3387] 

MD5: 384145787336bc1e1cf51d0ec8a01ff8 

C:\Documents and Settings\Administrator\Desktop\WinXP1 files\Registry files\default[3981] 

MD5: 20d374c798e34937ac6d548e27efdbad 

C:\Documents and Settings\Administrator\Desktop\WinXP1 files\Registry files\system[3184] 

MD5: 092521bbfc9f2a1a66acbf3a4da8851e 

C:\Documents and Settings\Administrator\Desktop\WinXP1 files\Registry 

files\software[3212] 

MD5: 2d3b5d80abf0bcd9f76866d2e1ba74cb 

C:\Documents and Settings\Administrator\Desktop\WinXP1 files\Registry 

files\userdiff[3370] 

MD5: 1fab80c309d2f83fa77c2e7a1f0487c6 

C:\Documents and Settings\Administrator\Desktop\WinXP1 files\Registry 

files\SECURITY[3386] 

MD5: bfec81114f03e810257804b295efd355 
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8.2.1.2 Log Files 

C:\Documents and Settings\Administrator\Desktop\WinXP1 files\Logs 

Files\TeamViewer5_Logfile[18804].log 

MD5: a21d4f023744d251c99281ee12a99903 

C:\Documents and Settings\Administrator\Desktop\WinXP1 files\Logs 

Files\pfirewall[45017].log 

MD5: 96fd3b449c1a8989fda4d3993680e4e1 

C:\Documents and Settings\Administrator\Desktop\WinXP1 files\Logs 

Files\Connections[45057].txt 

MD5: d37e1ace413e7f2a2a1bf46e3dc1b49e 

C:\Documents and Settings\Administrator\Desktop\WinXP1 files\Logs 

Files\WinVNC[45025].log 

MD5: cec3aa75382c3ac49cb8b9d8ef173cad 

 

8.2.1.3 Event viewer log files 

C:\Documents and Settings\Administrator\Desktop\WinXP1 files\Event Log 

files\SysEvent[3402].Evt 

MD5: 915be121d5586cce366191ac50c4aca0 

C:\Documents and Settings\Administrator\Desktop\WinXP1 files\Event Log 

files\SecEvent[3401].Evt 

MD5: 4407052e2885c8319711f5112fafaf5c 

C:\Documents and Settings\Administrator\Desktop\WinXP1 files\Event Log 

files\AppEvent[3400].Evt 

MD5: bb598b69b27ddf3b2b2ba73749bb641c 
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8.2.2 Image 2 

8.2.2.1 Registry Files 

C:\Documents and Settings\Administrator\Desktop\WinxXP2 files\Registry 

Files\system[1984] 

MD5: 9170c77cb552d580bc66dd084c4ff3c2 

C:\Documents and Settings\Administrator\Desktop\WinxXP2 files\Registry 

Files\software[3530] 

MD5: 572f1db209708a3c11500edb279f787d 

C:\Documents and Settings\Administrator\Desktop\WinxXP2 files\Registry 

Files\SECURITY[3669] 

MD5: 8d74376143063d448098b145486c9b81 

C:\Documents and Settings\Administrator\Desktop\WinxXP2 files\Registry Files\SAM[3670] 

MD5: e12bd3be4b5f7dc1d58f18b04b8236f6 

C:\Documents and Settings\Administrator\Desktop\WinxXP2 files\Registry 

Files\NTUSER[11136].DAT 

MD5: 4dc97f85b3d2dc3b17bd2e799d8385a2 

C:\Documents and Settings\Administrator\Desktop\WinxXP2 files\Registry 

Files\default[4379] 

MD5: a9582516acc281b3b793c868e724eb8e 

 

8.2.2.2 Log Files 

C:\Documents and Settings\Administrator\Desktop\WinxXP2 files\Log 

files\WinVNC[25353].log 

MD5: d46c3d0cfb9cb0fd8f888365b868b944 

C:\Documents and Settings\Administrator\Desktop\WinxXP2 files\Log 

files\TeamViewer5_Logfile[20141].log 
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MD5: 5b32650d62e6e2f4a89d013747b4c647 

C:\Documents and Settings\Administrator\Desktop\WinxXP2 files\Log 

files\pfirewall[25315].log 

MD5: 8a3d89ffd21f0e8b38ab73238c0942fa 

C:\Documents and Settings\Administrator\Desktop\WinxXP2 files\Log 

files\mslogon[20170].log 

MD5: b839fd303484f396cef8dc4121f1d259 

C:\Documents and Settings\Administrator\Desktop\WinxXP2 files\Log 

files\Connections_incoming[20295].txt 

MD5: dea50d23214f3774896cc863115744dd 

C:\Documents and Settings\Administrator\Desktop\WinxXP2 files\Log 

files\Connections[18432].txt 

MD5: fa9b5376fb1e832ddda7d2a7afebd892 

 

8.2.2.3 Event viewer log files 

C:\Documents and Settings\Administrator\Desktop\WinxXP2 files\Event log 

files\AppEvent[3684].Evt 

MD5: 901d9a778151802787b598ca6e625e8e 

C:\Documents and Settings\Administrator\Desktop\WinxXP2 files\Event log 

files\SysEvent[3686].Evt 

MD5: c0f699d332db06468af9d8e0ce2d9bd4 

C:\Documents and Settings\Administrator\Desktop\WinxXP2 files\Event log 

files\SecEvent[3685].Evt 

MD5: 4407052e2885c8319711f5112fafaf5c 
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8.2.3 Image 3 

8.2.3.1 Registry Files 

C:\Documents and Settings\Administrator\Desktop\WinXP3 files\Registry files\system[1863] 

MD5: 7df5d9bda3349d2d9fbe2906c936d04d 

C:\Documents and Settings\Administrator\Desktop\WinXP3 files\Registry 

files\software[3668] 

MD5: f9f9bf5d147ab43e373e5378294d0e13 

C:\Documents and Settings\Administrator\Desktop\WinXP3 files\Registry 

files\SECURITY[3826] 

MD5: 21da7de2ef9392e0262744f114545960 

C:\Documents and Settings\Administrator\Desktop\WinXP3 files\Registry files\SAM[3827] 

MD5: 2c4f39c511790ac68eaa329fc3f849c1 

C:\Documents and Settings\Administrator\Desktop\WinXP3 files\Registry 

files\NTUSER[11724].DAT 

MD5: 869c39e4509d7410a303069ca9321b7f 

C:\Documents and Settings\Administrator\Desktop\WinXP3 files\Registry files\default[4535] 

MD5: bdd6fd6cd17d93160ab01c9fdb0e421f 

 

8.2.3.2 Log Files 

C:\Documents and Settings\Administrator\Desktop\WinXP3 files\Log 

files\WinVNC[17457].log 

MD5: bcf17c95174a6a3d7b01e2e6444fab45 

C:\Documents and Settings\Administrator\Desktop\WinXP3 files\Log 

files\vncchat[24112].xml 

MD5: 3d396f69a5a5e528efcf492fedf06dda 
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C:\Documents and Settings\Administrator\Desktop\WinXP3 files\Log 

files\TeamViewer5_Logfile[13670].log 

MD5: 51f5d56cde228dff3d288f3fcbf28dd6 

C:\Documents and Settings\Administrator\Desktop\WinXP3 files\Log 

files\pfirewall[17467].log 

MD5: b0c41ec13bc3e9b0bde6973a47452c31 

C:\Documents and Settings\Administrator\Desktop\WinXP3 files\Log files\mslogon.log 

MD5: 5c2c770c1caf67d3a6ca0803afdc858f 

C:\Documents and Settings\Administrator\Desktop\WinXP3 files\Log 

files\Connections_incoming[52021].txt 

MD5: 8b9699af6df64d16125c498a53f70345 

C:\Documents and Settings\Administrator\Desktop\WinXP3 files\Log 

files\Connections[13673].txt 

MD5: bc980ce05789031852c9514dc3f3e26f 

 

8.2.3.3 Event viewer log files 

C:\Documents and Settings\Administrator\Desktop\WinXP3 files\Event log 

files\SecEvent[3842].Evt 

MD5: 4407052e2885c8319711f5112fafaf5c 

C:\Documents and Settings\Administrator\Desktop\WinXP3 files\Event log 

files\SysEvent[3843].Evt 

MD5: aac1e0c0ac8ff4b0874a3f2d9dcc29eb 

C:\Documents and Settings\Administrator\Desktop\WinXP3 files\Event log 

files\AppEvent[3841].Evt 

MD5: fdfca99bc5b88e776dcaa8c72ac7ebaa
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8.3 Appendix C - Registry Analysis  

8.3.1 Image 1  

Figure 10 shows how UltraVNC stores the client private IP addresses under regisrty 

HKEY_CURRENT_USER\Software\ORL\VNCviewer\History. The IP addresses shown are the addresses the local computer initiated remote 

connection using UltraVNC viewer. 

 

Figure 10 UltraVNC shows client IP addreses 
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The figure 11 below shows the connection settings of a particular client that the local computer and the client computer negotiated during the 

connection. 

 

Figure 11 UltraVNC client connection settings 
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Figure 12 below shows where the RealVNC stores RSA encrypted private key that was created during the connection in the registry under 

HKEY_CURRENT_USER \Software\RealVNC\vncconfig and also shows the encryption type the application is using. In this case the VNC 

server decides on the encryption type to use during the connection. 

 

Figure 12 RealVNC RSA Private Key in registry  
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Figure 13 shows the RealVNC connection history of the client IP addresses the local computer initiated connection. The value is found under 

Under HKEY_CURRENT_USER \Software\RealVNC\VNCViewer4\MRU. 

 

Figure 13 RealVNC Clients IP addresses 
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Figure 14 below shows where RealVNC places the local computer’s VNC server password. It is typically encrypted with 3DES. Note that this 

password is of the local computer and not of the client’s VNC server password. The values are stored under 

HKEY_LOCAL_MACHINE\Software\RealVNC\WinVNC4 

 

Figure 14 RealVNC server encrypted password in registry 
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Figure 15 below shows the decrypted password for the RealVNC found under the registry above using Abel and Cain software. The tool attacks 

VNC passwords of up to 8 character long and use 3DES encryption. Therefore it is the ideal tool to decrypt VNC server password. The 

decrypted password is westcoas 

 

Figure 15 RealVNC decrypted password using Abel and Cain 
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TeamViewer also stores the client connection IDs that the local computer connected to, and also the connection settings as shown in figure 16 

below. This is typically stored under Under HKEY_CURRENT_USER \Software\TeamViewer\Version5.  

 

Figure 16 TeamViewer client IDs 
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Figure 17 below shows the encrypted private and public keys stored in the registry under HKEY_LOCAL_MACHINE\Software\ 

TeamViewer\Version5. These keys are generated when the client and  local computer initiate the connection. The keys are typically encrypted 

with RSA cipher encryption algorithm. 

 

Figure 17  TeamViewer encrypted private and public stored under registry 
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TightVNC also stores the local computers TightVNC server password in the registry under value 

HKEY_LOCAL_MACHINE\Software\TightVNC\Server. The application also stores the connection and application settings. However as to 

other VNC applications, it does not save any connection history of the client machines, that the local computer connected to. This is shown in 

the figure 18 below. 

 

Figure 18 TightVNC server session encrypted password stored in registry 
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The figure 19 below shows the TightVNC decrypted password by Abel and Cain tool. Basically just type in the encypted password found under 

the registry and Abel and Cain will decrypt and show the server password. As shown below winxpsp1 was the decrypted password. 

 

Figure 19 TightVNC decrypted password using Abel and Cain 
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Figure 20 shows the client connection history saved by the RDP under the value HKEY_CURRENT_USER \Software\Microsoft\Terminal 

Server Client\Default. These are again the private IP addresses of the client. 

 

Figure 20 Remote desktop protocol settings 
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8.3.2 Image 2  

The figures below shows the settings and artefacts left behing by UltaVNC, RealVNC, TightVNC, TeamViewer and RDP on Windows XP 

serive pack 2. 

Figure 21 shows how UltraVNC stores the client private IP addresses under regisrty 

HKEY_CURRENT_USER\Software\ORL\VNCviewer\History. The IP addresses shown are the addresses the local computer initiated remote 

connection using UltraVNC viewer. 

 

Figure 21 UltraVNC shows client IP addresses 
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The figure 22 below shows the connection settings of a particular client that the local computer and the client computer negotiated during the 

connection. 

 

Figure 22 UltraVNC client connection settings 
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Figure 23 shows the encrypted UltraaVNC server password typically encrypted with 3DES under the value 

HKEY_CURRENT_USER\Software\ORL\WinVNC. This means that on the previous image of Windows XP service pack 1, UltrtaVNC does 

not store the server password in registry. 

 

Figure 23 UltraVNC server encrypted password in registry 
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The figure 24 below shows the UltraVNC decrypted password by Abel and Cain tool. As shown below welcome was the decrypted password. 

 

Figure 24 UltraVNC decrypted password using Abel and Cain 
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Figure 25 below shows where the RealVNC stores RSA encrypted private key that was created during the connection in the registry under 

HKEY_CURRENT_USER \Software\RealVNC\vncconfig and also shows the encryption type the application is using. In this case the VNC 

server decides on the encryption type to use during the connection. 

 

Figure 25 RealVNC RSA Private Key in registry 

 

 

 



  Paresh Kerai     

93 | P a g e  
 

Figure 26 shows the RealVNC connection history of the client IP addresses the local computer initiated connection. The value is found under 

Under HKEY_CURRENT_USER \Software\RealVNC\VNCViewer4\MRU. 

 

Figure 26 RealVNC Clients IP addresses 
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Figure 27 below shows where RealVNC places the local computer’s VNC server password. It is typically encrypted with 3DES. Note that this 

password is of the local computer and not of the client’s VNC server password. The values are stored under 

HKEY_LOCAL_MACHINE\Software\RealVNC\WinVNC4. 

However in Windows XP service pack 2, RealVNC also stores the Adminpassword and ViewOnly password if set, unlike to service pack 1 

which does not store such values. The figure below shows the passwords are empty with all 00000000 values. 

 

Figure 27 RealVNC server encrypted password in registry 
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Figure 28 shows that RealVNC stores encrypted masterpassword under values HKEY_LOCAL_MACHINE\Software\RealVNC\VNC Address 

Book. This stores the connection settings and connection password of a connection that the user saved for future quick connection. 

 

Figure 28 RealVNC encrypted masterpassword in registry 
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Figure 29 below shows the decrypted password for the RealVNC found under the registry above, using Abel and Cain software. The decrypted 

password is winxpsp2 

 

Figure 29 RealVNC decrypted password using Abel and Cain 
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TeamViewer also stores the client connection IDs that the local computer connected to, and also the connection settings as shown in figure 30 

below. This is typically stored under Under HKEY_CURRENT_USER \Software\TeamViewer\Version5.  

 

Figure 30 TeamViewer client IDs 
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Figure 31 below shows the encrypted private and public keys stored in the registry under HKEY_LOCAL_MACHINE\Software\ 

TeamViewer\Version5. These keys are generated when the client and local computer initiate the connection. The keys are typically encrypted 

with RSA cipher encryption algorithm. 

 

Figure 31 TeamViewer encrypted private and public stored under registry 
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TightVNC stores the local computers TightVNC server password in the registry under value 

HKEY_LOCAL_MACHINE\Software\TightVNC\Server. The application also stores the connection and application settings. However as to 

other VNC applications, it does not save any connection history of the client machines that the local computer connected to. This is shown in the 

figure 32 below. 

 

Figure 32 TightVNC server session encrypted password stored in registry 
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The figure 33 below shows the TightVNC decrypted password by Abel and Cain tool. As shown below welcome was the decrypted password. 

 

Figure 33 TightVNC decrypted password using Abel and Cain 
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Figure 34 shows the client connection history saved by the RDP under the value HKEY_CURRENT_USER \Software\Microsoft\Terminal 

Server Client\Default. These are again the private IP addresses of the client. 

 

 

Figure 34 Remote desktop protocol settings 
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8.3.3 Image 3  

The figures below shows the settings and artefacts left behing by UltaVNC, RealVNC, TightVNC, TeamViewer and RDP.  

Figure 36 shows how UltraVNC stores the client private IP addresses under regisrty 

HKEY_CURRENT_USER\Software\ORL\VNCviewer\History. The IP addresses shown are the addresses the local computer initiated remote 

connection using UltraVNC viewer. 

 

Figure 35 UltraVNC shows client IP addresses 
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The figure 37 below shows the connection settings of a particular client that the local computer and the client computer negotiated during the 

connection. 

 

Figure 36 UltraVNC client connection settings 
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Figure 38 shows the encrypted UltraaVNC server password typically encrypted with 3DES under the value 

HKEY_CURRENT_USER\Software\ORL\WinVNC. This means that on the previous image of Windows XP service pack 1, UltrtaVNC does 

not store the server password in registry. 

 

Figure 37 UltraVNC server encrypted password in registry 
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The figure 38 below shows the UltraVNC decrypted password by Abel and Cain tool. As shown below GASSING was the decrypted password. 

 

Figure 38 UltraVNC decrypted password using Abel and Cain 
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Figure 39 shows the RealVNC connection history of the client IP addresses the local computer initiated connection. The value is found under 

Under HKEY_CURRENT_USER \Software\RealVNC\VNCViewer4\MRU. 

 

Figure 39 RealVNC Clients IP addresses 
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Figure 40 below shows where RealVNC places the local computer’s VNC server password. It is typically encrypted with 3DES. Note that this 

password is of the local computer and not of the client’s VNC server password. The values are stored under 

HKEY_LOCAL_MACHINE\Software\RealVNC\WinVNC4 and also the RSA private key. 

 

Figure 40 RealVNC server encrypted password in registry 
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Figure 41 below shows the decrypted password for the RealVNC found under the registry above using Abel and Cain software. The decrypted 

password is starwars as shown below. 

 

Figure 41 RealVNC decrypted password using Abel and Cain 
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TeamViewer also stores the client connection IDs that the local computer connected to, and also the connection settings as shown in figure 42 

below. This is typically stored under Under HKEY_CURRENT_USER \Software\TeamViewer\Version5.  

 

 

Figure 42  TeamViewer client IDs 
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Figure 43 below shows the encrypted private and public keys stored in the registry under HKEY_LOCAL_MACHINE\Software\ 

TeamViewer\Version5. These keys are generated when the client and  local computer initiate the connection. The keys are typically encrypted 

with RSA cipher encryption algorithm. The application also stores session password for connection and is encrypted by AES standards. This was 

not the case in the earlier images of Windows XP service pack 1 and 2. Therefore Windows XP service pack 3 stores the session password in 

registry.  

 

Figure 43 TeamViewer encrypted private,public and session password in registry 
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TightVNC also stores the local computers TightVNC server password in the registry under value 

HKEY_LOCAL_MACHINE\Software\TightVNC\Server. The application also stores the connection and application settings. However as to 

other VNC applications, it does not save any connection history of the client machines that the local computer connected to. This is shown in the 

figure 44 below. 

 

Figure 44 TightVNC server session encrypted password stored in registry 
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The figure 45 below shows the TightVNC decrypted password by Abel and Cain tool. Basically just type in the encypted password found under 

the registry and Abel and Cain will decrypt and show the server password. As shown below winxpsp3 was the decrypted password. 

 

Figure 45 TightVNC decrypted password using Abel and Cain 
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Figure 46 shows the client connection history saved by the RDP under the value HKEY_CURRENT_USER \Software\Microsoft\Terminal 

Server Client\Default. These are again the private IP addresses of the client. 

 

Figure 46 Remote desktop protocol settings 
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Figure 47below shows that RDP or terminal service client also stores the computer name and username of the client. This was not the case in 

earlier images. This can be important as you have the username and computer name of the client of computer which made a remote connection. 

 

Figure 47 Remote desktop protocol client information 
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8.4 Appendix D - Log File Analysis 

8.4.1 Image 1  

Figure 48 below shows the application log under the event viewer of UltraVNC. UltraVNC logs information on the client computer only, 

therefore the application does not log connection information on the host computer. The log information consists of IP address and 

connection received and end date and time. 

 

Figure 48 Application event log of UltraVNC 
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Figures 49-50 shows the application log information of RealVNC under the event viewer. RealVNC logs log information consists of IP 

address and connection received and end date and time. However the IP address in the log is of the client machine not of the host computer. 

The application does not log connection information on the host computer. 

 

 

Figure 49 Application Log information of RealVNC 
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Figure 50 Application Log information of RealVNC 
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Figure 51 shows the firewall log of image 1. In all Windows XP service packs firewall logging is by default disabled. Therefore logging was 

enabled on all the three image machines for logging purpose. The firewall log consists of all incoming and outgoing connection on the local 

network including connection data, time; ports used for connection, type of protocol and also IP addresses that the local computer connected to. 

 

Figure 51 Firewall log information for Image 1 
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Figure 51-54 below shows the connection logs of Team viewer. Normally Team viewer log files are located under C:\Documents and 

Settings\Administrator\Application Data\TeamViewer. The folder consists of two files namely; connections.txt, this file consists of the client IDs 

used for connection including the date and time for connection.TeamViewer5_Logfile, this file consists of all the connection details such as 

connection settings, connection encryption, file transfer log and other connection related information. Figure 54 shows the files transferred using 

Team Viewer and where the files were placed. 

 

Figure 52 TeamViewer connection log information  
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Figure 53 Team Viewer connection log 

 



  Paresh Kerai     

121 | P a g e  
 

 

Figure 54 Team Viewer file transfer log information 
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8.4.2 Image 2 (Windows XP service pack 2) 

Figures 55  shows the application log information of RealVNC under the event viewer. RealVNC logs log information consists of IP address and 

connection received and end date and time. However the IP address in the log is of the client machine not of the host computer. The application 

does not log connection information on the host computer. 

 

Figure 55 Application Log information of RealVNC 
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Figure 56 below shows the application log under the event viewer of UltraVNC. UltraVNC logs information on the client computer only, 

therefore the application does not log connection information on the host computer. The log information consists of IP address and connection 

received and end date and time. 

 

Figure 56 Application event log of UltraVNC 
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Figure 57 shows the firewall log of image 2. In all Windows XP service packs firewall logging is by default disabled. Therefore logging was 

enabled on all the three image machines for logging purpose. The firewall log consists of all incoming and outgoing connection on the local 

network including connection data, time; ports used for connection, type of protocol and also IP addresses that the local computer connected to. 

 

Figure 57 Firewall log information for Image 2 
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Figure 58-59 below shows the connection logs of Team viewer. Normally Team viewer log files are located under C:\Documents and 

Settings\Administrator\Application Data\TeamViewer. The folder consists of two files namely; connections.txt, this file consists of the client IDs 

used for connection including the date and time for connection.TeamViewer5_Logfile, this file consists of all the connection details such as 

connection settings, connection encryption, file transfer log and other connection related information. Figure 54 shows the files transferred using 

Team Viewer and where the files were placed. 

 

Figure 58 Team Viewer file transfer log information 
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Figure 59 Team Viewer connection log 
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Figure 60 below shows the log file information of Ultra VNC placed under C:\Program Files\UltraVNC. The file is mslogon.log and contains the 

connections received and date and time of the connections. The file also gives information on who disconnected the remote connection. 

 

Figure 60 Ultra VNC log information Image 2 
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8.4.3 Image 3 (Windows XP service pack 3) 

Figure 61 below shows the application log under the event viewer of UltraVNC. UltraVNC logs information on the client computer only, 

therefore the application does not log connection information on the host computer. The log information consists of IP address and connection 

received and end date and time. 

 

Figure 61 Application event log of UltraVNC 



  Paresh Kerai     

129 | P a g e  
 

Figures 62-63 shows the application log information of RealVNC under the event viewer. RealVNC logs log information consists of IP address 

and connection received and end date and time. However the IP address in the log is of the client machine not of the host computer. The 

application does not log connection information on the host computer. 

 

 

Figure 62 Application Log information of RealVNC 
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Figure 63 Application Log information of RealVNC 
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Figure 64 shows the firewall log of image 3. In all Windows XP service packs firewall logging is by default disabled. Therefore logging was 

enabled on all the three image machines for logging purpose. The firewall log consists of all incoming and outgoing connection on the local 

network including connection data, time; ports used for connection, type of protocol and also IP addresses that the local computer connected to. 

 

Figure 64 Firewall log information for Image 3 
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Figure 65-66 below shows the connection logs of Team viewer. Normally Team viewer log files are located under C:\Documents and 

Settings\Administrator\Application Data\TeamViewer. The folder consists of two files namely; connections.txt, this file consists of the client IDs 

used for connection including the date and time for connection.TeamViewer5_Logfile, this file consists of all the connection details such as 

connection settings, connection encryption, file transfer log and other connection related information. Figure 66 shows the files transferred using 

Team Viewer and where the files were placed. 

 

Figure 65 Team Viewer connection log 
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Figure 66 Team Viewer file transfer log information 
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Figure 67-68 below shows the log file information of Ultra VNC placed under C:\Program Files\UltraVNC. The file is mslogon.log and contains 

the connections received and date and time of the connections. The file also gives information on who disconnected the remote connection. 

 

Figure 67 Ultra VNC log information Image 3 
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Figure 68 Ultra VNC log information Image
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