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Hardware implementation of a point multiplication algorithm based on
parallel scheduling

Yunfeng Wang, Jing Wang, Shiwei Huang

('School of Information Science and Engineering, Xiamen University, Xiamen, 361005, China)

Abstract: An improved parallel scheduling algorithm and specific hardware scheduling structure
is presented in this paper for solving the problem of low speed and high hardware cost of point
multiplication algorithm of elliptic curve over GF ( 2m ) .Merging the underlying modular multiplication,
modular inversion and modular square algorithm is used to reduce the cost of hardware implementation.
Then a parallel scheduling has been made to point multiplication algorithm with modular multiplication
and modular square for increasing computing speed. Besides, specific hardware scheduling structure is
designed to reduce the complexity according to the feature of point multiplication. The result shows that
point multiplication module introduced by this paper has reached an excellent cost performance both on
speed and hardware resources on FPGA of StratixIIl series.

Key words: Inversion—Multiply-Square ( IMS ) algorithm; Point Multiplication Algorithm;
Parallel Scheduling; Binary Finite Fields;
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i 15 i £k % 54 ( ECC, Elliptic Curve Cryptography ) fE{5 B4 " i 72, Wi
FFLPSE T ECC BITERE . PRI AR B B BEAFBETTH2 H AT ECC SR MR R B A

HAETC AT GF (2m ) i 0 58 2 50 9 = 2R F 3 Bl B IR )2 5 Wiz B o, AR5l
I A FHR A B3R T A v % 610 D ke S BN ISR A& BT DR o SCHR (3] SRR AR IE ML, 4
H T bit—serial 11 bit—parallel WA 7 =0 B S AL e B L B T bit—-serial J7 2UAE &S BHh 2T

*EEWR: HFARPFESTH (61274133), fHEE HRFERATH (2010J05143)
EE®/ N Fuig (1977-), B, BlEZ, i, FEoehm. (§ER%% 4 58 i
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Rt —1r, BERRz AR FAER, T bit-parallel J7 20 78 B4 I ] 9] LU 58 i — YA 3fe
B, S AR, MRS AN o SCHER (4] X TE P Aeny ) A, fE T — R xS
Montgomery s FEB AT I FE Z0 il 09 J i, Bkt SO An GRS O 2, 4t T T2 iz
(BHJEZ U B IFAT I RS, BEURFFAH R, SCHR [5] B0 BRI e 58 1 K 2 — kil ofe 1 Bk
Tyl Froo R B ARFR AR Z 0 G B ARG &, RO 7RISR, (Bis S g . SR (6]
FE T 15 005 3 R B TR M Al modified Montgomery #R I B yL 31 T — R MERE T 97 e S 8 &5 05 P b
FRAS RESA, w4 et R GRS m , (HI2d TR AT I A3, asmtsh R 2, 5

AR SCHEXS b3 g 3P 5 K R S 90 0% 23 A R0 LGB 0 BE Al b, o) ST I R R R AT 0,
T o A A7 ) 32 45 A S IR ASESfe FIASC - O 1 PR ORAT TS B . SEIR S5 SRR, SR M7
KB R 7ROk, SRR 1 BB S A

1 AEEES gt

1.1 mREESN

ST PR R, & ECC MZ.0IEE, W RRFER BB R T, w0 a5 R A
SR AN TR M 3l R A T LA A R i 4 AT RS a3k, HL A Double-
and—Add IR | woary SR L . MNEEIRE D . £ woary SRS L [E E T INVE S T
A modified Montgomery 5 36 5.3 o 1M [ 52 o5 e 387 BB T8 0 00 55 174 i 3f6 . 25 SR 3 S s oz
ASCKE T E ] s R

75 Pl H S R B, modified Montgomery p5 e B IE AT BT E, A6 550>, IHE
AN, HARRUGEA UM A S A W R B R . i A BRI A ST Bk, modified
Montgomery s 58 ik Je 380 ik B e bR 340k ), ndak 1 R .

% 1: modified Montgomery SIS L (S AFR T ) P

Al KEH k>0, P=(x,y)e Em (a,b);

RK:Q=k-P;

1:if (k=0 or x =0) then

return Q = (0,0);
2 k=t kg kykg )y

. - _1. 4 _ 2.
3.X1—x, Zl_l’ X2—x +b; Z2—x ;

4:fori=1-2 to 0 do
4a: if (ki =1) then

2-X Zl;

_ 2
{Xl—x(XlZanXZZl) +X,Zy X,

_ 2.
7, =(X\Zy +X,2))%;
2

252,

o4 4
{sz +b.23;
225

22 =X
else

X2y

_ 2
{sz.(xlzﬂxzzl) ¥X,Zy X2

- 2,
22 _(XIZ2 +X221) ;
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s —x22.

_~4 4,
{X1X1+b~zl,
1=21410

X X X
5: 1) =(—1+x)' (—1+x)(—2+x)+x2 +y x71 +y;
4 V4 4
1 1 2
6: return Q = (x;,y¢);

1.2 ERERHH

ST B E AR R Fh ASUIORT RS BR A S
B, T AT R A3 B S e 9 IS )2 A PR -
L) 1IN SUANE A0 KR 1o By e R R 36 1 stk —— J BRI
WA kit S ‘I: R

T T S LA ) RS2 e ), PRI 7 o I 5
MU AE SRR B AR AE S IR AT R B R VT RE L GE S
I A I A7 R EE AT LA B S 0 P ofe i B
BI0SCik 3, 9, 10] ¥R 7 34798 5 () JE A8 TN Sk HizHZ HizHZ
PRl b A S F Sk (3] Ay BT AR, $R S IMS 1 AREENEREN
(Inversion-Multiply-Square ) 5%, W% % 2 Fig.1 Hierarchy of the point multiplication
J7s

(A RC S BN o R 8o Y5 % U - ! s e e < NN S 1= [ = MR 0 KR | i <6
BRI X T IR B s A, A TR IR, BEIR TR A
HA Y m/T =08, fEBEHE, BN — AT 2 2m=—1 IEC; M m/i =10, W] [F A3
BB i, H—RiEHRE m KiER,
Bk 2. IMS Bk
m
E A Fx)= Y fixl;
i=0

m—1 i m—1 i m-—1 i
A= ¥ ax; Bx)= X bx; QX=X qx;
i=0 i=0 i=0

& A(X)_l modF(x); if m/i = 0;
A(x)- B(x)modF(x); Q(x)2 modF(x); ifm/i=1;
1:(G=0)
s9(x) = x - A(x);
RO(x) = F(x);
0 xm; if m/i=0;
C'"x)= _
; ifm/i=1;
0 0; if m/i =0;
H"(x) = _
{0, B(x)}; if m/i =1;
d%=2=10,---,0,1,0};
sign0 =1;

0 m-—1 2i— .
Qi () ={0,Q(x)} = O’i:r%+1qix s
2
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m—1
2 2i
QL= X qx™;
L iso 1
L J2m-Ls if m/i =0;
m; ifm/izl;
2:forj=1 to k do

e= sﬂ{l -signJ_l;

signj _ s%ﬁl, if s1gnJ =1,
dg)_l; if sign]_ =0;
six) = x- (s o+ st RIT s
cie cloesimi o, ifmi=o;
X) = . . .
cegeni s oo itmi=t;
Rj( ) Sj_l(x); ife=1&m/i=0;
X) = .
R () ife=0| mi=1;
. s ife=1&m/i=0;
X)= .
I o ife=0| mi=1;
dj ~ 2-dJ_1; if sign! =1;
dJ_1/2; if sign’ = 0;

Q0 =x-Qf 0 +alyl | Ro:
HX (x); if mfi = 0;
3 :return ~
ckw: Qe+ 0  ifmi=1;

FHF modified Montgomery 5. 1= B4R S IMS Bk Bis B, ARSCER T IZB IR
JEOr Mk, ANEEE 3 TR BT IMS SR SO ALY O IR ATIZ B, TR SR RN, K R
SRR IR I RE [R) I PRA T AR S AP 7 1 3R IKX B 20, B OB S FUSEF- Oy PR B R AT ) BE SRR o 0 T
Pz, TS BR R, PR TR S | BRI T I T 50 2 SR K 45 AH ) 25 A7 Z T
AJ ] i BEATROINH A . AT SE 3 TR his B S8 | BRIy s S IR T AT

% 3: Modified montgomery s e IL W IFATIH B 70 (T2 645 )

C: REL k>0; P= (x, y); Hir, PRFTIEREAIMEERIHZ B,

K kP

0 x=G,=xYy=G,=y; X;,=G, =x,Z,=Lt=1 X,=0,Z,=G, =x; K=k;
1 NOP Z,=Z};

2 NOP X,=t+Z,

3 NOP  X,=X%

4 for i=1-2to 0 do

if (k =1) then
5 é=X,-Z,; t=XZ;
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6 X, =X,-Z;Z,=A+X;; Z,=7%
T X, =X A X, =t+Z,; Z,=2%
8 A=X-Z; X =4+X; X, = X2
9 Z,=t-2, NOP

10 else swap({X,,Z,},{X,,Z,});
11t=X,-Z,;

12 A=X-Z;X, =X, + 4 LRGSR, NfEAs . T,
13 X, =X, - X,;

14 A=x-t;X;=4+X;

15t=2,-7,,

16 é:y-t;x1=i+xl;

17 t=x-t;

18 Z,=t%;

19 A=1-Z,;x=X+1;

20 X, =X,-Zy;

21 t=X-Xgy=y+t;

22 % =G, =§ V,=G, =V,

R 3IH, Xy 60 Xv Zn 0 Xoo Z, 9 0 a) A7 A A0 i, B ZGB B A5 IR (%, y,) 2090
MG, F1 Gy FREU . 12k AT 5 (L-1) +14 WA i) B AT 58 j,  Hr — YO 3 it )
VEPTIR IR 1 LAAE RN k AR, BUuE TixA kT 2k, imi i UGk A8 o
R P T i S TR A T R B o AR SCHRE HH A P B AT R R v, R TR 2L 5 R Tl I 1]
Fb SCRik [31 HFT 2R FH B4 VR B 047 3 BE 3k (A8 BRI ) T /0 ( Hohy 6 WRABESRe IS [R) ), e TR,
HWH THRITE I, BORIEIFE N E 1A IT 1 AN IT, A 52 3 AR B
55 5CHK (6] JHEE SR AR E, A SO A T Ak kA s URT S A B R R s L, AR
VEUE 5 /D, T EL S R R BOR D T 28.81%, T A AS R BT (U FEB% A3 R D T 33.33%

2 BEREZEHEHGEZIM

2.1 IMS &R 4L

B TS SCHE R A IMS G303 T [ B SR | SIS MBS iz B, b Tz hag, it T
WA 2 iR W A AND-XOR 2548 3T X R 454, 7 SCH 252 B Y IMS i 14 285 44 5. e 4
Kl 3 fr, o msel_bits {5 5 ORI B EHE ; 245/, AND-XOR Unit-1 5 AND-XOR
Unit-3 H#i8 AND-XOR ML}, SGFME A B (AND-XOR Unit-2) 5 AND-XOR Unit-1 H
BRA A, A LASCER R A S B . T AND-XOR Unit-3 L% LSS s &, X
FEAEARRIMTFAEA AT, I T BOE FUiE, e — AR o SE el T BGE | A ofe
IR Jria 55, HAR I FIAR T Jris 5T Al B AT o 3 X Lb 20 ) i i 4% s 3 B o o 10 44 i
PR, BRI T T 0 S A, b o B R Xk AR B B e 1 BN R A A
WAERD ], HONTE 2N R A G2 B AR R g FE RSN PR S8 IMS B9, AR SCR 4 4>
IMS FEARRITH AT HEE, B — DRI T & s AT A BE a4, DI H S s B 4 = T 4 £
22 RFPEEEHEGIHN

ST — B R FH M B8 0y Ok S8, SCRik (11142 H A D ik B 5 O =X LA — s i 3l 4
E 2SR B A R, £ oy PR B (R W R . SR FH 32/64 (i DR Ab BEES RSB, WA s 3fe K HUR 2 4%
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Y (x) Y(x)

Y (x) = C(x)+h, -S(x) Y (x)=C(x)+(m/i-h,-S(x) [m/T-s. -H(xX)
(a) (b)

B2 i@ AND-XOR i (a) REU#KIES AND-XOR B (b)
Fig.2 General AND-XOR circuit( a ) and modified AND-XOR circuit( b )

& 3 IMS EAR S T E
Fig.3 The basic architecture of IMS

oz FI R, BUCGEAUR AR E AT R B RS, T E R T A SRIE R D AR SR
P e B SR s e A, il TR Tl 0y HOR S

HIE, AR R AP BRI R R A B L T TR R B . BN, ORI A D R
6 1A X, =X, Zy Z, =8+ X, M Z,=Z; MAIFATIFI LA, b, X, =X,Z, Z, =8+X,
ity LSBT A Z AR Xy F1 Z, FEA IMS B b AT REfIs 58, PRI i 22 B aRt s 5 2
FEABTE X, v, (R I 38 B e B % il i B
GRS e BMGHEAZ e W 2,227 B
75 3z S AL [ A 5 BB TRH IO A 4 3 s ok 1 2
BREFR . RIE, MRG0 2% 18 8% 1A R
B, Rl RER FHE R 7 3O 18 AT A S
I, Wl BB, BRI B AR AR AR, BLik
B IR A AR

T 2 S Bl B AN P 4 TR R
Xv Y € Xiv Zv t Xov Z, HiHERER

B4 rRAEHERE

Fig.4 Hardware path of the point multiplication
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izt SO0 COOv HO) Q(X) Jy IMS By 247 215 k-
3 MRESTSILE

ASCBETH verilog 15 F gL, b T 5 LAAEMRAM LR, FRATHE Altera 23 7] StratixII1-
EP3SL340H1152 & F A L SEHL T 5 R A0 FPGA BRI, I8 ad 2 8 fb i i X e 8 05 KOk i
EARTREE R E R oK, DLSCHE 163bit, 233bit. 283bit, 409bit Fil 571bit ZE{H Y ECC %
ARG R G TR ST RITTERIRE T (M0 k=163 ) TAER B85
b GBI A P B DL R A AT S A B AR DG o R 2 g AR SO A SR Y L
L

®1 AREHBITH FPGA: Stratixlll-EP3SL340H1152 [REIL IR
Tab.1 Implementation results of the point multiplication on the StratixllI-EP3SL340H1152 devices

163 177.71 810.054 0.201 8500 4516 4969
233 169.98 549.456 0.424 10830 5912 2358
283 167.9 454.613 0.623 12622 6913 1606
409 163.72 309.306 1.322 17136 9432 756
571 154.39 211.699 2.697 22958 12677 370

®2 HRFEEHEHITH FPGA RELIMLILE

Tab.2 Comparison related works for FPGA implementations of point multiplication

(5] 2009 191 Cyclone [I-EP2C8Q208C8N  18.19 82.56 10.5 7365 ALUTSs
163 _— 168.563 102 0.967 28336 ALUTs 33278 regs
Strat =
[4] 2010 163 ran 303.538 100.2 0.537 54187 ALUTs 36572 regs
EP3SL340H1152
163 567.944  99.4 0.287 94293 ALUTs 68753 regs
6] 2011 163 812.157 250 0.2007  157.3 kgates
23 sl 143.83 27624 1.62 8799 ALUTs 7143 regs
3] 2013 Stratix[1-EP3SL150F 1 153C
225 g e 9320 108.96  0.025 61023 ALUTs 5133 regs
AX 2014 163 StratixI[I-EP3SL340H1152  810.054  177.71  0.201 8500 ALUTs 4516 regs

222, SCHK [3142 H bit—serial Fl bit—parallel B Fh 7 s SZ B | bit-serial AR 5 % D,
B2 SO FE g, T bit—parallel J7 20 BARAR KRARBE b 45 50 SRz SEmt fa), HAHH] 1 R & B A 5%
W o SCHR [4] T ZE X a5 RSk R AT 0 B 0 D B (9 DT AT B2 43, (ERER IR R i3 B soe i Ak Jr
2o, M HAR T ARZ oo AR L i i B, BRSO R, (HRE TR RRUK
THEATE . mEIRE R LUE 1, AR R ECC BB AR, WIS, e
TR SCHR R, PR e .

4 B

15y =[1

SR XL GE i e iz S T N, AR ST B AR R s, T e IR R Sk AT R B OF
Pt — i REAZ SR | AR RIS A8 SR IMS A B30 1k LA KR IO 1 Bl rL B L BRI Y O
B ASAE T RE RS [R] F R AT R SR MR- T 32 33, 3y i SRR SR 1 A A 9 R 20 M £ 3t 1 A R A
IR TR S BLA o SR i X AR TE W I AT IR B %, DRI Rk i s e R B
FREPEIR LSS R, FEAR T iR pyas B mba], e Tis AR Blngi R R, ACmdot
P 1 RIS R TR RE R AT AR B TR A, RERE IS T BTN IR E Y
M ECC i 5 2 58 b HAG B2 iy ] o
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