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The hardware implementation of a high performance
AES based on inner pipeline

ZHENG Xing, WANG Jing, WANG Yun—feng

Department of Electronic Engineering, Xiamen University, Xiamen 361005, China

Abtract: An inner pipelined hardware design of AES is presented in this paper for the performance improvement of
AES. Based on the algorithmic analysis of the SubBytes/invSubBytes and MixColumns/invMixColumns, a 7-stage
pipelined structure, which applies the invMixColumns design to the multiplexing MixColumns and adopts the form of
arithmetic product of constant matrix, is proposed to reduce the cost of the hardware resources. The implementation of
the proposed is carried out in several FPGAs using the Xilinx ISE10.1and the results have shown an improvement in
the data throughout ratio and the ratio of data throughout and area.
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