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Abstract By combining key-exchange agreement and stream cipher algorithms, a hybrid
encryption algorithm based on chaotic attractors of neural networks is designed. This algorithm,
with chaotic attractor-based Diffe-Hellman public-key crypto system, could ensure the security
of key distribution while maintaining the high encryption speed of the stream cipher, and thus
is of fairly good practicability. The security and the encryption efficiency of the new algorithm
are analyzed and discussed. The algorithm is implemented by using VC program, and the simulated
key stream and cipher text are tested. The experimental results show that the proposed crypto
algorithm is of feasibility and fairly high encryption/decryption speed.
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